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Abstract: The increasing demands to enhance information security in data transmission, providing
countermeasures against jamming in military applications, as well as boosting data capacity in mobile
and satellite communication, have led to a critical need for high-speed frequency-hopping systems.
Conventional electronics-based frequency-hopping systems suffer from low data rate, low hopping
speed, and narrow hopping-frequency bandwidth. Unfortunately, those are important aspects to
facilitate frequency-hopping in emerging microwave systems. The recent advancement of microwave
photonics—the use of light to process microwave signals—provides promising solutions to tackle the
challenges faced by electronic frequency-hopping systems. In this paper, the challenges of achieving
real-time frequency-hopping systems are examined. The operation principles and results of various
microwave photonics-enabled frequency-hopping systems are comprehensively discussed, which
have wide hopping-frequency bandwidth and frequency-hopping speed from nanoseconds to tens
of picoseconds. Lastly, a bio-inspired jamming-avoidance system that could potentially be used for
adaptive frequency-hopping is also introduced.
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1. Introduction

Frequency-hopping systems, which change the information carrier frequency between a series
of frequencies determined by a unique hopping code sequence (Figure 1), has always attracted
great interest in radar and satellite systems, wireless radio frequency (RF) communications, as well
as emerging dynamic communication systems (i.e., 5G/6G) [1]. The history of frequency-hopping
dates to 1941, when it was patented by a Hollywood actress Hedy Lamarr and pianist George
Antheil. The technology was not taken seriously in electronic countermeasures worldwide until the
1980s. With the merit of frequency-hopping systems, such as mitigating the effects of inter-symbol
interference and jamming, it significantly increases the communication capacity of emerging RF wireless
systems—making it an essential tool to fulfil the high RF spectral resource demand in the commercial,
defense, and civilian federal marketplaces [2–4]. Furthermore, the fast frequency-hopping capability
greatly increases the security of wireless services—the lack of amplitude variations and fast-changing
in carrier frequency makes it challenging for Eve to interpret the information. Moreover, signal
interference resulting from multi-path effects could be largely reduced by fast-changing frequency
carriers. Frequency-hopping systems have been widely implemented, e.g., in Bluetooth [5], Advanced
Extremely High-Frequency (AEHF) communications satellites [6], and the Military Strategic and
Tactical Relay (MILSTAR) communication satellites [7]. Although frequency-hopping systems have
been proved successfully in various RF systems, the hopping speed is limited to milliseconds, and
the hopping-frequency bandwidth is less than several GHz, which hinders its implementation in
emerging RF wireless communications and sophisticated electronic warfare systems. Due to the
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inherent electronic bottleneck and available frequency bandwidth of electronic devices, it is very
challenging for electronics-based frequency-hopping systems to achieve hopping-frequency bandwidth
over several GHz in close to real-time hopping speed.
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Figure 1. Principle of frequency-hopping communication systems. (a) Frequency channel assignment
for a single user; (b) Time-varying spectral usage of the allocated frequency for a particular user.

Microwave photonics (MWP), which bridges RF signal and photonic signal processing, is capable
of overcoming bottlenecks in electronics due to its large bandwidth, instantaneous response, as well
as flexibility and reconfigurability [8]. Various RF signal processing tasks have been successfully
demonstrated using photonic technologies [9–19], such as MWP analog-to-digital converters, MWP
filters, MWP arbitrary waveform generators, MWP image rejection mixer, and MWP frequency
measurement, to name a few. Although microwave photonic approaches are capable of generating
various types of RF signals [20], it is not trivial to use them for generating frequency-hopping signals
due to the limited frequency tunability and hopping speed in the existing signal generating approaches,
as well as the time required to stabilize at the desired frequency.

In this review paper, we will first introduce the operation principle and configuration of several
frequency-hopping systems based on microwave photonics. Several recent breakthroughs in microwave
photonic frequency-hopping signal-generation schemes that enable ultrafast and wideband operation
are compared. In Section 3, a bio-inspired photonic circuit mimicking the jamming-avoidance system in a
gene of electric fish is presented, which has great potential in facilitating an adaptive frequency-hopping
system. Finally, the paper is concluded by a discussion of the existing frequency-hopping techniques
and their potential in dynamic and wideband RF signal processing.

2. Microwave Photonic Frequency-Hopping Systems

Microwave photonic frequency-hopping systems have wider hopping bandwidth and roughly
103–106 times faster hopping speed when compared with conventional electronic approaches. Figure 2
shows an illustration of a microwave photonic frequency-hopping system that consists of a pre-encoded
input data module shown in Figure 2a, and a frequency-hopping carrier generation module for
generating the uplink carrier shown in Figure 2b,c. The pre-encoded input data is used to modulate
the RF carrier and then transmitted through a high-frequency antenna as a frequency-hopping signal.
There are mainly two types of MWP frequency-hopping carrier generation schemes, including (i)
MWP frequency synthesizer with ultrafast frequency switching ability, such as the use of nonlinear
period-one dynamics of injected semiconductor laser to directly generate different frequency at different
time [21,22]; (ii) MWP switch for fast switching of pre-generated frequencies, such as the use of ultrafast
microwave photonic RF filter to switch out different frequency carriers.

There are two major challenges in MWP frequency synthesizer approach: First, it is the need
to establish a stable desired frequency in a short period to enable fast frequency switching; second,
the precise control of the hopping code sequence properties due to the required tight relationship
between the synthesized frequency and the applied hopping code sequence. In MWP RF switch
approaches, the two major challenges are: (i) achieving fast switching time within a cycle of the
carrier, and (ii) the ability to completely switch off the unwanted frequencies. For both approaches,
it is even more challenging to achieve a multi-level frequency-hopping system with picoseconds
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hopping speed and instantaneous reconfiguring capabilities. Table 1 shows a list of examples of the
state-of-the-art frequency-hopping signal-generation schemes based on various RF electronics and
microwave photonic approaches. In this section, we discuss and compare the principles, hopping
speed, flexibility in the hopping frequency, and hopping-frequency bandwidth of various microwave
photonic frequency-hopping signal-generation schemes.
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Figure 2. Schematic of microwave photonic frequency-hopping transmission systems. (a) Input—
encoded data at baseband; (b) Ultrafast MWP-based frequency synthesizer controlled by an applied
hopping pattern. (c) Frequency-hopping carrier generation using MWP RF switch (d) Output—
frequency-hopping signal.

Table 1. Comparison of the State-of-the-Art Frequency-Hopping Signal-Generation Schemes.

Reference Techniques Speed Potential for
Multi-level Methods Tuning Mechanism

[23] Four wave mixing 50 ps No switch Polarization tuning
[24] SBS filter 100 ps Yes switch SBS tuning
[25] EO-based comb filter 100 ps Yes switch EO Pockels effect
[26] Notch filter 190 ps No switch EO Pockels effect

[27] Lyot filter 200 ps Yes switch Nonlinear
polarization rotation

[28] DD-MZM bias control 1 ns No switch EO Pockels effect
[29] Optical injection 10 ns Yes synthesizer Nonlinear dynamics
[30] Delay line-based comb filter 40 ns Yes switch Optical delay line
[31] PM-PSFBG OEO 100 ns Yes synthesizer Polarization tuning
[32] Microring resonator 500 us Yes synthesizer Thermal tuning
[33] RF-MEMS 300 us Yes switch MEMS capacitor
[34] Integrated spectrum shaper 7 ms Yes switch Thermal tuning

2.1. Microwave Photonic Opto-Electronic Oscillator Enabled Frequency-Hopping System

Opto-electronic oscillator (OEO) has attracted great interest for decades [35–37] to replace the
conventional RF signal generator for applications that have precise timing requirement due to the
OEO’s high stability and low phase noise performance over a wide frequency bandwidth. OEO usually
consists of a laser source, an electro-optic modulator, a section of optical fiber, a photodetector,
an electrical amplifier, a microwave bandpass filter, and an electrical power coupler, such that the
RF signal is repeatedly selected by an electrical bandpass filter and amplified to ensure gain is
larger than the loss in the OEO cavity to achieve a high-Q factor. Once the accumulated gain and
phase of the oscillation condition are satisfied, high quality microwave signal is resultant, where the
oscillating frequency is governed by the center frequency of the microwave bandpass filter. To generate
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frequency-hopping signal using OEO, the center frequency of the microwave bandpass filter must be
changed rapidly according to the applied hopping code sequence. Unfortunately, microwave bandpass
filters have narrow frequency tuning range and slow tuning speed due to the inherent limitation in
tuning mechanism, making it not suitable for high-speed and large dynamic range frequency-hopping
generation [38,39]. To solve this problem, microwave photonic filter is used in place of the microwave
bandpass filter that is incorporated in the OEO.

Figure 3a shows the use of a polarization-maintaining phase-shifted fiber Bragg grating (PM-PSFBG)-
based OEO for the generation of wideband frequency-hopping signal [31]. The polarization modulator
(PolM), optical circulator, PM-PSFBG, and photodetector form an MWP filter. When the PM-PSFBG is
used with a PolM, the MWP filter exhibits a polarization-dependent RF response with narrow 3-dB
bandwidth, as illustrated on the right of Figure 3b. It is important to note that there are two notches in
the PM-PSFBG reflection spectrum for each principal polarization axis of the PM-PSFBG to achieve
phase to intensity conversion during photodetection. Therefore, two different frequency responses,
each with two transmission peaks are observed through a vector network analyzer (VNA), as shown
in Figure 3b. To achieve frequency-hopping signal generation, polarization of a continuous wave
light wave is aligned at 45◦ with respect to the principal axis of the PolM for polarization modulation.
The modulated light is then sent to PM-PSFBG via an optical coupler (OC) such that the light will go
through both the principle polarization axes of the PM-PSFBG. The reflected signal is detected by a
photodetector and an ultra-narrow (~40 MHz) passbands are observed at the microwave photonic filter.
The resultant hopping frequency is determined by the power distribution between the two PM-PSFBG
axes (i.e., governed by the control signal, i.e., the hopping code sequence applied to the PolM) and the
frequency spacing between the laser wavelength and notches at the MWP filter.
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Figure 3. (a) Schematic diagram of an OEO-based frequency-hopping signal-generation scheme.
PoIM: polarization modulator; OC: optical coupler; PD: photodetector; PA: electrical power amplifier.
(b) Operation principle of the OEO (with the courtesy of Dr J. Yao).

Therefore, by changing the laser wavelength, modifying the DC voltage applied to the PolM,
and adjusting the light polarization launching to the PM-PSFBG, frequency-hopping RF signal can be
generated. Figure 4a,b show two resultant frequency-hopping signals that successfully hop between
17.1 GHz and 15.75 GHz as well as 9.58 GHz and 8.65 GHz, respectively, with 100 ns hopping speed.
Although frequency-hopping signal can be generated using MWP filter-based OEO scheme, there are
still room for improvements in the following aspects: (1) reduction of the long establishment time of
oscillating mode to increase frequency-hopping speed; (2) improvement of signal phase noise that
was currently deteriorated due to uncorrelated phase relationship between adjacent oscillation modes;
(3) achieving multi-level frequency-hopping signal generation that is currently hindered by mode
competition in the OEO.
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2.2. Frequency-Hopping through Period-One Nonlinear Dynamcis in Semiconductor Lasers

When a slave semiconductor laser experiences optical pumping from a master laser, various
nonlinear dynamics can be excited, such as chaotic dynamics, injection locking dynamics, and periodic
oscillations [21,22,40,41]. Depending on the detuning frequency, injection power ratio, as well as
the controlling of polarization relationship between the slave and master lasers, different nonlinear
dynamics and characteristics could be induced. Among all the nonlinear dynamics in semiconductor
lasers, period-one (P1) dynamics is a good candidate to achieve frequency-hopping due to its unique
spectral phenomenon as well as fast hopping speed of up to nanoseconds range.

The schematic diagram of period-one dynamics-based frequency-hopping system [29] is shown
in Figure 5a. A master laser that is emitting continuous wave at fm is attenuated and then intensity
modulated by a hopping code sequence S(t). The modulated master laser light is launched to a free
running slave laser at fs via an optical circulator. The lasing frequency difference between the master
and slave lasers is fs. Through injection locking, the master laser pulls the slave laser oscillating
frequency towards the master laser frequency fm by locking its phase, forcing the slave laser to lase at
fm. At the same time, the gain region of the slave laser is red-shifted (i.e., shifting f s to f s’) due to the
refractive index change inside the cavity resulted from an increase in carrier density through master
laser light injection. Therefore, the two effects compete—injection-induced gain region shifting to
red while phase locking from master laser shift the lasing to blue, leading to period-one nonlinear
dynamics, i.e., the slave laser lases at both fm and fs’. As illustrated in Figure 5b, a RF signal with
frequency fo results after photodetection, which is governed by the frequency difference between the
two lasing frequencies of the slave laser (fo = fm − fs’). The observed asymmetric double-sideband
spectrum is due to Hopf bifurcation. The resultant lasing frequency fs’ due to refractive index change
is determined by the strength of the injection light. Therefore, frequency of the resultant RF signal can
be adjusted through the control of the injection light power.
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frequency fi = fs − fm, the generated RF signal frequency fo would increase linearly with the injection 
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Figure 5. (a) Schematic diagram of the period-one (P1) nonlinear dynamic-based frequency-hopping
signal-generation scheme. (b) Operation principle of P1 dynamics in an optically injected semiconductor
laser. ML: master laser, Att: optical attenuator; IM: intensity modulator, S(t): hopping code sequence;
PC: polarization controller, CIR: optical circulator; SL: slave laser, PD: photodetector (with the courtesy
of Dr S. Pan).
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Figure 6a–c show the temporal measurement of the generated RF signal under different injection
conditions, while the corresponding hopping code sequence S(t) is shown in the insets. The injection
strength is defined as ξ, which is proportional to the injected power. Therefore, for a fixed detuning
frequency fi = fs − fm, the generated RF signal frequency fo would increase linearly with the injection
amplitude. Therefore, by controlling the optical injection power using a hopping code sequence,
frequency-hopping signal can be generated. Figure 6d–f shows the measured instantaneous frequency
of the generated RF signal. By setting the hopping code sequence to a two-level square wave,
frequency-hopping signal with frequencies at 13.1 and 17.6 GHz is resultant. Thanks to the fast P1
dynamic response, ~10 ns hopping speed is demonstrated. P1 dynamic-based frequency-hopping
signal-generation scheme can generate multi-level frequency-hopping signal. With a four-level hopping
code sequence, the resultant frequency-hopping signal can hop between four different frequencies,
as shown in Figure 6e,f. Since the resultant frequency greatly depends on the injection light amplitude,
it is important to reduce amplitude fluctuation in the injection light to prevent instability in the
frequency-hopping signal frequency.
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2.3. Bias Control in Dual-Drive Mach–Zehnder Modulater for Frequency-Hopping Signal Generation

To achieve a faster frequency-hopping speed, Pockels effect in a dual-drive Mach–Zehnder
modulator (DD-MZM) is used [28], as illustrated in Figure 7a. In this approach, a reference microwave
signal fs with amplitude V0 is injected into one arm of the DD-MZM, while a hopping code sequence
S(t) is applied to the other arm of the DD-MZM. The DC ports of the two arms are driven by a DC power
supply to introduce phase difference. When a hopping code sequence S(t) with an amplitude of Vs is
applied to DD-MZM, the transmission function of the frequency-hopping system can be expressed as,

T =
1
2
+ cos

[
π(V0 cos(2π fst) −VsS(t) −VDC)

Vπ

]
(1)

where Vπ is the half wave voltage of the DD-MZM and VDC is the DC bias difference between the
two arms. As shown in Figure 7b, if VDC is at the quadrature transmission point, the output RF
signal is at the original reference signal frequency f s due to the linear region in the transmission
curve; while biasing at the minimum transmission point will lead to a doubling in output RF signal
frequency (i.e., 2f s) due to the folding in the transmission curve. Thus, by setting the static DC bias
at minimum transmission point and dynamically apply S(t) to shift the bias to quadrature point,
a frequency-hopping signal is resulted and can be expressed as,
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i(t) =
{ 1

2 RE2
0 −

1
2 RE2

0 J0(m) + RE2
0 J2(m) cos(4π fst), S(t) = 1

1
2 RE2

0 + RE2
0 J1(m) cos(2π fst), S(t) = 0

(2)

where R is responsivity of the PD and m = πV0/Vπ is the modulation index. As shown in Figure 7c,
the temporal waveform of the frequency-hopping signal indicates that the frequency is hopping
between 12 GHz and 24 GHz when a 64-bit 1 Gbps pseudorandom binary sequence (PRBS) hopping
code sequence is used. The hopping speed is measured to be 1 ns in this experiment. Since the
DD-MZM has a higher modulation efficiency at the quadrature transmission point than that at the
minimum transmission point, the generated frequency-hopping signal at fs will always be stronger
than the signal at 2fs, as shown in Figure 7c,d. Furthermore, the frequencies in the frequency-hopping
signal will always have a fixed relationship of fs and 2fs.
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Figure 7. (a) Experimental setup of frequency-hopping signal generation by switching the bias point of
an optical dual-drive Mach–Zehnder modulator: LD, laser diode; PC, polarization controller; DD-MZM,
dual-drive Mach–Zehnder modulator; MSG, microwave signal generator; PPG, pulse pattern generator;
EA, electrical amplifier; PD, photodetector; EBPF, electrical bandpass filter; DSO, digital sampling
oscilloscope.; (b) Transmission characteristics of the DD-MZM at quadrature (QTP) and minimum
(MITP) biasing points. (c) The measured frequency-hopping signal waveforms (blue solid line) and
the calculated instantaneous frequencies (red dotted line). (d) A zoom-in view of the generated
frequency-hopping RF signal in the yellow dotted line region in (c) (with the courtesy of Dr Y. Chen).

2.4. MWP RF Switch for Frequency-Hopping Signal Generation

Microwave switches, or RF switches are an essential tool in microwave systems for signal routing
and signal modulation. RF switches usually have switching speed of hundreds of nanoseconds and
operation bandwidth of several tens of GHz. To enable fast switching of RF signal for the generation of
frequency-hopping signal, microwave photonic RF switches with switching time at tens of picosecond
speed [42], which is way faster than any existing RF switch technologies, is a promising candidate.
In this section, we will discuss two techniques to achieve high-speed RF switching—(1) Tunable
microwave photonics filter, (2) Optical nonlinear wave mixing. The use of tunable microwave photonic
filter with tens of gigahertz frequency tuning speed is an effective way to use microwave photonic
technology for performing RF switching. MWP filters with single and multiple passbands have been
intensively demonstrated using various techniques including the use of optical comb filter [25,43,44],
stimulated Brillouin scattering (SBS) [24,45], and liquid crystal on silicon (LCoS) [46,47]. Various MWP
filters could have slightly different pros and cons; for example, the use of SBS filter [24] could give
a sharper MWP filter profile and results in a finer frequency resolution in the frequency-hopping
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scheme. The use of an electrical delay line in a MWP filter [25] could limit the operation bandwidth
of the frequency-hopping signal. However, most of the techniques have a fixed passband frequency
or the tuning mechanism are based on manual control of tunable optical delay line, thermal tuning,
or mechanical laser array tuning, which are too slow to achieve fast switching. To perform RF switching,
only the techniques that are capable of fast tuning of the passband/bandstop frequency at GHz speed
can be used. In this section, we will discuss several techniques for achieving high-speed RF signal
switching for the generation of frequency-hopping signals.

2.4.1. Pockels Effect Based Fast Tunable MWP Switch for Frequency-Hopping Signal Generation

Pockels effect in LiNbO3 modulators is well known for its fast response time in the order of tens
of picosecond. By incorporating a LiNbO3 phase modulator in a loop mirror filter, an ultrafast RF
switch can be achieved, as shown in Figure 8a [26,48]. First, a single sideband modulated optical
signal is generated at the dual-drive Mach–Zehnder modulator (DD-MZM), which is then launched
into a phase modulator incorporated loop mirror filter (PM-LMF) for optical spectral filtering. If the
RF spectral component in the single sideband optical signal is being blocked by the PM-LMF, the RF
signal cannot be reconstructed at the photodetector and results in a notch in the frequency response at
that particular frequency. The PM-LMF consists of a piece of polarization-maintaining fiber (PMF),
a polarization controller (PC), a phase modulator (PM), and an OC. First, the input light is spilt into
two branches at the OC, then the two light beams counter propagate in the LMF and interferer when
they arrive at the OC again. Depending on the phase difference experienced by the two light beams,
a periodic transmission function is resulted and can be expressed as,

T(λ) =
1
2
[1− cos(ϕ(λ))] (3)

where ϕ(λ) denotes the phase difference between the light travelling clockwise and anti-clockwise.
Due to the total phase difference induced by both the PMF and a short tunable birefringence medium
(e.g., PM), periodic optical comb response is resulted. When the transverse electric axis of the PM is
aligned with the fast axis of the PMF, the corresponding comb spacing can be described as,

∆λ =
λ2

BPMFLPMF + BPMLPM
(4)

where BPMF, LPMF, BPM, and LPM are the birefringence and length of the PMF and PM, respectively.
Birefringence of the PM is proportional to the electric field around the LiNbO3 crystal waveguide.
Therefore, the comb spacing can be shifted by controlling the applied DC voltage to the PM. Considering
a small optical spectral region, a shift in the optical comb is observed, resulting in a shift in the
transmission notch of the comb filter, as shown in Figure 8b. Since there is a direct corresponding
between the transmission notch in the optical comb filter and the transmission notch in the RF filter,
the RF transmission notch can also be tuned by controlling the DC voltage applied to the PM, as shown
in Figure 8c.

To generate a frequency-hopping signal, two RF signals at f 1 and f 2 are modulated onto the
optical carrier as a single sideband signal. A hopping code sequence with two voltage levels at V1

and V2 is used to control the birefringence of the PM, i.e., the RF transmission notch. When the RF
notch is aligned with f 1, then only f 2 can be found at the output while f 1 is being blocked, or vice
versa. Therefore, when the control signal is switched between V1 and V2, a frequency-hopping signal
between f 1 and f 2 can be generated. As shown in Figure 8d, two-level frequency-hopping signal
between 6 GHz and 12 GHz with 170 ps hopping speed is achieved by setting the applied voltage of
bit “1” at 2.8 V and that of bit “0” at 0 V. Due to the fast response time of Pockels effect, hopping speed
of tens of GHz can be achieved which is governed by the modulation bandwidth of PM. Although
the hopping speed is fast, there is a requirement of the frequency separation between the hopping
frequencies due to the periodicity and bandwidth of the MWP filter.
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Figure 8. (a) Experimental setup of the PM-LMF-based MWP notch filter for RF signal switching. DFB:
distributed feedback laser; DD-MZM: dual-drive Mach–Zehnder modulator; PM: phase modulator;
PMF: polarization-maintaining fiber; PC: polarization controller; PD: photo detector; (b) Measured
transmission optical spectra of the tunable PM-LMF at different control voltages. (c) Corresponding RF
notch filter response at different control voltage; (d) Close-up of the frequency-hopping signal that
switches between 6 GHz and 12 GHz.

2.4.2. Nonlinear Polarization Rotation Enabled Lyot Loop Filter as an RF Signal Switching

To overcome the periodicity characteristic in the above MWP filter, finite impulse response
(FIR)-based MWP bandpass filter can be used instead, such that distinct passbands at the desired
frequencies can be obtained. Figure 9a shows the schematic of an optically controlled FIR-based
reconfigurable MWP dual-band filter [27]. Unlike the last microwave photonic filter that uses the
transmission characteristic of the optical comb to shape the RF frequency response, this MWP dual-band
filter uses FIR (i.e., weighting and delaying of RF signal copies for summation) to generate the desired
RF filter spectral shape. Moreover, nonlinear polarization rotation in semiconductor optical amplifier
(SOA) is used instead as the switching mechanism, where the birefringence in a SOA changes according
to the power of a pump light, resulting in polarization rotation of the signal light. A broadband light
source is first shaped by an optical Gaussian shape filter and is then spectrally sliced by an optically
controlled Lyot loop filter to generate the optical carriers needed for the FIR filter taps. The Lyot loop
filter consists of a pair of polarizers (P1, P2), two optical circulators, a length of PMF, a SOA, an OC, and
a distributed feedback laser (DFB). As shown in Figure 9b, the circulator-SOA loop enables the input
light to transmit through a piece of PMF twice and allow rapid adjustment of the polarization state of
the return light through optical injection at the SOA. Within the Lyot loop filter, the input optical signal
is linearly polarized at 45◦ with respect to the principle axis of the PMF. After the first transmission
through the PMF, the phase difference ∆ϕ between fast and slow axis can be expressed as ∆ϕ = 2πBL/λ,
where B and L are the birefringence and length of the PMF, and λ is the light wavelength. Then, the
light passes through the circulator-SOA loop and will travel back through the same PMF in the opposite
propagation direction with a polarization rotation angle (∆θ). By properly modify the optical pump
power being injected to the SOA, the polarization rotation angle can be optically switched to 0, 45◦, and
90◦, resulting in a phase difference switching between 2∆ϕ, ∆ϕ and 0. Therefore, the resultant phase
difference between the light aligned with the two axis changes accordingly to the equivalent length (Le)
of PMF being changed between 2L, L, and 0. Based on the phase difference, the Lyot loop filter will
have the same reconfigurable periodic transmission function as the one described in above section,
which is used to spectrally slice the broadband light source. The spectrally sliced optical carrier is then
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launched to a dispersive medium to obtain wavelength dependent delay, such that a FIR filter is formed
at the photodetector, resulting in a microwave photonic filter with two reconfigurable passbands.
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Figure 9. (a) Experimental setup of the optically controlled fast reconfigurable microwave photonic
dual-band filter for RF signal switching based on nonlinear polarization rotation. BBS: broadband light
source. EDFA: erbium-doped fiber amplifier. DFB: distributed feedback laser. SOA: semiconductor
optical amplifier. P1–P2: polarizers. PM: phase modulator. PMF: polarization-maintaining fiber.
PD: photodetector. DCF: dispersion compensating fiber. (b) Operation principle of the optically
reconfigurable Lyot loop filter; (c) Measured response speed of the nonlinear polarization rotation
effect. Purple waveform: 1 Gbps hopping code sequence with a “10101100” pattern. Blue waveform:
Corresponding output signal of the SOA that experienced nonlinear polarization rotation. (d) Switching
speed measurement of the optically controlled RF signal switching with rise/fall time less than 200 ps.

It is important to note that the SOA combined with pump laser works as an optically controllable
polarization controller. By applying different optical pump powers, birefringence of the SOA is
changed, leading to nonlinear polarization rotation of the light inside the SOA. It has been proven that
a polarization rotation angle of up to 180◦ [49] and a nonlinear polarization rotation response speed at
GHz can be achieved [50]. By turning the two reconfigurable passbands in the dual-passband MWP
filter on and off via nonlinear polarization rotation in the SOA, either f 1 or f 2 of the input RF signal can
be switched out, resulting in a frequency-hopping signal. As a result, ultrafast switching of RF signals
via an optically controlled comb filter can be successfully achieved. Figure 9c shows the measurement
of nonlinear polarization rotation response speed, where a 1 Gbps “10101100” hopping code sequence
is used to modulate the pump laser via an electro-optic intensity modulator. The rise/fall time of the
nonlinear polarization rotated output is 200 ps. Figure 9d shows the study of RF signal switching speed
and the purity of removing the unwanted frequency. A 6.8 GHz RF signal is used to modulate the
optical carrier, and the MWP filter is configured to turn on and off the passband at 6.8 GHz, resulting
in an on/off switching of the RF signal with a 200 ps switching speed.

2.5. Integrated Photonic Based MWP Bandpass Filter for Frequency-Hopping Signal Generation

Currently, most photonics-based frequency-hopping systems have been demonstrated using
discrete fiber-optic components, which are bulky, with larger loss, and are sensitive to peripheral
environment such as temperature changes and vibration, resulting in a significant degradation in the
frequency-hopping system performance. Therefore, photonic integration is a necessity to minimize the
frequency-hopping system footprint, increase system stability, and make it more comparable with RF
circuits [51,52]. Integrated microwave photonics have been used for demonstrating photonic filters [34],
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on-chip stimulated Brillouin scattering-based RF signal processor [53], and photonic oscillator based
on Kerr comb [54,55]. Regarding the generation of microwave signal on an optical chip, a Kerr optical
frequency comb excited in a high-Q magnesium fluoride whispering-gallery-mode resonator was
reported to have a phase noise as low as −120 dBc/Hz at a 1-kHz offset frequency [54]. Figure 10 shows
the diagram of a fast-switching integrated optical spectral shaper that forms part of an MWP filter
(i.e., essentially replacing the Lyot loop filter in the previous section by the optical spectral shaper).
The optical spectral shaper chip has a size of 9.6 cm × 2.4 cm, which consists of six delay elements made
by silica [34]. The polarization independent 2 × 2 thermal optical switches are used as interconnectors
between delay lines, which can be switched between bar-state and cross-state by change the driving
voltage. Since six stages of time delay are used in this chip, 26

− 1 = 63 different delay combinations
can be obtained. Therefore, the resultant passband frequency can be adjusted through the control
of the time delay configuration via the optical switches, as shown in Figure 11a. The fast-switching
frequency-hopping signal waveform between 1.782 GHz and 3.635 GHz is shown in Figure 11b, which
has a hopping speed of 0.7 ms. So far, the limitation on tuning speed of most integrated photonics
circuits and silicon photonic signal processors are governed by the large coefficient of thermal-optic
effect [56].
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2.6. Real-Time Nonlinear Optical Mixing for Frequency-Hopping Signal Generation

In the above MWP-based frequency-hopping signal-generation schemes, frequency-hopping
signal is strongly depending on the center frequencies of the MWP passbands. In this approach,
a more flexible allocation of the hopping frequency can be achieved using nonlinear optical mixing
for the generation of frequency-hopping signal. Optical nonlinear four wave mixing (FWM) is well
known for its transparency to amplitude, phase and frequency [57–59], and has been used for a wide
range of signal processing applications, including wavelength conversion, multicasting, parametric
amplification, and laser spectroscopy. In this section, the use of FWM for generating frequency-hopping
signal with instantaneous hopping speed (Figure 12) will be discussed [23]. The key of the system is to
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modulate RF signals on different polarization of the input light—such that only the polarization aligned
with that of the hopping code sequence is switched out by FWM. In this approach, a PM is used for
polarization modulation by aligning the input optical carrier at 45◦ with respect to the PM waveguide
axes. Therefore, the polarization of the pump light will change with specified hopping code sequence
applied onto the PM. In degenerate FWM, FWM efficiency is the strongest if the polarization of the two
signals are the same, while no FWM occurs if the polarization of the two signals is orthogonal. Thus,
the hopping code sequence modulated pump light will only interact with the either f 1 or f 2 modulated
light that has the same polarization.
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spectrum, it is desirable to have an adaptive frequency-hopping scheme that responses to the 
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Figure 12. Experimental setup and operation principle of real-time RF switching for frequency
hopping system using optical four wave mixing. CW: continuous wavelength laser source; EOM:
electro optical modulator; EDFA: Erbium-doped fiber amplifier; HNLF: highly nonlinear fiber; OTF:
optical tunable filter; PD: photodetector. (a) hopping code sequence; (b) and (c) modulated RF
signals on the same wavelength but different polarization;(d) FWM results after HNLF; (e) resultant
frequency-hopping signals.

In the scheme, the optical carrier at λm carries the RF signals f 1 and f 2 at two orthogonal
polarizations, while the hopping code sequence for frequency-hopping control is modulated on λc,
with x polarization to represent bit 1 and y-polarization to represent bit 0. Therefore, only f 1 is switching
out when the hopping code sequence is at bit 1, while only f 2 is switched out when the hopping code
sequence is at bit 0, as shown in Figure 13a,b. The experiment also shows that switching speed for
two-level frequency-hopping signals can be up to tens of picoseconds (<50 ps) resulting from the
instantaneous response of nonlinear optical mixing and is currently limited by the rise and fall time of
the hopping code sequence, as shown in Figure 13f.
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Figure 13. (a) and (b) Temporal waveforms of only 5 GHz or 8 GHz RF signals when a hopping code
sequence of “1011010010” is used in the FWM RF switch; (c) Generated frequency-hopping signal
between 5 GHz and 8 GHz from FWM RF switch controlled by a “1011010010” code sequence, inset:
zoom-in waveform of the orange shaded area; (d) and (e) FWM outputs at x- and y-polarization when
no RF signals are used; (f) Response time measurement for (i) Rising and (ii) Falling edge.
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3. Adaptive Frequency-Hopping System Bio-Inspired by a Gene of Electric Fish—Eigenmania

The above frequency-hopping systems are solely depending on a hopping code sequence
to determine what frequency the system should be using. The applied pseudorandom hopping
code sequence (corresponding to channel assignment) is pre-set to achieve a pre-determined
frequency-hopping sequence and is only known by the transmitter and target receiver. Frequency-
hopping system reduces the possibility of jamming by hopping to different pre-set frequency at
different time, resulting in extremely short dwelling time at a particular frequency. To facilitate a
dynamic usage of the RF spectrum, it is desirable to have an adaptive frequency-hopping scheme that
responses to the population in the RF spectrum, and hops its frequency to the available spot to avoid
jamming and increases the use of the whole spectrum effectively. Inspired by the jamming-avoidance
response (JAR) in a gene of electric fish—Eigenmania, an adaptive frequency-hopping photonic circuit
that is capable of detecting potential jamming and then spectrally moves away from the potential
jamming frequency is experimentally demonstrated [60]. By mimicking the JAR neural algorithm with
photonics [60–62], the resultant dynamic frequency-hopping system has wideband and instantaneous
response benefiting from photonic systems. The dynamic frequency-hopping system is efficient and
have adaptive capability thanks to the unique design of the neural algorithm. Figure 14 shows the
block diagram of the bio-inspired photonics-based adaptive frequency-hopping system.
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As shown in Figure 14, there are four building blocks that enables the JAR, including (1)
Zero-crossing point detection unit (ZeroX unit), (2) Phase detection unit, (3) Amplitude unit, and (4)
Logic unit. In the scheme, the reference signal is the current transmitting frequency, while the jamming
signal could be the transmitting frequency occupied by another user. All signals are modulated
onto optical carriers such that they can be processed in the optical domain using the photonic JAR.
The photonic ZeroX unit uses self-phase modulation and offset spectral filtering to generate spikes at
the positive zero-crossing points of the reference signal. A beat signal, SB(t) = sin(2πfRt) + sin(2πfJt),
between the reference signal and the jamming signal is generated and will be used in the phase unit.
The phase unit takes both the zero-crossing spikes and the beat signal as the input, and use cross-gain
modulation in SOA to identify the phase relationship between them. The beat signal is the pump that
tries to deplete the carriers in the SOA to induce cross-gain modulation, while the zero-crossing point
spikes are the probe signal that could experience the cross-gain modulation effect. Each peak in the
beat signal and the zero-crossing spikes are a pair, which is either able or not able to have cross-gain
modulation, depending on the phase relationship within the pair. If the phase of the beat signal is
leading, the peak of the beat signal enters the SOA before the zero-crossing spike and causes cross-gain
modulation to the zero-crossing spike. On the other hand, if the phase of the beat signal is lagging,
the peak of the beat signal enters the SOA after the zero-crossing spike, making it unable to cause
cross-gain modulation to the zero-crossing spike. Therefore, a weak zero-crossing spike is resulted if
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the phase of the beat signal is leading, while a strong zero-crossing spike is resulted if the phase of the
beat signal is lagging. Then, the amplitude unit takes the envelope of the beat signal and make an
inverted copy using cross-gain modulation at an SOA. By adding the non-inverted beat signal envelope
with a delayed inverted beat signal envelope, a high output is resulted if the envelope amplitude is
increasing, while a low output is resulted if the envelope amplitude is decreasing. Lastly, the logic
unit takes the phase and amplitude information and determine if the JAR should increase, decrease,
or maintain the reference signal frequency based on a XOR relationship.

Figure 15 shows the spectral waterfall of the reference signal measured by a software-defined
radio (SDR) that represents how the reference signal adaptively hops to a different frequency when a
jammer is approaching it spectrally. Figure 15a,b corresponds to a lower jamming frequency (in the
red box), while Figure 15c,d corresponds to a higher jamming frequency (in the red box). The JAR
maintains a minimum frequency separation of 150 MHz between the jammer and the reference signal
by hopping to a different frequency when it is spectrally too close.Appl. Sci. 2020, 10, x FOR PEER REVIEW 14 of 17 
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Figure 15. Spectral waterfall measurement of the photonic JAR in action with sinusoidal reference
signal fR and jamming signals fJ.(a) The jamming signal fJ is approaching fR from the low frequency
side and triggers the JAR, (b) The jamming signal fJ is approaching fR from the low frequency side
and triggers the JAR, and then is moved away, (c) The jamming signal fJ is approaching fR from
the high-frequency side and triggers the JAR, (d) The jamming signal fJ is approaching fR from the
high-frequency side and triggers the JAR and then is moved away.

4. Discussions and Conclusions

This paper reviews several state-of-the-art microwave photonic frequency-hopping systems that
enable fast frequency-hopping for wireless RF systems. Frequency-hopping systems has the potential
to improve information security, mitigate jamming and interference, and increase spectral efficiency,
which are of great interest in military, commercial, and consumer applications. Microwave photonics
have been promising in providing improved hopping speed and frequency-hopping bandwidth
compared to its electronic counterparts, which essentially increases the capability of data transmission,
improves information security as well as enhanced signal fidelity. Recent advancement in microwave
photonic frequency-hopping schemes enable hopping speed ranging from picoseconds to nanoseconds
and the hopping-frequency bandwidth over tens of GHz with hopping stability. Moreover, some
of the microwave photonic approaches could be used for multi-level frequency-hopping, including
flexible OEOs, tunable MWP filters, and nonlinear period-one dynamics in lasers. To achieve both
multi-level frequency-hopping and fast switching speed, multiple frequency-hopping approaches with
fast switching time could be incorporated together to increase the level of frequency-hopping while
maintaining the high hopping speed.

The rapid development of real-time frequency-hopping speed as well as the transparency of data
formats, frequency, phase and amplitude in the frequency-hopping system could be potentially
used in the future THz wireless communication and be used in any wireless communication
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transmission scenario. Furthermore, the development of bio-inspired adaptive frequency-hopping
system could identify the available hopping frequency and simultaneously allow the jamming-free
frequency-hopping data transmission. Looking forward, the practical application of microwave
photonic frequency-hopping system can be further improved and optimized by miniature, integration,
and incorporating intelligence to adapt to more sophisticated wireless communications.
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