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Featured Application: Private data mining.

Abstract: The oblivious transfer primitive is sufficient to implement secure multiparty computation.
However, secure multiparty computation based on public-key cryptography is limited by the security
and efficiency of the oblivious transfer implementation. We present a method to generate and
distribute oblivious keys by exchanging qubits and by performing commitments using classical
hash functions. With the presented hybrid approach of quantum and classical, we obtain a practical
and high-speed oblivious transfer protocol. We analyse the security and efficiency features of the
technique and conclude that it presents advantages in both areas when compared to public-key
based techniques.

Keywords: secure multiparty computation; oblivious transfer; quantum communications

1. Introduction

In Secure Multiparty Computation (SMC), several agents compute a function that depends on
their own inputs, while maintaining them private [1]. Privacy is critical in the context of an information
society, where data is collected from multiple devices (smartphones, home appliances, computers,
street cameras, sensors, . . . ) and subjected to intensive analysis through data mining. This data
collection and exploration paradigm offers great opportunities, but it also raises serious concerns.
A technology able to protect the privacy of citizens, while simultaneously allowing to profit from
extensive data mining, is going to be of utmost importance. SMC has the potential to be that technology
if it can be made practical, secure and ubiquitous.

Current SMC protocols rely on the use of asymmetric cryptography algorithms [2], which are
considered significantly more computationally complex compared with symmetric cryptography
algorithms [3]. Besides being more computationally intensive, in its current standards, asymmetric
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cryptography cannot be considered secure anymore due to the expected increase of computational
power that a large-scale quantum computer will bring [4]. Identifying these shortcomings in efficiency
and security motivates the search for alternative techniques for implementing SMC without the need
of public key cryptography.

1.1. Secure Multiparty Computation and Oblivious Transfer

Consider a set of N agents and f (x1, x2, . . . , xN) = (y1, y2, . . . , yN) a multivariate function. For i ∈
{1, . . . , N}, a SMC service (see Figure 1) receives the input xi from the i-th agent and outputs back the
value yi in such a way that no additional information is revealed about the remaining xj, yj, for j 6= i.
Additionally, this definition can be strengthened by requiring that for some number M < N of corrupt
agents working together, no information about the remaining agents gets revealed (secrecy). It can
also be imposed that if at most M′ < N agents do not compute the function correctly, the protocol
identifies it and aborts (authenticity).

Figure 1. In secure multiparty computation, N parties compute a function preserving the privacy of
their own input. Each party only has access to their own input–output pair.

Some of the most promising approaches towards implementing SMC are based on oblivious
circuit evaluation techniques such as Yao’s garbled circuits for the two party case [5] and the GMW
or BMR protocols for the general case [2,6–8]. It has been shown that to achieve SMC it is enough to
implement the Oblivious Transfer (OT) primitive and, without additional assumptions, the security of
the resulting SMC depends only on that of the OT [9]. In the worst case, this requires each party to
perform one OT with every other party for each gate of the circuit being evaluated. This number can
be reduced by weakening the security or by increasing the amount of exchanged data [10]. Either way,
the OT cost of SMC represents a major bottleneck for its practical implementation. Finding fast and
secure OT protocols, hence, is a very relevant task in the context of implementing SMC.

Let Alice and Bob be two agents. A 1-out-of-2 OT service receives bits b0, b1 as input from Alice and
a bit c as input from Bob, then outputs bc to Bob. This is done in a way that Bob gets no information about
the other message, i.e., bc, and Alice gets no information about Bob’s choice, i.e., the value of c [11].

1.2. State of the Art

Classical OT implementations are based on the use of asymmetric keys, and suffer from two types
of problems. The first one is the efficiency: asymmetric cryptography relies on relatively complex key
generation, encryption, and decryption algorithms [12] (Chapter 1) and [13] (Chapter 6). This limits
achievable rates of OTs, and since implementations of SMC require a very large number of OTs [3,10],
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this has hindered the development of SMC-based applications. The other serious drawback is that
asymmetric cryptography, based on integer number factorization or discrete-logarithm problems, is
insecure in the presence of quantum computers, and therefore, it has to be progressively abandoned.
There are strong research efforts in order to find other hard problems that can support asymmetric
cryptography [4]. However, the security of these novel solutions is still not fully understood.

A possible way to circumvent this problem is by using quantum cryptography to improve
the efficiency and security of current techniques. Quantum solutions for secure key distribution,
Bit Commitment (BC) and OT have been already proposed [14]. The former was proved to be
unconditionally secure (assuming an authenticated channel) and realizable using current technology.
Although, it was shown to be impossible to achieve unconditionally secure quantum BC and OT [15–17],
one can impose restrictions on the power of adversaries in order to obtain practically secure versions
of these protocols [18,19]. These assumptions include physical limitations on the apparatuses, such as
noisy or bounded quantum memories [20–22]. For instance, quantum OT and BC protocols have been
developed and implemented (see [23–25]) under the noisy storage model. Nevertheless, solutions
based on hardware limitations may not last for long, because as quantum technology improves the rate
of secure OT instances will decrease. Other solutions include exploring relativistic scenarios using the
fact that no information can travel faster than light [26–28]. However, at the moment, these solutions
do not seem to be practical enough to allow the large dissemination of SMC.

In this work, we explore the resulting security and efficiency features of implementing oblivious
transfer using a well known quantum protocol [5] supported by using a cryptographic hash based
commitment scheme [29]. We call it a hybrid approach, since it mixes both classical and quantum
cryptography. We analyse the protocol stand alone security, as well as its composable security in the
random oracle model. Additionally, we study its computational complexity and compare it with the
complexity of alternative public key based protocols. Furthermore, we show that, while unconditional
information-theoretic security cannot be achieved, there is an advantage (both in terms of security
and efficiency) of using quantum resources in computationally secure protocols, and as such, they are
worth consideration for practical tasks in the near future.

This paper is organized as follows. In Section 2, we present a quantum protocol to produce OT
given access to a collision resistant hash function, define the concept of oblivious keys, and explain
how having pre-shared oblivious keys can significantly decrease the computational cost of OT during
SMC. The security and efficiency of the protocol is discussed in Section 3. Finally, in Section 4 we
summarize the main conclusions of this work.

2. Methods

2.1. Generating the OTs

In this section, we describe how to perform oblivious transfer by exchanging qubits. The protocol
πQOT shown in Figure 2 is the well known quantum oblivious transfer protocol first introduced by
Yao, which assumes access to secure commitments. The two logical qubit states |0〉 and |1〉 represent
the computational basis, and the states |+〉 = (|0〉+ |1〉)/

√
2, |−〉 = (|0〉 − |1〉)/

√
2 represent the

Hadamard basis. We also define the states |(si, ai)〉 for si, ai ∈ {0, 1} according to the following rule:

|(0, 0)〉 = |0〉 |(0, 1)〉 = |+〉
|(1, 0)〉 = |1〉 |(1, 1)〉 = |−〉.

Note that these states can be physically instantiated using, for instance, a polarization encoding
fiber optic quantum communication system, provided that a fast polarization encoding/decoding
process and an algorithm to control random polarization drifts in optical fibers are available [30,31].



Appl. Sci. 2020, 10, 4080 4 of 11

Protocol πQOT
Parameters: Integers n, m < n.
Parties: The sender Alice and the receiver Bob.
Inputs: Alice gets two bits b0, b1 and Bob gets a bit c.
(Oblivious key distribution phase)

1. Alice samples s, a ∈ {0, 1}n+m. For each i ≤ n + m she prepares the state |φi〉 = |(si, ai)〉 and sends
|φ〉 = |φ1φ2 . . . φn+m〉 to Bob.

2. Bob samples ã ∈ {0, 1}n+m and, for each i, measures |φi〉 in the computational basis if ãi = 0, otherwise
measures it in the Hadamard basis. Then, he computes the string s̃ = s̃1 s̃2 . . . s̃n+m, where s̃i = 0 if the
outcome of measuring |φi〉 was 0 or +, and s̃i = 1 if it was 1 or −.

3. For each i, Bob commits (s̃i, ãi) to Alice.
4. Alice chooses randomly a set of indices T ⊂ {1, . . . , n + m} of size m and sends T to Bob.
5. For each j ∈ T, Bob opens the commitments associated to (s̃j, ãj).
6. Alice checks if sj = s̃j whenever aj = ãj for all j ∈ T. If the test fails Alice aborts the protocol, otherwise she

sends a∗ = a|T to Bob and sets k = s|T .

7. Bob computes x = a∗ ⊕ ã|T and k̃ = s̃|T .

(Oblivious transfer phase)

8. Bob defines the two sets I0 = {i | xi = 0} and I1 = {i | xi = 1}. Then, he sends to Alice the ordered pair
(Ic, Ic⊕1).

9. Alice computes (e0, e1), where ei = bi
⊕

j∈Ic⊕i
kj, and sends it to Bob.

10. Bob outputs b̃c = ec
⊕

j∈I0
k̃j.

Figure 2. Quantum OT protocol based on secure commitments. The
⊕

denotes the bit XOR of all the
elements in the family.

Intuitively, this protocol works because the computational and the Hadamard are conjugate bases.
Performing a measurement in the preparation basis of a state, given by ai, yields a deterministic
outcome, whereas measuring in the conjugate basis, given by āi, results in a completely random
outcome. By preparing and measuring in random bases, as shown in steps 1 and 2, approximately
half of the measurement outcomes will be equal to the prepared states, and half of them will have
no correlation. As Alice sends the information of preparation bases to Bob in step 6, he gets to know
which of his bits are correlated with Alice’s. During steps 3 to 6, Bob commits the information of
his measurement basis and outcomes to Alice, who then chooses a random subset of them to test
for correlations. Passing this test (statistically) ensures that Bob measured his qubits as stated in the
protocol as opposed to performing a different (potentially joint) measurement. Such strategy may
extract additional information from Alice’s strings, but would fail to pass the specific correlation check
in step 6. At step 8, Bob separates his non-tested measurement outcomes in two groups: I0 where he
measured in the same basis as the preparation one, and I1, in which he measured in the different basis.
He then inputs his bit choice c by selecting the order in which he sends the two sets to Alice. During
step 9, Alice encrypts her first and second input bits with the preparation bits associated with the first
and second second sets sent by Bob respectively. This effectively hides Bob’s input bit because she is
ignorant about the measurements that were not opened by Bob (by the security of the commitment
scheme). Finally, Bob can decrypt only the bit encrypted with the preparation bits associated to I0.

In real implementations of the protocol one should consider imperfect sources, noisy channels,
and measurement errors. Thus, in step 6 Alice should perform parameter estimation for the statistics
of the measurements, and pass whenever the error parameter es below some previously fixed value.
Following this, Alice and Bob perform standard post-processing techniques of information reconciliation
and privacy amplification before continuing to step 7. These techniques indeed work even in the presence
of a dishonest Bob. As long as he has some minimal amount of uncertainty about Alice’s preparation
string s, an adequate privacy amplification scheme can be used to maximize Bob’s uncertainty of
one of Alice’s input bits. This comes at the cost of increasing the amount of qubits shared per OT [32].
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An example of these techniques applied in the context of the noisy storage model (where the commitment
based check is replaced by a time delay under noisy memories) can be found in [19].

2.2. Oblivious Key Distribution

In order to make the quantum implementation of OT more practical during SMC we introduce
the concept of oblivious keys. The protocol πQOT can be separated in two phases: the Oblivious Key
Distribution phase which consists of steps 1 to 7 and forms the πOKD subprotocol, and the Oblivious
Transfer phase which takes steps 8 to 10 and we denote as the πOK→OT subprotocol. Note that after
step 7 of πQOT the subsets I0, I1 have not been revealed to Alice, so she has no information yet on how
the correlated and uncorrelated bits between k and k̃ are distributed (recall that k and k̃ are the result
of removing the tested bits from the strings s and s̃ respectively). On the other hand, after receiving
Alice’s preparation bases, Bob does know the distribution of correlated and uncorrelated bits between
k and k̃, which is recorded in the string x (xi = 0 if ai = ãi, otherwise xi = 1). Note that until step 7 of
the protocol all computation is independent of the input bits e0, e1, c. Furthermore, from step 8, only
the strings k, k̃, and x are needed to finish the protocol (in addition to the input bits). We call these three
strings collectively an oblivious key, depicted in Figure 3. Formally, let Alice and Bob be two agents.
Oblivious Key Distribution (OKD) is a service that outputs to Alice the string k = k1k2 . . . k` and to
Bob the string k̃ = k̃1k̃2 . . . k̃` together with the bit string x = x1x2 . . . x`, such that ki = k̃i whenever
xi = 0 and k̃i does not give any information about k whenever xi = 1. All of the strings are chosen at
random for every invocation of the service. A pair (k, (k̃, x)) distributed as above is what we call an
oblivious key pair. Alice, who knows k, is referred to as the sender, and Bob, who holds k̃ and x, is the
receiver. In other words, when two parties share an oblivious key, the sender holds a string k, while
the receiver has only approximately half of the bits of k, but knows exactly which of those bits he has.

Figure 3. Oblivious keys. Alice has the string k and Bob the string k̃. For each party, the boxes in the
left and right represent the bits of their string associated to the indices i for which xi equals 0 (left box)
or 1 (right box). Alice knows the entire key, Bob only knows half of the key, but Alice does not know
which half Bob knows.

When two parties have previously shared an oblivious key pair, they can securely produce OT by
performing the steps πOK→OT of πQOT . This is significantly faster than current implementations of OT
without any previous shared resource and does not require quantum communication during SMC.
Note that the agents can perform, previously or concurrently, an OKD protocol to share a sufficiently
large oblivious key, which can be then partitioned and used to perform as many instances of OT as
needed for SMC.

Fortunately, it is possible to achieve fast oblivious key exchange if the parties have access to fast
and reliable quantum communications and classical commitments. In order to use this QOT protocol,
the commitment scheme must be instantiated. Consider the commitment protocol πCOMH shown in
Figure 4, first introduced by Halevi and Micali. It uses a combination of universal and cryptographic
hashing, the former to ensure statistical uniformity on the commitments, and the latter to hide the
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committed message. The motivation for the choice of this protocol for this task will become more
apparent during the following sections as we discuss the security and efficiency characteristics of
the composition of πQOT with πCOMH , henceforth referred as the πHOK (for Hybrid Oblivious Key)
protocol for OT.

The existence of a reduction from OT to commitments, while proven within quantum
cryptography through the πQOT protocol, is an open problem in classical cryptography. The existence
of commitment schemes such as πCOMH , which do not rely on asymmetric cryptography, provides
a way to obtain OT in the quantum setting while circumventing the disadvantages of asymmetric
cryptography.

Protocol πCOMH
Parameters: Message length ñ and security parameter k. A universal hash family F = { f : {0, 1}` → {0, 1}k},
with ` = 4k + 2ñ + 4. A collision resistant hash function H.
Parties: The verifier Alice and the committer Bob.
Inputs: Bob gets a string m̃ of length ñ.
(Commit phase)

1. Bob samples r ∈ {0, 1}`, computes y = H(r), and chooses f ∈ F, such that f (r) = m̃. Then, he sends ( f , y)
to Alice.

(Open phase)

2. Bob sends r to Alice.
3. Alice checks that H(r) = y. If this test fails she aborts the protocol. Otherwise, she outputs f (r).

Figure 4. Commitment protocol based on collision resistant hash functions.

3. Results and Discussion

3.1. Security

In this section, we analyse the security of the proposed composition of protocols. The main result
is encapsulated in the following theorem.

Theorem 1. The protocol πHOK is secure as long as the hash function is collision resistant. Moreover, if the
hash function models a Random Oracle, a simple modification of the protocol can make it universally-composable
secure.

Proof. The security proof relies on several well-established results in cryptography. First, notice that
the πHOK protocol is closely related to the standard Quantum OT protocol πQOT , which is proven
statistically secure in Yao’s original paper [33] and later universally composable in the quantum
composability framework [34]. The difference between the two is that πQOT uses ideal commitments,
as opposed to the hash-based commitments in πHOK. We start by showing that the protocol πHOK
is standalone secure. For this case, we only need to replace the ideal commitment of πQOT with
a standalone secure commitment protocol, such as the Halevi and Micali [29], which is depicted in
πCOMH . Since the latter is secure whenever the hash function is collision resistant, we conclude that
πHOK is secure whenever the hash function is collision resistant.

Finally, we provide the simple modification of πHOK that makes it universally-composable secure
when the hash function models a Random Oracle. The modification is only required to improve upon
the commitment protocol, as Yao’s protocol with ideal commitments is universally-composable [34].
Indeed, we need to consider universally composable commitment scheme instead of πCOMH . This is
achieved by the HMQ construction [35] which, given a standalone secure commitment scheme and
a Random Oracle, outputs a universally-composable commitment scheme, which is perfectly hiding
and computationally binding, that is, secure as far as collisions cannot be found. So we just need to
replace πCOMH with the output of the HMQ construction, when πCOMH and H are given as inputs
and H models a Random Oracle.
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Regarding the above theorem we note that, for the composable security, the HMQ construction
mentioned in the proof formally requires access to a random oracle, which is an abstract object used
for studying security and cannot be realized in the real world. Hence, we leave it as an additional
security property, as hash functions are traditionally modelled as random oracles. Stand alone security
of the πHOK protocol does not require the hash function to be a random oracle.

The use of collision resistant hash functions is acceptable in the quantum setting, as it has
been shown that there exist functions for which a quantum computer does not have any significant
advantage in finding collisions when compared with a classical one [36]. One point to note about the
security of πOKD is that it is not susceptible to intercept now-decrypt later style of attacks. Bob can
attempt an attack in which he does not properly measure the qubits sent by Alice at step 2, and instead
waits until Alice reveals the test subset in step 4 to measure honestly only those qubits. For that he
must be able to control the openings of the commitment scheme such that Alice opens the values of
his measurement outcomes for those qubits. In order to do this, he must be able find collisions for H
before step 5. This means that attacking the protocol by finding collisions of the hash function is only
effective if it is done in real time, that is, between steps 3 and 5 of the protocol. This is in contrast to
asymmetric cryptography based OT, in which Bob can obtain both bits if he is able to overcome the
computational security at a later stage.

Finally, we point out that the OT extension algorithms that are used during SMC often rely only
on collision resistant hash functions [37] anyway. If those protocols are used to extend the base OTs
produced by πHOK, we can effectively speed up the OT rates without introducing any additional
computational complexity assumption.

3.2. Efficiency

Complexity-wise, the main problem with public-key based OT protocols is that they require
a public/private key generation, encryption, and decryption per transfer. In the case of RSA and
ElGamal based algorithms, this has complexity O(n2.58) (where N = 2n is the size of the group), using
Karatsuba multiplication and Berett reduction for Euclidian division [38]. Post-quantum protocols are
still ongoing optimization, but recent results show RLWE key genereration and encryption in time
O(n2 log(n)) [39].

To study the time complexity of the πHOK protocol, consider first the complexity of πCOMH .
It requires two calls of H and one call of the universal hash family F, ñ bit comparisons (if using the
technique proposed in [29] to find the required f ), and one additional evaluation of f . Cryptographic
hash functions are designed so that their time complexity is linear on the size of the input, which in
this case is ` = 4k + 2ñ + 4. To compute the universal hashing, the construction in [29] requires ñk
binary multiplications. Thus, the running time of πCOMH is linear on the security parameter k. On the
other hand, πQOT has two security parameters: n, associated to the size of the keys used to encrypt the
transferred bits, and m, associated to the security of the measurement test done by Alice. The protocol
requires n + m qubit preparations and measurements, n + m calls of the commitment scheme, and n
bit comparisons. This leads to an overall time complexity of O(k(n + m)) for the πHOK protocol, which
is linear in all of its security parameters.

In realistic scenarios, however, error correction and privacy amplification must be implemented
during the πOK→OT . For the former, LDPC codes [40] or the cascade algorithm [41] can be used, and the
latter can be done with universal hashing. For a given channel error parameter, these algorithms have
time complexity linear in the size of the input string, which in our case is n. Hence, πHOK stays efficient
when considering channel losses and preparation/measurement errors.

One of the major bottlenecks in the GMW protocol for SMC is the number of instances of OT
required (it is worth noting that GMW uses 1-out-of-4 OT, which can efficiently be obtained from two
instances of the 1-out-of-2 OT presented here [42]). A single Advanced Encryption Standard (AES)
circuit can be obtained with the order of 106 instances of OT. However, with current solutions, i.e.,
with computational implementations of OT based on asymmetric classical cryptography, one can
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generate ∼ 103 secure OTs per second in standard devices [43]. It is possible to use OT extension
algorithms to increase its size up to rates of the order of 106 OT per second [3]. Several of such
techniques are based on symmetric cryptography primitives [43], such as hash functions, and could
also be used to extend the OTs generated by πHOK.

Due to the popularity of crypto-currencies, fast and efficient hashing machines have recently
become more accessible. Dedicated hashing devices are able to compute SHA-256 at rates of 1012

hashes per second (see Bitfury, Ebit, and WhatsMiner, for example). In addition, existent standard
Quantum Key Distribution (QKD) setups can be adapted to implement OKD, since both protocols
share the same requirements for the generation and measurement of photons. Notably, QKD setups
have already demonstrated secret key rates of the order of 106 bits per second [44–48]. It is also worth
mentioning that, as opposed to QKD, OKD is useful even in the case when Alice and Bob are at the
same location. This is because in standard key distribution the parties trust each other and, if at the
same location, they can just exchange hard drives with the shared key, whereas when sharing oblivious
keys, the parties do not trust each other and need a protocol that enforces security. Thus, for the cases
in which both parties being at the same location is not an inconvenience, the oblivious key rates can be
further raised, as the effects of channel noise are minimized.

Direct comparisons of OT generation speed between asymmetric cryptography techniques and
quantum techniques are difficult because the algorithms run on different hardware. Nevertheless, as
quantum technologies keep improving, the size and cost of devices capable of implementing quantum
protocols will decrease and their use can result in significant improvements of OT efficiency, in the
short-to-medium term future.

4. Conclusions

Motivated by the usefulness of SMC as a privacy-protecting data mining tool, and identifying
its OT cost as its main implementation challenge, we have proposed a potential solution for practical
implementation of OT as a subroutine SMC. The scheme consists on pre-sharing an oblivious key pair
and then using it to compute fast OT during the execution of the SMC protocol. We call this approach
hybrid because it uses resources traditionally associated with classical symmetric cryptography
(cryptographic hash functions), as well as quantum state communication and measurements on
conjugate observables, resources associated with quantum cryptography. The scheme is secure as far
as the chosen hash function is secure against quantum attacks. In addition, we showed that the overall
time complexity of πHOK is linear on all its security parameters, as opposed to the public-key based
alternatives, whose time complexities are at least quadratic on their respective parameters. Finally, by
comparing the state of current technology with the protocol requirements, we concluded that it has the
potential to surpass current asymmetric cryptography based techniques.

It was also noted that current experimental implementations of standard discrete-variable QKD
can be adapted to perform πHOK. The same post-processing techniques of error correction and privacy
amplification apply, however, fast hashing subroutines should be added for commitments during
the parameter estimation step. Future work includes designing an experimental setup, meeting the
implementation challenges, and experimentally testing the speed, correctness, and security of the
resulting oblivious key pairs. This includes computing oblivious key rate bounds for realistic scenarios
and comparing them with current alternative technologies. Real world key rate comparisons can help
us understand better the position of quantum technologies in the modern cryptographic landscape.

Regarding the use of quantum cryptography during the commitment phase; because of the
impossibility theorem for unconditionally secure commitments in the quantum setting [17], one must
always work with an additional assumption on top of needing quantum resources. The noisy
storage model provides an example in which the commitments are achieved by noisy quantum
memories [21,22,49]. The drawback of this particular assumption is the fact that advances in quantum
storage technology work against the performance of the protocol, which is not a desired feature.
The added cost of using quantum communication is a disadvantage. So far, to the knowledge of the
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authors, there are no additional practical quantum bit commitment protocols that provide advantages
in security or efficiency compared to classical ones once additional assumptions (such as random
oracles, common reference strings, computational hardness, etc.,) are introduced. Nevertheless, we are
optimistic that such protocols can be found in the future, perhaps by clever design, or by considering
a different a kind of assumption outside of the standard ones.
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