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Abstract: Personal information is collected by different smart services and integrated into one big
data database, in contemplation of the smart visiting service management on an isolated island.
Thereby, the information about a certain person’s activities is possibly managed by one database,
and smart services are conveniently provided for the users, at the same time protecting their personal
information. In a case study on Huangguan Island, personal information was collected in an urban
space by different smart service providers, for various business purposes. The personal information
was collected on the isolated island not only via personal mobile devices, but also from smart facilities
arranged by the building and transportation means. As opposed to the previous research reports on
tourism information services for smart tourism using big data analysis and processing, we proposed
a smart visiting service management system in order to integrate tourism services into an isolated
island. After reviewing the proposed smart visiting service management system in the case study
practice, the principles of personal information collection were defined in this work.

Keywords: infrastructure monitoring; personalized smart service; personal information collection;
big data database; smart tourism

1. Introduction

Presently, smart city constructions have been implemented in many cities around the world as pilot
urban development, however, the issue of cyber security and privacy of big data in cyber-physical-social
systems is rising too [1]. Big data is the sensor-based product of Information Communication Technology
(ICT) [2] collected from all smart devices and Internet of Things (IoT) in urban and building spaces,
that has the ability to change the lifestyle of a human, and also cause a significant effect on the usage
of urban and building spaces [3]. Thus, big data and its smart services will create a new trend of
designing smart buildings in the near future, due to the providing of the new smart services in daily
life to people based on their personal information [4]. In this paper, we consider the smart city project
on Huangguan Island as the case study for analyzing the kinds of personal information used, and how
the relatively big data standing for individual activities can be synergized in the system design of
smart visiting service management systems.

Li et al. [5] determined the definition of smart tourism as an individual tourist support system
within the context of information services and an all-encompassing technology. In this case study,
the current approach to the development of the smart visiting service management system (SVSMS) is
discussed to identify the principles of personal information collection, and if it is possible to synergize
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the personal data in an integrated database system, where personalized smart services can specify the
personal information between each other on the isolated island.

From a viewpoint of big data usage in smart management services, personal information collected
by many smart devices and IoT sensors in urban spaces is very helpful for the urban management [6].
Big data analytics have been widely implemented in marketing and business innovation processes,
which also create business value at a larger scale [7]. Urban planning and design will be changed
greatly by the application of big data, as a result of the urban management services’ ability to be
improved in many aspects by using that data [8]. Andreani et al. [9] offers an alternative perspective to
a design-driven and human-centered smart city approach. Therefore, even though ICT has provided
new data sources for the urban management, integrating these new data sources for providing smart
services to planning and designing with collected personal information still remains a challenge. Thus,
we attempt to find how the currently collected personal information in the case study project can
improve or limit the capacity of the smart visiting service management system (SVSMS).

From a viewpoint of personal information protection, smart tourism includes privacy and data
protection; its challenges have been reviewed in some research reports [10]. Kontogianni and Alepis [10]
introduce the concept of smart tourism system, and reach to a conclusion that all the technologies,
such as the augmented reality, social media, image recognition, wearables of all kinds, smart vehicles,
sensors, etc., are still constantly evolving, so the smart tourism sector still has a long way to go.
Researchers attempt to take advantage of the constantly emerging technologies with the purpose of
establishing the foundations of the smart tourism sector. In regard to the innovative ideas in our work,
we propose a smart visiting service management system using virtual reality that integrates all kinds
of smart devices and provides diversified data sources for tourism management.

Lin et al. [11] investigated the law system for protecting the usage of personal information, due to
the big data collected from mobile devices and sensors in different countries, which are very valuable
for business activities in urban spaces. As for the education, Teng et al. [12] concluded that student
information is necessary for management of all education activities, and if all students’ activities and
their information can be stored in a cloud system, the convenience of education management will be
significantly improved. From the view of personal information usage disputed in Teng et al. [11,12],
if an interaction between different smart service systems can be done in an integrated cloud database
of SVSM, real-time feedback to staff and users in our case study island will greatly improve smart
visiting services.

1.1. Smart City Management and Personal Information

With the informatization and the development of globalization in the recent years, local government
also aims for higher efficient urban management and ICT equipment is applied during the process of
urbanization [13]. The flexible application of smart city management services using ICT will become
the strategic development goal worldwide. Thus, higher quality of urban management is a result of the
application of the advantages of ICT. On the other hand, smart services provided for users are based
on personal information collected by smart infrastructure under management of different personalized
smart service providers.

There are also some reports related to cultural and political tradition to personal information in
the literature. Das [14] argued that the smart city management ways will be different based on various
urban governance systems, infrastructure monitoring, and smart services. Wang et al. [15] investigated
the issue of consumer intentions to disclose personal information via mobile applications.

As mentioned above, it is important to review the efficient usage of the personal information,
while protecting personal information, for running a smart city management system. From our
perspective, the new form of city management using ICT is composed of all kinds of systems related to
smart infrastructure and its devices based on the smart city construction. Personalized smart services
can only be provided by connecting personal information to the smart devices.
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1.2. Big Data by Infrastructure Monitoring System

In the present study, the data, big data in particular, collected from urban spaces, is the personal
data of human activities and monitoring data of smart infrastructure. There are two types of big data;
one type is monitored from infrastructure and its devices, and another type is personal information
collected from smart devices observing human activities. Even though it is only possible to provide
smart services based on the functions of smart infrastructure and its devices, smart infrastructure
cannot produce personal information. Considering the smart city management for personalized smart
services as the goal, a smart city management system can be divided as an infrastructure monitoring
system and a smart service system.

The concept of smart cities has been evolving for more than 20 years [16]. The Internet of Things
(IoT) is the network of devices monitoring the connected infrastructure and communicating with each
other without requiring human-to-human or human-to-computer interaction. In order to provide smart
services to the smart city management system, Brdys [17] introduces a critical infrastructure system as an
infrastructure monitoring tool; the smart devices using ICT are indispensable equipment for monitoring.
Monitoring the situation of smart infrastructure is a vital aspect of smart city management [18], which is
essential before starting to provide smart services to the users. Moreover, different scales of urban
spaces will have diverse systems of architecture in scale. For example, due to the size of collected data,
the data center [19] will be different.

1.3. Personal Information of a Smart Service System

The information included in an ID number does not only include merely personal information,
but also specific personal information that can be defined as non-public information and is not allowed
to be opened. Therefore, the users who have provided their ID information have higher risks of
being disclosed, so, management should follow strict protection regulations towards their personal
information. If there are limitations for providing specific personal information by law, even though the
person himself or herself agrees, the information still cannot be transferred, exceeding the application
scope. Accordingly, the information must be applied cautiously, if personal information is involved in
the smart service procedures in the case study on the island.

As reported by Kim et al. [20], there is a lot of personal information in a city, such as the following
lists: visitor list, staff lists, locations of the visiting places, and related documents, such as health status,
telephone numbers, and so on. The personal data is collected from the people who are willing to
put their personal information on personal cloud-based storage applications in order to use relative
services [21]. The direct effects on perceived benefits and risks induce the ultimate intention to disclose
personal information, due to the convenience of using mobile apps [15]. From the view of personal
information protection, the consent of a person and the limitations of providing personal information
concerning a specific person are the critical conditions for smart services, if the personal information
can be provided to the third party that is managing a respectively smart service system [22].

In this paper, the system framework of SVSMS is discussed in order to fully use big data in the
urban study of Huangguan Island, and the system design is divided into infrastructure monitoring
system and smart service system. Therefore, a comprehensive review on personal information for
smart visiting services is conducted, and the differences between non-public personal information,
public personal information, and their usages are clarified, according to the personalized smart visiting
services in the case study of the SVSMS of Huangguan Island.

2. Theoretical Concept and Methodology

Generally speaking, the application of big data is changing human lifestyle and city management
worldwide, and, reversely, physical urban and building environments will be necessarily changed to
match the style of smart life and business spaces using ICT. As mentioned above, in the field of urban
planning and design, urban management is more and more dependent on smart city management
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system. The big data of human activities stored from ICT, and plenty of personal information, is useful
in this case. With the purpose of improving the quality of visiting services management in the case
study area, the application of personal information is indispensable in the system design, and we are
trying to figure out the principle of employment of the personal information in this project.

Firstly, smart visiting service management includes management for physical infrastructure
facilities and human activity. Thus, we develop the SVSMS in Huangguan as two systems, namely
the smart services system (SSS) and the infrastructure monitoring system (IMS). Accordingly,
the infrastructure monitoring system is not the system for handling the personal information database.
Considering the personal information collection, we can focus on the smart service system. Based on
the personal data, if it is possible to identify an individual person, the information can be divided into
non-public personal information and public personal information. Public personal information can be
disclosed and shared by different smart service providers.

Secondly, we analyze the personal data that is being collected by the smart services system for
managing purposes, as well as the ID as a form of personal information collected from different smart
devices, that is linking all databases in different providers. Finally, the principles of personal information
collection can be discovered, while protecting non-public personal information by reviewing the
application of the SVSMS on Huangguan Island. In this study, we focus on the application of personal
information to the system design; hereby, the data collection and analysis are not organized for further
discussion in the following sections.

3. Case Study on Huangguan Island

Smart city management systems are now popular in the world of managing cities; they can
increase the capabilities of local government with the help of ICT. On Huangguan Island, the SVSMS is
composed of two databases; one is the physical information database, which includes the environment
data and infrastructure data; the other is the human information database, including personal data
collected from all smart services, such as mobile devices, transportation cards, personal identification
systems, and cameras monitoring human activities on the island.

Huangguan Island is an isolated island in Fujian Province, China. There are no original residents
there. The island was developed by the Longshen Group in 2016. The island is located close to Dongbi
Island, where it can take people one hour to get to Fuqing City, which belongs to the Fuzhou New
District, as demonstrated in Figure 1. Huangguan Island is located near the Fuzhou New District,
and belongs to the Fuzhou–Putian–Ningde Metropolitan Area. It is based within the 0.5-hour travel
circle of Fuqing, and the 1-hour travel circle of Fuzhou. The capacity of visiting services is fifteen
log houses for 60 persons or 15 families, and the main hotel for 100 guests. In total, there are 20 staff

members for all of the office work on the island. Thus, it is a small database for management.
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There are two systems proposed in the Huangguan SVSMS: the smart services system and the
infrastructure monitoring system, as indicated in Figure 2. Therefore, the smart service system is used
for the human information database containing personal information and data, while the infrastructure
monitoring system is used for the physical information database containing the environment data
and the infrastructure data. In this research, we focus on the understanding of the ways to deal with
personal information collected by the SSS for the improvement of visiting management, which is an
integrated system with all of the smart services on Huangguan Island.
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Figure 2. Smart visiting service management in Huangguan.

Hereafter, we explain how the SVSMS is composed of different smart services, how the personal
information is collected by those systems, and how that data can be provided in order to support the
integrated services on the island.

3.1. Infrastructure Monitoring System

The smart infrastructure and smart services are the two main components of the Huangguan
SVSMS. The smart infrastructure is presented in Figure 3. The smart data center is designed to employ
the unified construction specifications and data exchange standards, with the purpose of ensuring that
data resources are properly collected and transmitted. Therefore, the data is smoothly shared between
different systems on the island to maintain smart services that are provided by smart infrastructures to
visitors, residents, staff, and others on the island.
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3.2. Personal Information and Smart Service System

In order to use smart services, the users should be registered in the system. As demonstrated
in Table 1, there are seven smart services in the SSS, that contain personal information such as facial
recognition, ID, system user ID, bank account information, phone number, address, sex, and age.
Table 2 shows the building spaces where smart services systems are installed. Users, who use smart
services on Huangguan Island, open their personal information to smart service systems. The personal
information registered in the SSS can be shared by different systems for management purposes.

Table 1. Personal information in the smart service system (SSS) proposed on Huangguan Island.

Smart Service
System

Personal Information

Facial
Recognition

User
ID ID

Bank
Account

Information

Phone
Number Address Sex and

Age

Building security
systems Y Y

Convention
management

system
Y Y Y

Smart hotel
management

systems
Y Y Y Y

Smart tourism
management

systems
Y Y Y

Smart office
management

systems
Y Y

Smart training
system Y

Smart meeting
system Y Y

Table 2. Buildings spaces and the SSS.

Resident
Center

Visitor
Center Hotel Innovation

Office
Training
Center

Convention
Center

Conference
Center

Building
security systems Y Y Y Y Y Y Y

Convention
management

system
Y Y

Smart hotel
management

systems
Y

Smart tourism
management

systems
Y Y Y Y

Smart office
management

systems
Y Y Y Y

Smart training
system Y Y

Smart meeting
system Y Y Y Y Y Y
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4. Smart Management Services and Personal Information in the Huangguan SVSMS

In order to use SVSMS in a suitable way, the collection of personal information and sharing of
personal information should provide the diversity of smart services for the visitors of Huangguan Island.

4.1. Building Spaces and Smart Service Systems in the SVSMS

As indicated in Table 2, there are seven types of smart services provided in the island; the buildings
of the services are installed in the same table.

4.2. Building Security System and Personal Information

It is usually necessary to collect personal information for building security management.
As demonstrated in Figure 4 and Table 3, we take the building security system as an example
for explanation of the relationship between smart services, buildings, and users. Due to the large
amount of products used for collecting the personal information, we take wearable hand ring and
facial recognition as an example, as indicated in Table 3.
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4.3. Smart Service System and Personal Information

In the present work, local public institutions make the laws and regulations for the protection
of personal information, generating rules for the objects of personal information, rules for obtaining
the personal information, protection and management rules of personal information, and rules for
providing personal information to the third parties.

In this section, we did not classify all of the smart devices for collecting personal information in
the other smart service systems. There are a lot of smart devices that can be used to collect personal
information, such as the wearable hand ring and facial recognition, with the purpose of building a
security system, as demonstrated in Table 3.

In Figure 5 and Table 3, we determine the kinds of smart service systems needed to collect personal
information in different buildings from different users.
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Table 3. Integrated personal information in building spaces with the SSS.

Smart Service
System

Buildings
Smart Service Users

Residents Visitors Trainees Staffs Experts

Conventional
management system

Convention center Y Y Y Y

Conference center Y Y Y

Smart hotel
management system

Visitor center Y Y

Hotel Y Y

Smart tourism
management system

Visitor center Y Y

Hotel Y Y

Convention center Y Y

Conference center Y Y

Smart office
management system

Resident center Y Y

Visitor center Y Y

Hotel Y Y

Innovation office Y Y

Training center Y Y

Convention center Y Y Y Y

Conference center Y Y Y Y

Smart training
management system

Innovation office Y Y Y Y Y

Training center Y Y Y Y Y

Smart meeting system

Resident center Y Y

Visitor center Y Y

Hotel Y Y

Innovation office Y Y Y

Training center Y Y Y

Convention center Y Y Y

Conference center Y Y Y
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The personal information collected from all smart service systems could be shared with each
system for the visiting management. But for protecting personal information, the kinds of personal
information necessary for sharing need to be clarified and kept in the integrated database system.

5. Integrated Smart Services and Personal Information

Smart services operated by users are provided by different companies which use the selected
service information and user information, including the private personal information. In our case study,
the necessary purposes for using personal information in the island project are payment, identification,
security checking, and so on. In this research, the management system is developed based on the
virtual reality (VR) engine, namely Unity3D, in which the entire workflow, from data acquisition to VR
visualization, is designed in detail, with particular emphasis given to the 3D modelling. Using this
kind of system makes it possible to move through the VR environment for interactive visual navigation
while exploring VR-modelled landscapes [23,24].

An integrated system for smart services is needed for the visiting management in Huangguan,
as shown in Figure 6. Since Huangguan is a small island for tourism, the number of visitors is limited,
and the developer is the owner of the island, who is also a resident of the island. Thus, it is easy to
integrate all smart service systems as smart visiting management systems, with the key ID as a form of
personal information is set up in order to connect all databases of smart services.
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Figure 6. Personal information integrated in the SVSMS.

As for the personal information for the integrated visiting smart service management system,
there are three types, described in the following sections.

5.1. Public Personal Information

Visitors or other users have to access smart service systems, thereby it is possible to ask them for
cooperation in sharing their data for smart visiting management on the island. One of the possible
cooperative tasks is sharing the personal information for security checking, hotel, and conference
rooms, setting the time schedule between different smart service systems. In order to identify the
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correct person who needs the support from another service, it is necessary for the personal information
to be shared in the servers of the integrated database. Meanwhile, personal information should be
transferred between smart service systems in order to provide the correct relative smart service, due to
different services being run by the different providers. Usernames and other necessary information,
such as IDs, birthdays, and so on, which can be shared with different smart services systems, can be
defined as public personal information. However, the kind of data that can be defined as public
personal information depends on the kind of information that is needed between different systems.

5.2. Non-Public Personal Information for Identification

Services used by the people do not necessary need to be shared with other smart service systems;
they can be saved in one smart service system. Moreover, payment information of each system should
be recorded in the integrated database, to pay once, for all of the expenses on the island, after visiting.
The total amount of payment to one service system can be sent to the integrated database, in order to
calculate the total consumption on the island. It is not necessary to share the bank account information
with all of the systems, if only one integrated payment system is used for visiting management, thereby,
the users do not need to register their bank information in different service systems. In this case,
the bank account information that belongs to the non-public personal information is not shared with
different smart service systems.

5.3. Non-Personal Information for Smart Services

There are some products, such as automatic doors, water sensors in toilets, and automatic lighting,
that are separated from smart service systems. Even these products are deployed in all building
spaces, as indicated in Figure 7, and it is necessary to take the status data of these products for
maintenance. However, there is no need to save the personal information of users in the integrated
database. There are many smart devices that respond to each individual user, but it is not necessary
to save their personal information. Furthermore, it is not fundamental to save it in any additional
database. This kind of data without the personal information can be kept in the devices only.
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Figure 7. SVSMS using virtual reality in Huangguan Island: (a) Data center; (b) Visitor center;
(c) Convention/conference center; (d) Waste disposal center; (e) Hotel; (f) Data storage space.

5.4. Principle of Personal Information Application on Huangguan Island

Based on the discussion above, the principles of personal information application are demonstrated
in Table 4. As a result, it is important to divide personal information into three types: non-public personal
information, public personal information, and non-personal information. Firstly, let us consider the
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non-public personal information. Facial photos, IDs, and so on are made by the government, and can
be used to identify the personality for security checking. Other private information, such as sex and
birthday, address, phone number, bank account, and credit card information, are necessary for the
service companies, in order to provide tourism services and collect service fees. All this information is
related to the personal private information, thus, it does not need to be shared by the data center in the
SVSMS. Secondly, when using the SVSMS, user names, IDs, and the services to which they applied,
are important for their payments to smart services, and can be shared in the data center of the SVSMS.
Finally, the infrastructure monitoring is not considered as the personal information, even when users
use the smart infrastructure.

Table 4. Principles of personal information application for the smart visiting service management.

Data Protection Personal
Information

Smart Service
System Run by a
Service Company

Data Center in
SVSMS Run by

Government

Application of
Personal

Information

Non-public
personal

information

Facial photo Scanned but not
saved

Identified by
government

database
Security checking

ID Scanned but not
saved

Identified by
government

database
Security checking

Sex and birthday Saved exclusively Not shared with
data center

Identification of
service user

Phone number Saved exclusively Not shared with
data center

Identification of
service user

Address Saved exclusively Not shared with
data center

Identification of
service user

Bank account or
credit card

information

Scanned but not
saved. (Identified
by bank or credit
card companies)

Payment

Public personal
information

Name Shared Shared with
data center

Identification of
service user

User ID Shared Shared with
data center

Calculation total
amount service fee

Services used Shared Shared with
data center

Calculation total
amount service fee

Non-personal information

Productions Data center in
SVSMS

Light sensor No recorded data

Door sensor No recorded data

Others

6. Conclusions

Previous works [5] are focused on the development of different kinds of tourism information
services for tourism organizations, and claim that by using big data analysis and processing means,
researchers can improve practices in tourism businesses and serve tourists better. In this paper,
we proposed a management system using virtual reality for tourism services, and took the Huangguan
smart island project as a case study in order to figure out how to design the visiting service system in
the island space, and how to collect personal information for smart visiting service management.

We suggest the infrastructure monitoring system and the smart service system for smart visiting
management on the island. Personal information collected in the island space is a relatively small
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database that can be organized in one integrated database in this system; it is also easy to integrate the
database of smart services as one visiting management system for cooperation between the service
providers. Personal information collected in the island space is complicated, due to different service
providers collecting different personal data for various business purposes. Personal information is
collected by the sensors not only in personal mobile devices, but also in smart LoT facilities deployed
in the buildings of the urban space. Thus, the smart visiting service management system is able to
share the personal information for integration of all separated smart visiting services.

Finally, we discuss the principles of personal information collection. The personal information is
supplied by different providers, which usually makes it impossible to share this information between
them, thus, it is unreasonable to identify an individual person for protection of non-public personal
information, if there is no integrated database. Besides the non-public personal information, public
personal information can be shared between smart service systems, and there is also a kind of smart
device that will not collect personal information. As a result, we can divide personal information into
three types: public, non-public personal information, and non-personal information.

Different smart services require different types of personal information, so it is important to
organize smart devices in building spaces. In further research, we investigate what kind of personal
information is necessary for different types of smart services, and then we can further discuss the
standards of planning and design for smart devices in the smart city constructions.
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