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Abstract: Dealing with resource constraints is an inevitable feature of embedded systems. Power and
performance are the main concerns beside others. Pre-silicon analysis of power and performance
in today’s complex embedded designs is a big challenge. Although RTL (Register-Transfer Level)
models are more precise and reliable, system-level modeling enables the power and performance
analysis of complex and dense designs in the early design phase. Virtual prototypes of systems
prepared through architectural simulation provide a means of evaluating non-existing systems with
more flexibility and minimum cost. Efficient interplay between power and performance is a key
feature within virtual platforms. This article focuses on dynamic voltage and frequency scaling
(DVFS), which is a well-known system-level low-power design technique together with its more
efficient implementations modeled through architectural simulation. With advent of new computing
paradigms and modern application domains with strict resource demands, DVFS and its efficient
hardware-managed solutions get even more highlighted. This is mainly because they can react
faster to resource demands and thus reduce induced overhead. To that end, they entail an effective
collaboration between software and hardware. A case review in the end wraps up the discussed topics.
Keywords: hardware-managed; embedded systems; architectural simulation; run-time power
management; DVFS; hardware-software co-design

1. Introduction
The miniaturization trend in semiconductor technology has increased the number of transistors
on a die. On the other hand, Moore’s law has hit the power wall. Designers have innovated complex
approaches to keep performance on its expected trend despite the power wall problem. However,
these efforts have made the analysis of processors’ power and performance a big challenge. As systems
architectures get more complex, their power and performance analysis becomes more difficult. Success
of a semiconductor product plan depends mainly on its power and performance quality. Violations
of the specified constraints of these metrics might lead to expensive costs for suppliers. This gives
impetus to designers to develop power management mechanisms that interplay with performance
in a more efficient way. As a result, today, power management mechanisms (particularly DVFS)
have been integrated into performance evaluation frameworks [1–3]. For decades, DVFS has been
an unrivaled power management technique in the design of computing systems. Efforts to keep up
with a transition to modern applications and techniques may raise the question of whether DVFS is
still beneficial. Full realization of revolutionary computing paradigms such as quantum computing
might change the rules and lead to a radical shift in energy-efficient design techniques, but within the
current off-the-shelf technology, there is still room for improving the efficiency of DVFS to comply with
today’s demands. Section 2 provides a thorough review on low-power design techniques available for
embedded systems with an emphasis on DVFS as a system-level architectural approach.
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Power and performance analysis using system-level architectural methods provide a worthwhile
possibility for designers to make design decisions in the early stages of design. It has a huge effect
on the development time of semiconductor products. On the other hand, late detection of issues
through more precise RTL and gate-level methods may lead to tremendous problems in the design
process. Furthermore, RTL techniques can barely afford the highly escalated complexity of modern
embedded systems [4]. Indeed, architectural simulators have been designed and developed to simplify
the study of complicated systems in the early design phase. The design space can be easier explored at
system level, and therefore, most of the design decisions can be made in the early stages of design.
This prevents the distribution of bulk of issues to deeper abstraction levels in which detection and
solving the issues are more costly. Exploiting system-level architectural techniques for high-level
modeling of embedded systems is indeed a wise choice for systems architects, since it enables running
benchmarks on a virtual prototype of the whole system as if they would run on real hardware. This
leads to a quicker and cheaper analysis of results and solving design issues. System-level modeling
and its methods are discussed in Section 3 of this article in more detail. That section contains the
methods as well as available modern tools and frameworks for modeling embedded systems in general
and hardware-managed mechanisms in particular.
Hardware-based low-power design techniques are interesting in that they can afford a prompt
reaction to resource demands compared to software-based methods. They can fulfill task deadlines in a
more efficient way than traditional software-based approaches [5]. The point is that low-power design
mechanisms can be implemented in both software and hardware. As most of the embedded systems
include timing constraints, hardware-assisted methods are of more interest for system architects.
In particular, complex embedded systems with strict timing requirements (e.g., mixed-criticality
systems [6]) can benefit even more from hardware-based solutions. For readers who are not familiar
with mixed-criticality application domain, Section 4 presents a brief yet informative review highlighting
the high potential for power savings in mixed-criticality systems using hardware-controlled low-power
design techniques.
Section 5 puts the topics reviewed in previous sections together, using a case review. It reviews a
case in which a virtual prototype of a hardware-assisted power management mechanism (addressed
in Section 2) provides a means for analysis of the power and performance of an integrated system
designed for handling embedded systems with strict timing demands (mixed-criticality systems
reviewed in Section 4). The mixed-criticality application domain is an example of a complex
application domain within the embedded systems world. The case review exhibits the necessity
and usefulness of architectural simulation tools and techniques (reviewed in Section 3) in analysis of
highly complex embedded systems and their non-functional requirements in the pre-silicon phase,
well before manufacturing.
DVFS and its simulation models are a wide area of research, and many studies have been published
about them. The topic can be reviewed at different levels of abstraction, including circuit level, gate
level, and system level with different perspectives and even different simulation models and relevant
tools specifically designed for them. The research area gets a bit narrower when we focus only on
architectural/system level techniques for studying the power–performance trade-off to make design
decisions in the early design stage.
Many researchers have shown interest in system-level techniques and have published many
research works in recent years. However, when considering timing constraints besides power and
performance, the research area and published works get still narrower. Indeed, the combination
of DVFS and timing constraints with their hardware-based solutions modeled with architectural
simulation yields a very narrow and particular area of research. Furthermore, power management
for tasks with priorities together with their strict timing constraints (as in mixed-criticality systems)
points to very few works that have been published. Examples are introduced later in corresponding
sections. Mixed-criticality systems were first introduced in 2007 in their current conceptual meaning.
This will be explained more with references in Section 4. There are a few fundamental works on this
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topic by itself that are introduced in that section. The combination of other topics such as power and
performance issues, together with their hardware-assisted solutions to their induced overhead, make it
still a unique research area that is highly demanded by modern industry (especially for automotive,
aerospace, and medical applications).
Selection of cited references was not limited to any specific database. Instead, to the best of the
authors’ knowledge, most of the few main works and publications that were fundamental to other
later works have been introduced and referenced in this manuscript. In addition, recent works that are
mainly based on those fundamental works and add value to the topic have been introduced. A case
study that refers to a very particular and unique work that combines DVFS, mixed criticality with
strict timing requirements, and its hardware-managed solutions modeled with architectural simulation
models wraps up the discussed topics in the end. The manuscript provides a useful comprehensive
package for researchers who are interested in this field.
In a nutshell, the purpose of the manuscript is to study DVFS and its architectural simulation
models with an emphasis on hardware-managed solutions to reduce dynamic power consumption
of modern complex embedded systems with strict timing constraints, while retaining performance.
In other words, the aim is to review early-stage mechanisms and tools with which modern embedded
systems are capable of providing a better solution to resource demands including power, performance,
and timeliness.
2. System-Level Low-Power Architectures
Power dissipation is not a challenge of only the modern complex architectures. It has been
widely explored in the past decades. Since the time of early computing machines using vacuum
tubes, researchers and engineers have been trying to find ways to decrease the power consumption of
computing systems. Invention of transistors was the first big success toward their goal. Their effort
continued all the time, and after several decades, further advances in semiconductor technology
provided transistors with significantly fewer power dissipation. Today, embedded systems dissipate
power in range of mW to a few Watts. With emergence of new computing paradigms such as edge
computing and IoT (Internet-of-the-Things), energy efficiency of embedded devices has attracted even
more attention. So, what are today’s challenges for energy-efficient design of embedded systems?
2.1. Embedded Systems and Energy
Technology advancements have enhanced the performance of embedded systems. However,
at the same time, processor clocks have hit the power wall. This has made the power management
of embedded systems even more challenging in such a way that today, the concept of power-aware
computing is more underlined than the past. In spite of general-purpose ordinary computing systems
or supercomputers, embedded systems are designed and developed for a specific purpose. They cover a
broad range of specific application domains, each having their own typical and particular requirements.
As the requirements are very different, trade-offs should be considered regarding the design of such
systems. Among many different requirements, the trade-off between power and performance is
considered in this article.
Embedded systems are usually battery operated. That is, a limited amount of power budget
is available to execute the tasks within their given timing limits. For instance, the power budget
of general-purpose processors is in range of some hundred Watts [7]. Supercomputers spend from
some tens of kW (top green supercomputers) up to a few MW of power [8]. This is while low-power
mobile embedded systems have a power budget of around 1–2 Watts [7]. Even some ultra low-power
embedded systems such as wearable computing systems need to consume only a few mW [9].
These examples highlight the necessity of power management in embedded systems. Compared to
supercomputers in which performance dominates the importance of power consumption, energy is the
primary concern for embedded systems. Lower energy consumption is advantageous in that it needs
smaller power supplies, which in turn leads to reduced cost, area, and weight. However, significance
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of energy-efficient architectures is not limited to embedded systems. Supercomputer architectures also
tend to exploit low-power embedded processors to achieve high performance while dissipating less
energy and occupying less area [10,11].
Since resource constraints are always a concern in design of embedded systems, system architects
try to achieve design goals while having an eye on the constraints. In most of the cases, one of the
constraints needs to be traded off for another.
A good example for considering trade-offs in design of embedded systems architecture is real-time
systems where the execution of tasks has timing constraints as well. The real-time application domain
is a typical domain that is addressed with embedded systems. Although performance is not the major
challenge of embedded systems (except for compute-intensive applications), real-time embedded
systems often require a predictable performance up to the point that the deadline requirements are met.
From that point on, high performance is not a concern any more [8]. This way, the power management
mechanism within the system architecture can trade performance for energy.
Although power is the main concern in design of embedded architectures, compute-intensive
embedded systems with high computational requirements have pushed the embedded systems industry
toward high-performance architectures. Today, the ever-increasing high-performance power-efficient
requirements have made the design of modern embedded architectures even more challenging.
Low power consumption and high performance are challenging design demands because their
techniques and solutions come into conflict with each other; one needs higher processor clocks, which
translates into higher power consumption, whereas the other needs lower processor clocks, which
leads to performance degradation [8]. Thus, modern embedded systems require novel hardware and
software solutions to afford the ever-increasing power and performance demands.
Traditional low-power design techniques focus on power optimization of system components
separately. However, embedded systems often consist of complex interacting components that are
integrated on the same platform. This also verifies that novel power management systems are required
for designing embedded systems.
High-performance power-efficient design techniques can be applied at different abstraction levels
in systems architecture including software, hardware, and middleware. Current software–hardware
co-design techniques can also be leveraged through architectural approaches to meet the design
requirements. In such efficient embedded systems, often software or middleware functions are
managed with hardware to provide a better support to meet the application requirements. A good
example is dynamic voltage and frequency scaling (DVFS), which is a well-known run-time mechanism
to control the power consumption. DVFS handles the run-time scaling of voltage and frequency up
or down whenever performance requirements change. Although not a new method, DVFS is still
an interesting mechanism for low-power designers. With an appropriate processor selection for an
embedded application, a 10% degradation of performance due to frequency down-scaling has been
shown to yield up to around 35% less power consumption [12]. In modern modeling and design tools,
either DVFS support is an originally integrated part or it is added as an afterthought due to its necessity.
Section 3.4.1 provides comprehensive information in this regard. Conventionally, DVFS is implemented
as a middleware functionality within the operating system. However, some application fields such as
the real-time domain (in which timeliness is essential) encourage the use of hardware-assisted software
solutions to better meet their strict timing requirements.
2.2. Sources of Power Dissipation
To better understand the energy-efficient design techniques for embedded system-on-chips, it is
helpful to first understand the sources of power dissipation in embedded systems in general, and then
review state-of-the-art energy management techniques that can be exploited or enhanced to reduce
energy dissipation.
Two well-known categories of CMOS power consumption are dynamic power and static (leakage)
power. Dynamic power consumption dominates the static leakage power dissipation and is calculated
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by the well-known CV2 f equation where supply voltage V has a significant impact on it, mainly
because of its quadratic relationship with dynamic power. In addition, clock frequency f has a high
impact on dynamic power, as it is the number of repetitions of voltage waveform per second. In fact,
there is a direct relation between them. That means that lower frequency leads to lower supply voltage
and consequently much lower dynamic power consumption.
Alongside dynamic power dissipation, leakage power dissipation is another source of power
dissipation in CMOS technology. Although leakage power is not negligible, in this article, the focus
is on the design techniques to lessen the dominating dynamic power consumption of embedded
System-on-Chips (SoCs).
2.3. Energy-Efficient Design Techniques
After we know the fundamental sources of power dissipation in digital system-on-chips, we
can better understand energy-efficient design techniques. Today’s embedded computing systems
demand higher processing and communication capabilities that in turn require higher energy efficiency.
To handle this challenge, power management techniques need to be applied to all design abstraction
levels ranging from circuit level to architecture/system level. Let’s interpret the same meaning when
we read the phrases ‘architectural’ or ‘system-level’ views and techniques in the entire this article.
The focus of this article on designing energy-efficient embedded SoCs is only on architectural
techniques. The rationale behind this, is that considering power issues in higher abstraction levels of
top–down design process provides the possibility for designers to consider power budget as well as
power management techniques and required design changes in the early design stage. This prevents
late-stage higher costs and lets the designers have a better power–performance trade-off analysis to
meet the desired goals for achieving a power-efficient design. The results will be useful later on, during
the bottom–up implementation process.
In this article, architectural low-power design techniques are classified into the following categories:
A

Microarchitectural techniques

B

i.e., power saving in internal parts of processor(s) (e.g., cache, branch predictor, etc.)
Architectural techniques, also known as system-level techniques
(a)

With run-time changes, also known as dynamic techniques
i.
ii.

DVFS
Turning off unused components, also known as gating techniques

(b)

Without run-time changes, also known as structural techniques

(c)

i.e., power saving in design layout (e.g., heterogeneous architecture, 3D architecture, etc.)
Run-time techniques in conjunction with (fixed) structural techniques (e.g., dynamic
heterogeneous architecture)

Both DVFS and turn-off (category B-a) are dynamic architectural methods. Between the two, the
turn-off method takes time to shut down power and then takes still time to turn it on when it is again
needed. For applications with critical timing constraints, this is not a solution to save energy.
Combined solutions (category B-c) consist of separate high-performance processing units and
low-power processing units being selected at the run time of applications. An example of such
innovative solutions is Arm’s big.LITTLE technology [13]. In a high level of abstraction view,
on the peak operating (or threshold) point of a power-efficient in-order ‘LITTLE’ core, the manager
(or scheduler) handles the on-the-fly migration (or mapping) of task execution from the ‘LITTLE’ core
to a performance-efficient out-of-order ‘big’ core with higher operating points (and back) whenever
performance requirements change. The big.LITTLE architecture exploits and cooperates with DVFS
and turn-off mechanisms in both of its migration-based and scheduler-based software models [14].
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Host/PiM (Processing-in-Memory) configuration is another example of heterogeneous architectural
low-power design techniques in which a PiM device (optimized for bandwidth-intensive workloads)
works along with a host processing unit optimized for compute-intensive workloads. The heterogeneous
host/PiM configuration also can benefit run-time approaches such as DVFS to offer improved energy
efficiency. A recent study reports 7x improvement [15].
Although DVFS has been studied and used in designs for decades, attempts to design more
efficient DVFS mechanisms would even strengthen the modern techniques and heterogeneous solutions
in which harmonized cooperation with DVFS is a key.
This article focuses more specifically on DVFS based on a hardware-managed scheme to manage
the power consumption of timing-constrained embedded systems. In addition, it reviews architectural
simulation tools and mechanisms to handle design decisions and issues in the early design phase.
Embedded SoCs usually incorporate several internal and external elements (processors, memories,
buses, I/O, etc.) that affect their power consumption. Each of these elements needs their own specific
tools and techniques for modeling and studying their power consumption. This manuscript focuses
only on dynamically handling the voltage and frequency of the processing cores as the most power
hungry elements within SoCs. Importance of the other techniques may not be neglected though.
2.3.1. DVFS
DVFS has been used in many processors as the main power management technique. Famous
processor vendors such as Intel and AMD provided commercial products with DVFS capability.
Examples are AMD’s Bulldozer processor [16] or Intel’s Multicore processors with Turbo Boost
technology [17]. In addition, almost every smartphone uses DVFS mechanism to manage power
consumption. The use of DVFS in real systems has empirically proven its practical importance and
high impact on power and energy saving. Furthermore, the emergence of new computing paradigms
and application domains even encourages the use of DVFS in modern embedded devices and systems
more than the past [18–21].
Here, the focus is on architectural aspects in design and implementation of DVFS and the interplay
between software and hardware to achieve energy-efficient embedded systems. Using the DVFS
method, processors’ supply voltage and operational frequency are adjusted to regulate their power
and performance. With this energy minimization technique, voltage and frequency of processors can
be dynamically changed at the run time of applications. The key feature of DVFS is that it leverages
the power–performance trade-off [22]. This way, applications’ temporal performance requirements
can be exploited to save power consumption and reduce energy dissipation. DVFS benefits from
those application phases, parts of code, or task periods in which lower performance does not hurt the
proper functionality of the system. A typical example is the memory-bound applications or parts of
programs [23]. Since processor(s) and memory are asynchronous to each other, usually the processor
is stalled during memory operations. During this time, the processor’s frequency can be scaled
down to save energy without losing significant performance. The authors in [24] propose a DVFS
mechanism to scale down the clock frequency in memory-bound parts of programs with minimum
performance degradation.
In some embedded systems, missing task deadlines is tolerated. An example is the multimedia
application domain where missing some of the deadlines can be acceptable, since it does not hurt
the quality. The authors of [25] propose a method to save energy in multimedia embedded systems
using DVFS. They propose an algorithm to drop some tasks to create slacks. DVFS uses these slacks to
save power.
However, the case of using DVFS to save energy in real-time applications is tricky. Real-time
embedded systems impose a strict stipulation on DVFS to protect timing constraints while adjusting
their operational frequency and supply voltage. If a task deadline is close, DVFS can scale up the
clock frequency to meet deadline; otherwise, a lower supply voltage and clock frequency would
be enough to save energy while meeting deadline. The researchers in [26] propose a task mapping
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and scheduling algorithm for multicore embedded systems to minimize power consumption using
DVFS while meeting deadlines. Majority of architectural techniques using DVFS for real-time systems
concentrate their effort mainly into exploiting idle times (slacks).
2.3.2. Design Considerations When Using DVFS
Similar to other mechanisms, applying DVFS into designs requires several considerations. One of
the important design considerations is the DVFS control policy. Scaling decisions are taken with DVFS
governor (controller) based on program’s behavior or system load. The DVFS mechanism tries to
stretch the task execution times to eliminate idle periods via scaling by means of a specific control policy
algorithm. This control policy can be implemented in either software or hardware. Implementation
method of DVFS control policy exerts an influence on DVFS overhead.
DVFS is a very efficient energy-saving approach. However, its imposed overhead also needs to be
considered by system architects. Beside the DVFS control policy, another source of DVFS overhead is
its transition delay. The transition time is the delay between two levels of voltage or frequency during
scaling. The time that the scaling process requires should be considered. Depending on the amount of
delay, simple or complex implementation techniques are required. For applications with strict timing
constraints, the transition delay might have a negative effect; it may increase the execution time of
tasks and lead to deadline misses.
The researchers in [27] provide an architectural solution to solve the DVFS transition delay.
They use on-chip voltage regulators to achieve a lower transition latency. They report possible voltage
transition delay at a rate of tens of nanoseconds, which is a huge gain compared to microsecond-scaled
off-chip regulators. They also report a possible efficiency drop in voltage conversion process that leads
to higher energy losses, which is a disadvantage of their solution, but quicker scaling and fine-grained
control of the voltage and frequency pair compensates the pitfall.
Another architectural design consideration regards the use of DVFS on multicore. There are
two approaches to apply DVFS on multicore embedded systems. Architectural works on DVFS for
multicore focus on either simultaneous scaling of all the cores (global DVFS) or scaling each individual
core (per-core DVFS). Voltage and frequency of each on-chip core is separately scalable in the latter
configuration. Some experiments [27,28] have shown that per-core DVFS provides higher improvement
compared to the global DVFS scheme. It also [29] states that it maximizes the effectiveness of DVFS if
each core has its own supply voltage and frequency.
2.3.3. Hardware-Managed DVFS
Success of DVFS in the research community as well as industry added more interest to put further
efforts into research on more effective DVFS techniques. Almost all architectural works for improving
DVFS management techniques are implemented as part of operating systems (OS-managed scheme).
However, novel architectures exploit hardware-assisted mechanisms to manage resources [30–32].
DVFS does not limit any of the hardware techniques of SoC designers. It even makes it more attractive
if DVFS management is assisted with hardware-based control. The reason is that hardware can react
faster to power demands. A hardware-managed mechanism can make the idle intervals shorter, thus
leading to more power saving. Moreover, hardware-dedicated solutions can better fulfill the task
deadlines than the classical software-based solutions at the kernel level [5]. These are attractive features
for systems with strict timing constraints. They entice system architects to choose hardware-based
DVFS mechanisms for their designs.
It is important to note that in hardware-managed DVFS mechanisms, although hardware is
emphasized, the role of software is not negligible. Hardware needs to be aware of the actual resource
demands of the application(s) at run time to provide effective scaling decisions. In other words,
hardware-based DVFS approaches entail an effective collaboration between software (applications)
and hardware. In this fashion, applications inform hardware at run time about the resources that they
need to complete the tasks. Then, hardware acts promptly to support the requested requirements.
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The result is a faster power management process with reduced latency that leads to greater energy
efficiency and timeliness.
3. Modeling Hardware-Managed DVFS
Complexity of today’s computing systems makes it necessary to exploit power and performance
modeling techniques to produce accurate results and best drive the design project in the right direction.
Embedded systems’ design and development has a close relation to power and performance modeling
and analysis. Designers need tools to evaluate their ideas and explore the design space of non-existing
components or systems before building costly physical systems. Today, components with complex
functionality have been integrated in modern computing systems. To reduce time and cost, it is
beneficial to evaluate the design before manufacturing. A controlled environment that facilitates
evaluation and debugging in the early design stage is very helpful for system-level designers.
In this section, an overview of system-level/architectural performance modeling techniques is
presented. Integration of power management techniques to study and analyze the interplay between
power and performance is a necessary feature in modern embedded systems. The section continues
with an exploration of available modern integrated tools and their applications.
3.1. System-Level Performance Modeling Techniques
In design of embedded systems, performance can be sacrificed for power (and other features) up
to a limit. So, a system designer considers energy efficiency and other necessary design features while
having an eye on performance. Especially in case of battery-operated embedded applications, it is
more important to consider the power and performance trade-offs.
Accurate modeling and performance analysis helps designers make right design decisions.
For that, they need to design a baseline system first in order to examine their ideas and analyze the
results. In order to make right decisions in systems design, it is necessary to have an accurate power
and performance model of the baseline design. Choosing a modeling approach and applying proper
benchmarks are the next steps. As there are several modeling approaches, an appropriate modeling
method needs to be chosen. After modeling the baseline system in a way that best describes the features
and requirements, proper benchmark applications are applied to the prepared model to produce the
output results. In the end, the results should be analyzed for final deduction.
Analytical modeling, virtual prototyping (through simulation), and hardware prototyping are
three major system-level performance modeling techniques that help system designers evaluate their
design ideas [33,34].
A hardware prototype demonstrates a working implementation of ideas, but it obviously
introduces a high cost for evaluating complex designs. Development of hardware prototypes is costly
and also time-consuming.
Analytical modeling is a mathematical description of a process that does not consider
implementation issues. With analytical modeling, system’s behavior is modeled using mathematical
equations. Analytical modeling employs less effort to model a complex system [35], but it does not refer
to design decisions and implementation issues that a designer may encounter. It involves assumptions
and simplifications that yield quick results. These assumptions reduce the accuracy of the model.
Accuracy in this context means how close a model is to the real hardware that it represents. Analytical
modeling does not give a clear understanding of what may happen in implementation of the system.
Preparing virtual prototypes through architectural simulation is a better alternative that provides
a balance among all those determining design factors such as flexibility, extensibility, complexity
and costs in pre-silicon design phase, long before manufacturing the system-on-chips. Through
simulation, system can be modeled with more implementation details compared to analytical modeling.
Although simulation takes longer, it acts as a virtual prototype of the system under design, and hence
produces more accurate results to be analyzed. Table 1 exposes a comparison of system-level modeling
techniques from various aspects.
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Table 1. Comparison of system-level performance modeling techniques
Modeling|Aspect

Accuracy

Speed

Analytical modeling
Virtual prototyping
Hardware prototyping

low
moderate
high

high
moderate
low

Complexity Flexibility
low
moderate
high

high
moderate
low

Extensibility
high
moderate
low

Details

Cost

low
moderate
high

low
moderate
high

Today, manufacturers try to reduce time to market and optimize products to higher levels of
performance and power efficiency. Virtual prototypes are useful in that they facilitate pre-silicon
power–performance analysis. That means, a system that does not yet exist can be studied and analyzed
using virtual prototypes. This is a great possibility for designers, as they can quickly explore the design
space without spending time and manufacturing costs that are needed to design hardware prototypes.
It also reduces the time-to-market of products, which is an essential need for industry. Especially in
case of MPSoCs with their high complexity, simulation plays a determining role in decreasing the
development time and manufacturing costs.
Simulation results provide feedback by statically analyzing the results. This feedback can be
exploited to optimize and improve the design. It makes it possible to modify or debug the design
before fabricating a physical prototype. In addition to that, it makes early software development
possible before the hardware is ready, thus significantly decreasing the system’s development time.
To sum up, both analytical modeling and simulation are important performance modeling
approaches in system-level analysis of embedded systems. Each approach has its advantages and
disadvantages. Generally speaking, analytical modeling is theoretical, while simulation gives insights
into practical implementations. Although analytical modeling can help explore the complex and huge
design space quicker, eventually, architectural simulation is needed to face and solve implementation
issues. Designers may combine the two modeling methods to analyze systems and benefit the good of
the two worlds.
A good example to show how analytical modeling helps explore large and complex design spaces
is modeling the power and performance of mixed-criticality multicore systems. This analysis can later
be studied in more detail through architectural simulation.
3.2. Architectural Simulation
Architectural simulation solves the issues with both analytical modeling and hardware prototyping
through providing a virtual prototype. In addition, it balances cost and accuracy.
Simulator is indeed a virtual model of systems architecture that mimics its behavior. Simulator is
a very flexible tool to explore a variety of architectural design spaces. This is a valuable feature that
enables designers to evaluate different ideas without having to make physical prototypes. In addition,
it allows the designers to study the functionality and performance of non-existing systems through
modeling new features before building real hardware.
Architectural simulator gets benchmarks as its input, executes on the simulated system, and
generates performance results. A benchmark is a set of applications that runs on top of the simulated
system to assess various architectural features of the system based on specific metrics.
Although simulation affects the time consumed and effort spent for both developing and evaluating
design ideas, the (possibly) lacking features need to be added. A good example is integrating low-power
design mechanisms within an architectural simulator. Since power consumption is a critical design
constraint in today’s complex integrated systems, building a simulation platform that unifies power
and performance design aspects might entail considerable costs and time. However, to cope with the
new challenges of modern intricate architectures, integrating run-time power management mechanisms
such as DVFS within the architectural simulation tools has recently been a hot solution.
Individual simulators exploit different techniques to cover the simulation of systems architecture.
The following section describes several aspects in which architectural simulators can be categorized.
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3.3. Classification of Architectural Simulation Techniques
Architectural simulation tools can be categorized based on different perspectives that are reviewed
in this section [33,34].
3.3.1. Modeling Scope
Simulation of a computing system can refer to either individual components or the entire system.
Microarchitecture simulators provide a simplified model and focus on simulating the sole processor’s
microarchitecture and its internal components such as branch predictor, cache etc., ignoring other
system components.
Full-system simulators cover a wide scope, modeling the entire computer system (system-level
modeling including hardware, software, OS, and peripheral devices). Full-system simulators can boot
and run an operating system, and simulate its interactions with workloads and the whole system.
A simulated system using a full-system simulator appears to the user as a virtual prototype of a real
target system. In other words, the user of a full-system simulator can suppose that applications are
running on real hardware. Some widely used full-system simulators are Wind River Simics [36] which
is a commercial product, and gem5 [37] which is used in academic research.
3.3.2. Modeling Details
Another category of simulators is based on the amount of details that they can provide. Functional
(instruction-set) simulators model the functionality of processor instructions without microarchitectural
details. An instruction-set (functional) simulator only models the execution of a program on a processor
without timing information. In this model, input values are taken, instructions are simulated, and
output values are generated. Since no detailed features are modeled with functional simulators, their
simulation time is short. SPIM [38] is an example of a functional simulator.
In contrast to functional simulators, cycle-accurate (CA) simulators keep track of timing information
and care about the microarchitectural details. Cycle-accurate simulators simulate the execution of a
program on a cycle-by-cycle basis. Since cycle-accurate simulators provide detailed insight into the
target architecture, they are slower than functional simulators. Cycle-accurate simulators provide
performance results, which makes them suitable for performance analysis of different designs.
Examples are gem5’s FS mode and SystemC [39].
3.3.3. Execution of Program Instructions
An architectural simulator can either execute an unmodified program itself or traces of a program
that are collected from its execution on a real processor.
The process of trace-driven simulation is two-fold; first, the simulator logs the actual data from
a real experiment (or a reference simulation). Then, the simulator loads and runs the recorded
data to produce performance results. During the logging phase, a benchmark application runs on a
real processor, and the architectural state of the processor(s) including memory references, specific
instructions, and system calls are logged into a so-called trace file. This requires a huge space for
storage. In the next phase, the recorded trace files are given as input to the simulator. The trace-driven
simulator loads the architectural state of the processor(s) and simulates the instructions. Trace-driven
simulation results are reproducible, since the input trace file is fixed.
Execution-driven simulation is the actual simulation approach. An execution-driven simulator
executes the instructions of a program one by one while updating the whole architectural status of the
system components, which in turn makes it more accurate and also slow. In trace-driven simulation,
this status update has already been logged during the recording phase, and the simulator does not
spend time on it. Therefore, execution-driven simulation is usually slower, but does not need that much
storage space as trace-driven simulation. In addition to that, input is fixed in trace-driven simulation,
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which leads to reproducible results. However, different programs without any modifications can be
executed with an execution-driven simulator, making it more flexible and realistic.
Although the accuracy of execution-driven simulation is higher than trace-driven simulation,
it takes more time to evaluate the same design. A trace-driven simulation needs bulk of storage to
store the traces. Table 2 outlines a comparison of the two schemes from different aspects.
Table 2. Comparison of execution-driven and trace-driven simulation schemes
Aspects
Execution-driven
Trace-driven

Accuracy

Speed

Space

Realistic

Reproducible

better
good

slow
faster

small
big

more
less

no
yes

3.4. Simulation Platforms
Alongside commercial products, there are many free architectural simulators out there that are
available for system-level research. Each of these simulation platforms covers different modeling
aspects regarding simulation perspectives.
For using architectural simulators, one needs to consider the trade-off between accuracy and
simulation speed. It is hard to find a simulator that supports both of these goals at the same platform,
because in most of the cases, they conflict. Designers need to choose the right simulator(s) carefully
depending on components or system that they simulate.
Architectural simulators do not possess all those capabilities that a researcher might need
to evaluate new ideas. Sometimes, researchers try to couple different simulators to benefit the
full interoperability between them. For instance, the researchers in [40] couple two simulation
platforms—SystemC and gem5—that have been more popular in research in recent years. This way,
their work enables more possibilities in design space exploration of embedded systems, as it utilizes
the benefits of the both simulators to provide accuracy with higher simulation speed.
It is even very likely that a necessary feature is not available. In such a case, to fulfill the design
goals and evaluate new ideas that need capabilities out of the box, researchers may need to either build
a new simulator on an existing framework that lacks that feature, or extend an existing one to enable
the required feature. For example, Flexus [41] is built on Micro Architectural Interface (MAI) of Simics
to enable cycle-accurate simulations that Simics does not support. The works [1,3] added an in-situ
power management support to gem5 as an afterthought. The work in [2] did the same for SystemC.
3.4.1. DVFS Support within Simulation Platforms
In the past, power management mechanisms were not available within performance simulation
tools. As power aspects of computing systems are more stressed recently, researchers have tried
to integrate power management mechanisms within the architectural simulators. Popular modern
simulators either support DVFS originally, or researchers have extended them to support DVFS.
The modular structure of architectural simulators makes it possible to apply needed modifications and
add new features.
Table 3 exhibits different perspectives of various available architectural simulators with possibly
their extended features. The simulators are listed in ascending order (1996–2013, date of their first
launch or approval) and imply that recently, power management mechanisms (particularly DVFS)
have been integrated into performance evaluation frameworks either natively or as an afterthought
due to the recent demands.
Among available contemporary architectural simulators, ESESC [42] and Snipersim [43] originally
support OS-based DVFS; ESESC is a fast execution-driven Arm simulator and is an enhanced version
of SESC. Snipersim is a fast X86 simulator that trades simulation speed for accuracy. Its validation
against Intel Core 2 provides average performance prediction errors of 25% at a simulation speed in
range of some MIPS.
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Table 3. Selected multicore architectural simulation platforms and their features
Perspective
Simulator|Category
SMTSIM (‘96)
SimpleScalar (‘02)
Simics (‘02)
SESC (‘05)
SPIM (‘11)
SystemC [39]
gem5 [37]
Sniper [43]
ESESC [42]

Workload
ExecutionDriven
Y
Y
Y
Y **
Y
Y **
Y
Y
Y

Modeling Details

TraceDriven
N
Y
Y
N
N
N
Y
Y
N

CycleAccurate

Functional
(Instr-Set)

Y
N
sim-outorder sim-fast
N*
Y
Y
N
N
Y
Y
Y
FS mode
SE mode
Interval-based
Y
Y

Modeling Scope

DVFS Support

Microarch
(Bare-Bone)

FullSystem

OSManaged

HardwareManaged

Y
Y
Y
Y
Y
Y
SE mode
Y
Y

N
N
Y
N
N
N
FS mode
N
N

N
N
N
N
N
Y [2]
Y [1]
Y
Y

N
N
N
N
N
N
Y [3]
N
N

* Micro Architectural Interface (MAI) was designed but is not supported anymore. Flexus is built upon Simics’ MAI
to enable cycle-accurate simulations. ** Execution-driven with events.

gem5 is another architectural simulator that is also widely used in research. It supports full-system
simulation and supports several ISAs (Instruction-Set Architecture). Very early versions of gem5 did
not support any power and energy experiments. Recently, OS-based power and clock domains have
been added to gem5 [1]. The work extends gem5 to support DVFS in a conventional kernel-based
manner. It considers multiple clock domains to support per-core frequency adjustments. The approach
in [1] enables experiments in power and energy-efficiency with gem5. However, it focuses on classical
OS-managed DVFS mechanism using OS kernel utilities. Applications with hard timing constraints
might need a hardware-controlled DVFS mechanism to fulfill their timing requirements in a more
effective way.
The researchers in [3] propose an approach for simulation of a hardware-managed DVFS
mechanism in gem5. With this method, a custom hardware exclusively controls the scaling mechanism
of DVFS, thus reducing part of its delay overhead. The method exploits run-time reconfiguration
capabilities of gem5 to simulate the dynamic feature of DVFS. It applies extensions to gem5 to
incorporate additional pseudo-instructions and utility functions to help simulate hardware-controlled
voltage and frequency scaling. Instead of typical periodic checking of the OS status by DVFS governor
in classical OS-managed DVFS, the proposed hardware-based DVFS technique utilizes application
performance signals to make the hardware aware of the resource demands of applications. Performance
signals are assigned to measure given applications’ performance trend, providing a performance
pattern, using their performance signal intervals. Thus, they help handle the performance demands of
applications. To model application performance signals, the work in [3] uses an adapted version of the
application heartbeats approach [44]. In their proposed method, the emitted signals inform the DVFS
manager (which is modeled as custom hardware) about the application’s status to better handle the
performance constraints. In contrast to the work conducted by [1], operating system is not modified
in this approach. From a bird’s eye view, the solution consists of a hardware–software co-design
mechanism by means of an architectural template in which the applications directly communicate with
custom hardware to provide a high-performance energy-efficient design in a multicore environment.
This mechanism considers the interplay between custom hardware components and embedded
software. It aims to integrate the two aspects, to strike a balance between flexibility and efficiency
within systems architecture. Figure 1 presents the simulation flow of this work.
The work validates its proposed DVFS technique with several experimental scenarios. It mainly
aims to develop a simulation framework for design space exploration of timing-constrained
energy-efficient systems by means of a hardware-based run-time DVFS management technique
to further leverage the trade-off between power and performance.
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Figure 1. Hardware-assisted DVFS simulation mechanism proposed by [3].
Figure 1. Hardware-assisted DVFS simulation mechanism proposed by [3].

The shrinking trend of sizes in CMOS technology has already added complexity to the analysis
The shrinking
trend of sizes
in CMOS running
technology
has already
complexity
to thelevels
analysis
of power
and performance.
Furthermore,
real-time
tasks added
with various
criticality
on
of
power
and
performance.
Furthermore,
running
real-time
tasks
with
various
criticality
levels
on
a
a common platform imposes even more complexity. Section 5 reviews a case in which complex
common
platform
imposes
even
more
complexity.
Section
5
reviews
a
case
in
which
complex
embedded systems—running mixed-criticality tasks—are explored via a virtual framework equipped
embedded
systems—running
mixed-criticality
tasks—are
explored
virtual framework
with
a run-time
power management
mechanism. The
work in [45]
exploitsvia
the asimulation
framework
equipped
with
a
run-time
power
management
mechanism.
The
work
in
[45]
exploits
the
simulation
proposed by [3] and extends it to demonstrate a hardware-controlled run-time energy management
framework
proposed
by
[3]
and
extends
it
to
demonstrate
a
hardware-controlled
run-time
energy
technique for mixed-criticality tasks. It reports notable power savings using its method.
management
technique forconcept
mixed-criticality
It first,
reports
notable
power savings
using
its
As the mixed-criticality
is new and tasks.
complex,
a review
is provided
in the next
section.
method.
Most of the works done on the mixed-criticality domain is on analytical and algorithmic modeling.
the mixed-criticality
concept
is new
and complex, first,
a review
provided
inSection
the next5
AfterAs
a review
on the analytical
models
of mixed-criticality
systems
in theisnext
section,
section.
the works
on the mixed-criticality
domain to
is on
analytical andapplications
algorithmic
explainsMost
how of
applying
the done
hardware-assisted
DVFS mechanism
mixed-criticality
modeling.
After
a
review
on
the
analytical
models
of
mixed-criticality
systems
in
the
next
through architectural simulation provides a means to study the energy-efficiency problemsection,
in this
Section
5 explains
howdomain.
applying the hardware-assisted DVFS mechanism to mixed-criticality
complicated
application
applications through architectural simulation provides a means to study the energy-efficiency
problem
in this complicated
application domain.
4. Mixed-Criticality
Applications
This section presents a brief review on mixed-criticality applications and outlines their task
4. Mixed-Criticality Applications
models, scheduling algorithms, and research attempts that aimed to provide energy efficiency for
This section systems.
presents aExamples
brief review
applications
outlines
task
mixed-criticality
givenoninmixed-criticality
this section try to
give a big and
picture
of thetheir
problem
models,
scheduling
and research
attempts
thatasaimed
to providesolutions.
energy efficiency
of low-power
designalgorithms,
for mixed-criticality
systems
as well
their candidate
The goalfor
of
mixed-criticality
systems.
Examples
given
in
this
section
try
to
give
a
big
picture
of
the
problem
of
this section is only to introduce the key points of the mixed-criticality systems concept and provide
low-power
design fortomixed-criticality
as well
as their5.candidate solutions. The goal of this
sufficient knowledge
understand the systems
case review
in Section
section
only to
toread
introduce
the key
the ismixed-criticality
concept and provide
It isiseasier
and follow
this points
section of
if one
already familiarsystems
with mixed-criticality
systems
sufficient
knowledge
to
understand
the
case
review
in
Section
5.
and their features. Readers who intend to gain in-depth knowledge and comprehensive information
It topic
is easier
read
andasfollow
if one
is already familiar with mixed-criticality
on the
may to
refer
to [6]
well asthis
othersection
provided
references.
systems and their features. Readers who intend to gain in-depth knowledge and comprehensive
4.1. Overviewon
of the
the Mixed-Criticality
Concept
information
topic may refer to
[6] as well as other provided references.
In real-time embedded systems, a task that passes its deadline may produce failure. The possibility
4.1. Overview of the Mixed-Criticality Concept
and level of this failure determine a criticality level that can be given to the task. The criticality level of
a taskIndetermines
procedures
needed
handle
situation.
real-time the
embedded
systems,
a to
task
that the
passes
its deadline may produce failure. The
To provide
efficient
use of
resources,
a complex
real-time
embedded
may
several
possibility
and level
of this
failure
determine
a criticality
level
that can system
be given
to assign
the task.
The
criticality level
task determines
the procedures
neededresources—integrated
to handle the situation.
levelsoftoa different
tasks—with
possibly shared
into one system to
To provide
efficient
usefailure
of resources,
a complex
real-time
embedded
may assign
provide
assurance
against
[6]. Using
components
with
differentsystem
criticalities
on theseveral
same
criticality
to different
tasks—with
possibly
shared resources—integrated
into one system
to
computinglevels
platform
is a complex
work.
The outcome
is a so-called mixed-criticality
system.
provide
assurance
against
failure
[6].
Using
components
with
different
criticalities
on
the
same
Reference [6] summarizes the topic in this way: “Criticality is a designation of the level of assurance
computing
platform
complex
work. TheA mixed-criticality
outcome is a so-called
system.
against failure
needed is
foraa system
component.
system ismixed-criticality
one that has two or
more
Reference
[6] summarizes the topic in this way: “Criticality is a designation of the level of assurance
distinct levels.”
against
failure
needed
for a system
component.
A mixed-criticality
systeminto
is one
that hasplatform
two or
In other
words,
integration
of functions
with different
safety requirements
a common
more distinct
levels.” system. A mixed-criticality system has at least two distinct levels (for example,
yields
a mixed-criticality
In other words, integration of functions with different safety requirements into a common
platform yields a mixed-criticality system. A mixed-criticality system has at least two distinct levels

Computers 2020, 9, 2

14 of 21

high-critical, low-critical, etc.). Some domain standards define up to five levels (e.g., Automotive
ISO-26262, Aviation DO-178C) [6].
As the topic is new, not all standards and papers refer to the phrase with the same meaning.
This article discriminates between the systems with completely isolated components with different
criticality levels (multi-criticality) and the mixed-criticality systems in that the former do not share
resources. In a mixed-criticality system, resources are supposed to be shared among components with
different criticalities, but in an efficient way. However, it increases the complexity in this domain.
The high complexity of systems in fields such as aerospace, automotive, or railway introduce
unfeasible development time and costs. To solve this, a rising trend is integrating functions with
varying criticality levels within the same platform, which translates into increasing the utilization of
mixed-criticality systems in modern industry. The main objective is to enhance the total weight, area,
and power consumption. The challenge is to use shared resources in an efficient way with timing and
safety guarantees. Modern standards implicitly impel designers to consider mixed-criticality issues
within their platforms. Examples are AUTOSAR [46] and ARINC [47] standards for automotive and
aerospace systems, respectively.
4.2. Research on Mixed Criticality
Research on the mixed-criticality domain has basically focused on providing timing guarantees
for tasks with different criticality levels. This is mainly achieved by dropping non-critical tasks in
favor of critical ones. There are recent attempts to improve QoS (Quality of Service) beside timing
guarantees to keep non-critical tasks still running.
The underlying research question is how to share resource usage in an efficient way with timing
and safety guarantees. This question gives rise to the design and implementation of specific run-time
mechanisms in both software and hardware. Management of mixed-criticality systems is an intrinsically
run-time problem because the information needed to make optimal decisions is only obtained at
run time [48].
4.3. Mixed-Criticality Task Model
Although for a given non-critical real-time task, the worst-case execution time (WCET) is constant,
it is very dependent on task criticality in a mixed-criticality system. There is a common model for mixed
criticality systems in the literature [49–51] in which the WCET of each task in all existing criticality
levels is modeled. WCET is usually a pessimistic estimation, and in this model, the WCET of a task
with higher criticality is even more pessimistic, i.e., the pessimism in estimating the WCET depends on
the criticality level of a task. On the other hand, the high pessimism of WCET estimations leads to
the inefficient usage of resources at run time. To solve this problem, the mixed-criticality task model
provides a dynamic guarantee for resource efficiency of mixed -criticality systems. The policy ensures
that whenever a task exceeds its deadline, other tasks with a lower criticality level will be dropped at
run time to guarantee the resource accesses of tasks with higher criticality level. This guarantee covers
only those tasks with higher criticality level thereafter.
The work in [52] adopts the dual-criticality sporadic implicit-deadline task model [51,53] and
extends it to multicore. Dual-criticality refers to two levels of criticality that are considered for each
task: high (HI) and low (LO). Tasks with the criticality level HI are required for a safe system operation,
while tasks with the criticality level LO are not. Using a mixed-criticality scheduler, the system needs to
guarantee that the critical tasks meet their timing constraints in any scenario. For that, the worst-case
execution time (WCET) of each task is modeled on both criticality levels (HI-WCET, LO-WCET).
A sporadic task model [54] consists of n tasks characterized by three parameters: an execution
time C, a deadline D, and a separation time T for each task. Two successive arrivals of task requests
need to be separated by a minimum of T time units. It also holds that C ≤ D and C ≤ T for each task.
In implicit-deadline task model, the condition D = T holds for every task.

Computers 2020, 9, 2

15 of 21

State-of-the-art mixed-criticality schedulers [52,55] use a dynamic approach that consists of two
operation modes. In low-criticality mode (LO-mode), the system guarantees a safe operation of all tasks
(LO and HI), provided that they fulfill their (non-strictly) estimated WCETs: the so-called LO-WCET.
In the high-criticality mode (HI-mode), the system guarantees the safe operation of the HI-tasks,
even considering the most pessimistic WCETs (HI-WCET). Normally, the system runs in LO-mode.
In the rare case that the actual execution of a HI-task overruns its LO-WCET, the system terminates
all the LO-tasks and switches to the HI-mode. This dynamic approach with two modes decreases the
hardware resources needed to guarantee the mixed-criticality schedulability but demands measuring
the actual execution time of HI-tasks at run time.
According to the mixed-criticality task model above, the dynamic guarantee given to the tasks
at their run-time is based on their estimated WCETs. The researchers in [52] introduce a mode switch
protocol to specify this guarantee: The system is in low-criticality mode (LO-mode) when it starts
running. In LO-mode, there is a guarantee that tasks that do not exceed their LO-WCET will meet their
deadlines. In case a HI-task (task with high criticality) exceeds its LO-WCET, then the system switches
immediately to HI-mode. In HI-mode, all LO-tasks are terminated, and there is also a guarantee that if
HI-tasks do not exceed their HI-WCETs, they will meet their deadlines. It is possible further on, that the
system switches back to LO-mode if all the tasks can meet their LO-WCET deadlines in LO-mode.
A mixed-criticality schedulable system is the one that can provide such a dynamic guarantee to all
tasks at run time with a specific scheduling algorithm. Now, the question is if there is such a scheduling
algorithm that makes a mixed-criticality system schedulable. The next section answers this question.
4.4. Mixed-Criticality Scheduling Algorithms
Researchers have published several papers on mixed-criticality scheduling algorithms. Among
them, [56,57] are examples of the first works that use different scheduling algorithms to assess
the usefulness and applicability of these algorithms on mixed-criticality systems. Mixed-criticality
scheduling algorithms are still a hot topic of research, and researchers try to improve the schedulabilty
and QoS of the algorithms [58]. In this manuscript, we are interested in those works that deal
with power management issues. For example, the work in [52] combines its DVFS approach for
mixed criticality with a scheduling technique called EDF-VD (Earliest Deadline First with Virtual
Deadline) [55]. It is a mode-switched EDF scheduling method for mixed-criticality tasks. In this
scheduling method, reservation time budgets are reserved for HI-tasks in the LO-mode by shortening
the deadlines of HI-tasks. This makes HI-tasks finish earlier in the LO-mode so that more time until their
actual deadlines is left. This way, time budgets are reserved for HI-tasks, and it ensures that they will
still meet their deadlines even if they overrun. The core idea here is to prevent hassles in HI-mode with
preparing the tasks early in LO-mode.
4.5. Mixed Criticality and Energy Efficiency
The main focus of researchers who extended scheduling techniques for mixed criticality is on
providing real-time guarantees for tasks with different criticality levels. However, other design features
such as power consumption still have room to be explored. For instance, modern automotive computers
consist of more than 100 electronic components [52], which translates into high power consumption.
In addition, many safety-critical devices such as medical heart pacemakers are battery-operated.
So, low energy consumption will lead to a significant increase in device lifetime. With increased
computing requirements and because of the battery-operated nature of mixed-criticality systems,
energy minimization for such systems (especially using run-time DVFS techniques) is also becoming
crucial. Conventional DVFS techniques do not consider the mixed-criticality concept. Using DVFS,
the processor frequency can be reduced at run time to save energy in a mixed-criticality system.
Two important aspects to consider for mixed-criticality applications are task deadlines and priorities.
To meet the deadlines of critical tasks, DVFS can speed up the processor when the tasks overrun.
Otherwise, if the tasks do not overrun, DVFS can help the system reduce the processor frequency,
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which in turn will save energy. Since task overrun is rare, this trend will reduce energy consumption
for mixed-criticality systems [52].
Applying DVFS to mixed-criticality systems is not straightforward. This is mostly because of
conflicts arising between energy minimization and timing guarantees required by mixed-criticality
systems. By lowering the processor voltage and frequency, in fact, DVFS tries to stretch the task
execution time to benefit from the whole available slack time and push the execution of tasks as much
as possible toward the deadline. However, this is in contrast to the time reservation approach that
needs to be followed to provide a deadline guarantee for critical tasks for the cases that they overrun.
The work of [59] allocates power budgets to different criticality levels and monitors its consumption.
If a crucial task exceeds its power budget during its time window, the low-criticality tasks will get
less power budget than their initially assigned budget. Energy consumption of mixed-criticality
systems is also addressed by [60]. Its approach is based on trading energy usage with the missed
deadlines of low-criticality tasks. It claims 17% reduction of energy usage with around 4% missed
deadlines. The researchers in [52] introduce a method for power optimization in mixed-criticality
systems with a focus on DVFS. They increase the speed of the processor using DVFS if HI-criticality
tasks need more than their LO-WCET requirement. Hence, LO-criticality tasks are not suspended, but
more energy is consumed. Their work exploits EDF-VD scheduling for providing energy efficiency to
mixed-criticality systems.
All of the above works study the energy efficiency of mixed-criticality systems using analytical
modeling. Section 3 explained that simulation provides more implementation details than analytical
modeling. The work in [45] demonstrates how the hardware-managed DVFS simulation framework
(Section 3) can be used for energy-efficient design exploration of mixed-criticality systems. The next
section presents a summary of this work.
5. Case Review
Typically, high-criticality WCETs (HI-WCETs) are very pessimistic. This leads to a large potential
for power optimization in mixed-criticality systems using DVFS. That is, in most cases, it is possible
to decrease the core frequency (and hence core voltage and energy consumption) without violating
the criticality requirements. Furthermore, a hardware-based management approach suits the
mixed-criticality systems very well where fulfillment of task deadlines and high predictability are
essential. The previous works on mixed-criticality systems for achieving energy efficiency using DVFS
are all analytical works. Only three works were found in the literature so far, that integrate power
management mechanisms (specifically DVFS) within virtual prototyping platforms that originally
did not support DVFS [1–3]. One work—which is in fact an extension of [3]—studies DVFS for
mixed-criticality systems using architectural simulation and is selected as the case review in this
article [45]. Here, it is explained how the hardware-managed DVFS framework reviewed in Section 3
is used to demonstrate an energy-efficient mixed-criticality system in one step ahead of analytical
modeling: architectural simulation.
Modularity and extensibility of the virtual template reviewed in Section 3 allows adding necessary
components to that work. Its extension also uses heartbeat intervals, this time for indicating criticality
signals of critical applications to model their fine-grained mixed-criticality constraints. Section 4.3
explained that guaranteeing the safe operation of HI-tasks entails the actual execution time of HI-tasks
being measured at run time. Using run-time heartbeat intervals of critical applications (HI-tasks),
the work ensures that presumed coarse-grained deadlines are guaranteed; an adapted version of
the heartbeat framework used by this architecture measures the HI-task execution times and indeed
fine-tunes the criticality requirements of HI-tasks as they contain the heartbeat infrastructure in
this approach.
The assumptions considered by the reviewed case are important. They are as follows:
•

Task model is dual-criticality sporadic implicit-deadline model (HI-tasks and LO-tasks) with two
operation modes (HI-mode, LO-mode) (see Section 4.3).
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mixed-criticality system through architectural simulation and reports 24.6% saving in power
consumption using its proposed approach with no rise in heartbeat violations.
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system through architectural simulation and reports 24.6% saving in power consumption using its
proposed approach with no rise in heartbeat violations.
In a nutshell, although occasional addition of more heavy non real-time tasks during run time
imposes timing impairments to the mixed-criticality system (chosen to model an intricate embedded
system), using a hardware-controlled DVFS approach, the work is capable of handling such a situation
to retain performance while besides, saving energy.
6. Conclusions
System-level architectural simulation enables SoC designers to have a prototype of the full systems
under design with minimum cost and effort. It gives the possibility of running real applications with
different requirements as if they run on real hardware. This is valuable in that, required changes can be
detected in the early stage of design cycle rather than later on, during the costly verification phase.
A key feature that has recently attracted interest is integrating run-time power management
mechanisms within the architectural simulation tools. This is to cope with the new challenges of modern
embedded systems architectures. To reduce the induced overhead, hardware-assisted mechanisms
provide a better solution due to faster reaction to resource demands as well as providing better
timeliness for applications with strict timing requirements.
This article provides a review on system-level techniques, particularly DVFS, to model and
design low-power embedded systems, with an emphasis on hardware-based mechanisms. A case
review in the end gives insights into application of hardware-managed DVFS to the mixed-criticality
application domain using system-level architectural simulation. The case review indicates the
usefulness of system-level modeling of run-time methods through architectural simulation in power
and performance analysis of next-generation complex embedded systems in the early design phase.
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