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Abstract: Some of the recent developments in data science for worldwide disease control have
involved research of large-scale feasibility and usefulness of digital contact tracing, user location
tracking, and proximity detection on users’ mobile devices or wearables. A centralized solution
relying on collecting and storing user traces and location information on a central server can provide
more accurate and timely actions than a decentralized solution in combating viral outbreaks, such as
COVID-19. However, centralized solutions are more prone to privacy breaches and privacy attacks
by malevolent third parties than decentralized solutions, storing the information in a distributed
manner among wireless networks. Thus, it is of timely relevance to identify and summarize the
existing privacy-preserving solutions, focusing on decentralized methods, and analyzing them
in the context of mobile device-based localization and tracking, contact tracing, and proximity
detection. Wearables and other mobile Internet of Things devices are of particular interest in
our study, as not only privacy, but also energy-efficiency, targets are becoming more and more
critical to the end-users. This paper provides a comprehensive survey of user location-tracking,
proximity-detection, and digital contact-tracing solutions in the literature from the past two decades,
analyses their advantages and drawbacks concerning centralized and decentralized solutions,
and presents the authors’ thoughts on future research directions in this timely research field.

Keywords: Internet of Things (IoT) mobile devices; wearables; location estimation; user tracking;
proximity detection; contact tracing; decentralized architectures; blockchain; Received Signal
Strength (RSS); Bluetooth Low Energy (BLE); COVID-19

1. Introduction and Motivation

In recent months, humanity has been fighting a new and global threat, namely, the spreading
and infectiousness of a new virus, Severe acute respiratory syndrome coronavirus 2 (SARS-COV-2),
triggering a life-threatening disease for some people. The disease is known under the name
of Coronavirus infectious disease 2019 (COVID-19) and can possibly create long-term complications,
as stated in [1]. Medical and non-medical teams worldwide are looking actively for solutions to combat,
mitigate, and slow the spreading of SARS-COV-2. Various forms of digital data for COVID-19 disease
control have already been published, such as the raw measurements on various environmental factors

Data 2020, 5, 87; doi:10.3390/data5040087 www.mdpi.com/journal/data

http://www.mdpi.com/journal/data
http://www.mdpi.com
https://orcid.org/0000-0001-8178-5652
https://orcid.org/0000-0002-1028-0160
https://orcid.org/0000-0002-6431-1794
https://orcid.org/0000-0003-1718-6924
http://dx.doi.org/10.3390/data5040087
http://www.mdpi.com/journal/data
https://www.mdpi.com/2306-5729/5/4/87?type=check_update&version=2


Data 2020, 5, 87 2 of 40

from [2] or the geostatistical data of locations where COVID-19 tests were taken in the US [3], and the
importance of data sharing has been already emphasized in the research literature, e.g., in [4].

Generally speaking, a contact tracing refers to the ability to identify, track, and inform the past
contacts (within a predefined time window, corresponding to the most likely contagious period of
a disease) of an infectious person, in order to manage any further spread of disease. Recent studies
ascertained the start of this most likely contagious period as around three days before the onset of
symptoms [5]. Once contact is identified, the person could be asked to self-isolate for safety measures.

Contact tracing can be done manually or digitally. A manual contact-tracing solution involves
authorized personnel such as police forces or healthcare workers to identify the contacts of a person
detected positive with COVID-19 or to identify the places visited by such a person during his/her
period of being infectious. A digital contact-tracing procedure relies on technology, such as mobile
devices and wearables carried by a person, or on visual cameras within commuting halls and shopping
places, in order to identify persons that shared a particular space at a specific time, under the knowledge
that infectious people also visited such timestamped locations [6].

Fully automated digital contact-tracing procedures are challenging to implement, because
of various technological, medical, and ethical reasons that will be discussed in this paper.
No such fully automated digital processes currently exist, to the best of the authors’ knowledge.
Semi-automatic digital methods combine some form of human-in-the-loop procedures and automatic
procedures. Examples of human-in-the-loop actions are (i) a person voluntarily installing a COVID-19
contact-tracing application on his/her mobile device, (ii) a healthcare worker performing a COVID-19
test and confirming a positive result to an affected person, or (iii) a positive-confirmed person
acknowledging in the pre-installed application on own device the results of the positive test and
the most likely period of infectiousness. Examples of automatic actions are (i) a mobile application
keeping track of encountered persons during a certain time window and possibly sending the
anonymized IDs and timestamps to a server, (ii) a device-to-cloud protocol regularly interacting
with a cloud/centralized server to determine if and when any of the encountered persons became
infectious, etc.

Currently, there are more than 50 contact-tracing applications used in more than 30 countries
worldwide to help in fighting the spread of COVID-19 and trying to tackle this infectious disease
better than existing manual solutions. We have collected a list of these applications in a living database
available in open access1, to be regularly updated by the authors.

Figure 1 shows the number and geographic distribution of contact-tracing applications, according
to the authors’ searches and corresponding to the situation in July 2020. These applications referred
to in Figure 1 originated in a particular country based on the location of their developers (e.g., three
contact-tracing applications developed in France), but they typically can be used by any person,
independently of his/her/their country of origin. Most of the existing digital contact-tracing apps
are governmental applications and are supported by recent versions of Android phones, and in some
cases, by modern versions of phones with iOS. A supplementary material with the full details of
contact-tracing applications per country is also provided in open access by the authors (see footnote 1).

The large-scale adoption of wireless contact-tracing applications is currently hindered by the
public’s lack of trust in the privacy levels guaranteed by such applications; by the skepticism
of the effectiveness of such an application to prevent the disease; and by the additional,
sometimes non-negligible, power consumption of such an app running on a mobile device or
user’s wearable.

A recent study [7] showed that the highest adoption rate at present of a contact-tracing application
in a country has been of only 38% in Ireland, which is still far from the desirable threshold value of

1 Supplementary material provided by the authors in open access, with digital contact-tracing apps worldwide,
https://sites.tuni.fi/survey-of-digital-solutions/.
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60%. This value is considered necessary [7,8] to ensure a minimum critical mass for an automated or
semi-automated digital contact-tracing application to become useful in disease prevention.

Total number of apps: 59 Total number of protocols: 15

Figure 1. Worldwide distribution of current COVID-19 digital contract tracing applications, according to
their country of origin (as of September 2020). We would like to point out that this map does not reflect
the countries of use of a certain application or the percentage of the population adopting a certain app;
it is to emphasize that efforts worldwide are dedicated to the creating of digital contact-tracing apps.

Considering that infectious diseases tend to spread exponentially, containment is an efficient
means of slowing down the spread: the procedure is currently known under the term “Flattening
the Curve” [9]. Due to the developed functionalities of modern smartphones (e.g., Bluetooth-based
proximity tracing and location-based tracking) and the high adoption rate among users worldwide,
mobile digital apps enable a mode of tracing backward one’s contact history. Besides, digital solutions
allow the interested institutions (e.g., health service providers, border control authorities, etc.)
to determine if any person crossed paths with someone who tested positive for the COVID-19 within
the epidemiologically relevant period (e.g., 3 days before the onset of symptoms [5] and up to 14 days
after the onset of symptoms or from the test day).

Assuming the target of a high adoption rate of technological approaches worldwide, the privacy-
versus-accuracy trade-off appears in line with the privacy-utility trade-off. The authors of [10] estimated
the privacy risks for carriers, users, non-users, and local businesses.

Highly related to contact tracing, but less studied in the context of disease control, are the solutions
for user location tracking and proximity detection. Both are reviewed in detail in our paper, and their
connection to the contact-tracing solutions and possible usefulness towards disease control will be
investigated. Our paper’s contribution is three-fold:

• We offer a comprehensive review of user location tracking, proximity detection, and wireless
contact-tracing solutions, by also explaining the underlying principles and technologies for
such solutions.

• We address the issue of decentralization, as opposed to centralized approaches; discuss both
centralized and decentralized approaches in terms of architectures and protocols; and summarize
the advantages and challenges of a decentralized approach versus a centralized approach.
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• We discuss the technical and privacy-related challenges in digital contact-tracing applications
and present our ideas on open research questions and the way forward.

The remainder of the paper is organized as follows. Section 2 introduces the terminology and
concepts addressed in this paper; Section 3 compares our work with other surveys from the literature
and explains the progress beyond the state-of-the-art; Section 4 offers a comprehensive review of user
location tracking, proximity detection, and wireless contact-tracing methods from the literature and
discuss their applicability in the context of COVID-19 mitigation and prevention; Section 5 describes
the decentralization idea and discusses several decentralized protocols for contact tracing, as well as
their advantages and disadvantages compared to a centralized approach; the users’ perception of the
usefulness of decentralized architectures based on a web survey created by the authors is also presented
in Section 5; Section 6 discusses various privacy-preserving techniques, while Section 7 focuses
on energy-efficient solutions; Section 8 discusses the challenges to overcome towards a large-scale
adoption of wireless contact-tracing apps; and Section 9 presents the conclusions.

2. Terminology and Conceptual Definitions

Decentralization is one of the key aspects of cybersecurity solutions in the wireless world of
today [11–13]. Decentralization refers to the situation where the available information is split into
pieces and stored in various parts (mobile agents, edge computing centers, etc.) of a network instead
of storing everything on a central server; in addition, no single entity has full control or the complete
information. Decentralization often goes hand in hand with some forms of anonymization of the
data to be stored and processed, and with the time limitation on how long the data is to be stored.
In decentralized architecture, no participant in the wireless communication chain has full information,
neither can one infer comprehensive information about the other participants in the network based on
the partial information one possesses.

Decentralization as a method to increase wireless security has been discussed, for example, in [14]
(in the cryptocurrency context), in [15] (in the context of payment-channel transactions), or in [16]
(for the inter-domain routing security). Decentralization, in the context of user location tracking, has
also been addressed to a large extent in the last decade as a measure to offer increased privacy to the
user. For example, the authors of [17] proposed a decentralized registry model for Location-Based
Services (LBSs) by introducing several local servers (today called edge servers) in order to support
dynamic discovery and routing between nodes. In 2014, the authors of [18] proposed a two-level
cache mechanism with a decentralized architecture to protect users’ mobility traces’ privacy. More
recently, in 2017, the authors of [19] proposed a peer-to-peer (P2P) decentralized model for increased
location privacy of users. The model in [19] likewise showed a lower data retrieval time than the
centralized architectures.

The concept of decentralized architectures has become increasingly important recently in the
context of digital contact tracing used to cope with the global COVID-19 pandemic and to be able to
identify how the contagious virus circulates within the population. As recently published research
works in in the journal Nature show, there are multiple ways to tackle the spread of the virus,
and decentralized privacy-preserving contact tracing is one of the most promising measures [20].

Related to the decentralization concept, blockchain methodologies also have permeated recent
research on user localization [21,22]. A blockchain refers to cryptographically encrypted and
decentralized registers (or ledgers) that maintain a continuously growing list of ordered data blocks.
The main differences with the traditional decentralized protocols are the presence of the encryption
and the total absence of a trusted central authority. Blockchain solutions for contact tracing have
been recently addressed in [23], where the authors proposed that digitally signed pairwise encounters
between mobile devices are stored in a distributed ledger and then some form of machine learning
algorithms, such as deep learning networks, are used to identify the close social contacts.

The use of data science in the medical domain and for disease control is also a rather established
paradigm, with data science solutions already proposed for the classification of vital human signs in
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order to monitor chronic diseases [24], to identify genetic diseases through probabilistic models [25],
to build visualization systems for infectious disease outbreaks and spreads [26], and to handle missing
data in healthcare big data [27].

Machine learning approaches, as a subcategory of data science, have been recently proposed for
forecasting the future of COVID-19 [28]. An exponential smoothing algorithm was found to give the
most accurate results, while the classical Support Vector Machines (SVM) gave the worst performance
among the considered algorithms. The results were, however, limited to about two months of data and
the authors pointed out that more research is needed for accurate real-time predictions.

Additional terms used in this paper, such as user location tracking, proximity detection, and contact
tracing, are further addressed in detail in Section 4. The acronyms used in the paper are listed in
the Section 9.

3. Added Value of Our Survey Compared to the State-Of-The-Art

An at-a-glance comparison of our survey with other surveys in the existing literature can be
found in Table 1. Moreover, a living document presenting a dataset of contact-tracing applications
worldwide, including a brief description of each application from available public data is accessible
online, see footnote 1.

Table 1. Existing surveys in the literature and comparison with our survey; 3= topic addressed;
7 = topic not addressed.

Authors

Addressing
Contact-
Tracing

Solutions

Addressing
Proximity-
Detection
Solutions

Addressing
User Location-

Tracking
Solutions

Addressing
Privacy

Protocols

Addressing
Energy

Efficiency

Li and Guo 3 7 7 7 7

Bolic et al. 3 3 7 7 7

Ye et al. 7 7 3 7 3

Chen et al. 3 7 3 7 3

Kaptchuk et al. 3 7 3 3 7

Li et al. 3 7 3 3 7

Ahmed et al. 3 7 3 3 3

Martin et al. 3 3 7 3 7

Nasajpour et al. 7 3 7 7 7

Sun et al. 3 7 7 3 7

Hernández-Orallo et al. 3 7 7 7 7

Reichert et al. 3 7 7 3 7

Braithwaite et al. 3 7 7 7 7

Our survey 3 3 3 3 3

In the related research presented in [29], the authors reviewed three data regulations
(the European Union (EU) General Data Protection Regulation (GDPR), the approach released by
the EU for efficient contact-tracing apps, and the EU guidelines on the use of location data in the
COVID-19 outbreak) with respect to contact-tracing solutions as well as four technology protocols,
namely, the Privacy-Preserving Proximity Tracing (PEPP-PT), Decentralized Privacy-Preserving
Proximity Tracing (DP-PPT), the Apple/Google decentralized COVID-19 contact-tracing protocol,
and a government-run contact-tracing technology. In addition, the authors in [29] also discussed 10
contact-tracing apps, six of them based on Bluetooth Low Energy (BLE) technology, one based on Quick
Response code (QR code) scanning, two based on Global Positioning System (GPS), and one hybrid
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with GPS, BLE, and Wireless Fidelity (Wi-Fi). No user location or proximity-detection technologies
were addressed in [29]. Seven out of 10 discussed apps in [29] used centralized protocols, the other
three used decentralized solutions.

The focus in [30] was on proximity-detection approaches, based on Radio Frequency Identification
(RFID) technology. The proximity-detection applications are mostly discussed in the context of object
detection, rather than person-to-person proximity detection, but there is also a small part dedicated to
the tracking of human interactions. The solution proposed in [30] would work in the context of contact
tracing indoors if people were to carry RFID tags with them, and an RFID reader would be present
in each room. The system proposed in [30] is unlikely to work well outdoors, and it would be quite
expensive due to the need for a large infrastructure of RFID readers.

The authors of [31] studied a solution with barometer and accelerometer sensors to improve the
energy efficiency of location trackers compared to GPS-based localization. However, no contact-tracing
or proximity-detection aspects were discussed in [31].

In [32], solutions based on Artificial Intelligence (AI) were surveyed as measures to fight
COVID-19. While the paper’s main focus is on AI methods for the diagnosis, virology, pathogenesis,
and COVID-19 treatment, there is also a small discussion related to AI usages in the patient route
tracking and contact tracing. Data privacy was mentioned in the challenges section in [32], but no
solutions were overviewed.

A survey on users’ willingness to adopt a contact tracing or user tracking application was
presented in [33]. The accuracy of the contact-tracing application was found to be the significant
influencer towards the willingness of the app’s adoption, followed by the privacy specification of
the application. Of 789 respondents to the survey (all Americans), 85% expressed their willingness
to adopt a COVID-19 contact-tracing app if it is accurate enough, 73% expressed their willingness to
adopt it if it is private enough, and 88% expressed their willingness to adopt it if it is both accurate and
private enough. The authors have found privacy aspects in [33] to be a significant factor in the mass
adoption of a mobile app.

The authors of [34] addressed centralized-versus-decentralized approaches in the context of
contact tracing and user location tracking based on a web survey with 244 respondents from the USA,
selected from Amazon’s crowdsourcing platform, MTurk. Six contact-tracing and/or location-tracking
apps were selected, three of them with centralized architectures and three of them with decentralized
architectures, and the survey participants were asked about their willingness to install any of those
apps, as well as about their perceived trade-offs in terms of the applications’ privacy and usefulness.
The work in [34] is not yet peer-reviewed. The authors’ findings were somewhat exceptional and
confronted the general view, in the sense that they found that centralized contact tracing seemed to be
preferred at the national/USA level rather than decentralized approaches.

The work in [35] is another study that has not yet been peer-reviewed, also discussing
centralized-versus-decentralized architectures in contact-tracing and user location-tracking apps,
with a particular focus on the security and privacy of such applications. Several possible attacks
during wireless device tracking were reviewed, and examples of current apps based on centralized,
decentralized, as well as hybrid architectures were given. The paper’s best strength, in the authors’
opinion, is their comparative table of 15 COVID-19 contact-tracing apps in terms of their robustness
to various wireless attacks. Battery usage was also briefly addressed in [35], with the conclusion that
the apps running in the background are less power-hungry than apps that run on the foreground
decentralized apps and could save more battery than centralized ones by having less frequent needs of
exchanging data with a central server.

In [36], a study recently published on arXiv, the authors surveyed different frameworks and
mobile apps for digital contact tracing, with a particular focus on the privacy of various solutions.
Twelve protocols, with eight of them supporting decentralized architectures, were overviewed,
and some specific attacks of user privacy, as well as possible countermeasures, were also discussed.
According to the work in [36], the most downloaded contact-tracing apps (as of July 2020) are
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the Corona-warn-app from Germany and Immuni from Italy, with both of more than one million
downloads from Google play. Both are using the Google/Apple Exposure Notification (GAEN)
decentralized protocol.

The study in [37] focused on Internet of Things (IoT) technologies at large and on their
role in pandemics, by covering wearables, drones, and robots with e-health monitoring and/or
proximity-detection functionalities. AI-based monitoring is seen as an important future step towards
digital IoT-based solutions for solving different problems during the COVID-19 era, such as sickness
prevention, health monitoring, tele-working, using social robots to reduce mental strain, etc.

The work in [38] is another recently published survey on arXiv with a focus on privacy of the
digital contact-tracing apps.

The authors of [39] focused on smartphone-based contact-tracing technologies, and in particular,
on stochastic and deterministic models of the spread of infectious diseases.

In [40], a survey of automatic contact-tracing apps was done, and security and privacy aspects
were addressed in detail. Various cryptographic-based methods, such as homomorphic encryption
and secure multi-party computation, were also addressed.

A very recent study [41] provided a systematic literature review on automated and
semi-automated digital-tracing solutions. The authors first identified 4033 records in existing literature
related to the contact-tracing solutions; then, they selected a subset of 110 papers as the most
relevant works, and finally analyzed qualitatively a further subgroup of 15 articles among them.
Their conclusions point out that the effectiveness of a digital contact-tracing method depends on
the number of persons using such a digital app and the timeliness of the intervention, such as
self-quarantine measures. They also found that manual contact-tracing solutions were reported in the
literature to be more effective than digital contact-tracing solutions and that very few such comparisons
exist. Privacy aspects were pointed out as being important, but outside the scope of the study in [41].

In distinction to all the surveys mentioned above, our survey jointly addresses contact tracing,
proximity detection, and user location tracking; points out how different methods, not used yet in the
context of contact tracing, could also be adapted in this context; and addresses both privacy and energy
efficiency issues. Moreover, the main focus on our survey is on decentralized architectures, which were
found in the majority of studies dedicated to digital contact tracing so far (see, e.g., in [33–36,38]) to be
the most promising architectures in terms of a good trade-off between user-privacy preservation and
accuracy of the contact tracing.

We would also like to emphasize the fact that this is a highly dynamic research field at the time of
this paper’s writing, and therefore some of the new and related research might not have been fully
captured in Table 1, as this table reflects the situation at the beginning of September 2020.A survey
on users’ willingness to adopt a contact tracing or user tracking application was presented in [33].
The accuracy of the contact-tracing application was found to be the significant influencer towards the
willingness of the app’s adoption, followed by the privacy specification of the application. Of 789
respondents to the survey (all Americans), 85% expressed their willingness to adopt a COVID-19
contact-tracing app if it is accurate enough, 73% expressed their willingness to adopt it if it is private
enough, and 88% expressed their willingness to adopt it if it is both accurate and private enough.
The authors have found privacy aspects in [33] to be a significant factor in the mass adoption of a
mobile app.

4. Wireless Location Technologies for User Location Tracking, Proximity Detection,
and Contact Tracing

The following section surveys the leading solutions found in the literature so far for the location
tracking, proximity detection, and contact tracing, and it gives a classification of wireless connectivity
solutions, according to four criteria.
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4.1. Classification of Wireless Connectivity Solutions

In order to design a wireless application for contact tracing, proximity detection, or/and user
location tracking, one needs first to understand what kind of wireless technologies are currently
available and what design constraints are essential, such as energy efficiency, spectrum availability,
or low-cost low-power constraints. A top-level classification of wireless connectivity solutions is
provided in Figure 2, where four main categories were identified by the authors:

1. Cellular versus non-cellular connectivity solutions: cellular solutions refer to the wireless
communication techniques where a large geographical area is split into smaller cells, and each cell
is served by a base station or an access node; the connectivity between base stations can be ensured
either in a wireless manner or via optical fiber, and there is typically a centralized server/operator
to maintain and control the whole cellular network. Examples or cellular technologies are
Fourth-generation cellular systems (4G) or Long-Term Evolution (of cellular systems) (LTE)
and Fifth-generation cellular systems (5G). Extensive surveys of cellular network connectivity
solutions can be found, for example, in [42] (focus on localization aspects in cellular networks),
[43] (focus on mobility models in cellular networks), or [44] (focus on green communications with
cellular networks). The non-cellular solutions do not rely on the geographical division into cells
and can operate both in an ad hoc/decentralized manner and in an infrastructure/centralized
manner. Two of the most encountered solutions of non-cellular connectivity are BLE and Wi-Fi
connectivity. To the best of the Authors’ knowledge, cellular solutions have not been much
investigated yet in the context of digital contact tracing, but this can change shortly with the
advent of powerful 5G-based positioning technologies [45–47]. 5G-based positioning is addressed
in more detail in Section 4.2. Examples of non-cellular wireless technologies are BLE, Wi-Fi,
ZigBee, RFID, Long Range access (LoRa), NarrowBand Internet of Things (NB-IoT), etc. A good
survey of non-cellular technologies can be found in [48]. The most used wireless technology for
digital contact tracing at present is the BLE technology, due to its widespread on mobile devices
and relative low-power consumption.

2. Licensed versus non-licensed frequency bands: a licensed band is a frequency band where wireless
transmission is only allowed for operators having purchased a license; for example, traditionally,
cellular operators have designated licensed frequency bands to operate. Unlicensed bands
are the Industrial, Scientific, and Medical (ISM) bands as well as frequencies not yet allocated
in the spectrum (e.g., some millimeter-wave frequencies and Terahertz (THz) frequencies).
Interoperability issues between licensed and non-licensed spectra and cellular versus non-cellular
communications have been addressed, for example, in [49]. A wireless tracking or contact-tracing
solution relying on licensed bands would require the participation of operators having access to
such licensed bands. Therefore, it is likely to be a centralized solution. Decentralized solutions in
licensed bands are not available at the present moment to the best of the authors’ knowledge.

3. Mass-market versus high-end connectivity solutions: a mass-market solution typically has low cost,
low energy/power consumption, and it is affordable to the mass-market consumers. High-end
connectivity solutions such as those relying on Augmented Reality (AR), Virtual Reality (VR),
or Mixed Reality (XR) and, sometimes, on machine learning, are unlikely to become relevant
promptly in the context of contact tracing and user tracking, as they aim at a narrow or niche
market. They are unlikely to be adopted on a large scale (usually due to high costs). A good
review of low-end, middle-end, and high-end IoT devices can be found in [50].

4. Long-range versus short-range connectivity: long-range connectivity such as cellular solutions and
some IoT solutions refer to coverage ranges of several hundreds of meters to few or tens of km [48].
Short-to-medium range connectivity typically refers to ranges of up to a few tens of meters. On
one hand, in terms of user tracking, proximity detection, and contact tracing, a short coverage
area could mean a better accuracy of the distance estimates between any two users. On the other
hand, if a user needs to connect to a server to upload or download data related to its own location,
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a long-range connectivity solution is typically needed to be present on the user device. Relevant
reviews of long-range connectivity solutions are provided in [48,51], where the focus is on IoT
solutions. Short-range communications are reviewed in multiple studies, such as [52] with focus
on near-field communications, [53] with focus on Bluetooth and BLE, then the study in [54] with
focus on Ultra Wide Band (UWB) communications, and [48] with focus on general IoT solutions.

Additional studies on wireless connectivity and positioning solutions can be found, for example,
in [55]. In the study, existing IoT domain technologies were classified via operating frequency
bands, protocols versus enablers, range-based classification (i.e., short-, medium- and long-range
operated solutions), data rates (low vs. high rates), and power-range classification (e.g., low-power vs.
high-power operation).

Wireless connectivity solutions

Licensed bands or not? Mass-market or not? Long-range or not?

4G/LTE
5G
...

BLE
WiFi

ZigBee
RFID
...

NB-IoT
5G
...

BLE
UWB
WiFi
LoRa
...

BLE
WiFi
...

XR/
AR/
VR
...

ZigBee
RFID
BLE
WiFi
...

LoRa
NB-IoT
SigFox
5G
....

Cellular Non-cellular Licensed
Spectrum

Non-licensed
Spectrum

High-endMass-market
Short/
medium
range

Long
range

Operator-driven or not?

Figure 2. Classification of wireless connectivity solutions.

4.2. User Location Tracking

User location tracking is by no means a recent research field, and it has been intensively studied for
more than two decades, since the advent of Global Navigation Satellite System (GNSS). User location
tracking refers to wireless solutions able to estimate a user location with certain accuracy (in 2D or 3D
dimensions) and also to allocate a timestamp to each location estimate, i.e., the continuous location
estimates plus the time stamps form a user tracking solution. Location tracking is a domain with many
potential implementation/application areas, and contact tracing based on user location is only one
area [56,57].

The upper plot in Figure 3 illustrates a user-tracking scenario and gives examples of
applications where user tracking could be applicable, such as increased security at country borders,
workforce tracking, asset tracking market, etc.

There are many ways in which a device or user location can be computed, and the main
location-related measurements are shown in Table 2, together with a qualitative estimate on their
location accuracy capabilities. Received Signal Strength (RSS)-based localization relies on measuring
the received signal power (or strength) from any kind of wireless signal able to be identified at a
receiver. That is to say that, RSS measurements are not limited to a certain technology, but RSS can be
measured from virtually any wireless signal, such as BLE, Wi-Fi, cellular, NB-IoT, LoRa, etc. The RSS
is then converted into a distance or range measurement, by assuming a certain path-loss model,
for example, as in Equation (1):

RSS[dB] = PT [1m]− 10nlog10(d) + η, (1)

where RSS is the received power (in dB), PT is the transmit power at 1 m away from the transmitter
(also in dB), n is a path-loss coefficient with typical values between 1 and 10 (with n = 2 corresponding
to a free space-loss propagation), d is the distance between the transmitter and the receiver (namely
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the distance between 2 users), and eta is a random variable, typically modeled as Gaussian distributed
with zero mean and a shadowing standard deviation ση of the order of 4–10 dB [58].

Figure 3. Illustration of scenarios for location tracking (upper plot), proximity detection (middle plot),
and contact tracing (lower plot).

FingerPrinting (FP) is another possible method for localization, and it is again not limited to any
particular technology, but it can be used broadly with any electromagnetic or non-electromagnetic
(e.g., sound, light, etc.) signal [59]. FP-based estimation relies on two phases: (i) a training phase where
fingerprints with location labels are collected from a certain space or geographical area and saved into a
training database and (ii) an estimation phase where new measurements without any location labels are
matched (or ‘fingerprinted’) with the data stored in the training database. The matching can be based
on various Machine Learning (ML) approaches. The most commonly used fingerprinting algorithm is
the k-Nearest Neighbours (kNN) algorithm [60]. FP methods have been addressed in detail in [59],
a book dedicated to all aspects involved in FP-based positioning, navigation, and user tracking.

Time-based approaches such as Time of Arrival (TOA), Round Trip Time (RTT), and Time
Difference of Arrival (TDOA) rely on the time–distance relationship of an electromagnetic
wave, namely,

d = (tR − tT) ∗ c, (2)

where d is the distance between a transmitter and a receiver, c is the speed of light (if the signal is
an electromagnetic signal), tR is the time when the signal is received at the receiver, and tT is the
transmitter time. Receivers and transmitters need to be synchronized in a classical TOA approach.
Alternatively, a wireless device can measure the so-called RTT, i.e., the time of the signal to reach a
neighbour device found at distance d and to return to the original device. In such case,

d = rtt ∗ c/2, (3)

where rtt is the measured RTT. Yet another possibility used in user localization and mobile device
tracking is for a receiver to compute the differences in the time of arrival from two reference
transmitters, i.e., the TDOA. In this way, it is enough that the two transmitters are synchronized, as the



Data 2020, 5, 87 11 of 40

receiver clock will not appear in the TDOA measurements. One significant aspect of timing-based
measurements is that they are not easy to use in decentralized approaches. They typically require
a centralized server to coordinate various reference transmitters, with respect to which a receiver
computes its range or position.

Angle-based measurements such as Direction of Arrival (DOA), Angle of Arrival (AOA), or Angle
of Departure (AOD) can also be used to estimate the user location, based on the idea that there are
certain geometric dependencies between the horizontal (azimuth) and vertical (elevation) angles of
the direction of signal propagation between a transmitter and a receiver and the distance d between a
transmitter and a receiver. Extensive overviews of RSS, time-based, and angle-based location-related
measurements can be found, for example, in [55,61]. Rarer, but possible measurements to be used
in location estimation are also Frequency Difference of Arrival (FDOA) and Phase of Arrival (POA)
measurements, as well as any hybrid combination between all the above-mentioned methods, such as
RSS and TOA, TDOA and AOA, etc.

Among all the techniques mentioned in Table 2, RSS-based measurements are the most suitable
for a decentralized architecture.

Table 2. Comparison of main user location-tracking mechanisms and their associated location-related
measurements.

Method Location-Related Measurement Accuracy Ref.

RSS Range [55,58,62,63]

FP Fingerprints [59,64,65]

TOA/ RTT Range [55,62,66,67]

TDOA Range difference [62,68,69]

DOA/AOA /AOD Bearing [62,70]

FDOA Doppler [71]

POA Phase [61,62]

Hybrids Range, phase, bearing, ... [72–74]

—Low; —Medium; —High.

5G-based user location studies are becoming more numerous, with applications in various
areas such as smart city, logistics, automated vehicles, etc. [45–47]. To the best of the authors’
knowledge, 5G-based positioning has not yet been addressed in the context of COVID-19 disease
control, but 5G technology is an up-and-coming technology for providing ubiquitous location
information, especially in a distributed manner [75]. This can be done, for example, by exploiting
the cooperation among the mobile user devices, such as smartphones, smartwatches, and other
IoT devices. Unlike most other cellular and non-cellular solutions relying, to some extent, on RSS
measurements to compute the user location, 5G positioning is typically fully relying on a combination
of TOA/TDOA and AOA measurements. By astutely combining time and angular information,
5G networks can achieve sub-m accuracy in the location estimation [76–78]. The high bandwidths
available at mm-wave carrier frequencies, where most of the future 5G systems will operate, ensure
this increased positioning accuracy compared to cm-wave solutions. Two potential challenges towards
the adoption of 5G positioning as digital contact-tracing technologies are the reduced privacy level—as
5G-based positioning is typically implemented in a centralized approach—as well as the high-power
requirements—as most 5G devices are requiring frequent battery recharges and are known to be still
quite power-hungry [79].



Data 2020, 5, 87 12 of 40

Table 3 summarizes the most comprehensive surveys (to the best of the authors’ knowledge) in
the current literature regarding user location tracking solutions. Such studies were mostly written
before COVID-19 emergency, and therefore the disease control mechanisms are not addressed in there.
In the last column of Table 3, we present our view of how such studies can be relevant in COVID-19
disease control through digital methods. We point out some of the most suitable solutions investigated
so far, and these can be further used to better manage and control infectious diseases.

Table 3. Comprehensive studies on user location-tracking solutions in the literature.

Reference Main Findings Relevance for COVID-19

[80] A comprehensive survey on cellular
and non-cellular positioning methods;
high-accuracy simultaneous location and
mapping solutions.

While contact tracing is not explicitly addressed
here, centralized contact-tracing solutions
can benefit from the reported high-accuracy
localization solutions.

[42] A thorough overview of cellular-based
localization techniques, including
sensor-aided and Assisted GNSS solutions.

Might be relevant for centralized contract
tracing solutions with operators’ collaboration,
but sufficient accuracy can be achieved only with
high-power/high energy-consumption solutions
such as assisted GNSS and 5G.

[62] A survey on indoor user-tracking solutions
with pros and cons of each solution;
challenges in indoor localization are also
addressed in detail.

RSS-based localization solutions were typically
found more energy efficient than TOA/AOA-based
solutions; also Visible Light Communications
(VLC)-based localization was emphasized as
having both good accuracy and low energy
consumption and might be a good future candidate
for COVID-19 contact tracing.

[81] Another survey on indoor user-tracking
solutions with focus on RSS and FP
solutions.

The application is not relevant for COVID-19
control.

[45,82] Comprehensive surveys on 5G positioning
methods.

Particular topic was not yet studied in COVID-19
context, but has high potential of high accuracy for
user location both indoors and outdoors.

Table 4. Comprehensive studies on proximity-detection solutions in the literature.

Ref. Main Findings Relevance for COVID-19

[83] Proximity detection via ZigBee of two devices equipped with
ZigBee chipsets and using RSS.

Only objects placed at maximum 20 cm from
each other were studied in [83], but the detection
results higher than 96% are promising and zigBee
ranges can go to several meters, thus making
ZigBee a potential useful candidate for COVID-19
contact tracing.

[84] A privacy-preserving protocol for proximity detection for
any range measurements (RSS, TOA, etc.).

Rather high latencies (order of tens of ms) can
hinder a good real-time implementation.

[85] Proximity detection via BLE RSS and compressed sensing to
deal with incomplete observations.

Very promising approach also in the COVID-19
contact-tracing context, even if not studied for this
purpose in [85]; detection probabilities up to 90%
for sub-m distances.

[86] RFID-based proximity detection with ambient
backscattering.

A digital contact tracing with such solution would
require a centralized server, many RFID readers
and people equipped with passive RFID tags; such
solution would be quite expensive and impractical.
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Table 4. Cont.

Ref. Main Findings Relevance for COVID-19

[87] Wi-Fi RSS-based proximity detection between two mobile
phones.

Promising approach as experiments in [87] showed
90% accuracy for distances below 2 m and 100%
accuracy for distances below 3 m.

[88] A sociometric sensor capable of detecting proximity,
movement, and verbal interaction between people via Wi-Fi
RSS, Inertial Measurement Unit (IMU), and sound sensor.

Another promising solution with proximity
detection of 90% up to a distance of 3 m
and having the ability to also detect verbal
interactions; however it is an expensive and
high-power solution.

[89] Magnetic field-based proximity detection. It requires centralized architectures and it has
rather moderate accuracy.

[90] Infrastructure-less proximity detection between users based
on public web cameras.

Might provide a low-cost solution for the users,
but it requires public webcams as well as
protocols to identify the users; user privacy cannot
be ensured.

[91] MIT SafePaths is an open source location sharing app relying
on BLE and GPS; it relies on Private Automated Contact
Tracing (PACT) decentralized protocol.

It has already been proposed as a contact-tracing
app, but its usefulness is still to be tested at
large scales.

4.3. Proximity Detection

According to the World Health Organization (WHO), proximity detection in the context of
COVID-19 utilizes the location-based (GPS) or Bluetooth technology to detect and trace the movements
of individuals to distinguish people who may have been exposed to an contagious virus [92]. The risk
of exposure to COVID-19 depends on the probability of coming into close (e.g., less than 2 m) or
frequent contact with people who may be infected. However, proximity by itself is not a complete
assessment of exposure, as exposure may vary independently of proximity, such as being in an enclosed
area, a location separated by walls, or in an open-air space.

For IoT systems, it is vital to have reliable hardware and to predict a user’s position in
the area with high accuracy in order to be able to differentiate between individuals in a small
space. Proximity detection in conjunction with Bayesian filtering aims to perform high accuracy
positioning [93,94]. Another example of high-resolution beacon-based proximity detection for dense
areas is described in [95].

In [96], the authors described a COVID-19 related proximity-detection approach and the efficacy
of such approach.

Proximity-detection tools can be categorized as either centralized or decentralized, meaning that
contact history can either be processed centrally, typically by a health authority, or by individual
devices. Privacy concerns about the disclosure of personal data need to be addressed before using
such tools.

The middle plot in Figure 3 illustrates a proximity-detection scenario (e.g., learning whether two
users are in close vicinity) and gives examples of applications where proximity detection can be used.

A proximity-based privacy-preserving approach with use of smartwatch was described in [97].
The experiments in [98] indicated that in ideal settings, when all RSS measurements are available,
a direct estimation provides the best proximity detection and lowest complexity among the studied
solutions. Moreover, the context has a more significant effect on the resulting distance estimate matrix
than the network localization approach.

Traditionally, the term for proximity detection has been mostly used for the detection of inanimate
objects, such as a lost item in a smart house or a food item on a shelf of a warehouse. When used
in the context of infectious disease control, user proximity detection is often studied in the context
of contact tracing (see Section 4.4). Table 4 outlines the most comprehensive surveys (to the best
of the authors’ knowledge) in the current literature regarding proximity-detection solutions and
discusses their relevance for COVID-19. Most of the proximity-tracing solutions have been developed



Data 2020, 5, 87 14 of 40

in the pre-COVID-19 era, and therefore their usefulness as contact-tracing methods is still to be proved.
For example, ZigBee-based and magnetic-field based solutions have not yet been implemented or tested
for infectious diseases contact tracing. Furthermore, Wi-Fi-based solutions are currently estimated to
be too power-hungry for a large-scale implementation on mobile user devices.

4.4. Contact Tracing

In general, contact tracing is the process of defining the chain of connections with individuals
within one’s personal network. Tracing and recognizing infected people, testing them with further
isolation measures in case of positive test results, and tracing their interactions with other contacts
aim to mitigate the spread of the virus. Contact tracing is mostly used in the eHealth domain and
acts as a preventive measure in spreading diseases such as tuberculosis, Ebola, and recent infections
(e.g., COVID-19). The objectives of contact tracing are (i) to identify the transmission routes of the virus,
(ii) to notify individuals who possibly crossed paths with a user tested positive, (iii) to provide further
recommendations on how to treat the infection, and (iv) to get the insights on the epidemiological
results within certain areas.

A theoretical approach using both percolation and message passing techniques, to the role of
contact tracing, in mitigating a pandemic spread is shown in [99].

A vast majority of the COVID-19 applications pursue the goal of location/proximity-based
contact tracing. As stated in [29], contact-tracing applications rely on multiple technologies
(e.g., GPS, QR code, and BLE), use various architectures and technology protocols.

The lower plot in Figure 3 illustrates a digital contact-tracing scenario where the purpose of
the app installed on a wearable or a mobile phone is to detect which users are in close proximity
to oneself (e.g., at maximum 2 m distance), for how long, and at which particular times, in such
a way that, when one of the neighbors becomes infected with COVID-19, the other users found in
the vicinity during the infectiousness period can receive alerts on their mobile devices and can take
protective measures for own health and social health (e.g., self-quarantine, performing a COVID-19
test, taking prevention drugs if/when available, etc.)

Table 5 summarizes the most comprehensive surveys (to the best of the authors’ knowledge) in
the current literature regarding contact-tracing solutions and discusses their relevance for COVID-19,
including potential challenges.

Table 5. Studies on contact-tracing solutions in the literature.

Ref. Main Findings Relevance for COVID-19

[29] Existing privacy challenges related to the use
of Static IDs and possible data linkage issues.
Different BLE signal intensity at the ISM bands,
multipath interference and spatial blockage
between devices in BLE-based contact tracing.

The survey provides a systematic mapping of
global status for contact-tracing applications
deployed worldwide. The authors perform a
qualitative analysis and compare the amounts
of active users for particular applications.
No single solution is emphasized as the way
to go ahead.

[100] Models of calibration and proximity accuracy with
BLE RSS measurements.

BLE found as the best solutions nowadays for
proximity detection; UWB suggested as future
solution on smart phones.

[101] Magnetometer-based contact tracing. Requires a centralized architecture and it needs
a large number of magnetic field samples for
reliable results.

[102]
Efficient Privacy-Preserving Contact Tracing (EPIC)
privacy-preserving protocol for any RSS-based
contact tracing.

It relies on centralized server with encrypted
information for better privacy protection;
trustable servers are a must in such approaches.
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Table 5. Cont.

Ref. Main Findings Relevance for COVID-19

[103]
Decentralized Privacy-Preserving Proximity
Tracing (another abbreviation for DP-PPT) (DP-3T)
protocol based on BLE RSS.

This is one of the most popular contact-tracing
protocols nowadays, as it relies on a
decentralized architecture and it is also
the source of inspiration for GAEN protocol.

[104] GAEN Exposure notification solution, supported
by iOS and Android devices and relying on BLE
RSS measurements.

Apps relying on GAEN protocol are currently
the most downloaded mobile apps according
to [36,38] and are the most promising to
be widely adopted at long-term, due to
their multi-device support, ease-of-installation,
and decentralized architectures.

[38]
ROBust and privacy-presERving proximity Tracing
(ROBERT) is developed by PRIVATICS team
from Fraunhofer Institute and INRIA as an open
source hybrid (decentralized plus some robust
centralized features) protocol using BLE; DESIRE is
a similar protocol as ROBERT developed by INRIA
researchers.

Still in the research phase; aims at collaboration
between various governments towards a
cross-country adoption.

4.5. Comparative Summary

A comparative summary of underlying wireless technologies suitable for user location tracking,
proximity detection, and/or contact tracing is shown in Table 6.

BLE is a wireless personal area network technology; in comparison to Classic Bluetooth, BLE is
intended to provide a reduced power consumption and cost by operating at a similar communication
range. This short-range technology, currently operating at ranges of up to a few hundred meters,
is known as one of the most suitable for smartphones, which can provide proximity information useful
for contact tracing. By using the BLE wireless radio signals for proximity information, users equipped
with BLE-enabled devices can be notified if they were possibly infected.

Zigbee is a technology characterized as a low data rate solution, with low-power consumption,
so-called close proximity Wireless Personal Area Network (WPAN). Zigbee is promising to be of
lower cost in comparison with close rivals, for example, BLE or the popular technology as Wi-Fi [55].
However, probably due to lower data rates than BLE, ZigBee has not significantly penetrated the
consumer market yet, and it is mostly used in industrial environments.

Wi-Fi is a low-to-moderate range wireless technology, supported by a wide variety of devices,
e.g., personal computers, smartphones, cars, household appliances, wearable devices, and drones.
Wi-Fi is usually operating at the 2.4 gigahertz and 5 gigahertz radio band, but recent Wi-Fi standards
have expanded the spectrum to mm-wave carrier frequencies too. The carrier bands dedicated to
this technology operate well in the Line-of-Sight (LOS) circumstances. However, walls or other
obstructions can reduce the Wi-Fi coverage range significantly, but this also helps minimize the
appearing interference between multiple networks located in close proximity densely populated areas.
In the field of positioning, Wi-Fi signals were compared with BLE signals for example in [58].

UWB is a technology similar to Wi-Fi or BLE that can operate at a deficient energy level for
short-range, high bandwidth communications across a large division of the radio spectrum. Due to
the short pulse width and specific frequency range, UWB devices can transmit data correctly with
minimal noise interference. This technology delivers a cm-level accuracy is used for improving the
precision of localization on wearable devices and the latest mobile phones.

RFID is often seen as the father of all IoT. This solution refers to a technology whereby a reader
captures digital data encoded in tags or smart labels via radio waves. RFID tags’ data can be read
outside the LOS, which is a strong advantage if the technology is used to determine the position
of the human or an asset indoors. Nevertheless, RFID solutions are expensive and power-hungry,
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and they are unlikely to be selected for large-scale user tracking, proximity detection, or contact tracing,
being most useful in small-scale scenarios, such as a hospital or a clinic, a warehouse, or a smart home.

Table 6. A survey of wireless technologies used for user location tracking and/or contact tracing on
portable devices, including wearables.

Technology
Location-
Tracking

Capabilities

Contact-
Tracing

Capabilities

Proximity-
Detection

Capabilities

Examples of
Wearables or
Mobile Apps

Examples
of Used

Protocols

BLE

EasyBand [105]
Accent wristband [106]

BLE-enabled
device [103,104]

TraceTogether app [39]

Cloud/
centralized [105,106]

DP-3T [103]
Google/Apple [104]

EPIC [102]

ZigBee
TelosB

motes [107] N/A

Wi-Fi VR headsets [108]
Cloud/

centralized
EPIC [102]

UWB UWB Sensors [109] N/A

RFID
Wearable with

RFID [110]
Cloud/

centralized [111]

GNSS

Sports wearables for football
player tracking [112]

Comarch
LifeWristband [113]

Cloud/
centralized

LoRa
MoKo

wearables [114]
Cloud/

centralized

VLC/Li-Fi
VLC for wearable

patient monitoring [115]
Cloud/

centralized

Acoustic/
Sound

Acoustic localization
via smartphone [116]

Cloud/
centralized

Infrared (IR)
/LED LED-based positioning [117] Cloud/

centralized

Magnetic
sensors

Smartphone with
magnetometer [101]

Cloud/
centralized

Images/
Webcams

Pedestrian proximity
detection via
webcams [90]

Cloud/
centralized

5G A 5G-based positioning
testbed by Ericsson [118]

Cloud/
centralized

—Low; —Medium; —High.

GNSS systems refer to a constellation of satellites providing signals from space that transmit
positioning and timing data to receivers. The receivers then utilize this data to define user locations
using the time signals transmitted along a line of sight by radio from satellites. Examples of current
GNSS include Galileo developed by the EU, the USA’s NAVSTAR GPS, Global’naya Navigatsionnaya
Sputnikovaya Sistema (GLONASS) originated in Russia, and China’s BeiDou Navigation Satellite
System. In the context of contact tracing, GNSS solutions are power-hungry and operate most
effectively outdoors. Therefore, they are also less suitable than BLE for large-scale scalable apps.

LoRa is a long-range wireless technology, operating in unlicensed spectrum and using a chirp
spread spectrum technology. LoRa allows low-power transmissions over long ranges such as more
than 10 km for IoT devices. Devices equipped with LoRa are equipped geo-location sensing capabilities
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applied for trilaterating devices’ positions, however the location accuracy provided by standalone
LoRa solutions at the present is rather poor, in the order of few tens of meters. LoRa is a good candidate
for long-range connectivity to the cloud, as a lower-power alternative to cellular connectivity.

Passive solutions such as GNSS and magnetic sensors are not adequate in stand-alone modes
for contact tracing, as they would require additional wireless connectivity support for data exchange
between wearables. They can be however used in conjunction with other wireless technologies, such as
BLE or Wi-Fi. VLC or Light Fidelity (Li-Fi) solution requires LOS propagation between the two users
and their accuracy is heavily affected by the body posture, orientation, hand movements, etc.

4.6. Open Access Datasets

This section obtained a summary of open access datasets from the available literature related to
user location tracking, proximity detection, and/or contact tracing. They are summarized in Table 7.

Table 7. Summary of main open-datasets currently available for user location-tracking, proximity-
detection, and/or contact-tracing studies.

Ref. Main
Purpose

Positioning
Accuracy

Energy
Consumption

Tested
Deployment Requirements

[119]
User location and

tracking based
on BLE RSS

Mixed Indoors/
Outdoors

Centralized
architecture

based on existing
BLE infrastructure

[120]
Contact-tracing

tool for livestock
disease control

N/A

Outdoor livestock
movements

extracted from
Swedish Board
of Agriculture

Relies on GPS-based
location tracking

[121,122]

Contact tracing,
proximity detection,

and co-presence
detection

Student campus

Uses existing
infrastructure

such as various
mobile sensors,

e.g., magnetometer,
accelerometer, and

WiFi networks

[123]

Contact-tracing
calibration data

for BlueTrace
protocol

N/A
Mixed Indoors/

Outdoors

Centralized
architecture

based on BLE

[124]

BLE-based
dataset and software
for user positioning

and proximity
detection

Indoors
Centralized
architecture

based on BLE

[125]
BLE and UWB data

for calibration in
user tracking

N/A Indoors

Centralized
architecture

based on BLE and
UWB

[126]
BLE and Wi-Fi data

for user location
and tracking

Indoors

Centralized
architecture

based on BLE and
Wi-Fi

[127]
UWB data

for user location
and tracking

Indoors
LOS between
anchors and

tags

—Low; —Medium; —High.

Some of the data available in these datasets were manually collected in indoor or outdoor
scenarios, some have been collected from livestock-based on GPS chipsets carried on by the animals,
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and some provide computer-generated data. To the best of our knowledge, none of them have been
investigated in the context of COVID-19 disease control. Still, the availability of such open access
datasets could facilitate future studies in this timely research area. The main difference between
the datasets focusing on user tracking and those focusing on proximity detection or contact tracing
bases on the knowledge that the absolute user location is not needed in the proximity detection and
contact tracing cases, and only a relative location, such as distance between two users or co-presence
in the same room, is enough. Typically, the datasets meant for user tracking can also be used for
proximity-detection and contact-tracing studies, as they contain additional information such as the
absolute user locations, but the reverse is not usually true; when only the relative distance between
users is stored, there might be not enough information for accurate user tracking.

4.7. Mathematical Models for Digital Contact Tracing

Mathematical models for digital contact tracing are still limited in modern literature, although this
is also a very suitable and speedy progressing research domain. Practical examples of recently
published works concerning mathematical modeling of infectious disease control through contact
tracing are published in [5,39].

The authors of [128] provide a mathematical modeling approach discussing the topic of the
COVID-19 contact-tracing efficacy. The results show the effect of contact-tracing programs with
patterns of two states in the US. As a consequence, the study highlights the importance of early
contact-tracing deployment. It shows that such first restriction measures have an opportunity to reduce
the number of hospitalizations significantly and decrease the cumulative mortality rate. However,
the authors figured out the efficiency of a belated application. They confirmed that disease control
measures taken with a delay caused a decrease of total mortality by a factor of up to 38.1% in Florida
and created a sparse reduction of ~5.6% in Michigan.

The authors of [129] claim that under an assumption of the test-and-trace coverage at 80%
rate and the strictly followed time of 24 h from sample collection to quarantine measures, a digital
contact-tracing app can decrease secondary contamination by 26% compared to the situation when no
contact tracing is used.

Additional valuable knowledge feeding more astute models is related to the infectiousness
window, as currently it is estimated to be from at least three days from the onset of early symptoms
until at least 10 days after the first symptoms appear, according to [5,130].

The authors in [131] offer a stochastic model for trace-and-isolate strategy. They state that
such a trace-and-isolate strategy could generally control the COVID-19 transmission within three
months, but there are also scenarios (e.g., high number of asymptomatic transmissions) under which a
trace-and-isolate strategy alone is insufficient and must be supplemented with further interventions,
such as mass testing.

Table 8 lists the main open access repositories found in relation to mathematical models of
infectious diseases, such as various datasets and software, but not related to contact tracing, proximity
detection, or user tracking. The open access data listed in Table 8 was used for example for studying
the transmission dynamics of COVID-19 [132] or for modeling the duration when a person is likely to
be infectious for the others [133], etc.
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Table 8. Additional open access datasets or software for mathematical modeling of the infectious
diseases’ spread, such as COVID-19.

Ref. Characteristics

[132]
Dataset for the estimation of COVID-19 transmission dynamics;

dataset collected in Tunisia during Feb-May 2020.

[133]
R-based software for modeling the periods of

“infectiousness” of infected persons of generic infectious diseases.

[134]
A collection of links to more than

30 datasets for COVID-19 data analysis.

[135]
a limited dataset with various indicators, such as
COVID-19 fatality rates, number of hospital beds,

emergency investment in healthcare, etc.

[136]
A set of 100 computed tomography scans

from 40 COVID-19 patients.

[137]
20 audio samples of coughs

with 10 of them coming from COVID-19-positive patients.

[138]
Images with chest scans and clinical data

from COVID-19-positive patients,
collected by University of Arkansas for Medical Sciences.

[139]
A dataset with location information

extracted from tweets related
to the COVID-19 pandemic.

5. Decentralization Concept

5.1. Decentralized versus Centralized Architectures

There are multiple opinions on the distributed and decentralized architectures regarding their
tendency to be more privacy-preserving than centralized architectures. The main difference between
a decentralized and a centralized architecture is the amount of information stored on a cloud
server and the place of the decision-making process. Centralized solutions tend to store a lot/all
information on one cloud server. In contrast, decentralized architectures store pieces of information
at each node, and only a minimal and necessary amount of information is kept at each node.
Moreover, the decision-making process (e.g., computing the likelihood of being infected) is done
at the server side in centralized architectures and on user devices in a decentralized architecture.
In addition, there is also a difference in the data ownership between the centralized and decentralized
architectures (the data remain the property of the user in decentralized approaches versus data are
transferred with partial or full usage rights to the server in centralized approaches). The centralized
application’s efficiency is the primary benefit of using a centralized approach, especially when the
centralized server is a trusted entity. Efficiency refers to the fact that data can be collected from all
users using a certain contact-tracing app. Governments and health provider units can access such data
for an efficient health monitoring of people in a certain area using that particular app. In a centralized
scenario, the possible breaches in one’s data’s security and privacy can be seen as a drawback if an
attacker could get access to the cloud server or if the cloud server is an untrustable entity. For the
aim of updating applications with centralized architectures and storing the information privately and
securely, the concept of differential privacy was introduced and deployed in some cases [140,141].

Figure 4 illustrates the comparison of a centralized and decentralized architecture for a
contact-tracing application.
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Users meet,
their phones exchange
EphID and timestamps

Centralized

User's devices upload to the server
their EphIDs and timestamps

The main property of the centralized architecture:
the server computes the probability of exposure

The main property of the decentralized architecture:
the user's device computes the probability of exposure locally

User's devices download from the server
the database with EphIDs and timestamps

(only of the infected users)

Cloud Server/
Database

Decentralized

Users' phones collect
EphIDs and timestamps
of each other's devices

The notification from
the server with the likelihood

of being exposed

The infected users
voluntarily upload

their EphIDs and timestamps

Figure 4. Centralized versus decentralized architectures in contact-tracing apps.

Clearly, the inputs in both architectures are typically the same: there is an algorithm in the
considered app that is able to compute the distance between two users, using some available wireless
signal, such as BLE or Wi-Fi (see also Figure 3) and some available measurements, such as RSS or RTT
(see also Table 6). If the estimated distance is below a certain threshold (e.g., 2 m), the users’ device
exchange some Ephemeral ID (EphID) and timestamps between them for the duration over which
the devices are at a close distance to each other. Exceptions to such app inputs occur when distance
estimates occur at the server-side (in centralized approaches), in which case additional information
(such as RSS, GPS, or magnetic field intensity measurements) is sent to the server together with the
EphID and timestamps. After this distance-based exchange of EphID and timestamps between users,
the centralized and decentralized approaches start to differ. In a centralized case, all users regularly
upload the data (e.g., EphID and timestamps, and possibly additional measurements) to a cloud server.
Infected users voluntarily inform the server that they have become infected (by using, for example,
an authorization from a health service provider to avoid fake reports). The server is the unit that
computes the likelihood of getting infected and sends an exposure notification to each user deemed
highly likely to have been infected. In a decentralized approach, only infected users voluntarily upload
their information (i.e., own EphID and timestamps stored over the past 14 days or so) to the server and
the server broadcast the following information to all other users equipped with the corresponding app
on their mobile devices. Own mobile device computes the likelihood to become infected and creates
an exposure notification for the user. Sometimes these exposure notifications are also sent to the cloud
server to collect statistics, for example.

Edge computing [93], as a concept, provides local computation and aggregation, and therefore
such a paradigm is used to minimize response time and save the bandwidth.

One of the principal challenges related to digital contact tracing is related to the privacy of
information that is collected from each user. The report consolidated and stored, and the choice
application architecture (centralized or decentralized) delimit data privacy. Furthermore, some studies
of the digital contact-tracing domain analyzed that the anonymity and security requirements of
personal data cannot be confirmed, despite the solutions built and managed by authorized institutions,
and that specific user profiles can be traced backward in rare cases [38,40].

As another factor related to the privacy concerns, there is the subject of surveillance: a noteworthy
amount of personal data in a centralized governmental database could introduce a dangerous example
on the way authorities are capable of ‘spying’ on individual behavior. Therefore, the central matter
relates to some inclination of temporary measures, supported by an emergency, to be normalized and
enlarged indefinitely.
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The following example illustrates several consequences of implementing a centralized model
for contract tracing. People’s health records are private matters and having them publicly available
can have many negative consequences. These may include a business owner losing customers, being
denied service, or being socially ostracized, leading to emotional or physical harm. This has recently
occurred in some cases in South Korea, which made its contact-tracing information available publicly.
Local health authorities published anonymized location data of those infected with COVID-19, so that
anyone could see if they have been to those areas at those given times and risked being infected as
well. The agencies claimed they would only publish those areas where it was known that the infected
person was not wearing a mask or came into close contact with others. In [142], the privacy of the
data of 970 confirmed COVID-19 patients was analyzed, and the authors found that 70% of the time
it was possible to deduce where the person worked or lived. Moreover, in 48% of the cases, social
relationships with others were also identified. A BBC report [143] stated that many patients were
verbally abused online by strangers which caused states of sleep deprivation and depression. It goes
on to say that the stigma of contracting the virus is potentially very dangerous as people might be
afraid to get tested, which can lead to more spreading.

5.2. Centralized versus Decentralized Protocols

Figure 5 illustrates the idea of a centralized protocol for a contact-tracing application.
The app notifies users of a possible meeting with a contagious patient through a common Cloud
Server/Database that aggregates all the information within the particular software ecosystem.
This approach compromises privacy, yet has the benefit of human-in-the-loop inspections and health
authority verification. Meanwhile, the back-end server processes pseudonymous personal data and
enables the possibility of being re-identified. When a user has been confirmed positive for infection,
the patient is invited to upload their history of contact logs to the central reporting server. With the
users’ consent, the health authority issues a key authorizing the upload. Thus, in this scenario, all users
in contact with the patient receive notifications about the possibility of being exposed to the virus and
get the instructions regarding their further actions.

A B Health
Service
Provider

Cloud
Server/Database

With users consents,
their phones upload the last 14 days

broadcast beacons

Inform the Cloud Server
about the positive result

Notification with anonymous information
about possibility of being exposed
and further recommendations

EphID and timestamps
of the User A

EphID and timestamps
of the User B

EphID and timestamps
of the User C

EphID and timestamps
of the User B

C

Positive Test result for COVID-19

Crossed paths with less
than 2m distance

Crossed paths with
safe distance

The Server computes
the infection probability

Figure 5. Centralized Protocol Scheme.

Table 9 lists the main centralized protocols for digital solutions to cope with COVID-19, their main
strengths, and their challenges towards a mass adoption in the authors’ view.
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BlueTrace [144] is a Privacy-Preserving Cross-Border Contact-Tracing application available as
open source on GitHub and developed by a Government Technology Agency in Singapore.

EPIC [102] protocol relies on BLE or Wi-Fi RSS measurements stored via encrypted form on a
centralized server. EPIC is still in research phase and it is yet to be implemented and deployed to the
best of the authors’ knowledge.

PEPP-PT is a centralized privacy-preserving protocol developed by a multinational and
multidisciplinary team from European countries, with the goal to be available as open source
(on GitHub there is currently only its documentation available, as well as some samples for Android
devices. As in EPIC, privacy is ensured through temporary user IDs and server encryption.

TraceSecure [145] is an extension of TraceTogether application with an additional cryptographic
encryption at the server side for better privacy preservation. Two privacy-preserving protocols are
proposed in [145]. Due to the additional cryptographic stage, a huge storage space (i.e., 230 GB) is
required at the server side; also delays are of the order of several seconds. The TraceSecure protocol is
still in the research phase and it has yet to be implemented.

TraceTogether [146] is another centralized app developed by the Singapore Government, in which
nearby devices exchange BLE-based tokens and these tokens are continuously sent to a central server.
Thus, the server has full information about users IDs and their contacts and the privacy preservation
is weak.

Table 9. A list of main centralized protocols in contact tracing, proximity detection, and user tracking
(as of September 2020).

Protocol Name Strengths Challenges

BlueTrace [144] Open source; it does not collect location
data; users mobile phones are collected only
temporarily; it relies on temporary user IDs for
users registrations and proximity detection.

It has some limitations on
iOS devices; it is sensitive to
replay/relay attacks.

EPIC [102] It aims at a high level of privacy with a
centralized approach.

In research phase; not yet
implemented for real-field testing.

PEPP-PT [147] Joint effort of several teams in Europe; meant
to be available as open source for Android and
iOS devices; user location data not collected.

Moderate robustness to privacy and
security attacks.

TraceSecure [145] More secure than TraceTogether. In research phase; not yet
implemented for real-field testing;
high overheads at server side.

TraceTogether [146] Minimal infrastructure needed as it relies on
BLE RSS data.

Low privacy preservation.

Figure 6 illustrates the idea of a decentralized protocol for a contact-tracing application. For safety
reasons, decentralized protocols function based on the EphID concept, semi-random rotating series
that uniquely identify users. In a situation where two users cross their paths at a distance below
a predefined threshold, they exchange EphIDs and store them locally on their devices. Typically,
distance estimates are done based on BLE RSS measurements as most smartphones and wearables
nowadays are equipped with BLE chipsets. Good BLE-based positioning studies, accompanied by
open access datasets, can be found for example in [119,124]. The BLE signal must be continuously on,
and sometimes this puts a significant extra burden on the life duration of the device battery. Methods
to enhance energy efficiency are described in Section 7. Afterward, once a user tests positive for
infection, a report is sent voluntarily to a central server (e.g., a cloud server). Each user device within
the software ecosystem downloads regularly (e.g., once a day) the reports from the server, and the
device individually checks their local contact logs for a match with the (EphID, timestamps) pairs
contained in the downloaded report. If a matching (EphID, timestamp) pair is found, the user has
come in close contact with an infected patient. A likelihood of becoming infected can be computed
based on the duration of contact with some infectious person. Contact logs are never transmitted to



Data 2020, 5, 87 23 of 40

third parties, and the central reporting server cannot by itself ascertain the identity or contact log of
any user in the software ecosystem.

Table 10. List of main decentralized or federated protocols in contact tracing, proximity detection,
and user tracking (as of September 2020).

Protocol Name Strengths Challenges

DP-3T [103] Ensures a sufficient level of user privacy; open source; the
protocol has proved a good accuracy in several field tests;
works with both Android and iOS devices.

Relies on voluntary actions from infected
users (to upload own EphIDs to a cloud
server) and on available long-range and
short-range connectivity.

GAEN [104] Already deployed in some countries; relies on existing
infrastructure; no additional costs to the users with smart
devices; suitable for both iOS and Android devices.

It has proprietary software; battery
consumption may be an issue; privacy
level highly relate to the Apple and Google
technical platforms and their vulnerabilities.

ROBERT and
DESIRE [148]

Open-source protocols; low-power and it relies on BLE
widely spread infrastructure.

Advantages over GAEN and DP-3T (if any)
are unclear; relies on setting new legal
structures for inter-governemts collaboration.

SafePaths and PACT
[91]

Open-source contact-tracing app and protocol with
privacy by design; it relies on random user IDs, as GAEN
and DP-3T; works on both iOS and Android.

Advantages over GAEN and DP-3T are
unclear; authors say it is identical to
Covid-Watch app and very close to DP-3T.

Covid-Watch [149] It does not collect user location data; relies on low-power
BLE technology available on most iOS and Android
devices.

Same challenges as SafePaths/PACT.

TCN [150] Open-source contact-tracing app working on iOS and
Android; relies on BLE and temporary and random user
IDs, as DP-3T.

Advantages over GAEN and DP-3T are
unclear; the main difference is that the
participation of a health authority in the
protocol chain is optional; this opens the paths
to possibly fake reports from users in the fully
crowdsourced mode.

OpenCovidTrace [151] Open source; aims at integrating several existing
protocols such as GAEN, DP-3T, BlueTrace, among
others.

Location of users is also stored in encrypted
form, thus it is less private than other
decentralized approaches which do not store
the user location.

Whisper Tracing [152] This protocol uses ‘interaction IDs’ based on
secured/hash exchanges between users in proximity to
each other; interaction IDs are seen as more private than
temporary IDs used in DP-3T and GAEN; it can work
both in centralized and decentralized modes; no health
authority is needed in the protocol chain to certify the
users.

Still in research phase; might introduce long
delays due to a long hash security key needed
by the protocol; fake reports possible as no
certification stage exists.

Table 10 lists the main decentralized or federated protocols for digital solutions to cope with
COVID-19, their main strengths, and their challenges towards mass adoption, in the authors’ view.

One of the most popular decentralized protocols on social media nowadays is the open source
DP-3T [103], the protocol also known to stay as the basis on GAEN protocol [104]. One of the main
characteristics of DP-3T and GAEN protocols is the fact the true user identities are never disclosed in
clear; instead, the EphIDs are broadcast, and the EphIDs are changing randomly after a pre-defined
interval (e.g., 15 min). The EphIDs are created according to some hash keys known only by the user
device who has that EphID; the hash keys are stored temporarily (e.g., for 14 days) on the mobile
user device. Distances between any two users are estimated based on RSS measurements. If another
user is detected at less than 2 m distance, the mobile app stores his/her EphIDs together with the
timestamps. A cloud server is only needed to upload information about an infected user and to
broadcast information about all infected users who voluntarily uploaded their sequences of EphIDs
and timestamps during the infectiousness period (recall Figure 6). Another decentralized protocol
is ROBERT [38], which relies on so-called federated architectures (another name for decentralized
ones) and also uses temporary user identities. Yet other decentralized protocols have been proposed
by an PACT team under the name of SafePaths or PACT protocol, or by an alliance of researchers
under the bane COVID-watch [149]. Few more decentralized protocols and their advantages are
challenges are given in Table 10, with the main note that multiple are conceptually close to DP-3T and
GAEN protocols.
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Figure 6. Decentralized Protocol Scheme.

5.3. Users’ Perception of the Usefulness of Decentralized Architectures

According to the online study designed by the Authors2, with 190 completed responses (a detailed
demographic description of the survey is presented in Table 11): 37.4% female, 57.4% male, 0.5% other,
and 4.7% of those preferred do not disclose their gender. There is a shred of evidence that a user’s
perception of centralized and decentralized architectures differs slightly. A part of our online survey’s
scope has been dedicated to highlight the perceived awareness among users about centralized and
decentralized approaches and their relationship with data privacy. Our findings are shown in Figure 7.
The question whose answers are summarized in Figure 7 aimed to understand the user’s attitude to
the contact-tracing apps using centralized and decentralized architecture and to summarize which one
of the two approaches, from the respondent’s point of view, preserves better the location information
privacy. The responses are divided into five categories, where 1 stands for “not at all” and refers to
privacy protection, and 5 stands for “very well”. The numbers on the figure represent the number of
total votes per category, where blue bars stand for centralized architecture, and the light blue color
corresponds with a decentralized architecture. The dashed blue and orange curves correspond to the
interpolated trends among the answers, for centralized and decentralized architectures, respectively.
Respondents with various occupations provided their opinion on the subject, such as experts from the
computer and electronics manufacturing, information technology, science, technology, engineering,
and mathematics, and telecommunications domain.

2 See “Location Privacy Survey”, https://sites.tuni.fi/survey-of-digital-solutions/location-privacy-survey/.

https://sites.tuni.fi/survey-of-digital-solutions/location-privacy-survey/
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Table 11. Demographic characteristics of the respondents of the survey.

Demographic Characteristics Number Percentage

Gender
Male 109 57.4%
Female 71 37.4%
Other 1 0.5%
Prefer not to disclose 9 4.7%

Age
18–20 2 1.1%
21–29 69 36.3%
30–39 49 25.8%
40–59 49 25.8%
60–69 7 3.7%
70 or more 7 3.7%
Prefer not to disclose 7 3.7%

The living area
Village 10 5.3%
Town 40 21.1%
City 137 72.1%
Prefer not to disclose 3 1.6%

It is clear from Figure 7 that our findings go hand in hand with the accepted assumption
that decentralized architectures are perceived as more private than the centralized architectures.
Nevertheless, a non-negligible percentage of respondents, namely, 35%, also consider that decentralized
architectures offer zero or very little privacy protection, as well as close to 16% of the respondents,
consider that centralized solutions are also able to protect well or very well the user’s location privacy.

Figure 7. Question asked: “In your opinion, how well do centralized and decentralized location tracing
approaches protect the privacy of your location data?” Answers summarized via bar plots above.

6. Privacy-Preservation Aspects in Contact Tracing and User Tracking

A comprehensive survey on location privacy in Wireless Sensor Networks (WSN) can be found
in [153], where the focus was on centralized approaches, where the privacy of the so-called source
nodes (i.e., moving nodes or users) must be protected. Most of the privacy-preserving solutions
described in there rely on a trustable server’s existence and therefore are not highly relevant in the
context of decentralized architectures.

In [154], the authors introduced a private set of protocols for contact tracing, and they talked
about security and possible ways of mitigation of the most common attacks, such as integrity threats,
inferential attacks, replay and reliability attacks, and also physical attacks.

In some approaches, privacy is preserved by introducing extra measures, such as enhancing
anonymity by mixing users’ tokens [146].
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Decentralization, however, does not fully solve the issue of user privacy preservation robustly.
In addition to decentralization, improved user privacy can be typically implemented at the protocol
layer in the wireless transmission chain; also, some physical-layer-based location privacy solutions can
be found in the literature. The list below summarizes some of the main privacy-enhancing methods
which can be used in decentralized architectures:

• Physical layer approaches: physical layer approaches for increased location privacy typically rely on
some form of obfuscation, i.e., concealment, of user-based measurements, e.g., by increasing the
estimation error in the RSS reported measurements [155]. Nevertheless, such approaches are also
likely to decrease the accuracy in detecting whether two users are in close vicinity of each other
and may generate many false alarms or misdetections;

• Enhanced security keys for the generation of the temporary of ephemeral IDs; for example,
attribute-based encryption based on multi-authorities/decentralization was proposed in [156],
and homomorphic Paillier encryption with selective aggregation was proposed in [157]; the typical
downside of such approaches is the long delay introduced during the generation of the
encryption keys;

• Use of decentralized identifiers [158] are among the modern approaches for authentication of digital
data; such approaches have not yet been investigated in the context of proximity detection,
user location, or contact tracing;

• Blockchain concept: Blockchain is a type of Distributed Ledger Technology (DLT) where all
transactions are recorded with a changeless cryptographic signature called a hash. In this case, any
changes in the block are becoming apparent to the participant. To “lie” within a blockchain system,
every block in the chain across all of the chain’s distributed versions should be altered. As a
system, Blockchain works as a stable ledger that allows performing transactions in a decentralized
mode, which is known to be a privacy-preserving solution. Blockchain-based applications
spring up, covering various fields, including financial services, healthcare domain, and IoT,
among others. Despite its popularity, there is still room for improvement in the blockchain
technology, such security obstacles remaining to be overcome [159].

• Differential Privacy concept: Differential privacy [141] has been implemented in centralized
Location-Based Service providers’ databases by adjusting partition structures of the current
dataset on the spatial structure of the previous moment and adding Laplace noise. It proved
to be a privacy-enhancing solution compared to obfuscated locations exclusively submitted by
the users. As with background knowledge of a user’s obscured locations, and an attacker could
still presume actual locations by carrying out long-term observation attacks. Moreover, as stated
in [140], merging the differential privacy concept with other privacy-preserving solutions such as
Blockchain proved to be a working scheme in the users’ location domain.

• Audits and aggregation of data: Auditing who accesses and publishes the patient data is mentioned
in [160]. In [161] one proposed method is using aggregate location data. However, knowing how
many people are traveling from hotspots to nearby towns and villages would still reveal the
virus’s possible spreading without personal data.

In contract-tracing apps, additional measures could be implemented to safeguard future patients
from privacy leaks. Auditing who accesses and publishes the patient data is mentioned in [160].
In [161] one proposed method is using aggregate location data. Knowing how many people are
traveling from hotspots to nearby towns and villages would still reveal possible spreading of the
virus without personal data. Differential privacy could allow a way to maintain a database of patients
without revealing their identity. Local differential privacy for private indoor localization methods have
been studied by [162], although it uses a central data aggregation server. Decentralized differential
privacy has been studied for optimizing deep learning strategies in [163].
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7. Energy-Efficiency Aspects

Energy consumption on a wireless device depends on several parameters such as protocol settings,
number, frequency, and duration of packets exchanged with nearby devices, sleep mode duration
and duty cycle, transmit powers, number of frequency channel in use, etc. Various models for energy
consumption in Device-to-Device (D2D) communications can be found, for example, in [164,165].

The usefulness of a contact-tracing app is proportional to the likelihood that the mobile device
or wearable running the app remains on for at least 12 successive hours, and preferably for days in a
row, meaning that the application should consume very little power of the device battery. In other
words energy efficiency of a COVID-19 contact-tracing mobile app is very important for an app to
become useful.

Energy savings can be implemented at various stages in the wireless transmission chain:

• Improved signal processing at the transmitter side, for example, by the optimized power amplifier to
obtain high efficiency at low transmit power levels [166];

• Improved signal processing at the receiver side—the authors of [31] used, for example, dynamic
modeling via Markov chains for more efficient integration of sensors readings for positioning;

• Improved communications and/or localization protocols for example by optimized routing of the events
or packets [167];

• Ultra low-power communication technologies: low-power technologies, such as BLE, ZigBee,
LoRa, etc., are essential for a lasting battery life, but decreasing even more the power consumption
is a topic of active research under the umbrella of “ultra low-power” technologies such as
wireless-powered networks with back-scattered communications [168], tunable impulse radio
UWB technologies [169], or wearable technologies relying on sensors which use the electrostatic
induction current generated by human motion [170];

• Data compression methods for transmitting a lower amount of data by removing redundancies in
data to be transmitted - while such methods have been vastly studied in the context of wireless
communications, e.g., in [171] or via compressed sensing in [85], their applicability to user tracking
and contact tracing is still to be determined;

• Approximate computing methods rely on trading accuracy for a lower power consumption [172],
for example, by reducing the number of quantization bits of by approximating some tasks in the
execution flow;

• Task offloading methods [173] rely on delegating/moving some of the more computationally
demanding tasks to an edge or cloud server; such methods typically demand the presence
of a centralized unit/server and therefore are not well suited to decentralized approaches.
In addition, task offloading increases the wireless transmission delays and may hinder a real-time
contact-tracing app’s viability.

• Energy harvesting [174,175] from surroundings such as ambient back-scattering
communications [176] rely on collecting additional energy from the surrounding environment,
such as due to reflections, interferences, and body movements, and transforming it into useful
energy for the desired purpose. These kinds of methods have not yet been studied in the context
of contact tracing or user tracking to the best of the authors’ knowledge.

8. Challenges to Overcome towards Mass Adoption of Contact-Tracing Applications

This section summarizes potential challenges and limitations towards the mass adoption of
contact-tracing and/or user-tracking applications to fight infectious diseases. The following three
domains and their associated challenges are discussed in details in the following three subsections.

• Technical domain—refers to challenges and errors caused by the wireless propagation of signals,
as well as errors caused by the transmitter and/or receiver devices, such as device calibration
errors or errors due to shadowing effects;
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• Medical domain—refers to challenges and errors in evaluating the probability of getting infected
due to variability of the human factor/immune system, the variability of the impact of the
contact duration on the outcomes, as well as other medical factors related to human metabolism
and genes.

• Ethical domain—refers to challenges in adopting or imposing a new mobile application due to
ethical constraints such as the GDPR regulations in Europe. For example, as emphasized above,
decentralized semi-automated applications cannot serve as a standalone solution to respond to
virus exposure, as human actions are further needed (from governments, healthcare personnel,
citizens, etc.) for efficient and robust solutions. However, a decentralized approach promises to
benefit best in synchronization with preventive measures, a well developed public healthcare
system, and thorough compliance with the government recommendations.

8.1. Technical Domain

As seen in previous sections, most contact-tracing applications rely on measuring the received
signal strengths or received power on a user device. However, due to the heterogeneity of user devices,
the reported RSS measurements vary according to the manufacturer and chipsets, as well as according
to the body orientation and movements and number of surrounding people. This means that calibration
step is a mandatory step towards achieving reliable results, and untreated calibration errors can
trigger significant errors in the distance estimation process. Good examples of calibration methods can
be found in [100,177]. Typically, calibration requires offline static measurements and some training
databases created based on measurements from various devices in order to give the best results.

Another source of errors in RSS-based user tracking and contact tracing is the variability of the
wireless channel, due to shadowing, multipath, and fading phenomena. Such variability translates
into random fluctuations of the RSS, typically modeled in dB scale as a Gaussian random variable,
as given previously in Equation (1).

8.2. Medical Domain

The impact of human immune system on COVID-19 severity has been widely studied so far,
for example in [178–183], etc. Epidemiological models have been, for example, studied recently
in [183]. They were grouped into two main categories: forecasting models, based on statistics and
extrapolation models, and mechanistic models, trying to mimic how the COVID-19 spreads under
various assumed parameters, such as population density, season and climate specifics, a number of
current infections, etc.

In addition to the human immune system, the parameters of proximity to other devices and the
contact duration depend on several environmental factors. The airflow dynamics are different in indoor
and outdoor positions, as well as their temperature, humidity, and ozone levels [184]. These airflow
dynamics will all affect how particles that contain the coronavirus and that are suspended in the air
will spread to those in the vicinity. It may be the case that the airborne virus is blown away by the wind,
away from other people close by, or in the opposite case, possible spread to everyone passing under a
ventilation vent. In the case where a contact-tracing app has the ability to accurately detect all people
that have been within, for example, 2 m of one virus carrier for any duration of time, it will cause many
people to self-isolate for two weeks, while the number of actual transmissions would be much lower.
Research is still being done on other important factors, such as the effectiveness of wearing a mask,
the survival rate of the virus on different surface levels, and asymptotic carrier transmission [185].

8.3. Ethical Domain

There are multiple opinions on whether contact tracing is just an app or a solution to reopening
the society and borders; however, most of the experts agree on the need for large efforts in the app
adoption and on the benefits provided in particular circumstances [186]. In addition, there is a valid
worry of risks related to long-term measures adoption not justified by enough evidence data [187],
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as well as the concern about temporal measures that might be unduly prolonged and invasive to users’
privacy. Contact-tracing applications are typically useful in moderately close organizations with high
adoption rates (e.g., universities, companies, and plants). For the public health purpose, the reasonable
adoption rate is estimated as 60% [7]; however, this percentage must be taken with a grain of salt,
as the success of an application also depends on many other factors, such as personal immunity to
germs or spatial degree of pollution, and a high adoption rate alone cannot guarantee the success of an
application in terms of disease prevention. The researchers in [8], highlighted the statement that all of
the applications, as mentioned earlier, work only in conjunction with meticulous testing for COVID-19
and with following the strict order of a 14 days isolation.

In May 2020, WHO published an interim report with guidelines on the use of digital
proximity-detection and user-tracking technologies for COVID-19 [92] in which they emphasized
the need to protect the fundamental human rights and liberties and to create policies and mechanisms
which place strict limits on the population surveillance. It has also been pointed out in [92] that the
effectiveness of digital contact-tracing applications is still to be proved, and the recommendations
were that all pertinent stakeholders, such as governments, healthcare institutions, non-state actors,
and companies developing contact-tracing apps should collaborate and adhere to common ethical
principles. Seventeen target principles were identified, with privacy preservation and security being
among them. Decentralized approaches were mentioned as the ones more likely to ensure the privacy
preservation of user data and allow users to exercise greater control over their data (such as the right
of withdrawal and the exercise of the consent).

Ethical guidelines for COVID-19 contract-tracing apps have also been addressed in [188],
with particular focus on privacy preservation, accessibility to all, effectiveness, and its time limitation
(i.e., not using it beyond its primary purpose and having a predefined expiration date). Open
source solutions were found to be more attractive from an ethical point of view than proprietary
solutions. Decentralized approaches were also emphasized as ensuring better privacy protection than
centralized approaches.

In [189], the authors also discussed the ethical implications of using COVID-19 digital
contact-tracing apps. While no solution was provided, several questions were raised regarding
the trade-offs between the possible benefits and harms of a digital contact-tracing application, and the
paper concluded with the need of essential stakeholders to act wisely and consider all ethical
implications before deploying a mass-market solution.

Moreover, in some countries, the ethical issue of free access to the applications installed on
personal devices may occur, as high costs of the mobile devices supporting such an app may be
prohibitive and may hinder the broad adoption of an app. The phones and wearable devices are
suggested to be given to citizens for free to access digital solutions for everyone.

9. Conclusions and Way Ahead

This paper has provided a comprehensive overview of methods, solutions, and applications for
user tracking, proximity detection, and contact tracing, with a particular focus on digital and wireless
solutions, to assist in mitigation and prevention of the COVID-19 threat. The research on user tracking
and proximity detection has been actively ongoing for more than one decade. Many automated
or semi-automated digital contact-tracing solutions have been derived from classical approaches of
distance estimation based on received signal strength, using, for example, BLE signals, as BLE chipsets
are nowadays embedded in the majority of mobile devices. The challenges and possible impediments
towards the mass adoption of digital contact-tracing solutions were also emphasized, with a particular
focus on ethical and privacy constraints. Energy consumption issues were also briefly addressed.
In addition, we also summarized existing protocols, architectures, and open access datasets related to
digital contact-tracing apps. We concluded that applications involving centralized servers are more
prone to privacy breaks than the fully decentralized applications. Still, the effectiveness of a fully
decentralized app may be lower than in the case of a centralized app, as decentralized apps require
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more involvement from the users’ side, such as active and timely reporting of a confirmed infection.
The opinion regarding the increased privacy of decentralized apps compared to the centralized ones
was also validated by the acquired insights of an online survey study conducted by the Authors.

Our paper also contains a discussion of the trade-offs and potential benefits of digital
contact-tracing applications in preventing the spread of viruses and bacteria that carry infectious
diseases. As an outcome, we highlight the fact that also the energy efficiency is more and more relevant
in the context of digital solutions on wearables and other handheld devices. Our study has also shown
that this is a research area of timely relevance and that technological solutions with mobile devices
for user location tracking, proximity detection, and contact tracing continue to appear at a fast pace.
As stated in [187], there are lessons learned, and comparisons of the COVID-19 pandemic with the 1918
influenza pandemic, but generalizations are also dangerous, and evidence-based data must be used
as inputs for any decisions. As reminded by the authors in [190], the second wave of the pandemic,
i.e., a sharp increase of incidence, rising again after reducing the virus’s spread, appeared during the
previous influenza pandemic of 1918, and preventive measures such as social distancing proved its
effectiveness ans necessity. The history has a scenario where the authorities of multiple countries have
reduced or prematurely suspended the social distancing measures after a significant decline in the
number of new infections during the first wave. Moreover, the continuation of the survey in [190]
provides a summary on the emerging technologies in assisting with a successful implementation of
social distancing and highlights relevant challenges to be considered. As a supplement to the advanced
wireless technologies with enabled high accuracy positioning, emerging solutions as AI, computer
vision, ultrasound, VLC, and thermal imaging among others, have a promising augmentation to
achieving and optimizing social distancing patterns.

In the near future, the estimated effect of digital contact-tracing apps could be calculated in
the countries with the highest app adoption rate, which would allow the researchers to select
the best approach for worldwide implementation. Additionally, with the advent of 5G- and
beyond-5G-positioning research, more technologies in the field of wireless positioning are likely
to be adopted for the purpose of contact tracing and appear on the market. Last but not least,
the long-term implications of the wide-scale adoption of contact-tracing applications must also be
considered, and ethical aspects must be carefully observed and addressed.
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