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Abstract: At present, computer networks are no longer used to connect just personal computers.
Smaller devices can connect to them even at the level of individual sensors and actuators. This
trend is due to the development of modern microcontrollers and singleboard computers which
can be easily connected to the global Internet. The result is a new paradigm—the Internet of
Things (IoT) as an integral part of the Industry 4.0; without it, the vision of the fourth industrial
revolution would not be possible. In the field of digital factories it is a natural successor of the
machine-to-machine (M2M) communication. Presently, mechatronic systems in IoT networks are
controlled and monitored via industrial HMI (human-machine interface) panels, console, web or
mobile applications. Using these conventional control and monitoring methods of mechatronic
systems within IoT networks, this method may be fully satisfactory for smaller rooms. Since the list
of devices fits on one screen, we can monitor the status and control these devices almost immediately.
However, in the case of several rooms or buildings, which is the case of digital factories, ordinary ways
of interacting with mechatronic systems become cumbersome. In such case, there is the possibility
to apply advanced digital technologies such as extended (computer-generated) reality. Using these
technologies, digital (computer-generated) objects can be inserted into the real world. The aim of
this article is to describe design and implementation of a new method for control and monitoring of
mechatronic systems connected to the IoT network using a selected segment of extended reality to
create an innovative form of HMI.

Keywords: mechatronic devices; Internet of Things; cyber-physical systems; system control;
augmented reality; mixed reality; Azure cloud

1. Introduction

Extended reality, as a modern technology, is used in Industry 4.0 to virtualize the efficient design
of optimal production structures and work operations with their effective ergonomic evaluation and
design [1,2]. New forms of process monitoring, control, diagnostics and visualization are currently
being sought in digital factories [3]. It is the extended reality that brings such forms [4].

Under extended reality we understand virtual, augmented and mixed reality [5]. At present,
there is no general consensus on the distinction between augmented and mixed reality. There are
several definitions.

The first definition is the definition from The Foundry, which develops software for 3D modeling
and texturing [6]. This definition is often used in industrial practice.
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Virtual reality (VR) replicates an environment that simulates a physical presence in places in the
real world or an imagined world, allowing the user to interact in that world [6]. Devices for virtual
reality are Oculus Rift, Oculus Quest, HTC Vive, and so forth [7].

Augmented reality (AR) is a live, direct or indirect view of a physical, real-world environment
whose elements are augmented (or supplemented) by computer-generated sensory input such as
sound, video, graphics or GPS data [6]. Augmented reality is an overlay of content on the real world,
but that content is not anchored to or part of it. The real-world content and the CG content are not able
to respond to each other [8].

Mixed reality (MR) is the merging of real and virtual worlds to produce new environments and
visualisations where physical and digital objects co-exist and interact in real time. MR is an overlay
of synthetic content on the real world that is anchored to and interacts with the real world. The key
characteristic of MR is that the synthetic content and the real-world content can react to each other
in real time [6]. Technologies for mixed reality are Microsoft HoloLens (Windows Mixed Reality
platform), Apple ARKit and Android ARCore [8].

Another definition is often used in scientific teams rather than in industrial practice.
In 1994, the authors Milgram and Kishiho [9] introduced the spectrum between real and virtual
environment—reality-virtuality continuum (Figure 1). This continuum defines a mix of real and virtual
world. They understand mixed reality as anything between real environment and full virtual reality.
Between reality and virtual reality, they distinguish between augmented reality, which is practically
identical to augmented reality according to The Foundry definition, and augmented virtuality. It can
be stated that augmented virtuality corresponds to mixed reality according to The Foundry definition.

Mixed Reality (MR)

Real
Environment

Virtual
Environment

Augmented
Reality (AR)

Augmented
Virtuality (AV)

Figure 1. Reality-virtuality continuum.

1.1. Motivation

The current emerging trend in the Internet of Things has an impact not only in applications
for households [10], smart buildings and services, but also on industries and manufacturing [11,12].
The application of IoT principles in industries is called the Industrial Internet of Things (IIoT). In this
case, individual machine parts, sensors and actuators act as interconnected devices [13]. In particular,
the interconnection of devices should be wireless and bring about new possibilities for their mutual
interaction as well as for their diagnostics, control and provision of advanced services.

The research included several meetings and discussions with industry partners who demanded
the Internet of Things to be connected to the augmented or mixed reality. It has shown that it is an
obvious fact that integration of augmented and mixed reality technologies into production processes
in digital factories is inevitable.

1. British company dealing with the implementation of Industry 4.0 principles

One of the modern trends in the industrial field is the use of increasingly powerful, more durable
and more affordable mobile devices, such as a smartphone or tablet. Such devices allow the use of
modern technologies that have not been widely used in industry so far. We mean augmented and
mixed reality and its applications for control and monitoring of devices. The use of augmented
or mixed reality creates a qualitatively new and better way of solving HMI. In conventional
approaches, it is necessary to select a specific device (sensor, actuator . . . ) on the display device
so we need to know its specific location in the production hall or its ID. After selecting the
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device, the required data (for example in the form of a graph or a table) is displayed on the
display unit. When using the augmented or mixed reality application, it is possible to operatively
search for individual sensors within the production hall environment and interactively display
the required values or change the settings and parameters of the given device via the display
unit. An interesting feature would be the advanced functionality that would allow you to see
in the environment which device the selected device is connected to or is forwarding data. It is
the localization and identification of individual sensors and actuators that is currently an open
problem that can be solved by several approaches.

2. Slovak company dealing with tire diagnostics

The use of augmented or mixed reality in the diagnosis of different devices is also an open question
that is being addressed by several companies. During the meeting, one of the industrial partners
formulated a request for a tire fault diagnosis system via a headset or mobile device for mixed
reality. At the same time, this system should make it possible to display diagnostic information
from various devices in the factory, which is a similar requirement as in the previous point.

3. Slovak manufacturer of advanced cutting machines

The use of augmented or mixed reality for the maintenance and operation of complex machines,
the area of which reaches several tens of meters, is currently also an open topic, which requires a
comprehensive multidisciplinary approach. International leaders in cutting technologies have
already begun to implement such solutions. Therefore, a discussion about the possibilities of
implementing maintenance and diagnostic systems using extended reality also took place with a
Slovak company in this area (Figure 2).

4. Control of sophisticated industrial devices with limited access

Another of the industrial partners demanded the use of augmented or mixed reality in the control
and diagnostics of various sophisticated devices, to which only a limited group of employees
have access. This eliminates the need to implement physical control panels, to which even a
regular employee can have access. The requirement is that the device can be controlled only
by an employee who has access to a mobile device (smartphone/tablet) with an augmented or
mixed reality application. In addition to security, such an application also brings the advantages
described in the previous points.

Figure 2. Testing of augmented and mixed reality for cutting machine maintenance.
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1.2. Related Research

In the analysis of the state-of-the-art of the solved problem, we focused on searching scientific
works and existing solutions in the subject field. The found projects showed the possibilities of
using augmented or mixed reality for control and monitoring of mechatronic systems within the IoT
networks. Another important aspect considered was whether a project was developed using open
source code, and whether it was put into practice.

References [14,15] refer about the use of standard communication protocols, which should be
used in the design of an IoT system with the implementation of web standards. This creates the
so-called Web of Things. Web of Things is designed for easy integration of systems into the current
web. It is therefore an idea to create a common application level for IoT based on web technologies
and protocols. Subsequently, this idea was extended in Reference [16] by the term Augmented Worlds.
The Augmented World concept can be defined as a software application that adds digital objects to
the surrounding physical environment (e.g., city, building, room) that users or software agents can
interact with. The combination of Web of Things and Augmented World created the concept of Web of
Augmented Things.

The concept of Augmented Things was presented in Reference [17]. The idea is to create a database
of digital copies of real objects (typically it can be consumer electronics) and assign various information
to them. This can be, for example, maintenance information, instructions for use, and so forth.
After capturing a real object (its digital copy is in the database of Augmented Things), information
about this real object will be displayed on mobile device’s screen in the augmented reality.

Close to the focus of the research is the concept of the author Phillipe Lewicki [18]. He created
a demonstration application that could be used to control a Phillips Hue smart light bulb using a
Microsoft HoloLens headset. With the help of HoloLens, it was possible to select the color of the light
of a given bulb with a simple gesture in augmented/mixed reality. The author realized that today’s
solutions allow you to control light bulbs through a mobile application. In them, it is then necessary
to find a specific room and a light bulb that he wants to control. This may not always be practical,
and control with a headset provides greater convenience. However, the described concept has not
been further developed.

There is a concept by designer Ian Sterling and engineer Swaroop Pala [19]. This concept
demonstrates the control of smart devices using gestures. Microsoft HoloLens is used. The task
was to provide a user interface for Android Music Player and an Arduino microcontroller with a
connected fan with light. As in the previous case, it is not a complete system, but a single-purpose
demonstration application.

The better solution is presented in Reference [20]. The presented AR/MR-IoT framework uses
standard and open-source protocols and tools like MQTT (Message Queuing Telemetry Transport),
HTTPS (Hypertext Transfer Protocol Secure) or Node-RED. The solution relies on QR codes. The article
focuses mainly on the time aspects of communication in the presented framework.

A comprehensive commercial software system for diagnosing and controlling mechatronic
systems is Vuforia Studio [21], which was formerly called ThingsWorx Studio. The rebranding took
place after the purchase of the library for augmented and mixed reality Vuforia by the technology
company PTC. Such an acquisition was a logical step, as PTC reacted very flexibly to the emergence
of the Industry 4.0 and Industrial IoT concept. Vuforia Studio uses its closed-source tool, where it is
possible to insert 3D and 2D objects, which will be displayed in augmented reality after capturing and
recognizing the mechatronic device. This technology does not recognize devices directly, but using
its own 2D tags ThingMark, which are actually a conventional technology similar to a QR code.
The content is then visualized using Vuforia View.

ŠKODA AUTO has introduced the Smart Maintenance project, which uses augmented reality
for maintenance tasks [22]. The Microsoft HoloLens headset is used. It is a relatively simple software
application that uses HoloLens cameras to recognize a metal tube with handles. The goal is to diagnose
the distances of the handles, which are likely to deviate over time. In the case of a tube detection,
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the real object is covered by a digital tube with the handles in the right place. Based on the visual
information, it is possible to easily identify any displacement and then fix the handle so then it sits with
the position of the virtual counterpart. This method of maintenance simplifies and speeds up the work
of technicians, as they are relieved of the need to constantly measure the distance. A custom 3D engine
was developed for the application. However, after a real test of the application within the solution
of Reference [23], it is possible to state that the application reacted badly to the lighting conditions
and also suffered from the limitations of the HoloLens headset. The holograms were too pale and
did not copy objects correctly. Field of view was limited. The real use of the presented solution is
therefore questionable.

Development of methods for control and monitoring of mechatronic systems using new
information and communication technologies belongs to modern directions in cybernetics, automation
and mechatronics. Based on the analysis of available literature sources and recent research projects
it was found out that control and monitoring methods of mechatronic systems connected to IoT
using extended reality are implemented in the form of various prototype solutions for selected device
types or as closed-source single-purpose application systems. These systems are dedicated and are
not easy-to-extend to control and monitor different mechatronic devices without a modification of
the client software application. Such systems cannot be considered as generalized and modular
solutions. Excursions and discussions with industrial partners have shown that there is interest in
such comprehensive solutions. In the context of the ongoing Industry 4.0 industrial revolution, small
and medium-sized enterprises are already interested in implementing modern digital technologies
such as the Internet of Things, cloud and extended reality, into their manufacturing processes.

2. Materials & Methods

Control and monitoring of mechatronic systems connected in IoT networks using a selected
segment of extended reality brings new challenges, as this concept combines hardware and its
mechanical parts, microcontrollers and electronic systems, 3D engine for extended reality, mobile
devices and communication protocols within the IoT and the cloud. With the proper design of the
methodology of control and monitoring of mechatronic IoT systems and the supporting software
module, it is possible to synergistically combine the above digital technologies bringing about a
functional, original and modular system applicable for a selected class of mechatronic systems.

Nowadays, mechatronic systems in IoT networks are controlled and monitored mainly via
industrial panels or console, mobile or web applications. In the case of using such conventional
methods of control and monitoring mechatronic systems in a smaller room, this process can be simple
and efficient. The list of devices being on one screen, we can set, monitor and control them almost
immediately. However, if there are several rooms, buildings or a large digital factory, sorting these
items can already be confusing and cumbersome. In these cases, the developed methodology of control
and monitoring of mechatronic IoT systems based on augmented reality can yield effective solutions.

Once the system was developed it was important to determine how to recognize and identify the
individual mechatronic devices. These devices are subsequently used to anchor computer-generated
elements in augmented reality. There are more alternatives [8]:

• Using a QR Code—The name of the QR code comes from Quick Response, as this code has been
developed for quick decoding. It is a two-dimensional bar code printed either on paper or in
digital form. Using a mobile device camera we can decode the encoded information. The QR
code is a square matrix consisting of square modules. The color of the QR code is black and white.
The advantages of using QR codes include the rapid generating of a new QR code for application
system build and extension. Next advantage is that each device or sensor can have a unique QR
code, so using a QR code we can distinguish the objects with the same shape. The drawback
is that we need to keep the mobile device parallel to the code when the recognition process is
running, and close enough to the device.
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• Using an image—It is possible to generate augmented or mixed reality using the two-dimensional
image. The benefit of this approach is that one image is enough for a single object and it is easy to
make images so we do not need any complicated or advanced tools or devices. Only a mobile
device is needed for development and use of the application. It is also easy to extend the system.
However, there are drawbacks while using the images. Also, as in the case of QR code, we must
keep the mobile device close enough to the object when recognizing it, and the mobile device
must be parallel to the image, or at the same angle as when making the images. The problem
may also be with the same-looking objects not to be distinguished by the application based on
the image. It is easier to use QR code for those situations. After researching the creation of an
appropriate image, we find that the image has to satisfy certain properties. The image size (width
and height) should range from 500 to 1000 pixels. The image can not include patterns of repetition,
low texture and low contrast. The image color can be tricky because the computer sees the image
in shades of gray. With this technology, colors which can be differentiated very well by the human
eye, can be almost the same for computer. The textured portion layout must be uniform, contain
only little text, and the white portion must be kept as small as possible.

• Using a three-dimensional (3D) model—An interesting option is a creation of 3D map based on
3D objects. This approach is very similar to that used above. An application based on the
device’s live camera stream is seeking conformity with the model that was created. This approach
has the advantage of being able to locate the target object from a greater distance and from
any angle. In addition, the mobile application does not lose as easily found an object as
in the case of the previous two approaches. The drawback is that creating of 3D map is a
complicated and lengthy task, which may also reduce the ease of scalability of the application
system. In practice, image recognition is usually done using convolutional neural networks [24].
At present, convolutional neural networks are also used in natural language processing research
and other areas of computational intelligence [25].

After considering the advantages and disadvantages of the above alternatives, we decided to use
a 3D model. Although creating and extending the system is more time-consuming, smooth running
and more intuitive application design was more important to our case. The use of a three-dimensional
model and a three-dimensional map is original in the issue of monitoring and control of mechatronic
systems using augmented reality and is one of the benefits of the proposed solution.

Based on the analysis, a concept of the application system is proposed, which is shown in Figure 3.

1. The software application analyzes the image from the camera of the mobile device and
recognizes the mechatronic system

The augmented reality mobile app recognizes a real mechatronic device using a camera and a
3D map created in the Wikitude Studio [26]. The 3D map of the mechatronic device is created
using photographs of the device taken from several angles. Subsequently, the Wikitude SDK
(software development kit) augmented and mixed reality library can interpret this 3D map from a
database. The database is stored in a software application on an Apple iPad tablet. The advantage
of this method is the ability to recognize the object from any angle. Consequently, even with
less visibility tracking does not have to be interrupted as Wikitude can also store also close
surroundings of the object. Thus, the implementation of the proposed solution can do without
conventional methods of recognizing objects relying on QR codes.

2. The mobile device connects to the server and the mechatronic system’s device twin in the cloud

The mobile device is connected to the cloud where the recognized mechatronic system has its
digital copy (device twin).

3. The data from sensors of the mechatronic device is sent to the server, and the device twin in
the cloud is synchronized



Electronics 2020, 9, 1272 7 of 21

The mechatronic device automatically sends data under its identifier from sensors to the server
where the data is also stored. For this purpose, the InfluxDB database is used [27], designed for
time-dependent data which can then be visualized in the Grafana environment [28]. At the same
time, the digital copy of the mechatronic device is synchronized at the level of the Microsoft Azure
Device Twin, which ensures the visibility of current data even in the cloud environment [29].

4. The application obtains information about the type of the mechatronic device, downloads the
definition of the user interface and draws a graphical interface for control and monitoring of
the system

The proposed system works in such a way that the mobile application recognizes the mechatronic
device and—according to its identifier- obtains a unique definition scheme of the user interface
for the needs of its monitoring and control. The concept of definition schemes for a dynamic
generation of a graphical user interface in augmented reality is one of the pillars of modularity of
the implemented solution and at the same time one of the application benefits. The mobile
application has access to these definition schemes due to the connection to the database.
The connection is realized by means of visual flow-based programming in the Node-RED
environment [30], where a suitable scheme is obtained based on the parameter.

5. The user interacts with the mechatronic device through a graphical interface in the augmented
reality—a new form of HMI

Based on a unique definition scheme, the mobile application displays a graphical user interface
in augmented reality consisting of two parts. The first part is diagnostics and displays current
data from available sensors. The second part is control and shows the control elements directly
designed for the mechatronic device. Subsequently, the user is allowed to interact with the
mechatronic device through a graphical interface in augmented reality, which is one of the new
modern forms of human-machine interface (HMI).

6. Control commands are sent to the server which sends them to the connected mechatronic device

Control commands are sent from the mobile device to the server using the MQTT communication
protocol. On the server, they are processed and executed. The software application on the
mechatronic device listens on the MQTT topic and subsequently sends these requests to sensors
and actuators via serial communication.

Figure 3. Proposal of mechatronic device monitoring and control using augmented reality.
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To achieve the set objectives, it is necessary to design and implement a comprehensive
hardware-software system for control and monitoring of mechatronic IoT systems based on the
augmented reality and the concept of definition schemes for dynamic generation of graphical user
interface. The developed system will be tested on a laboratory mechatronic system connected to
the IoT.

3. Results

The development of such a complex system had to be done in cooperation with other workers
and in several parallel lines to cover all four component parts of mechatronics (mechanics, electronics,
automation and information-communication technologies). In what follows, the the whole system
will be described using the description of its individual parts: server, augmented reality mobile device
(Apple iPad), laboratory mechatronic device and cloud Microsoft Azure.

3.1. Server

The tools, which are implemented on the server side (Figure 4) in the described project, can be
run on practically any Linux-based operating system. In the developed solution, Raspberry Pi 3
microcomputer and Raspbian operating system were used as a server. It is based on the Debian
distribution with an emphasis on optimization for this type of microcomputer.

The MQTT broker (mosquitto) runs on the server and serves as the main central point through
which all communication between the mobile device and the currently recognized mechatronic system
takes place. Messages are sent to the broker using publish-subscribe communication on undefined
topics. It is therefore not necessary to define them in advance, but the application that wants to obtain
data from the address must be subscribed to receive this type of message.

MQTT broker

Server

Sensor data Data visualization

UI schemas
of devices

Visual
programming

iOS application            

               HTTP

               MQTT

Figure 4. Server part of the solution for monitoring and control of mechatronic systems.

3.1.1. Flow-Based Programming of Communication Interface Using Node-RED

Node-RED consists of a runtime based on Node.js and a visual editor. The program is created in
the browser by dragging functional nodes from the palette into the workspace. Then it is necessary to
interconnect these nodes. The application is then deployed to production automatically using the deploy
button. Additional nodes can be easily added by installing new nodes created by the programming
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community. Flows that are created in the workspace can be exported and shared as JSON (JavaScript
Object Notation) files.

First, connection to a local MQTT broker is required. Additional settings, such as login details or
additional messages for connections, can also be filled in within the settings. In this case, however,
we can do with the IP address 127.0.0.1 and the port 1883.

When we have the connection to the MQTT broker implemented, we can use this broker as an
I/O (input/output) node. In Figure 5, there is an input MQTT node connected to a local MQTT broker
and subscribed to incoming messages from makeblock-tank/sensor/ultrasonic topic. This is followed
by the transformation function ultrasonicTransformDB (Figure 6), which ensures the transformation
of the incoming message into the required format. When editing a block of this type, it is possible to
insert classic JavaScript code. This transformation function is performed whenever a message arrives
at a given topic. First, the body of the message that came from the mechatronic system is obtained,
and then a new object is prepared in the already required format, which is suitable for storage in the
database. Said type of coupling is created for all available sensors within one mechatronic system.

Figure 5. Connection of the input MQTT node to the output node of the InfluxDB database.

Figure 6. MQTT message transformation function.

In Figure 7 it is possible to see the flow in Node-RED (scheme of all interconnected I/O nodes) for
mechatronic device Makeblock Tank. Due to the fact that the system is designed with emphasis on
modularity, it is possible to add another mechatronic device to the new tab, where the flow for this
new device will be located.
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Figure 7. Node-RED flow for mechatronic device Makeblock Tank.

In case we would like to add another mechatronic device to the system, then it is necessary
to add another flow here. It determines which data should be transformed and in what way,
and also, if necessary, in which specific database it should be stored. The stream can also be exported
and dynamically loaded into Node-RED using the available API (https://nodered.org/docs/api/)
(application programming interface).

3.1.2. Definition Scheme for Generating a Graphical User Interface

To generate a customizable graphical interface for control and monitoring a mechatronic device in
an augmented reality mobile application, it was necessary to design a way for this interface generation
to be implemented. The concept of definition schemes for a dynamic generation of the graphical user
interface is one of the pillars of modularity of the proposed system for control and monitoring of
mechatronic systems using IoT and augmented reality. This is an original concept developed by the
authors of the article. The scheme had to be designed with the emphasis on the solution versatility so
that it would be applicable also in case of using other display technology than the augmented reality.
The format selected was the JSON document as the JSON data format is supported in every relevant
programming language. This means that it can be parsed in software applications and it is easy to
work with its objects and attributes. In the first part of the scheme, there are the network settings of
the master node (MQTT broker), that is, what IP address and port it is located on. These properties
are defined at the top of the JSON document as url and port. This is followed by the topic property,
which corresponds to the MQTT topic. This unambiguously determines the path of the mechatronic
IoT device within the MQTT channel.

In the next part, there are two types of element labels (sensors and controls) in terms of their
functionality. Sensors is used for reading elements—for example for data from sensors. Controls is for
control elements. Both elements may contain multiple nested GUI (graphical user interface) elements
according to the needs of the recognized mechatronic device.

https://nodered.org/docs/api/
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In the current version of the definition scheme, three different GUI elements are available—joystick,
button and text. Joystick and button belong to the control elements. They contain these properties):

• element—element name (joystick, button)
• label—is optional, as in the case of a joystick it is not necessary and represents the description of

the element on the screen
• posX and posY—determine the generation of the element to the given position, while the elements

for control we try to place to the right side of the mechatronic device
• subTopic—specifies the path for a specific control within the MQTT channel, or the path for the

sensor from which the data will be read

The last element is text, which contains the same properties as controls. However, it can also have
the unit property, which adds a unit to the read values.

When this JSON document is parsed, it creates a GUI element and then creates a connection to
the MQTT broker. The path will then look like this: url:port/topic/subTopic.

In Table 1, there is an overview of elements and their data types for the correct operation of
parsing and subsequent generation of a graphical user interface. A question mark for a specific element
property indicates that it is optional.

Table 1. Overview of elements and their data types in the definition scheme.

GUI Element Element Property Use in a Functional Element

text element: string
label: string
unit?: string
posX: float
posY: float
subTopic string

sensors

joystick element: string
posX: float
posY: float
subTopic string

controls

button element: string
label: string
posX: float
posY: float
subTopic string

controls

Figure 8 shows the definition scheme for the mechatronic device Makeblock Tank. The scheme is
written in JSON format. In the first part, the access data (url, port and topic) are defined, which defines
the network access for the given device.

Subsequently, depending on the configuration, the mechatronic device may contain two types
of elements on the screen: for read (sensors) and control (controls). The first type is intended only
for reading and displaying data from sensors. The controls are those that actively interfere with the
device—so they access its actuators.

The specific types of controls and information elements that appear on the screen of a mobile
device in augmented reality may be diverse in terms of functionality, so that the system can be
expanded in the future. Three types were created for the selected device: joystick, button and text.
The first two elements are used to perform the action. The text element is read-only. In the case of this
element, there is also the label attribute. With this one, it is possible to add a description—for example
the type of a specific sensor.

The displaying control elements also depends on the set position (posX and posY), while the
controls are generated from the lower right corner upwards. For reading elements, this is for clarity
from the top left corner.
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Figure 8. JSON definition scheme for mechatronic device Makeblock Tank.

The common attribute for both types is subTopic. It determines the network path where the
actuator or sensor is located. If you create the entire path from the url, port, topic, subTopic attributes
(e.g., for a joystick), it would look like this: 192.168.100.72:1880/makeblock-tank/motor.

Definition schemes with user interfaces for all available mechatronic devices have their own flow
in the Node-RED , where they are connected to the communication. At the top of Figure 9, you can
see the inject nodes, which store the current version of the definition schema. When the scheme is
changed, it is necessary to activate the node inject, which ensures the sending of the saved definition
scheme to the next block. The schema is inserted into the MongoDB database. also shows two different
collections—raspberry-pi and makeblock-tank. In each of these collections, there is a diagram for a
given device, but its element layout may be different. For example, there could be two mechatronic
devices of the type Makeblock Tank, but each has a different identifier and different equipment with
sensors and actuators.

The blocks at the bottom of Figure 9 are used to obtain a definition scheme for an application on a
mobile device that provides augmented reality. The input is an HTTP GET node that allows to create
an HTTP server for requests without having to program it. This node has url set to /schema/:device.
The IP address and port of the local server must be specified before this entry. The address also contains
the HTTP parameter :device, which represents the name of the mechatronic device (which we want to
obtain the definition scheme for). Then the switch node evaluates which device it is and sends requests
to the MongoDB database. When using an HTTP node, it is necessary to have an output node of this
type. The HTTP output node provides a response for the called service, where the output will be data
and HTTP status code. The green nodes are only used to list and check the values in the Node-RED.
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Figure 9. The flow in Node-RED for JSON definition schemes of mechatronic devices.

3.2. Mobile Device and Augmented Reality Application

The mobile application includes the Wikitude SDK, which provides methods and algorithms for
recognizing 3D objects in a real environment using a mobile device camera. A software package in
Unity engine format (.unitypackage) is available on the official website of this tool.

Real-world 3D objects are detected by Wikitude by trying to match pre-created references in video
streams from mobile device’s camera. Such a prepared reference is called Object Target. It can also be
understood as a SLAM map. Object Target is created using input images of a real model (mechatronic
device). These are then converted into so-called Wikitude Object Target Collection, which is saved as a
.wto file. The procedure for creating a collection is as follows:

1. Creating photos of an object from different angles (up to 30 photos can be inserted)
2. Convert photos to Wikitude Object Target Collection (.wto)
3. Use of the .wto file in the project in the Unity 3D engine

In Figure 10 we can see a list of created Object Targets. Each of the objects contains the Point
Cloud, which can be seen in Figure 11. It represents a 3D map which Wikitude uses for recognition
of a 3D object. If the user finds Point Cloud insufficient at some angles, it can be expanded with
additional photos.

Figure 10. List of objects in the collection.
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Figure 11. Point Cloud (map of significant points) of the processed 3D object—mechatronic device
Makeblock Tank.

Generating of User Interface Using Definition Scheme

The generation of a dynamic graphical user interface takes place at the Unity engine level via a
definition scheme. Its format has been described in the previous text. A sequence diagram describing
the method of generating a GUI in the Unity engine is shown in Figure 12.

After launching the mobile application, all necessary libraries are initialized. Each application
created in Unity contains void Start () method containing initialization code. First, an asynchronous
connection to the MQTT broker is made using the Connect () method. Now the Unity mobile
application is ready to recognize mechatronic devices. If the device is recognized, we get its name
in the method named OnObjectrecognized (ObjectTarget). This name is sent as an HTTP GET
request to the Node-RED using the GetDeviceSchema (deviceType) method, where a connection is
established in a separate thread of the mobile application and a schema is obtained. Subsequently,
Node-RED starts the programmed flow (Figure 9). The obtained definition scheme with GUI elements
is processed in the mobile application using the JSON data format parser and then the methods
InitUIDeviceControls(DeviceSchema) and InitUIDeviceSensors (DeviceSchema) are called.

These methods initialize prefabs of native UI elements in the Unity engine. UI element prefab is
created in the hierarchy of game objects and all required visual properties are added to it. When this
GameObject is set up as needed in the hierarchy, it is necessary to move it to the project structure in the
Prefabs folder. This saves the prefab and can then be initialized at any time in the Unity application.

The generation itself works in such a way that the parsed definition schema (parsed JSON) is sent
to the InitUIDeviceControls method. It determines which elements are available according to the
attributes of the object. Depending on the element, it is possible to initialize a prefab named button
or joystick.

During initialization, it is necessary to insert the generated object also on the canvas, which renders
the UI objects. Otherwise, they would not appear in the mobile application.

According to the sequence diagram (Figure 12) it is clear how the whole process works in the
mobile application. The mobile device is aimed by the user at a mechatronic device/object that the
application can recognize. After the whole process of device recognition, obtaining the necessary
definition schemes and data, the GUI is displayed, as can be seen in Figure 13. The control part of
UI was in terms of user experience situated to the right part of the generated GUI on the mechatronic
device. In the lower right part, we can use the thumb in a simple way. In the described case of the
Makeblock Tank device, only the joystick is needed, which is used to control the belts and thus the
movement of the device. Elements such as sensor data that does not need to be clicked are visualized
in augmented reality at the top of the device.
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Figure 12. Sequence diagram: How a user interface is generated in Unity engine.

Figure 13. Recognized mechatronic device with dynamically generated GUI in augmented reality.
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3.3. Laboratory Mechatronic Device

To implement and verify the method of monitoring and control of mechatronic systems using
IoT and augmented reality, it was necessary to build a suitable laboratory physical model. For this
purpose, the mechatronic kit Makeblock Ultimate 2 was selected. The Robotic Arm Tank model was
built, which best met the requirements for testing and demonstration of the developed software system.
A diagram of the laboratory model showing the connected electronic systems, sensors and actuators
can be seen in Figure 14.

The main electronic element of the laboratory model is the Makeblock MegaPi development board,
which is built on the Arduino MEGA 2560 platform, while supporting programming using the Arduino
IDE. The development board contains three ports for connecting motors with an encoder. Sensors for
measuring the distance of the vehicle from the obstacle (ultrasonic sensor) and a humidity/temperature
sensor were connected. RGB LED (Light-Emitting Diode) was connected as another actuator.

A key element of the laboratory mechatronic system is its wireless control. The package contained
a bluetooth communication module, which was not suitable as it was designed to control a device
with a ready-made application from Makeblock. So another alternative was chosen—the connection of
MegaPi with a Raspberry Pi 3 microcomputer, which has a built-in WiFi module. The MegaPi is ready
for connection to the Raspberry Pi, as it has three screw holes in the same places as the Raspberry Pi 3.
It also allows serial communication with this microcomputer.

Laboratory mechatronic device Makeblock Robotic Arm Tank can be seen in Figure 15.

Makeblock MegaPI
(Arduino based)

Mechatronic device

Raspberry Pi 3

Service C code

Node.js application

Temperature sensor

Moisture sensor

Distance sensor

3x Encoder motor

RGB LED

Server Azure Cloud

               MQTT                MQTT

Figure 14. Illustrative diagram of mechanical and electronic elements of mechatronic device.
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Figure 15. Laboratory mechatronic device Makeblock Robotic Arm Tank.

After assembling the laboratory mechatronic system, MegaPi had to be programmed. The mBlock
tool is available for teaching programming. However, in the described solution, it is necessary to have
the complete MegaPi functionality available and to access the device control using the API interface.
This is suitable to implement via the Arduino IDE, where the complete service code is loaded to access
all sensors and actuators that Makeblock can work with. It is then possible to access the sensors
and actuators by calling the API interface, specifically in our case by sending parameters from the
Raspberry Pi via a serial line. These parameters can be sent, for example, using a library in JavaScript
or Python. In our case we use JavaScript.

Before using the library, it is necessary to upload the service code to the MegaPi microcontroller
via the Arduino IDE. This means that it is no longer necessary to program all the functionalities for
actuators and sensors manually, but we are making available an interface for higher programming
languages, as it was mentioned.

MegaPi is physically connected to the Raspberry Pi 3 and the service code is loaded at the same
time, the next step is to install the MegaPi control library. It can be done using the Node Package Manager
(NPM) and the npm install megapi command. During development, it was found that this interface
is not sufficiently maintained and some methods are no longer functional. It was therefore necessary
to study how the communication works from publicly available source code. Subsequently, it was
necessary to make adjustments to the service source code as well as the JavasScript library code.

At the beginning of the JavaScript program, the MegaPi constructor is called, where two
parameters are required:

• serial communication access path
• the body of the function to be executed after initialization

Subsequently, it is possible to call functions for access to ports and sensors. All functions are
described on GitHub (https://github.com/Makeblock-official/NodeForMegaPi).

https://github.com/Makeblock-official/NodeForMegaPi
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3.4. Device Twin in Azure Cloud

The system design assumes the synchronization (Figure 16) of current data from the sensors
of the mechatronic system to the cloud using device twin. This technology is available as part of the
Microsoft Azure IoT Hub and is created for each added mechatronic device.

Azure Device
Twin

Azure IoT Hub

Azure Cloud

Mechatronic
device

Figure 16. Device twin in Azure cloud.

Azure IoT Hub is a managed service that runs in the Microsoft Azure cloud. It serves as a central
point for two-way communication between IoT applications and IoT devices. Azure IoT Hub can
be used to create Internet of Things solutions with reliable and secure communication between the
cloud-based backend and millions of IoT devices. It is possible to connect virtually any device to it.

Device twins are JSON documents that store information about the state of an IoT device, including
configurations, metadata, and conditions. The Azure IoT Hub maintains such a device twin for each
IoT device that is connected to the IoT Hub [31].

4. Conclusions

The article deals with a modern form of control and monitoring of mechatronic systems connected
within the Internet of Things networks using augmented reality.

Based on the analysis of available literature sources and recent research projects, it was found
that methods for control and monitoring of mechatronic systems connected within IoT using extended
reality are implemented in the form of various prototype solutions for dedicated devices or as
closed-source single-purpose application systems; such systems are not complete and without a
modification of the client software application it is not feasible to easily extend the control and
monitoring also for different mechatronic devices. Such solutions cannot be considered as generalized
and modular ones. Excursions and discussions with industrial partners have shown that there is a
growing interest in such comprehensive solutions. In the context of the ongoing Industry 4.0 industrial
revolution, small and medium-sized enterprises are already interested in the implementation of
modern digital technologies such as the Internet of Things, cloud and extended reality, into their
manufacturing processes.

The result of the proposed research is a modular program system with a new form of
human-machine interface (HMI) implemented in augmented reality. The graphical user interface
uses a new concept of definition schemes for its dynamic generation. In the proposed solution,
modern detection and recognition methods of 3D objects in the augmented reality are used instead
of conventional methods of control and monitoring of mechatronic IoT systems based on scanning
QR codes.

The scientific and application contributions can be summarized in the following points:

• Design of a modern form of control and monitoring of mechatronic systems using the Internet of
Things and augmented reality.
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• Implementation of an application system for control and monitoring of mechatronic systems
connected to the Internet of Things with a new form of human-machine interface based on
detection and recognition of 3D objects.

• Design and implementation of the concept of definition schemes for dynamic generation of a
graphical user interface for control and monitoring of mechatronic systems.

• Verification of the designed and implemented application system on a laboratory
mechatronic system.

An important result of this part of the presented work is the design and development of
an application platform of a modular solution with a modern HMI form in augmented reality.
The proposed solution complements and improves conventional augmented reality-based methods
of control and monitoring of mechatronic IoT systems (relying on QR code scanning). The new
application platform represents an original approach based on modern software for detecting and
recognizing 3D objects. The generalizability and modularity of the developed solution is supported
by the original concept of definition schemes for dynamic generation of a graphical user interface in
augmented reality.

It turned out that the Wikitude SDK is sufficiently robust and advanced to scan the mechatronic
device even in different lighting conditions though this was not the primary aim of this research.

In the discussion [32], a situation is addressed when it was necessary to recognize marks and
objects under very low light conditions (less than 10 LUX). The Wikitude SDK can handle this situation
as well. Wikitude is able to recognize objects with a high success [33] even if there are low light, shades,
reflections or noisy surroundings in the environment.

If the lighting conditions are very low, it is possible to use the Input Plugins API [34] as suggested
in the discussion in Reference [32]. It works so that the input image is preprocessed using for
example, the OpenCV library. The resulting image is further processed by Wikitude and evaluated in
the real time. In such a case, it is possible to obtain a very acceptable recognition of marks and objects
as can be seen in the video in Reference [35].

Possible limitations of the presented system result from the fact that in a digital factory there can
be several devices with a similar shape or devices with large dimensions. In this case, it would be
possible to use own 3D identifiers, unique for each machine. However, such identifiers are difficult to
copy with sufficient accuracy only using a set of photographs. The 3D identifiers open up new ways
and opportunities for future research and development of optimal shapes, dimensions and algorithms
for generating them using generative modeling. It is expected that 3D identifiers will be produced
using the 3D printing technology which allows to create and test identifiers of different shapes and
dimensions without the need to manufacture expensive conventional molds for plastic castings.

Scientific and application contribution to the field of Internet of Things and extended reality
as declared in the four above points consists in the developed original solution generalizable and
modifiable for further research and technical practice in Industry 4.0.

5. Patents

Proposed “Method for monitoring and control of mechatronic systems using augmented reality”
is patent pending under application number 158-2019 in Industrial Property Office of the Slovak
Republic [https://wbr.indprop.gov.sk/WebRegistre/Patent/Detail/158-2019].
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