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Abstract: As technologies are rapidly evolving and becoming a crucial part of our lives, security
and privacy issues have been increasing significantly. Public and private organizations have highly
confidential data, such as bank accounts, military and business secrets, etc. Currently, the competition
between organizations is significantly higher than before, which triggers sensitive organizations
to spend an excessive volume of their budget to keep their assets secured from potential threats.
Insider threats are more dangerous than external ones, as insiders have a legitimate access to their
organization’s assets. Thus, previous approaches focused on some individual factors to address
insider threat problems (e.g., technical profiling), but a broader integrative perspective is needed.
In this paper, we propose a unified framework that incorporates various factors of the insider threat
context (technical, psychological, behavioral and cognitive). The framework is based on a multi-
tiered approach that encompasses pre, in and post-countermeasures to address insider threats in an
all-encompassing perspective. It considers multiple factors that surround the lifespan of insiders’
employment, from the pre-joining of insiders to an organization until after they leave. The framework
is utilized on real-world insider threat cases. It is also compared with previous work to highlight how
our framework extends and complements the existing frameworks. The real value of our framework
is that it brings together the various aspects of insider threat problems based on real-world cases and
relevant literature. This can therefore act as a platform for general understanding of insider threat
problems, and pave the way to model a holistic insider threat prevention system.

Keywords: insider threat prevention; multi-tiered approach; information security; data privacy

1. Introduction

With the endless use of technological devices during the last decades, security and
privacy threats have been increasing. Both organizations and individuals have different
types of sensitive assets such as personal data, business plans, intellectual property, etc.
The breach of such assets may cause devastating damage to their reputational image and
business objectives. As a consequence, finding effective mechanisms to protect the confi-
dentiality, integrity and availability of sensitive assets is a crucial necessity for individuals
and organizations alike. One of the major concerns in the information security field is the
insider threats [1]. IBM X-Force® Threat Intelligence Index [2] showed that insider attacks
were the most common type of cyberattacks in 2017 which was around 60%.

1.1. Insider Threat Definition

Sinclair et al. [3] defined the insider as “any person who has some legitimate privi-
leged access to internal digital resources, i.e., anyone who is allowed to see or change the
organization’s computer settings, data, or programs in a way that arbitrary members of
the public may not. This includes full-time employees, but may also include temporary
workers, volunteers, and contractors, depending on the nature of the business.” Therefore,
insider threats are the malicious activities that are conducted by entities who have autho-
rizations, which may cause serious consequences to the physical and digital assets of an
organization. The Computer Emergency and Response Team (CERT) defined the insider
threat as “a current or former employee, contractor, or business partner who has or had
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authorized access to an organization’s network, system, or data and intentionally exceeded
or misused that access in a manner that negatively affected the confidentiality, integrity,
or availability of the organization’s information or information systems” [4].

1.2. Insider Threat Incidents

The intentional or accidental actions of insiders can cause an equal harm to their
organization, i.e., the leakage and removal of sensitive data or even creating backdoors
for external attackers. This section highlights the severity of insider attacks by presenting
major insider incidents [5]: firstly, an insider attack against The U.S. National Security was
carried out by one employee of the U.S. Federal Bureau of Investigation (FBI), who leaked
high confidential data to Russian agencies. This attack is counted as the most dangerous
insider spy, as it resulted in a huge damage to the image of FBI and the U.S as well;
secondly, one of the U.S. army leaked numerous sensitive documents of the government to
WikiLeaks; thirdly, the most serious fraud incident was carried out by one employee of
Societe Generale French bank which resulted in an estimated loss of $7 billion.

Moreover, the U.S. Security Service and CERT [6] reported 1154 real insider incidents
and categorized them into different categories, i.e., sabotage, fraud, theft and miscellaneous
incidents. The largest volume was 659 fraud incidents that modified or deleted data assets
for the aim of personal gain. The data thefts came after with 189 incidents that stole the
intellectual properties of organizations. The remaining incidents fell under sabotage and
miscellaneous for the aim of disrupting business operations.

Although the insider attack incidents that are mentioned above, several insider inci-
dents have not been reported. That is because, attacked organizations are afraid from the
negative impacts toward their business in case of attacking incidents are announced [7].
Overall, the seriousness and losses of occurred attacks have formed a pressing need to
develop insider threat prevention systems. In the remainder of the paper, we will refer to
the insider threat prevention as ITP.

1.3. The Protection against Insider Threats

The highly-dependent usage on digital assets brings an actual challenge to protect
them from possible breaches. Such assets may reside in PCs, removable devices, emails,
servers and so on. The protection of such assets is a paramount importance to the progress
and survival of organizations. Some organizations have taken extreme precautions to
mitigate insider threats, such as employees vetting, authentication mechanisms, training,
monitoring, separation of duty, and so on [8]. The insider threats are the most difficult to
detect and the mitigation of their impacts is not easily done by traditional procedures [9].
Throughout the last decade, there has been an increased focus on how to detect and prevent
insider attacks. Significant steps have been taken by CERT as they issued periodic guides
that provide the best practices and standards to alleviate insider attacks, i.e., the Common
Sense Guide to Mitigating Insider Threats [10].

The approaches against insider threats can be divided into detection, detection and
prevention, or prevention. In detection approaches, malicious activities are detected while
or after an attack has occurred. In detection and prevention approaches, an attack is
detected first, and then it is prevented but after or while some aspect of an attack has
occurred. In prevention approaches, an attack is prevented before occurring, which is the
ideal solution for insider threat problems. However, in the literature, we noticed that most
of the work, such as [11–17] have been primarily focused on how to “detect” insider threats
rather than “prevent” them. Interested readers in insider threat detection approaches are
referred to [18–22], as the focus of this paper is the prevention approaches.

The prevention of insider threats is crucial for sensitive organizations due to the great
harm that can happen if an insider attack succeeds. Therefore, this study is attempting to
deal with the problem to find the most suitable solution for it. The key contributions of this
paper are summarized as follows:
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• It classifies, discusses and compares the existing ITP approaches. That is by propos-
ing a classification model that categorizes the existing approaches into two main
classes: biometric-based and asset-based. The biometric-based approaches are further
classified into physiological and behavioral, whereas the asset-based approaches are
classified into host, network and combined. The existing approaches are reviewed,
classified and discussed to provide a better understanding of the literature, and
highlight the gaps for the aim of devising more optimal solutions.

• It proposes an integrated ITP framework that incorporates several countermeasures
that serve as multi-tiered protection layers spanning from the pre-joining of insiders
to an organization until after they leave. It includes different technical, behavioral,
psychological and cognitive measures (e.g., vetting, access and usage privileges,
security awareness training, technical/psychological/behavioral profiling, etc.) to
track the activities of insiders throughout their employment lifespan in order to
address insider threats in a proactive manner.

• It presents the employing of the framework in real-world insider threat cases. It also
compares our framework with the existing theoretical frameworks, and shows how
ours extends upon them.

The remainder of the paper is organized as follows: The classification model of related
work is presented in Section 2. The proposed framework for ITP is illustrated in Section 3.
The utilization of the framework on CERT’s insider threat cases is exemplified in Section 4.
The discussion of the framework and how it extends upon the existing ones are shown in
Section 5. Finally, the conclusion and future work are summarized in Section 6.

2. Related Work Classification

As mentioned above, insider attacks have been increasing, and as a result different
approaches have been proposed to counter them. Much of the literature, which have been
reviewed in [18–22], focused primarily on “how to detect insider threats”. However, this
section reviews and classifies the approaches focused on “how to prevent insider threats”.
It classifies the ITP approaches into two main classes (biometric-based and asset-based).
Following this, the biometric-based approaches are further classified into behavioral and
physiological, while the asset-metric approaches are also categorized into host-based,
network-based and combined. In this section, we review the existing approaches according
to the proposed classification model depicted in Figure 1.

2.1. Biometric-Based

As a matter of fact, insider threats are human-driven, therefore, they should be ad-
dressed using biometric features. Biometrics is a science for recognizing individuals based
on their physical, physiological or behavioral characteristics [23]. It has been implemented
in various authentication techniques to validate legitimate users from those who are not.
In the ITP field, some approaches have employed some biometrics of insiders, e.g., brain
signals, typing behaviors, head and eye motions, etc. Such approaches are discussed in the
following subsections.

2.1.1. Behavioral Biometrics

To reinforce the protection against insider attacks, some approaches implemented
various behavioral biometrics (e.g., typing patterns, head and eye motions). Keystroke
dynamics is a science of biometrics, where insiders are continuously authenticated based
on their typing patterns. In the insider threat context, Babu et al. [24] integrated the typing
patterns of insiders with access control models to prevent insider attacks. The aim of the
approach was to detect and prevent masquerader attack. The model consisted of two
stages. In the first one, risk scores are associated with resources using a common vulnera-
bility scoring system (CVSS). In the second, a continuous validation of insiders’ typing is
monitored (using key-loggers) throughout an entire session. The simulation testing was
conducted utilizing the insider threat database of CERT, while the support vector machine
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(SVM) is used as a classifier. The idea was to calculate the differences between presses and
releases of keystroke patterns of insiders. When anomalous typing patterns are detected,
an operated task will be blocked as it is counted as a masquerader’s attack.

In Reference [9], an approach was proposed to predict an insider intention of access
based on behavioral biometrics (head micro-movements) for preventing insider threats.
The experiments are implemented using two visual stimuli scenarios (accessing secured
files and burning a lab) by 40 participants. To predict the access intention of partici-
pants, their head motions were tracked utilizing gyro sensors mounted on their heads.
The collected data are automatically sent to Testbench–Emotiv EEG software for analysis.
The results show that when head micro-movements of insiders are lower, the likelihood of
executing their intentions is higher. Their findings indicate that there is a relation between
the number of insiders’ head micro-movements and the motivation toward executing
intentions. The approach was able to prevent malicious actions with an accuracy of 70%.

Another behavioral approach was adopted by Eberz et al. [25] to perform a user
authentication for preventing an insider attack based on eye motion features. The focus
was on a threat that might come from masqueraders. The approach aimed to build a
continuous authentication system that distinguishes between users based on their gaze
features. To test the applicability of the approach, an experiment with 30 participants
(20 males and 10 females) was conducted. The participants were recruited to conduct tasks
while the data of their gazing features were collected using SMI RED500 eye tracking device.
A number of 21 gaze features was extracted (e.g., pupil diameters, temporal, spatial, etc.).
The scenarios of wearing eye glasses or contact lenses were also tested. The classification
was implemented using k-Nearest-neighbors (kNN) and support vector machine (SVM).
The accuracy of the approach reached 84.56%.

The discussed behavioral-based approaches reveal a new trend of implementing
biometrics for providing more accurate solutions. Eye-tracking technologies [25–27] have
been implemented also in several areas (advertisements, attracting people’s attention, etc.).
Such techniques can give further insights to implement more advanced eye-tracking tools
in ITP context.

2.1.2. Physiological Biometrics

The objective of access control models is to protect assets using various authentication
methods, i.e., passwords, tokens, fingerprints, etc. Those methods are robust for granting
or rejecting the access to authorized users with assigned permissions. At enterprise-level,
the main concern of such methods is that when a user is granted full access to an asset he
will be trusted throughout the session [28]. Therefore, if an insider misuses his privileges,
he will proceed undetected. Therefore, to protect against threats posed by authorized
users, the new mechanisms of intent-based access control (IBAC) have been developed.
The purpose of IBAC is to verify the honesty of insiders’ intentions rather than their
identities. The logic behind IBAC is that, as insider threats are human-driven, physiological
features (e.g., brain signals) can be employed to detect the intentions of insiders for the
possibility of preventing threats.

The implementation of IBAC in the insider threat area was proposed by Almehmadi
et al. [28]. The authors applied brain signal features as an intention detection mechanism for
granting or rejecting the access of insiders to organization’s assets. A risk level was assessed
based on verified knowledge of insiders’ motivation. Following this, based on a threshold
of risk level, the granting or rejecting an access to an asset was determined. The risk level
is calculated to assess the likelihood of executing the insider’s intention according to brain
signals amplitude. The approach was validated by several experiments of 30 participants.
Two malicious intentions were simulated (opening secured files and burning physical
resources). The intentions of participants were detected using P300-based concealed infor-
mation test (CIT) and brain–computer interface (BCI), the two main foundations of IBAC
techniques. In addition, an Emotiv EPOC, the wireless 14-channel electroencephalogram
(EEG) acquisition device, was used to collect brain signal responses from participants.
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The collected data were analyzed using an EEGLAB—Open Source Matlab Toolbox for
Electrophysiological Research [29]. The results of this approach achieved an accuracy of
100% by using a support vector machine (SVM) classifier. However, the authors suggested
more investigation to be deployed in real life, as it is the first IBAC approach applied in the
insider threat field.

Although this approach achieved promising results, it has some points that need to be
considered in terms of deployment, acceptability, and scalability which are as follows:

• The deployment of the approach depends on brain signals, so it may be influenced by
outside factors that could skew the obtained results.

• Concerning the scalability factor, the implementation of the approach can be suitable
to protect against a small number of malicious intents, but for protecting against large
volume of malicious intents, it will be more complex. The rationale is that IBAC
depends on huge categories of intents, and this approach considers only two types
of malicious intents, namely opening secured files and damaging physical assets.
Hence, scalability concerns can be addressed by combining role-based access control
(RBAC) with the IBAC model. By having clear knowledge of authorizations and
roles of insiders, large categories of intents can be reduced, and the high accuracy can
be achieved.

• The acceptability of the approach in the real environment is another concern. When
an organization needs to implement such an approach, brain signal sensors need to
be mounted on the heads of their employees. This practice would not be accepted by
insiders, and if it is enforced, it may negatively affect the trust and productivity in the
work environment.

Although the IBAC (physiological-based technique) showed promising results, as cor-
roborated in [28], further works need to be done to overcome its limitations, in particular
the deployment, scalability and acceptability factors.

2.2. Asset-Based Metrics

In previous sections, we demonstrate the approaches that are based on behavioral
and physiological biometrics. This section will present the asset-based approaches. These
approaches are classified into host-based, network-based and combined.

2.2.1. Host-Based

Earlier work in the insider threat area focused on preventing malicious activities at
database application level. Chagarlamudi et al. [30] proposed a model to prevent malicious
activities on databases based on certain tasks and transactions. In such a model, insiders
have access to a database for conducting a task that executes one or more transactions.
The model was validated using Petri nets, a directed bipartite graph that consists of
nodes and transitions [31]. The objective of the modeling was to prevent unauthorized
modifications of data by matching the transactions patterns with predefined ones. In the
experiment, two parameters (normal and malicious tasks) were simulated. The results
show that the false negatives were as high as (100%) for a single-transaction task and as
low as (0%) for a five-transaction task. The findings conclude that the false negative rate is
dependent on the number of transactions per task.

Ragavan et al. [32] proposed an approach to prevent unauthorized modifications
on a database. That is by associating a variable "threshold" with every data item on the
database. The threshold defines a limit to which extent a data item could be modified.
If an update operation on a data item exceeds the threshold, that operation is prevented.
In the experiment, two models were employed (log entries and dependency graphs). These
models checked 5000 data items using various parameters (e.g., number of data items,
transactions, and dependencies). We observed that the authors focused on the number of
checked operations and their delay, rather than the number of prevented or unprevented
operations compared to the total number of operations (e.g., accuracy). In this regard, they
found that tracking the updates for each item in a huge database, introduces delay and



Electronics 2021, 10, 1005 6 of 30

slows down the system. To address such performance issues, they labeled each item based
on its importance to an organization. The priority was to prevent malicious updates on
critical data items (CDI), and then periodically track operations on regular data items (RDI).
The results show that the dependency graph models catch malicious operations faster than
log entry models on different scenarios.

A data leak attack that could be carried out by insiders may cause serious consequences
for organizations. To prevent such attacks, Costante et al. [33] proposed a hybrid data
leak prevention framework. It involves two engines, signature-based and anomaly-based.
The framework monitors the activities of insiders to detect anomalous transactions. Then,
the anomaly-based engine raised an alert to the security operator who confirmed whether
a detected transaction is malicious or not. Subsequently, the framework automatically
creates signatures, which are used to prevent the execution of similar transactions in
the future. The framework was validated using both synthetic and real-life datasets.
The synthetic dataset was obtained from a healthcare management system containing
30,490 SQL transactions spanned over 15 days. The real dataset consisted of 12,040,910
SQL transactions from the Oracle database of a large IT company in the Netherlands. The
results showed various false positive rates of data leak prevention on both datasets.

As USB ports are available in most computer systems, it can be exploited by insiders
to execute malicious actions. To address USB attacks, Erdin et al. [8] proposed a hardware-
based scheme to combat USB malicious code attacks. They applied their approach on
an attack scenario when insiders inject malicious code into the PCs of their colleagues
utilizing USB devices. The simulation was tested on ZedBoard [34], a development board
for USB studies. On such a board, USB packets can be customized and monitored via
a logic analyzer. Hence, USB packets are observed to collect features of USB devices
(e.g., vendor IDs, device IDs, number of endpoints, type of endpoints, etc.). To prevent the
attack, descriptors are defined through USB configuration input. To verify the hardware
independency of the scheme, they implemented experiments on different OS platforms
Linux and Windows.

2.2.2. Network-Based

The increase of networking environments produces many challenges, especially the
prevention of data leak attacks that may be conducted by insiders. Some insiders have more
privileges over systems and networks of an organization. The packet pattern of network
traffic has been utilized in traffic analysis attack and operating system fingerprinting
(e.g., [35,36]). Sibai et al. [37] proposed autonomic violation prevention system (AVPS)
to prevent insider threats over networks. This work is an extension of their previous
framework [38] for providing more scalable protection. The framework employs in-line
components to limit and control the access to a network. It monitors events, and then
takes actions based on conditions associated with data leak incidents. This was done by
applying event–condition–action (ECA) autonomic policies [39] that are used commonly in
security-centric systems. Several experiments were conducted to assess the performance of
the framework over various network applications (e.g., FTP, database, and web server).
The experiments were carried out on RedHat, Ubuntu Linux, and Fedora OS platforms.
They utilized Snort to filter the packets of network traffic and extract the attributes (e.g., IP,
user, application type, request, response, etc.). The collected data were processed and
normalized to be matched against policies and rules. Once there is a violation, an action was
triggered to prevent malicious action. The performance was measured using several metrics
like throughput, CPU utilization, and transfer time with 95% of confidence intervals.

2.2.3. Combined

As insiders are authorized to use different services of an organization, various fea-
tures can be used to prevent their malicious actions. The increasingly pervasive use of
mobile devices and social media offers an opportunity to utilize them in protection sys-
tems. In particular, geo-social contexts of insiders can provide supportive information
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related to their workplace environments, which can help to detect suspicious insiders
and therefore prevent possible attacks. Such information can also be used to determine
whether to grant the access to organizations’ assets or not [25]. For example, an insider
who stands frequently at places that he is not supposed to be in, an ideal protection system
would flag him as suspicious and restrict him from accessing sensitive assets. In this
regard, Baracaldo et al. [40] proposed a Geo-Social Insider Threat Resilient Access Control
Framework (G-SIR) to detect how trustworthy an insider is, before granting him access to
particular assets. The proposed framework considered current, and historical geo-social
information of insiders that are associated with access control decisions. Such information
included social networks, which are represented as social graphs, and the user mobility
was represented as locations on maps. To validate the framework, a synthetic dataset was
created using Jung API [41]. The simulations were tested using 250 insiders and repeated
30 times to confirm the stability of the framework. The approach was capable of preventing
insider attacks with 76%.

Sawatnatee et al. [42] designed an insider threat detection and prevention protocol
to authenticate insiders. It was suggested as a solution to detect and prevent a malicious
insider “intruder” who may imitate an authorized IT user’s access to an obligation applica-
tion program. The approach was evaluated on thirty IT users utilizing their knowledge and
computer usage behavior. Several activities logs are employed (e.g., website visits, database
logs, etc.). The malicious acts were classified using decision tree classifiers (e.g., J.48 and
Random Forest) and discriminant analysis techniques. The best classification accuracy was
achieved on linear binary discriminant function with 98.3%.

Tukur et al. [43] proposed an edge-based blockchain enabled anomaly detection frame-
work for preventing insider threats in the IoT. The aim was to preserve the availability
and integrity of the IoT system data. The availability was maintained to avoid a single
point of failure by employing the power of edge computing to reduce the latency and
bandwidth requirements on the IoT nodes. The integrity of the data was also protected to
be compromised by possible malicious insiders (e.g., system admins) who may violate data
integrity without leaving traces of their malicious acts. Thus, to prevent such malicious acts,
the framework leveraged a sequence-based anomaly detection and employed Ethereum
blockchain’s smart contracts to perform detection and correction of anomalies in an in-
bound sensor data. The framework was evaluated over Remix Development Environment
utilizing dataset obtained from collected sensor data (e.g., laptops, PCs, network, etc.).
The results show that the framework is able to ensure the security of transaction processing
and maintain data integrity for the IoT system.

The ITP approaches that are categorized and discussed in the previous sections are
summarized in Table 1.

Figure 1. Classification model of ITP approaches.
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Table 1. A summary of ITP approaches.

Ref. Approach Domain Addressed Threat Features

Babu et al. [24] Biometrics Behavioral-based Masquerader Typing patterns
Almehmadi [9] Biometrics Behavioral-based Malicious Insider Head micro-movements
Eberz et al. [25] Biometrics Behavioral-based Masquerader Eyes motions
Almehmadi et al. [28] Biometrics Physiological-based Malicious Insider Brain signals
Chagarlamudi et al. [30] Asset-metrics Host-based DB modifications DB Transactions

Ragavan et al. [32] Asset-metrics Host-based DB modifications DB transactions, and
dependencies

Erdin et al. [8] Asset-metrics Host-based USB malicious codes USB device
Costante et al. [33] Asset-metrics Host-based Data leakage SQL queries
Sibai et al. [37] Asset-metrics Network-based Data leakage Packets traffic
Baracaldo et al. [40] Asset-metrics Combined Suspicious insiders Geo-Social

Sawatnatee et al. [42] Asset-metrics Combined Masquerader DB logs, Computer logs and
Websites visits

Tukur et al. [43] Asset-metrics Combined Data modification and
removal Miscellaneous operating data

The classification model, summarized in Table 1, considers both insider threats as
well as the approaches to prevent them. The work in [24,25] utilized behavioral-based
approaches to prevent masquerader threats utilizing typing patterns and eyes motions
features, respectively. In References [9,28], the malicious acts of insiders (unauthorized
access and sabotaging a lab) are addressed using behavioral and physiological approaches.
That is by employing head micro-movement and brain signal features to detect the mali-
cious behavior of an insider. Data leakage threats are addressed in [33,37] by employing
asset-based metrics, namely the SQL queries and packet traffic pattern. Moreover, asset
host based approaches are also applied in [8,30,32] to prevent unauthorized modifications
and USB malicious codes. To reinforce the protection against insider threats, various
behavioral biometric approaches are implemented (e.g., typing patterns, head and eye
motions). More advanced eye-tracking technologies [25–27] have been implemented in
several areas (advertisements, attracting people’s attention, etc.) which can give further
insights to be employed in insider threat prevention area. Moreover, a new physiological
biometric approach that is based on intent-based access control (IBAC) has been proposed
in [28]. The purpose of IBAC is to verify the integrity of an insider’s intention rather than
his/her identity utilizing physiological features (e.g., brain signals). Although this ap-
proach achieved promising results, it needs a further investigation in terms of deployment,
acceptability, and scalability, which are pointed out in Section 2.1.2. The classification
model shows that various insider threats are addressed utilizing individual approaches
(behavioral, physiological or asset), in which an integrated approach can be developed.

However, the subject of insider threats has recently acquired considerable attention in
the literature. The approaches concerning the “detection” of insider threats are reviewed in
the recent survey [44]. On the other hand, the approaches concerning the “prevention” of
insider threats (categorized above) focused primarily on monitoring and profiling certain
aspects of insiders’ activities. For instance, in References [9,24,25] the behavioral biometrics
of insiders are employed (e.g., typing patterns, head micro-movements and eye motions),
whereas in [8,30,32,33,37,40] the asset-based metrics are utilized (e.g., DB Transactions and
dependencies, USB events, network packets, etc.).

3. The Framework

As clarified above, the monitoring and profiling the activities of insiders using certain
aspects (e.g., technical monitoring) is not sufficient to prevent a wide range of insider
incidents. Thus, we propose an all-encompassing framework that integrates technical,
psychological, behavioral and cognitive factors of insiders to cover all surrounding aspects
of insider threat problems. In addition, it considers both the pre and post aspects of insiders
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by going beyond just technical monitoring at work. Figure 2 shows the components of the
framework and their associated modules.
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work encompasses five main components: pre-countermeasures; in-countermeasures;
post-countermeasures; an Insider Threat Prevention Team (ITPT); and decision making.

The ITPT component represents an insider threat response team who is responsible
for the insider threat countermeasures such as detection, prevention, remediation, etc.
They are a group of cross-functional employees within an organization consisting of IT
specialists, psychologist and HR, who have the authority to act quickly and proactively.
At the core of the framework, the pre/in/post-countermeasure components act as three
protection layers to deter and prevent potential insider threats. This is by integrating a set
of modules (e.g., insider vetting, security awareness training, technical and psychological
monitoring, etc.). The objective of these components is to provide technical, behavioral and
psychological profiles of insiders’ activities to the ITPT component. Then, the ITPT compo-
nent evaluates insiders’ profiles according to their motive, opportunity and capability to
carry out an attack. Finally, the decision making component activates various deterrent and
preventive acts according to calculated risk score. The notification and alert management
system called PRISER [45], can be adapted in the decision making component to alert
possible malicious insiders as a deterrence mechanism within an organization. The next
sections illustrate each component of the framework and its associated modules.

3.1. Pre-Countermeasures

The observant ITP system should have continuum countermeasures that range from
the employment stage of insiders until after they leave an organization. It should ap-
ply proactive measures before providing insiders an access to organization assets. This
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can be achieved by conducting various pre-countermeasures (e.g., insiders vetting, fine-
granularity of access and usage privileges, security awareness training). These can be
effective methods and serve as proactive strategies within the ITP system. The modules of
pre-countermeasures components are presented in the next subsections.

3.1.1. Insiders Vetting

The optimal prevention system of insider threats should be very conscious about the
integrity of insiders before granting them access privileges to organization assets. This is
by involving the ITPT in the employment stage of insiders in an organization. Significant
measures can take place at this stage (e.g., criminal background check, psychological or
personality traits test, etc.). Such measures can result in potential risk indicators. This
screening process is essential as it should be applied to all insiders from different levels.
Furthermore, rigorous vetting process should be applied to insiders with higher privileges,
especially for system admins and those who will deal with sensitive assets (e.g., intellectual
property data, research and development data, accounts credentials, financial assets, etc.).

The background check of insiders can be done by investigating their previous em-
ployment, references and social media. Additionally, several indicators can be anticipated
through interview questions, such as why they leave their previous job, why they need
to work for, and so on. In the UK, the Centre for the Protection of National Infrastructure
(CPNI) deploys comprehensive vetting guidelines [46]. They provide pre-employment
vetting practices to ensure the trustworthiness of individuals.

3.1.2. Granularity of Access and Usage Privileges

Unlike external threats, insider threats are coming from users working within an
organization. Therefore, if they have unfettered access to organization assets, the potential
threats can be very high. An easy access to an asset that is not relevant to insiders’ duties,
may encourage malicious insiders to carry out an attack. Therefore, the mitigation of insider
threats can be done by assigning the least privileges for performing the solely required
tasks. Beebe et al. [47] proved that the decreasing of benefits that might be gained by
cybercriminals will deter them from committing attacks. Similarly, the lowering of access
and usage privileges will restrict malicious insiders from carrying out possible attacks.
When allocating privileges for insiders, the following factors should be considered.

• Insiders vetting stage outcomes: the potential indicators resulted from the background
checks of insiders should be highly considered while allocating access and usage priv-
ileges.

• Insiders roles: the insiders, who will be allocated roles with high privileges, can have
a greater opportunity to commit an attack. Therefore, granting privileges should be
based on RBAC and least privilege principle.

• Knowledge and skills: the insiders who are assigned specific access and usage privi-
leges should be equipped with required knowledge and skills to avoid any unintended
harmful acts. They should be grouped as per the assigned roles and privileges, and
directed to a focused training program (Section 3.1.3).

• Fine-granularity: The precise assigning of access and usage privileges can be an
effective threat-reducing measure. Hence, attention should be paid to apply a granular
allocation of access and usage privileges (e.g., open, modify, copy, move, delete, etc.)
in order to mitigate the possibility of conducting threats.

However, more measures can be done in this module to narrow the malicious activities
of insiders and close the doors for their attack chances. This can be accomplished by ap-
plying some strategies: risk-adaptive access control (RAAC) [48]; using trust for assigning
users to roles [49,50]; and IT responsibility alignment [51]. There are also some techniques
(e.g., property watermarking, digital signatures, etc.) that can be applied to discourage
malicious insiders from perpetrating attacks. In addition, encryption applications that are
verified in [52], can be employed in this module to secure the privacy and communication
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of data within an organization. The automatic data destruction and incident continuity
administration are also effective mechanisms to prevent insider threats [53].

3.1.3. Security Awareness Training

Insider threats can be more challenging to prevent, if insiders lack the awareness of
hacking, phishing, and social engineering attack methods. The novice insiders can be
exploited by malicious attackers to harm the sensitive assets of an organization. Thus,
the training of insiders on security measures, policies and regulations is highly imperative.
The security awareness training is not taken with great interest by several organizations.
It has been shown that about 40% of organizations only provide ongoing security awareness
training to their staff, while 21% of organizations are just thinking to conduct it in their
future plans [54].

Without significant attention to the security awareness training of insiders, an or-
ganization might be exposed to a high risk. Therefore, our framework encompasses the
security awareness training as a module of pre-countermeasure components. This is to
avoid unintentional threats that might have occurred by unaware insiders. The Information
Technology Security Awareness and Training Program [55] that is designed by National
Institute of Standards and Technology (NIST) provides the essential procedures and train-
ing techniques to secure IT resources. It identifies the necessary skills for users to conduct
their management, operational, and technical tasks properly. It presents key responsibil-
ities to ensure that an effective security awareness training program is conducted at an
enterprise-level.

The aim of the pre-countermeasure component is to act as the first protection layer
in the ITP framework. That is by ensuring that the integrity of insiders, the granularity
of assigned access/usage privileges and the security awareness are taken place in the
workplace of an organization. Such measures can also serve as a contextual dimension to
deter malicious insiders from committing attacks. For example, when insiders perceive
strict vetting measures, precise access privilege assigning and targeted security awareness
training, they can feel that the workplace is reinforced with robust countermeasures, which
at the end deter them from engaging in malicious acts.

3.2. In-Countermeasures

After ensuring that the insiders are trustworthy, the access/usage privileges are
allocated accurately and the security awareness is deployed, the in-countermeasure compo-
nent acts as the second protection layer. The primary functions of this component are the
monitoring and profiling of technical, behavioral and psychological activities of insiders.
The technical measures monitor the digital activities of insiders that can be recorded on an
operational level, while the behavioral measures track the behaviors of insiders in their
workplace (e.g., their commitment to the policy of working hours and assigned tasks).
The psychological measures evaluate the mindsets and motivations of insiders that may
lead them to engage in malicious acts. The modules of in-countermeasure components are
illustrated in the following subsections.

3.2.1. Technical Profiling

In this module, the interaction of insiders with information systems is monitored and
profiled. The digital activities of insiders can be aggregated and analyzed utilizing various
monitoring tools (e.g., sysmon, NetFlow, Active Directory, etc.). They can track the interac-
tion of insiders with operating systems, applications, networks and databases. This can
be conducted continuously and in real-time, and therefore generates more representative
records of insiders acts. To create technical monitoring profiles of insiders, system calls and
application execution analysis are employed. They have been used also to monitor and
profile digital activities of users in several approaches (e.g., [56–59]).

A system call runs when a program requests a service from the operating system
kernel to access computer resources, such as memory, CPU, processes and network [60].
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Therefore, the technical activities of insiders can be profiled through system calls utilizing
different tools (e.g., * nix syslog, audit daemon and Windows event logs). They can be
leveraged to identify a broad range of cyber security threats related to (e.g., authentication,
file operations, processes, kernel messages, policy change, etc.). This is due to that system
call-based analytics show insiders activities at the kernel level. For example, by inspecting
file operation-related processes, the threats of privilege alterations can be detected. Fur-
thermore, system call-based analytics have been used in [61] to address malware attacks,
and also in [62] to uncover a malicious insider who is attempting to violate the policy of
access privileges.

Magklaras et al. [63] proposed a technique to measure the computer skills of a user
(user sophistication) at system level. This technique is used in our framework to assess the
parameter of an insider sophistication as follows.

Insider Sophistication = Fbreadth + Fappscore + Fresutil (1)

The Fbreadth parameter indicates the number of applications that are concurrently
operated by an insider, whereas the Fappscore parameter represents the type of applications.
The Fresutil parameter represents the consumption of resources. Therefore, the insider
sophistication is used to assess the capability factor of an insider in (Section 3.4).

The honeypot technique is used to evaluate an opportunity that an insider may
exploit to conduct a threat. This can be done by preparing digital resources (e.g., system,
file, database, etc.) to catch malicious insiders who are trying to exceed their assigned
privileges. The insiders’ access to such resources reflects their motivation toward malicious
acts. The honeypot technique has multiple features, such as adaptability, flexibility and
requires a small amount of data [64]. For example, a honeypot file can be created and
named as “Names_Passwords_of_Users.txt” to attract malicious insiders for accessing it.
Thus, the honeypot use parameter is utilized to assess the opportunity factor of insiders in
(Section 3.4).

3.2.2. Psychological and Behavioral Profiling

The technical profiling alone is not adequate, as insider threats are a human-centric
problem. Thus, behavioral and psychological factors of insiders should be inspected in
order to develop a holistic prevention system. This section focuses on behavioral and
psychological aspects of insiders. As the technical profiling provides a snap of the virtual
activities of insiders, behavioral and psychological profiling are essential to decrease false
positive rates and make accurate decisions. Moreover, they are beneficial, as they provide
contextual information for intent analysis to address insider threats in a proactive manner.
In the literature, it is commonly believed that a malicious intent of an insider can be well
captured through contextual data [65].

The behavioral and psychological profiling of insiders require various procedures
(e.g., questionnaires, HR and psychologist monitoring, following-up social networks, etc.).
Multiple techniques can be applied to profile the behavioral and psychological changes
of insiders. The anomalous behaviors of insiders can provide potential risk indicators
about their deviations from the policy of an organization. This can be measured using the
workplace deviance scale [66]. It has acceptable internal reliabilities, and provides evidence
from confirmatory analysis [67]. Thus, it can be employed in our framework to assess the
anomalous behaviors of insiders. The first 12-items evaluate the deviance behaviors of
insiders that can harm the organization such as: “taking assets without an organization
permission”; “using illegal things on the job”; “forward the work to someone else to finish
it without a permission”; “working on a personal matter instead of working for employer”;
“discussing confidential information with an unauthorized person,” etc. The second set of
seven-items assess the deviant of interpersonal behaviors that can harm other individuals
within an organization. For example: “acting rudely toward co-workers”; “making an
ethnic, religious, or racial remark at work”; “repeating a rumor or gossip about boss or
coworkers,” etc.
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The mindset of an insider could be affected by workplace factors. The stress level
or workload (e.g., financial crises, workplace stressors, etc.) can cause an insider to carry
out malicious acts. This can be assessed using psychometric test [68]. It evaluates various
factors: personal stressors (e.g., financial stress, family illness and conflicts, etc.); and
professional stressors (e.g., conflicts with supervisor, layoffs threats, unfair benefits and
promotion, unspecified responsibilities, etc.). The test was selected based on the multidi-
mensional model [69]. The output represents a snapshot of an insider stress level as “low”,
“medium”, or “high”. An insider with a high stress level is considered a high potential risk
indicator for launching an attack. Therefore, the stress level is used to measure the motive
factor of an insider in (Section 3.4).

The tendency of an insider toward malicious acts can be assessed using CCISLQ
technique [70]. It measures the following parameters of an insider:

• The illegal computer activities of an insider in the past.
• The ability of an insider to imitate and reproduce ideas.
• The influence level of family, peers, bosses and media on the behaviors of an insider.
• The intensity of insiders’ differential association with their friends.
• The attitude of an insider’s family and friends toward illegal activities.
• The insider perception about the likelihood of being caught for any criminal com-

puter activities.
• The perceived punishment and rewards.
• The scale of moral disengagement.
• The common sense toward collective responsibility.
• The vilifying, devaluing and blaming the victim.
• The social demographic information of an insider.

Depending on the results given, the tendency level of an insider to conduct an attack
can be categorized as: “low”, “medium”, or “high”. Therefore, it is utilized in measuring
the motive factor of an insider in (Section 3.4).

3.3. Post-Countermeasures

The previous components focus on applying different countermeasures from the
pre-joining period of insiders to their work environment at an organization. The post-
countermeasures look ahead to the notice period of resignation/termination as well as
after the insiders leave an organization. Moore et al. [71] presented several attacks that are
carried out by insiders within a period of 60 days before departure. They stole top-secret
information from their organization (e.g., financial reports, business plans, research and
development strategies, etc.). The reason was to gain advantages at the new job or in their
own business. Thus, different post-countermeasures can be applied to ensure a further level
of protection during the end and after the employment of an insider on an organization.

3.3.1. Resigning/Termination Notice Period

As the notice period of resignation/termination is highly critical, a module in the
framework is tasked to observe the activities of insiders in the pre-departure period.
The module can be triggered from HR records as soon as a notice period of an insider
is commenced. The notice period is the length of time an insider will continue working
between delivering a resignation letter until the final day of work on an organization.
When an insider puts in his/her notice period, there are two common cases that can be
specified by ITPT:

1. The insider might be dissatisfied with his/her situation on an organization. In this
case, the monitoring measures should be more and an immediate action should be
taken. For example, during the notice period, an insider may copy sensitive data
from organization’s systems either at the workplace or remotely. Moreover, an insider
may install sophisticated attacking tools on the PCs of an organization, which can
act as a backdoor for him/her after departure. In Reference [72], it is shown that
26% of insider attacks are carried out after insiders leave, since an organization did
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not disable their access. In response to that, several necessary precautions should
be applied to make sure that there is any gap that might be exploited by malicious
insiders which are as follows:

• Disabling all accounts to which an insider can access to any asset of an organiza-
tion, as he/she might access sensitive assets that negatively affect an organization
in a variety of ways.

• Changing any passwords or credit cards’ PINs that might be shared with insiders
within an organization.

• Invalidating the access to an organization’s email address associated with an
insider, as he/she may exploit the email address of an organization to carry out
potential malicious acts.

2. An insider could be pleased with his/her work in an organization, but he/she might
leave for any reason. In addition to the previous measures, different proactive strate-
gies should be applied. This is by maintaining loyalty and constructing strong grateful
relations with insiders who left an organization as presented in the next section.

3.3.2. Maintaining Loyalty

It is common to break the contact with an insider who left an organization. However,
insiders who left an organization can constitute potential threats, as they may have highly
competitive information (e.g., intellectual proprietary, trade secrets, etc.) about the former
employer. Thus, in addition to the post-employment obligations, non-competition obliga-
tion (NCO) and non-disclosure obligation (NDO) concerning the information protection
of former employers, keeping the loyalty with an insider provides an additional layer of
protection. Maintaining the loyalty of insiders should be considered by an organization as
a post-countermeasure to minimize any possible malicious act (e.g., disclosing proprietary
information). As a departing insider is out of an organization’s technological-based control,
several procedures should take place by ITPT to preserve his/her loyalty and establish a
long-term relationship:

• Rewards can be a powerful loyalty builder, so to keep an insider loyalty, he/she
should be rewarded for his/her work on an organization. This makes an insider feel
appreciated as a return favor for keeping and continuing the instantiated trust with
an organization.

• Providing an excellence post-employment service, as a departing insider might need
some services (e.g., work experience certificate, etc.). Such services can be available
for them through a post-employment service portal to make their experience simpler
and faster.

• Constructing strong grateful relationship with departing insiders. The technology
has made it easy and it can be achieved by sending system-generated personalized
congratulations (e.g., birthday, wedding, achievements anniversary, etc.). Such things
speak to the emotional needs and can be an effective mean for constructing the loyalty.

Therefore, through maintaining the loyalty with a departing insider, a high level of
respect for the organization can be established. This can act as preemptive measures for
any possible malicious acts of post-employment.

3.3.3. Forensic Analysis

It is also important for ITP systems to employ forensic analysis techniques to figure out
possible vulnerabilities for future improvements. The aim of this module is to conduct con-
tinuous evaluations and improve the undertaken measures constantly. This can be achieved
by routinely inspecting the applied measures through ITPT component. The proactive
ITP system should have the capability to collect and retain evidences that can be utilized
later for inspection and improvement. This is considered in the framework by integrating
forensic analysis solutions (e.g., [73,74]), to perform deep forensic analysis and fast triage
analysis. Thus, the modules of the framework (e.g., insiders vetting, fine-granularity of
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access and usage privileges, security awareness training, technical profiling, etc.) can be
inspected by ITPT to make sure that effective methods are applied. The ITPT can find
areas that need to be improved within pre/in/post-countermeasure modules continuously.
For example, in technical profiling module, the selection of appropriate data features that
reflect the actual behavior of insider act is significant. The major challenge facing the ITP
approaches is whether false alarms can be reduced with reasonable cost. Therefore, with a
forensic analysis module, more effective mechanisms can be introduced to improve the
ITP system.

3.4. ITPT

As insider threat is a human-centric problem, a technical based solution is not sufficient
to prevent insider threats perfectly. Thus, the ITPT component could be composed of
security analyst and psychologist. This component assesses the above pre-, in-, and post-
countermeasure components and their associated modules. The combination of technical,
behavioral and psychological profiles of insiders through an advanced analytics platform
reinforces the ITPT to determine the motive, capability and opportunity factors of insiders.
These factors are adopted from [75] for modeling malicious activities of insiders. The idea
is that each attacker requires motive, capability and opportunity to launch an attack.
Therefore, each of these factors is assessed as follows:

MOTIVE: This factor represents the motive Mi of an insider to perform an attack. It is
measured using the following equation.

Mi = f (Ti, Si, Vi) (2)

The parameter T represents the tendency level of an insider i to carry out a malicious
act. This can be assessed using the technique mentioned in (Section 3.2.2). The parameter S
represents the stress level of an insider i as assessed using the psychometric test mentioned
in (Section 3.2.2). The parameter V represents the skills verification of an insider i deduced
from assessing the tendency of an insider to initialize malicious acts. Overall, the three
parameters can determine the motive factor of an insider as shown in Table 2. It is utilized
to measure the threat score of an insider in (Section 3.5).

Table 2. Motive Score.

Skill Verification Stress Level Malicious Tendency

Low Medium High

False
Low 1 2 3

Medium 2 3 4
High 3 4 5

True
Low 2 3 4

Medium 3 4 5
High 4 5 6

OPPORTUNITY: This factor represents the opportunity O that a malicious insider i
can exploit to launch an attack. It can be assessed utilizing the following equation.

Oi = f (Bi,Ri,Hi) (3)

The parameter B represents the change in the working behavior of an insider i, whereas
R and H represent the insider role and honeypot use, respectively. The role of an insider on
a system Ri can be categorized as “novice”, “advanced” or “admin”. Thus, the opportunity
factor can be evaluated using Table 3.



Electronics 2021, 10, 1005 16 of 30

Table 3. Opportunity Score.

Behavior Change Honeypot Use Insider Role

Novice Advanced Admin

False
False 1 2 3
True 2 3 4

True
False 3 4 5
True 4 5 6

CAPABILITY: This factor Ci represents the skills of an insider who may execute an
attack. It can be assessed using the following equation.

Ci = f (Di, Si) (4)

The Di represents the demonstrated capability parameter evaluated, while the Si
represents the insider sophistication parameter. Therefore, the capability factor can be
measured as shown in Table 4.

Table 4. Capability Score.

Insider Sophistication Demonstrated Capability

Low Medium High Very High
Low 1 2 3 4

Medium 2 3 4 5
High 3 4 5 6

3.5. Decision Making

After the motive, opportunity and capability factors have been assessed, the frame-
work has a component that decides the threat score of an insider and takes multiple actions
accordingly. Table 5 shows the motive, opportunity and capability factors that are utilized
to calculate a threat score of an insider.

Table 5. Motive, Opportunity and Capability.

Motive Opportunity Capability

Low Medium High

Low
Low 3 4 5

Medium 4 5 6
High 5 6 7

Medium
Low 4 5 6

Medium 5 6 7
High 6 7 8

High
Low 5 6 7

Medium 6 7 8
High 7 8 9

The threat score Ti of an insider is specified based on the following equation.

Ti = Mi + Oi + Ci (5)

where Mi represents the Motive factor, while Oi and Ci represent opportunity and capability
factors, respectively. A simple scoring system is proposed to demonstrate the role of this
component. As shown above, every factor classifies insiders into three categories: low (1),
medium (2) or high (3). For example, if a threat score Ti of an insider is equal to 9, this
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means that the factors (Mi = 3), (Oi = 3) and (Ci = 3). Therefore, several decisions can be
taken based on the threat score of an insider specified in Table 6.

Table 6. The threat score, risk level and decision made.

Threat Score Risk Level Decision

3–4 Low Rise Monitoring Measures
5–6 Medium Deterrence Alerts
7–9 High Preventive Acts

After assessing the threat score of an insider, the scoring system is used to classify the
risk level of an insider. Three intervals can be used (3–4), (5–6) and (7–9) to map the risk
level of an insider as “low”, “medium” or “high”, respectively. This scoring system can be
adaptive as an organization who may adopt the framework can set its own scoring system
based on its own requirements. Several actions (monitoring measures, deterrent alerts and
preventive acts) can be taken accordingly. For example, if the risk level of an insider is
flagged as “low”, the monitoring and profiling module should be triggered. Similarly, if the
risk level is reached to “medium”, deterrent alerts should be issued. This can also play an
important role in preventing malicious activities in an indirect way. There is a phenomenon
known as diffusion of benefits [76] which hypothesizes that when a person is deterred in
one situation, it is assumed that the deterrent measure applies to other situations as well.
Likewise, if the system alerts insiders about possible malicious behaviors, it gives them a
sense that the deterrent measures are applicable on all other situations. Thus, the deterrent
alerts can also serve as preventive measures in the framework. It is also important that the
taken decisions should be inspected to determine how accurate the prevention system is.
For example, some preventive acts may block normal activities of insiders (false positives).
Therefore, frequent refining measures should be taken for future improvements.

In the previous sections, we illustrate the components of the framework and their
respective modules. Table 7 summarizes the components, modules and their related concerns.

Table 7. A summary of the components and modules of the framework.

Component Module Remarks (Continued . . . )

Pre-countermeasures
(1st protection level)

Insider Vetting

As defined by CERT [4] that an insider can be a current or former
employee, contractor, or business partner. An organization that would
adopt this framework should apply the procedures of this module on all
actors who will interact with an organization’s system.

Granularity of Access and
Usage Privileges

The access and usage privileges should be assigned according to the
techniques mentioned in the module (e.g., RBAC, RAAC, etc.). The usage
control is highly critical and should be considered, especially with
insiders who are engaged as contractors or business partners.

Security Awareness Training
After assigning roles, access and usage privileges, the security awareness
training should be directed according to assigned privileges and roles,
not using a one-size-fits-all approach.

In-countermeasures
(2nd protection level)

Technical Profiling

This module should profile all digital activities of insiders on operating
systems, applications, databases and networks in real time basis. This is
by configuring monitoring and logging tools as mentioned in the module.
The storage space for the logging data should be considered, especially in
production environments. More focus should be put on highly skilled
users who may disable logging tools or bypass security controls. Such
insiders can be identified through the assessed capability factor.

Behavioral and
Psychological Profiling

The behavioral and psychological monitoring could be conducted by the
collaboration of supervisors, psychologist and HR. It should be done
routinely and on a regular basis by considering the critical period (e.g.,
notice period of resigning/termination).
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Table 7. Cont.

Component Module Remarks (Continued . . . )

Post-countermeasures
(3rd protection level)

Resigning/Termination
Notice Period

This module should be triggered as soon as the notice of an insider is
commenced especially for disgruntled insiders. The shared accounts and
exfiltration ports (e.g., e-mail and USB) should be highly monitored. All
access and usage credentials should be disabled before their departure.

Forensic Analysis

This module should be triggered routinely to find out any vulnerabilities
that might be exploited by malicious insiders. Therefore, the modules of
the framework can be improved accordingly. The social media platforms
(e.g., Facebook, Twitter, LinkedIn, etc.) are also significant and available
data sources for analyzing the malevolent tendencies of insiders. They
can also establish a new dimension in the insider threat area of research.

Maintaining Loyalty

The insiders may reside within an organization for a long period, so
when they leave they may carry sensitive information to the competitors.
Beside technical measures, this threat can also be mitigated by
constructing the loyalty with insiders who will leave an organization.
This is by maintaining loyalty and trust through applying the procedures
of this module.

ITPT Motive, Opportunity and
Capability

This component should be aware of the various modules of the
framework. It evaluates the motive, opportunity and capability factors of
insiders utilizing specified parameters (Section 3.4). It can also ensure the
alignment of applied measures with an organization’s policy.

Decision Making

Deterrent Alerts As per the calculated threat score and corresponding risk level, this
module should generate automatic alerts to the concerned insider.

Preventive Acts As per the calculated threat score and corresponding risk level, this
module should prevent an insider from conducting a specific task.

Follow-up Acts The procedures of the maintaining loyalty module are driven by this
module as part of the decision making component.

Refining Acts
The objective of this module is to improve the accuracy and efficiency of
the framework constantly. This can be achieved according to ITPT
recommendations and the feedback from taken decisions.

4. Applying the Framework on Insider Threat Cases

To demonstrate the use of the devised framework in preventing insider threat in-
cidents, we apply it on three insider threat incidents (sabotage, fraud and theft). These
incidents are adopted by the U.S. Security Service and CERT [10]. We develop an ontology
adapted from the existing approaches [77,78] to show how the framework can be applied
in practice. The ontology presents the concepts and relationships of insider threat factors
(operational, behavioral, psychological, etc.). The CERT provides data for the three insider
threat incidents. It includes information about the organizations involved, the perpetrator
of malicious acts, and the insider threat indicators. Each incident includes a natural lan-
guage description of operational and behavioral observables. Therefore, they are utilized
as the primary data source for our framework ontology.

In the first step of ontology development, the approach in [79] is implemented for
concept mapping to ensure the coverage of an information in the repository of insider
threat incidents. The resulted triples from the descriptions of insider incidents are utilized
as the basis for deriving the classes and object properties of the ontology. To validate our
design, a catalog of common ontology development [80] has been utilized. We have used
the web ontology language (OWL) for ontology implantation, as it is mature, extensible,
and widely used [81]. Figure 3 shows the top-level classes of the ontology: actor, asset,
action and incident.

The actor class represents people and organizations, which can contain various sub-
classes (e.g., an insider as an employee in an organization). The asset class represents
different types of objects an organization may has (e.g., devices, data, etc.). The action class
involves subclasses of acts an actor can conduct. The incident class represents multiple
types of acts an actor can perform to carry out a malicious incident. For example, delet-
ing backup files, changing passwords and shutting down server acts are modeled in the
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ontology as subclasses of action class, which represent a sabotage incident that might be
carried out by a malicious insider. The object properties (e.g., hasActor) are also provided
to express different types of relationships between associated classes.
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To demonstrate the use of the ontology, the descriptions of the insider threat incidents
are translated into the ontology entities as depicted in Figure 4. The concepts are identified,
the instances of classes are created, and the object properties are put in to relate the instances
of classes to one another.
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The insider threat incidents can be prevented utilizing various types of indicators that
are figured out by analyzing the collected observables of insider acts within an organization.
Utilizing framework ontology, a semi-automated approach is designed as presented in
Figure 5. The data are collected from multiple sources within an organization (operational,
behavioral, psychological, etc.). The framework provides different modules (Section 3)
for collecting the observed data of insiders’ acts, which can be reasoned and analyzed for
inferring potential indicators.
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The suspicious activities of insiders on the systems of an organization are derived from
the operational data. They include technical observables (e.g., system event logs) associated
with potential threat indicators of malicious acts. As technical data are generally originated
in structured or semi-structured log files, it can be translated into ontology entities utilizing
Cyber Observable Expression (CybOX) [82]. CybOX provides an API for translating various
input data into XML file format. Thus, technical data are translated into the OWL XML
code to create entities of ontology classes. The behavioral and psychological data about
insiders are typically reside within HR data (e.g., background checks, performance reviews,
policy violations, termination notice, etc.).

They provide a rich source of behavioral, psychosocial and contextual information
regarding insiders. HR data are less structured than technical data as they include heterony-
mous behavioral, psychosocial and contextual observables. Thus, enterprise solutions for
HR information management, such as human resource information systems (HRIS), could
be utilized to develop an automated ontology translation process. In our design, some
behavioral data are provided in the description of the threat incidents (e.g., a former fraud
incident was conducted by an insider before the current incident).

Once the technical, behavioral and psychological data are described within the frame-
work ontology and the indicators are in place, a semantic reasoner is used to make interpre-
tations and categorize ontology entities as instances of classes. Then, a group of ontology
entities that satisfy indicators can provide useful data set for ITPT. After they are analyzed,
different decisions can be made, such as finding false positives, refining indicators and
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taking countermeasures. Table 8 shows the observables, indicators and countermeasures of
the three insider threat incidents.

The ontology provides the description of the insider threat incidents. The indicators
are described at a level of details that omit sensitive information of victim company while
providing enough information about observables of malicious acts. The conceptual compo-
nents are provided, and the modular collection of ontology axioms (concepts, definitions,
and indicators) are introduced. This section illustrates how the proposed framework can
be applied on real-world insider threat cases in which various insider threat incidents can
be modelled.

Table 8. A summary of applying the framework on insider threat incidents.

Case Observables Indicators Countermeasures (Continued . . . )

Sabotage
Incident

- Changing passwords
of system admins.

- Shutting down
servers.

- Removing backup
files.

- Suspicious behavior.

- High level of admin
privileges.

- Leaving the company
without removing
insider’s access
privileges.

- Accessing the asset of
the company during
off working time
“weekend at mid
night”.

- Insider motivation
toward destructive
actions.

- Applying the module of access and usage
privileges in the pre-countermeasure component
(Section 3.1.2) to specify very fine-grained access
control policies.

- Applying the procedures of the
resigning/termination notice period in the
post-countermeasure component (Section 3.3.1)
to remove any access to the assets of the
organization by departing insiders.

- Applying technical profiling module in the
in-countermeasure component (Section 3.2.1) to
detect and prevent anomalous acts of insiders
that deviate from the baseline (accessing,
changing and removing sensitive data from
outside organization’s network domain during
off working time).

- Applying the behavioral and psychological
profiling module in the in-countermeasure
component (Section 3.2.2) to detect and predict
the offensive behavior of the insider proactively.

Fraud
Incident

- Issuing financial
checks for personal
use.

- Changing the
accounting records of
the company.

- Previous fraud attack
incident.

- Anomalies in
electronic accounting
checks.

- Motivation for illegal
personal gains.

- Applying the insider-vetting module in the
pre-countermeasure component (Section 3.1.1) to
conduct strict criminal background checks
Before assigning roles to an insider. By applying
this module, this fraud incident could have been
avoided, as the previous fraud incident can be
disclosed and the malicious insider can be
disqualified.

- Applying the technical monitoring and profiling
module in the in-countermeasure component
(Section 3.2.1). Thus, the disinformation changes
in the electronic accounting records can be
prevented.

- Applying the behavioral and psychological
profiling module in the in-countermeasure
component (Section 3.2.2) to observe various
behavioral aspects (e.g., financial stressors,
workplace stressors, etc.) that trigger the insider
to conduct such fraud incident. Thus, detecting
such aspects beforehand can lead to prevent the
fraud incident from occurring.
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Table 8. Cont.

Case Observables Indicators Countermeasures (Continued . . . )

Theft
Incident

- Downloading huge
intellectual property
documents.

- Downloading files not
relevant to an insider’s
duties.

- Accepting the offer
from a competitor.

- Downloading large
volume of intellectual
property files.

- Leaving the company
without inspection.

- Applying the granularity of access and usage
privileges in the pre-countermeasure component
(Section 3.1.2). In this theft case, the insider
downloaded large volume of sensitive files that
are not relevant to his duties. This module can
prevent this theft incident by restricting the
insider to solely access the assets that are
required for his duties.

- Applying the behavioral and psychological
profiling module (Section 3.2.2), as it considers
various behavioral aspects surrounding the
insider’s context. In this theft incident, the
insider decided to leave the company and move
to a competitor. Therefore, downloading large
intellectual property data before his departure is
more likely to be exploited by the new employer.
Thus, this module can detect some behavioral
and psychological aspects (e.g., level of job
satisfaction) that ultimately led the insider to
carry out this theft incident and leave the
company.

- Applying the technical profiling module in the
in-countermeasure component (Section 3.2.1), as
the anomalous acts on company’s systems
(downloading excessive number of sensitive
files) can be detected. Furthermore, the
intellectual property data should be sustained at
a very secured place and the interaction with
them should be highly monitored. Thus, by
applying this module, this theft incident can be
prevented before the insider downloaded the
intellectual property data and leave the
company.

- Applying the module of resigning/termination
notice period in the post-countermeasure
component (Section 3.3.1). When the insider
introduced the notice of resigning, this module
alongside with the forensic analysis module
should take place. The insider’s acts on the
network and systems of the company should be
inspected during the notice period of resigning,
especially the interactions with highly sensitive
files (intellectual property data). By doing so,
this theft incident can be avoided.

5. Discussion

Thus far, we have illustrated the modules of the framework and showed how real-
world insider threat cases can be mapped on to it. While we believe that this framework
introduces a rich foundation for facilitating insider threat problems, it is important to
recognize that there are other proposed frameworks. In this section, we present an overview
of relevant conceptual frameworks and show how our framework extends upon them. It is
observed that earlier work focused primarily on technical profiling measures. For example,
Althebyan et al. [83] presented a model to address insider threats based on monitoring
insider actions on various objects in a system. Agrafiotis et al. [84] presented a framework
that utilized active directory services to detect policy violations or suspicious activities of
insiders that follow a pattern of previous attacks. Bertino et al. [85] proposed a pattern
matching model. That is by creating typical technical activities of insiders and addressing
the data leakage based on observed anomalies.

Considering both technical and psychological profiling, Raskin et al. [86] proposed
a model to address social engineering threats of insiders using various technical and



Electronics 2021, 10, 1005 23 of 30

psychological factors that could be derived from social media and conversations. Kandias
et al. [75] presented a model that could employ psychometric assessments and technical
indicators to address malicious insiders according to threat scores. Gritzalis et al. [87]
proposed a framework to address insider threats based on performance deviations of
insiders’ activities that can be assessed using psychometric evaluations on social media
and technical controls.

The other frameworks integrated some factors that fall between the first two com-
ponents of our framework (pre-countermeasure and in-countermeasure). For instance,
Magklaras et al. [88] proposed a framework that models the behaviors of insiders based on
some characteristics (e.g., role, knowledge, access, previous records, and network activity).
Ali et al. [89] proposed a technical profiling model where access decisions of insiders are
taken according to predefined role-based matrix. Ray et al. [90] proposed a model to com-
pact insider threats by monitoring insider activities utilizing the concepts of attack trees.
That is by assessing the psychological characteristics of an insider and his system actions
based on the minimal attack tree. Bhilare et al. [91] proposed a framework to address
insider threats using a rule-based concept. That is by monitoring insiders’ activities on
a network and correlating them with their role-based directory context. Similarly, Park
et al. [92] proposed a role-based model to counter insider threats through monitoring their
actions on an organization as well as applications and operating systems. Buford et al. [93]
presented an architecture for compacting insider threats based on behavioral activities
and misinformation of insiders. Nurse et al. [94] proposed a framework that is based on
technical and behavioral indicators of potential insiders. It also considered psychological
factors that may stand behind the motivation of malicious insiders. Finally, Legg et al. [95]
proposed a framework to model the insider-threat problem utilizing some technical, psy-
chological and behavioral observations from insider actions. However, Table 9 summarizes
the existing frameworks and shows how our approach extends upon them.

Table 9. The existing frameworks compared to ours.

Framework

Pre-Countermeasures In-Countermeasures Post-Countermeasures

Vetting
Granularity of
Access/Usage

Privileges

Security
Awareness

Training
Technical
Profiling

Psychological
Profiling

Behavioral
Profiling

Resigning and
Termination

Notice Period
Forensic
Analysis

Maintaining
Loyalty

Kandias et al. [75] X X
Magklaras et al. [88] X X X

Ali et al. [89] X X
Bertino et al. [85] X
Raskin et al. [86] X X

Althebyan et al. [83] X
Gritzalis et al. [87] X X

Ray et al. [90] X X X
Bhilare et al. [91] X X

Agrafiotis et al. [84] X
Buford et al. [93] X X

Park et al. [92] X X X
Nurse et al. [94] X X X X X
Legg et al. [95] X X X X X

Our Framework X X X X X X X X X

As it is shown in Table 9, most of the existing frameworks such as [75,83–87] focused
mainly on technical profiling measures that consider the digital working frame of insiders.
However, insider threats are a more challenging problem, so the optimal solution for them
is not purely technical one that focuses on a limited work-span of insiders. Rather, it is
a people-centric problem, which requires a holistic solution that includes technical and
nontechnical measures. Moreover, it should cover the actual working time of insiders as
well as the surrounding periods of their employment lifespan. This is what our framework
aims to achieve. It considers pre-countermeasure components before establishing the
technical monitoring module (vetting, granularity of assigning access/usage privileges
and security awareness training).

It is observed that the frameworks in [87–89,92,94] just consider individual elements
of such pre-countermeasures while our framework includes all of them within the pre-
countermeasure component. Moreover, the technical, psychological and behavioral profil-
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ing modules are all covered by our framework through in-countermeasure components.
These modules are also covered in [90,94,95], while in the other frameworks they are con-
sidered individually. Noticeably, the post-countermeasures are neglected by the existing
frameworks, except in [94] where forensic analysis factor was considered.

The implementing of technical profiling measures solely can lead to a suboptimal
system that lacks significant factors (psychological, behavioral and cognitive). The technical
profiling should be viewed as a single countermeasure in a broader set of all-inclusive
countermeasures. Table 9 shows that our framework integrates an array of countermeasures
that bridge the gaps of the existing framework for the ultimate goal of addressing the
insider threat problem in multiple dimensions. Moreover, while the existing frameworks
did not show how they can be employed on insider threat cases, our framework is applied
on three real-world insider threat cases to show its applicability in practice.

6. Conclusions

As insider threats are continuing to be an increasing concern for public and private
organizations, there is a critical need for effective ITP systems. The ITP topic is an emerging
area of research. Therefore, building an optimal system for ITP remains an open challenge.
In the literature, there are several approaches, each focusing on a particular aspect of the
problem. In spite of such advances in insider threat research, there is no an integrated
framework that incorporates various significant factors of insider threat problem (e.g., pre-
vious criminal incidents, unfettered access and usage privileges, lack of security awareness
training, termination/resignation notice period, etc.). Previous research considered some
individual factors, but a broader integrative perspective has been needed. Therefore,
this paper integrates all such aspects in a unified framework. The framework is based
on a multi-tiered approach that correlates pre-countermeasures, in-countermeasures and
post-countermeasures for the goal of addressing insider threats in an all-encompassing
perspective. We illustrate how different modules of the framework can act throughout the
lifespan of insiders’ employment by correlating various factors spanning across technical,
behavioral, psychological and cognitive domains. We show how real-world insider threat
cases can be addressed to confirm the soundness of the framework. Three insider threat
cases are modeled (sabotage, fraud and theft) to show the applicability of the framework
in practice. Using observations of the insider threat cases, an ontology/knowledge presen-
tation of the framework is presented (e.g., actors, actions, observables, threat indicators,
countermeasures, etc.).

We compare the framework with the previous ones to highlight how we extend and
contribute to insider threat research. There is a limitation of obtaining various real-world
data from organizations that are attacked by their insiders. It is hard to obtain a permission,
from attacked organizations, to survey and collect data in the domain of their information
security. In addition, attacked organizations are afraid from negative impacts toward their
business, if they announce carried out attacks by their insiders. However, to mitigate this
limitation, three insider threat cases were employed which simulated sabotage, fraud and
theft insider threat incidents. Looking towards the future, there are several avenues to
advance the ITP area:

• Providing an insider threat taxonomy (malicious and negligent), as each one should
have different strategies. For example, negligent insiders who make errors and
disregard policies without an intent to do harm for an organization, can be avoided
through security awareness and training programs.

• Employing non-technical/psychological factors, such as what is known as big five
personality traits (extraversion, agreeableness, openness, conscientiousness and neu-
roticism) for preventing insider threats proactively. An insider’s personality is one
of the contributing factors to his/her general motivation. Therefore, the employing
of psychological measures (personality traits) can lend a hand in early detection and
prevention of insider threat crimes.
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• Exploring root causes behind insider threats concerning motives and behaviors to
detect malicious intents early for the goal of preventing any possible harmful acts
proactively.

Our study highlights opportunities for future research. Practitioners and academicians
can draw on to incorporate into the ITP area. We expect the proposed framework will
provide rich insights on the insider threat field toward the ultimate goal of devising more
comprehensive solutions.
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