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Abstract: This paper aims at solving one challenging problem in designing VLSI chips, namely, the
security of the hardware, by presenting a new design approach that incorporates the obfuscation
technique in the VLSI implementation of some important DSP algorithms. The proposed method
introduces a new approach in obtaining a unified VLSI architecture for computing type IV discrete
cosine transform (DCT-IV) and type IV discrete sine transform (DST-IV), with an efficient integration
of the obfuscation technique, while maintaining low overheads. The algorithms for these two
transforms were restructured in such a way that their structures are fairly similar, and thus they can
be implemented on the same VLSI chip and on the same hardware with very few modifications, with
the latter being attributed to the pre-processing and post-processing stages. The design proposed
uses the regular and modular structures, which are named quasi-correlation, and the architecture
is inspired by the paradigm of the systolic array architecture. Thus, the introduced design benefits
the security, for the hardware, and also the advantages introduced by the use of the regular and
modular structures. A very efficient, unified VLSI architecture for type IV DCT/DST can be obtained,
which allows the computation of the two algorithms on the same hardware, allowing an efficient
incorporation of the obfuscation technique with very low overheads, and it can be very efficiently
implemented, offering high-speed performances and low hardware complexity, with the latter being
attributed to the efficient use of the hardware resources for the computation of these two algorithms.

Keywords: DCT-IV transform; DST-IV transform; discrete transforms; hardware security; systolic
arrays; time-varying obfuscation; VLSI algorithm

1. Introduction

In the past years, we have seen the telemedicine field growing and being one of great
interest, and, in the current environment, where the online world is starting to take prece-
dence, this field is also starting to become a vital one. The term telemedicine in itself could
be simply translated to remote medicine, and an aspect of utmost importance for achieving
the remote condition is data transmission and, of course, beforehand, data compression.

The discrete transforms DCT-IV and DST-IV, which were first introduced by Jain [1],
have spectral analysis, signal processing and image coding as their main applications [2–5],
and as such are valid candidates for being used in the telemedicine field. However, these
two transforms are computationally intensive and, as such, they need to be restructured to
ensure they are fit for being used in applications in real-time.

For a VLSI implementation and, moreover, an efficient one, one needs to take into
account the data flow within the algorithm’s structure, thus the relationship with both
its complexity and architecture. In this sense, the present paper proposes reformulated
algorithms for the calculation of both DCT-IV and DST-IV, in a such manner that an efficient
unified VLSI architecture can be obtained, based on structures that are regular and modular,
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such as cyclic convolution and circular correlation, and that can be used for an efficient
VLSI implementation through the paradigm of systolic arrays architecture [5,6].

1.1. Data Security

Data security is a complex phenomenon today, and is one of the most challenging
issues of the 21st century. Computer security in the era of the Internet of Things (IoTs)
and Cloud Storage and Computing is more and more important. At the software level,
access control is one of the most important aspects of computer security. In [7], there
are several solutions for access control presented, both traditional and modern ones,
such as the following: discretionary access control, mandatory access control, role-based
access control, attribute-based access control, etc., and context information in pervasive
computing domain, the RBAC approaches with spatial and temporal contexts, the RBAC
approaches with user, resource and environment-centric contexts, the RBAC approaches
with relationship contexts, the RBAC approaches with situational contexts, etc., for context
aware access control. As we can see, there were a lot of works on this subject that show its
importance. Some of the ideas that were developed for software security techniques can
also be used to develop hardware security measures. In the following, we will limit only to
the hardware security solutions and, more specifically, to obfuscation techniques.

Nowadays, when it is necessary to integrate different IP macro-cells using global
supply vendors, it is more and more important [8] to protect the design from piracy,
malicious alteration, or reverse engineering, resulting in Trojan threats [9].

The value of the modern products is mainly given by the new valuable ideas that are
incorporated into them. In the world of VLSI circuits, the research and development costs
are indeed extremely high, and the protection of their intellectual property rights is of great
importance. By overbuilding, an another company can sell ICs that are obtained by piracy,
and counterfeit and sell them illegally at a lower cost. Also, by reverse engineering of the
design, an untrusted company can extract a gate-level netlist of the chip, to steal valuable
information that can be incorporated in its own chips.

Thus, the problem of hardware security is one of great importance, which has led to a
lot of research that can be mainly classified as follows:

(1) Authentication-based approach;
(2) Obfuscation-based approach.

In this article, we will concentrate on obfuscation-based techniques, which is one of
the most important solutions for this problem [10–16].

For a logic encryption, which uses key gates, the latter are used for the purpose of
obfuscation. This way, for each key that is used, the true signal is transmitted, and, for
erroneous keys, an obfuscated false output signal will be the result.

One of the main techniques to obtain obfuscation is mode-based obfuscation [16,17].
This technique is used to design obfuscated functions by creating correct and incorrect
functional modes. The system will work in the desired mode if a correct key is used to
select this mode. The most simple mean to obtain this is by modifying the control flow in
the design and not the data path, by altering the control signals to obtain incorrect modes.

Koteshwara introduced, in the paper “Key-Based Dynamic Functional Obfuscation
of Integrated Circuits using Sequentially-Triggered Mode-Based Design” in 2017, the
following three types of obfuscation: fixed obfuscation, time-varying obfuscation, and
dynamic obfuscation [9].

We are addressing one challenging problem, which is the obfuscation of DSP circuits.
In [18], an obfuscating technique based on high-level transformations was proposed. This
approach also alters the data path, in order to obtain meaningful modes other than the
correct one. We are using an obfuscating method based on high-level transformations and
altering the obtained control flow.
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1.2. Presentation of the State-of-the-Art

There are many efficient VLSI implementations for direct and inverse DCT [19–24],
but few optimal VLSI implementations for type IV DCT or type IV DST [5,12,15,25–28],
and even fewer unified solutions to integrate both types of the two transforms on the same
chip [11,13,28].

In [5], a VLSI algorithm for DCT-IV based on cyclic convolution structures that can
be efficiently implemented in VLSI is proposed, but it cannot be efficiently unified with
DST-IV, and it cannot be used to efficiently embed the obfuscation technique, due to the
absence of appropriate control bits.

In [25], a hardware accelerator for DCT-IV based on a recursive algorithm is presented.
The obtained architecture is even more difficult to use to obtain an obfuscated VLSI chip
for DCT-IV.

In [29], the authors introduce a unified VLSI architecture for DCT/DST-IV that uses a
VLSI algorithm based on cycle convolutions, as in [5], but the throughput in this case is
half of that obtained in [5], and it also cannot be used to efficiently include the obfusca-
tion technique.

There are also recently proposed efficient algorithms for DCT-IV or DST-IV, as in [18,30];
however, they are mainly dedicated to software implementations.

In [17], a fast algorithm for DCT-IV based on recursive decomposition of the DCT-IV
matrix is presented, and in [30] we see a fast algorithm for DST-IV presented, based on SFG
graph representation and manipulations.

Thus, we have to derive new VLSI algorithms that can be used to obtain a high-
performance unified VLSI architecture for DCT/DST-IV, and that allow an efficient incor-
poration of the obfuscation technique.

Until now, there has been no efficient VLSI implementation for type IV DCT or
DST, except for our paper that was presented at TSP 2020 [26], which allows efficient
implementation of a hardware security technique.

As was shown in [26], it is possible to reformulate DCT-IV based on pseudo-correlation
structures, with the added advantage of securing hardware security by implementing
the time-varying obfuscation technique. It is possible to have a unified algorithm for
computing more than one transform. Based on the obfuscation technique introduced
in [9], and developed in the method presented in [26], this paper introduces a unified
architecture, with the same added advantage of hardware security, for both DCT-IV and
DST-IV; this way it offers the possibility of selecting and using the transform that is most
suited for the respective needed application, and, due to the similarity of the structures,
they can both be implemented on the same VLSI chip. Thus, in our paper presented at TSP
2020 [26], we proposed a new approach to efficiently incorporate the obfuscation technique
in the VLSI implementation of type IV DCT, which allows high-speed performances to
be obtained, using parallel processing and pipelining with low hardware complexity. To
our best knowledge, this is the first of such a solution. In the present paper, we extend the
approach presented in [26] to obtain a very efficient unified VLSI architecture for type IV
DCT/DST, with very low overheads necessary to unify the two architectures, based on a
new VLSI algorithm for type IV DST that can be computed on almost the same hardware
as type IV DST. To our best knowledge, this is a completely new approach for obtaining a
unified type IV DCT/DST that efficiently incorporates a hardware security technique.

1.3. The Main Contributions of the Paper

The problem of hardware security is one of the major challenges of the 21st century,
with high economic implications. Efficient embedding of obfuscation-based IP protection,
without affecting the high performances required and with low overheads, is a difficult ap-
proach, and a few efficient solutions are presented in the literature. In this paper, we intend
to propose a new approach for obtaining a high-performance unified VLSI architecture for
such a DSP algorithm, which allows efficient imbedding of the obfuscation technique.

The main contributions are:
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• A new unified approach to obtain a unified VLSI architecture that allows efficient
implementation of an obfuscation technique and improves, at the same time, the high
performances of VLSI implementation;

• A new unified VLSI algorithm for DCT/DST-IV that allows efficient unification of the
two transforms, and allows efficient implementation of the obfuscation technique;

• A new unified VLSI architecture for DCT/DST-IV that has embedded the new obfus-
cation technique;

• A new obfuscation technique that circulates a sequence of security keys that renders
the detection of the correct keys significantly more difficult, because the keys are
changing dynamically and not only the correct keys have to be determined, but also
the correct sequence;

• The new obfuscation technique allows a low area, low power and zero performances
overhead in the embedding, while maintaining the high performances of the VLSI
implementation of type IV DCT/DST.

The rest of the paper is organized as follows: in Section 2, we present the VLSI
algorithm for type IV DCT and we propose a new VLSI algorithm for type IV DST, which
can be efficiently unified with the first one. Also, we present the VLSI architecture that
implements the VLSI algorithms presented before. In Section 3, we present the obtained
unified VLSI architecture for type IV DCT/DST, which can execute the two VLSI algorithms
on the same hardware with very few changes, and efficiently incorporate the obfuscation
technique. In Section 4, we discuss the results, and in Section 5, we draw the conclusions.

2. Methods

Table 1 contains the explanations for the notations used in this paper that will be
referenced throughout Sections 2.1–2.4.

Table 1. Notations.

Notation Meaning

c Constant coefficient by Equation (15)
N Length of the transform
g Primitive root of the Galois field
α Constant coefficient given by Equation (2)

ξ(k) Permutation given by Equation (16)
ζ Permutation given by Equation (19)
ψ Permutation given by Equation (20)

η(k) Permutation given by Equation (21)
φ Permutation given by Equation (18)√

2
N

Constant coefficient

x(i) Real input sequence, where i = 0, 1, . . . , N − 1

xa(i) Auxiliary input sequence, where i = 0, 1, . . . , N − 1, given by Equations
(17) and (8)

xc(i) Auxiliary input sequence, where i = 0, . . . , N − 1, given by Equation (6)
x(k) Output sequence, where k = 1, 2, . . . , N − 1

x(i + j) Auxiliary input sequence given by Equation (13)
x(i − j) Auxiliary input sequence given by Equation (14)

Ta(k) Auxiliary output sequence, where k = 1, 2, . . . , N − 1, given by
Equations (4) and (5)

Tc(k) Auxiliary output sequence obtained, where k = 1, 2, . . . , N − 1, given by
Equations (9)–(12)

Ts(k) Auxiliary output sequence obtained, where k = 1, 2, . . . , N − 1, given by
Equations (30)–(33)
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2.1. VLSI Algorithm for DCT-IV

We are firstly describing the algorithm introduced in [26]. Thus, for a real input
sequence x(i), type IV DCT (DCT-IV) is defined as follows:

Y(k) =

√
2
N
·

N−1

∑
i=0

x(i) · cos[(2i + 1)(2k + 1)α] (1)

where k = 0, 1, . . . , N − 1,
and where the following applies:

α =
π

4N
(2)

Next, we remove the constant coefficient from the DCT-IV equation and add a multi-
plier for scaling the output, using this constant after the VLSI array.

With the goal of achieving an efficient VLSI algorithm, we need to reformulate
Equation (1) and, for doing this, we use a new input chain for restructuring.

The output sequence x(k) can be calculated using the equation below:

Y(k) = [xa(0) + 2Ta(k)] · cos[(2k + 1)α] (3)

where k = 1, . . . , N − 1,
and with the auxiliary output sequence Ta(k) that can be recursively computed using

the equations below:

Ta(0) =
N−1

∑
i=0

xa(i) cos(2iα) =
N−1

∑
i=0

xC(i) (4)

Ta(k) = TC(k)− Ta(k− 1) (5)

where the following applies:
xC(i) = xa(i) · cos[2iα] (6)

as well as with the input auxiliary sequence xa(i) that can be recursively computed using
the equations below:

xa(N − 1) = x(N − 1) (7)

xa(i) = x(i)− xa(i + 1) (8)

where i = N − 2, . . . , 0.
Using the auxiliary input sequence xa(i) given by Equations (7) and (8) and in-

troducing the auxiliary output sequence Ta(k) that can be recursively computed using
Equations (4) and (5) we can obtain the desired computational structures as shown below.

The auxiliary output sequence obtained Tc(k) can be calculated in parallel by using
8 short quasi-circular correlations, if we consider the transform’s length N as a prime number.

Using Equations (7) and (8) we can reformulate the DCT-IV algorithm in a more
appropriate form. Then, using the permutations defined in Equations (16)–(21), using the
properties of the Galois field and appropriately grouping the obtained terms, it is possible
to put the DCT-IV algorithm in the form given by Equations (9)–(12). In Equations (9)–(12),
which will be used to obtain the desired VLSI architecture, we have used the notations
given by Equations (13)–(15).

Thus, considering N = 13, we will have the following:
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 TC(2)
TC(8)
TC(6)

 =

 c(4) −c(3) c(12)
−c(3) c(12) c(4)
c(12) c(4) −c(3)

 ·
 x(2 + 11)

x(8 + 5)
x(6 + 7)

+

 c(8) c(6) −c(11)
c(6) −c(11) c(8)
−c11) c(8) c(6)

 ·
 x(4 + 9)

x(3 + 10)
x(12 + 1)

 (9)

 TC(4)
−TC(10)
TC(12)

 =

 c(8) c(6) −c(11)
−c(6) c(11) −c(8)
−c(11) c(8) c(6)

 ·
 x(2 + 11)

x(8 + 5)
x(6 + 7)

+

 −c(3) c(12) −c(9)
−c(12) c(9) c(3)
−c(9) −c(3) c(12)

 ·
 x(4 + 9)

x(3 + 10)
x(12 + 1)

 (10)

 TC(11)
TC(5)
TC(7)

 =

 −c(9) c(10) −c(1)
c(10) −c(1) −c(9)
−c(1) −c(9) c(10)

 ·
 x(2− 11)

x(8− 5)
x(6− 7)

+

 −c(5) c(7) c(2)
−c(7) −c(2) −c(5)
c(2) c(5) −c(7)

 ·
 x(4− 9)

x(3− 10)
x(12− 1)

 (11)

 TC(9)
−TC(3)
TC(1)

 =

 −c(5) −c(7) c(2)
c(7) −c(2) c(5)
c(2) −c(5) −c(7)

 ·
 x(2− 11)

x(8− 5)
x(6− 7)

+

 c(10) c(1) c(4)
c(1) c(4) −c(10)
c(4) −c(10) −c(1)

 ·
 x(4− 9)

x(3− 10)
x(12− 1)

 (12)

where we have noted the following:

x(i + j) = xa(i) + xa(j) (13)

x(i− j) = xa(i)− xa(j) (14)

as well as the following:
c(i) = 2 · cos(2iα) (15)

It can be seen from Equations (9)–(12) that all the elements along the second diagonal
in each matrix from the eight matrix–vector products are the same except for the sign.
We have called this structure a quasi-circular correlation and, as will be seen in the next
section, this computational structure can be efficiently implemented using an architectural
paradigm that is well appropriated for a VLSI implementation, called systolic arrays.

For reformulating the calculation of DCT-IV, we have used two auxiliary input se-
quences and a fitting recurrence of Equations (4) and (5) and the result is reordered by
using the permutations presented below:

ξ(k) = (ζ ◦ ψ)(k) = ζ(ψ(k)) (16)

η(k) = (ζ ◦ ϕ)(k) = ζ(ϕ(k)) (17)

φ(k) =

{
< gk >N i f k > 0
< gN+k−1 >N otherwise

(18)

ζ(k) =< 2k >N (19)

where g = 3 is the primitive root (from the Galois field, which is formed by the transform
indexes) and the meaning for the variables is defined in Table 1.

ϕ(k) =
{

φ′(k) i f φ′(k) > (N − 1)/2
φ′(N − 1 + k) otherwise

(20)

ψ(k) =
{

φ′(k) i f φ′(k) ≤ (N − 1)/2
φ′(N − 1 + k)otherwise

(21)
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2.2. VLSI Algorihm for DST-IV

For a real input sequence x(i), type IV DST (DST-IV) is defined as follows:

Y(k) =

√
2
N
·

N−1

∑
i=0

x(i) · sin[(2i + 1)(2k + 1)α] (22)

where k = 0, 1, . . . , N − 1,
with the following:

α =
π

4N
(23)

By dropping the constant coefficient from the equation for DST-IV and by adding a multi-
plier after the VLSI array, we scale the output with this constant.

For achieving an efficient VLSI algorithm, we have to reformulate Equation (20) by
using a new input restructuring chain, and by this way obtaining a parallel decomposition
for the algorithm, which uses quasi-circular correlation forms.

We can compute the output sequence x(k) as shown below:

Y(k) = [xa(0) + 2Ta(k)] · sin[(2k + 1)α] (24)

where k = 1, . . . , N − 1,
and recursively compute the auxiliary output sequence Ta(k) as shown below:

Ta(0) =
N−1

∑
i=0

xa(i) cos(2iα) =
N−1

∑
i=0

xC(i) (25)

Ta(k) = Ta(k− 1)− TS(k) (26)

where the following applies:
xC(i) = xa(i) · cos[2iα] (27)

as well as with recursively computing the auxiliary input sequence xa(i) as shown below:

xa(N − 1) = x(N − 1) (28)

xa(i) = x(i) + xa(i + 1) (29)

where i = N − 2, . . . , 0.
In a similar manner as in the algorithm for DCT-IV, we can restructure the DST-IV algo-

rithm using the auxiliary input sequence xa(i) given by Equations (28) and (29) and the aux-
iliary output sequence Ta(k) that can be recursively computed using Equations (26) and (27)
in a such manner that we can obtain the desired computational structures as shown below.

By using 8 short pseudo-circular correlations, we can compute in parallel the new
thus obtained auxiliary output sequence {TC(k) : k = 1, 2, . . . , N − 1}, if we consider
the transform length N as a prime number.

In order to reformulate the DST-IV algorithm in the required form after using
Equations (25)–(27) we have to find another auxiliary input sequence defined by
Equations (28) and (29). Then, using the permutations defined in Equations (37)–(40) and
appropriately grouping the obtained terms it is possible to put the DST-IV algorithm in the
form given by Equations (30)–(33). In Equations (30)–(33),which will be used to obtain the
desired VLSI architecture, we have used the notations given by Equations (34)–(36).

Hence, if we consider the transform’s length to be N = 13 we will have the following: TS(2)
TS(8)
TS(6)

 =

 s(4) −s(3) s(12)
−s(3) s(12) −s(4)
s(12) −s(4) s(3)

 ·
 x(2− 11)

x(8− 5)
x(6− 7)

+

 s(8) s(6) −s(11)
s(6) −s(11) −s(8)
−s11) −s(8) −s(6)

 ·
 x(4− 9)

x(3− 10)
x(12− 1)

 (30)



Electronics 2021, 10, 1656 8 of 23

 TS(4)
−TS(10)
TS(12)

 =

 s(8) s(6) −s(11)
−s(6) s(11) s(8)
−s(11) −s(8) −s(6)

 ·
 x(2− 11)

x(8− 5)
x(6− 7)

+

 −s(3) s(12) −s(4)
−s(12) s(4) −s(3)
−s(4) s(3) −s(12)

 ·
 x(4− 9)

x(3− 10)
x(12− 1)

 (31)

 TS(11)
TS(5)
TS(7)

 =

 −s(4) s(3) −s(12)
s(3) −s(12) s(4)
−s(12) s(4) −s(3)

 ·
 x(2 + 11)

x(8 + 5)
x(6 + 7)

+

 −s(8) s(6) s(11)
−s(6) −s(11) s(8)
s(11) −s(8) s(6)

 ·
 x(4 + 9)

x(3 + 10)
x(12 + 1)

 (32)

 TS(9)
−TS(3)
TS(1)

 =

 −s(8) −s(6) s(11)
s(6) −s(11) −s(8)
s(11) s(8) s(6)

 ·
 x(2_11)

x(8 + 5)
x(6 + 7)

+

 s(3) s(12) s(4)
s(12) s(4) s(3)
s(4) s(3) s(12)

 ·
 x(4 + 9)

x(3 + 10)
x(12 + 1)

 (33)

where we considered the following:

x(i + j) = xa(i) + xa(j) (34)

x(i− j) = xa(i)− xa(j) (35)

and the following:
s(i) = 2 · sin(2iα) (36)

As in the case of the proposed algorithm for DCT-IV, it can be seen from
Equations (30)–(33) that all the elements along the second diagonal in each matrix from
the eight matrix–vector products are the same, except for the sign. We have called this
structure a quasi-circular correlation and, as will be seen in the next section, this computa-
tional structure can be efficiently implemented using an architectural paradigm that is well
appropriated for a VLSI implementation called systolic arrays. Moreover, due to the fact
that all the computational structures are very similar with those for DCT-IV, this can lead
to a unified implementation of the two algorithms on the same hardware.

For reformulating the calculation of DST-IV, we use two auxiliary input sequences
and a fitting recurrence of Equations (25) and (26) and the result is reordered by using the
permutations given below:

ξ(k) = (ζ ◦ ψ)(k) = ζ(ψ(k)) (37)

η(k) = (ζ ◦ ϕ)(k) = ζ(ϕ(k)) (38)

φ(k) =

{
< gk >N i f k > 0
< gN+k−1 >N otherwise

(39)

ζ(k) =< 2k >N (40)

where, from the Galois field of the transform index, we are using the primitive root g = 3.
The variables used are defined in Table 1.

2.3. VLSI Architecture for DCT-IV

Figure 1 shows a zoom-in of a PE and how it functions. The control bit, noted under
tc, is purposed for storing the input in the appropriate PE; within the PE, the control bit
will then select the correct coefficient. Processing elements (PE) are used in Figures 2–5.
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Figures 2–5 present the architecture of the hardware core, which is implementing the
reformulated algorithm; each systolic array implements Equations (9)–(12). Each systolic
array shown below has 6 processing elements, which are grouped three by three, and any
processing element contains a control bit and a corresponding multiplexer. The control bit
is used for controlling the sign of the computations. Thus, the proposed architecture has
6 control bits for the 6 PEs and the technique of time-varying obfuscation is implemented
by modifying the control bits; this way it has as a result multiple outputs, with one being
the right one and the rest being obfuscated.

We can see in Figures 2–5 that there are 6 short quasi-circular correlation structures
and they all have a similar structure and of course the same length, which leads both to a
I/O cutback and hardware cost reduction.

In Figure 2 we have mapped the data flow graph for Equation (9) and we have
obtained the systolic array from below. We can see that the hardware core computes the
auxiliary input sequences x(4 + 9), x(3 + 10), x(12 + 1), x(2 + 11), x(8 + 5) and x(6 + 7), and
the auxiliary output Tc(6), Tc(8) and Tc(2) of the DCT-IV transform.

In Figure 3 we have mapped Equation (10) and we have obtained the systolic array
from below. We can see that the hardware core computes the auxiliary input sequences
x(4 + 9), x(3 + 10), x(12 + 1), x(2 + 11), x(8 + 5) and x(6 + 7), and the auxiliary output Tc(12),
Tc(10) and Tc(4) of the DCT-IV transform.
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In Figure 4 we have mapped Equation (11) from the VLSI algorithm of DCT-IV and
we have obtained another systolic array. We can see that the hardware core computes the
auxiliary input sequences x(4 − 9), x(3 − 10), x(12 − 1), x(2 − 11), x(8 − 5) and x(6 − 7),
and the auxiliary output Tc(7), Tc(5) and Tc(11) of the DCT-IV transform.

In Figure 5 we have obtained another systolic array that implements Equation (12). We
can see that the hardware core computes the auxiliary input sequences x(4 − 9), x(3 − 10),
x(12 − 1), x(2 − 11), x(8 − 5) and x(6 − 7), and the auxiliary output Tc(1), Tc(3) and Tc(9) of
the DCT-IV transform.

In addition to the hardware core, we need to mention the pre-processing and post-
processing stages, which implement relations (7) and (8) and (4)–(6), respectively. They
are needed to gather, from the input chain, the needed data in the required format and for
recursively calculating the output.

2.4. VLSI Architecture for DST-IV

Figure 6 shows the functioning of a processing element from Figures 7–10. It can be
seen that it is the same with that given in Figure 1 for the VLSI architecture of type IV DCT.
This is very important in view of obtaining a unified architecture resulting in having the
same hardware core for the DCT-IV and DST-IV.
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Similarly to the VLSI architecture for DCT-IV, we have the same 6 processing elements
for each individual systolic array.

In Figure 7 we have mapped the data flow graph for Equation (30) and we have
obtained the systolic array from below. We can see that the architecture presented computes
the auxiliary output sequences Ts(2), Ts(8) and Ts(6), using the auxiliary input sequences
x(4 − 9), x(3 − 10), x(12 − 1), x(2 − 11), x(8 − 5) and x(6 − 7) of the DST-IV transform.

In Figure 8 we have mapped the data flow graph for Equation (31) and we have
obtained the systolic array from below. We can see that the architecture presented computes
the auxiliary output sequences Ts(4), Ts(10) and Ts(12), using the auxiliary input sequences
x(4 − 9), x(3 − 10), x(12 − 1) and x(2 − 11), x(8 − 5), x(6 − 7) of the DST-IV transform.

In Figure 9 we have mapped the data flow graph for Equation (32) and we have
obtained another systolic array. We can see that the architecture presented is computing
the auxiliary output sequences Ts(11), Ts(5) and Ts(7), using the auxiliary input sequences
x(4 + 9), x(3 + 10), x(12 + 1), x(2 + 11), x(8 + 5) and x(6 + 7) of the DST-IV transform.

In Figure 10 we have mapped Equation (33), resulting in the systolic array from below.
We can see that the architecture presented computes the auxiliary output sequences Ts(9),
Ts(3) and Ts(1), using the auxiliary input sequences x(4 + 9), x(3 + 10), x(12 + 1), x(2 + 11),
x(8 + 5) and x(6 + 7) of the DST-IV transform.

The pre-processing and post-processing stages implement Equations (28), (29) and
(25)–(27), respectively, and the hardware core, which is shown in Figures 7–10, implements
Equations (30)–(33).

3. Results

Figure 11 shows the principle of the time-varying obfuscation technique that was used
for our unified VLSI architecture, where the right key values are represented by K[0...5],
the trigger signal is noted with Ti, the obfuscated signal is noted with Ci, and G represents
the combination between Ti and Ci, thus obtaining the obfuscated signal. We have noted,
with C1c, . . . , C6c, the correct sign bits for DCT-IV and, with C1s, . . . , C6s, the correct
sign bits for DST-IV. The right signal is achieved at x1 and x6, when K[0] = 0, K[1] = 0,
K[2] = 1, K[3] = 0, K[4] = 0 and K[5] = 1, whilst for the rest, erroneous signals are selected.
The combination formed by K[0], . . . , K[5] represents the obfuscation key.
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Figure 11b presents the obfuscation scheme and Figure 12 presents the functioning
of a processing element PE that we have used in our unified VLSI architecture given
in Figures 13–16. As shown in Figure 10, for each processing element, we have three con-
trol tags that are rotated. To select the correct control tags in Figures 13–16, we need a
key[0 . . . 2] for the systolic array from above, and a key[3 . . . 5] for the systolic array from
below. However, as there are three control tags for each processing element that is rotated,
we need three keys that also have to be rotated, as in Figure 11b. This leads to a more
difficult task when attempting to identify the correct sequence of keys. This obfuscation
scheme has not been used until now.
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Next, we will show how we obtain the unified VLSI array for DCT-IV and DST-IV,
which allows the integration of the obfuscation scheme presented above.

In Sections 2.1 and 2.3, we have presented the VLSI algorithm for DCT-IV, and its VLSI
architecture that efficiently includes the obfuscation technique [25]. The VLSI algorithm
uses eight short pseudo-circular correlations that can be computed in parallel, and thus we
can obtain high-speed performances using parallelism. The proposed VLSI algorithm has
been implemented using the systolic array paradigm that allows low hardware complexity
to be obtained. The obtained VLSI architecture can efficiently incorporate the obfuscation
technique, and it has a good topology with local and regular interconnections that allow
efficient VLSI implementation.

In Sections 2.2 and 2.4, we have presented a new VLSI algorithm for DST-IV and its
VLSI architecture that also allows the efficient inclusion of the obfuscation technique. The
obtained VLSI algorithm also uses eight short pseudo-circular correlations that can be
computed in parallel and has a similar structure as that obtained for DCT-IV, thus enabling
efficient unified implementation of the two transforms on the same hardware core, with
very few modifications in the pre-processing and post-processing stages.

As can be seen from Figures 13–16, we can efficiently unify the architectures for the
computation of DCT-IV with those for DST-IV, using the proposed VLSI algorithms and
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architectures. Thus, we can unify the architecture that computes Tc(6), Tc(8) and Tc(3) of the
DCT-IV algorithm with the architecture that computes Ts(11), Ts(5) and Ts(7) for DST-IV.
It is apparent that we can use the same architecture for both of the transforms, and we
only have to change the sign bits and the cosine/sine coefficients. It can be seen that the
auxiliary input sequences x(2 + 11), x(8 + 5), x(6 + 7), x(4 + 9), x(3 + 10) and x(12 + 1) do not
change when we switch the computation from DCT-IV to DST-IV.

In Figure 13, we have the systolic array that implements Equations (9) and (30) in a
unified manner. As can be seen, we can compute the auxiliary outputs Tc(7), Tc(5) and Tc(11)
of the DCT-IV sequences, and Ts(6), Ts(8) and Ts(2) for DST-IV, using the same hardware,
without any modifications. We have to switch the input sequences with the sine and cosine
coefficients noted in Figure 13, with *1) and *2) and the sign bits noted with *1) for DCT-IV
and *2) for DST-IV, which are different in the computation of the two transforms.

We can also unify the architecture that computes Tc(4), Tc(10) and Tc(12) of the DCT-IV
algorithm with the architecture that computes Ts(9), Ts(3) and Ts(1) for DST-IV. It can be
seen that we can use the same architecture for both of the transforms and we only have
to change the sign bits and the cosine/sine coefficients. The auxiliary input sequences
x(2 + 11), x(8 + 5), x(6 + 7), x(4 + 9), x(3 + 10) and x(12 + 1) do not change when we
switch the computation from DCT-IV to DST-IV. In Figure 14, we have the systolic array
that implements Equations (1) and (20) in a unified manner. As shown in Figure 14, we
can compute the auxiliary output sequences Tc(4), Tc(10) and Tc(12) of DCT-IV, and Ts(9),
Ts(3) and Ts(1) for DST-IV, using the same architecture, without any modifications in the
hardware. We have to switch the input sequences with the sine and cosine coefficients
noted in Figure 14, with *1) and *2) and the sign bits noted with *1) for DCT-IV and *2) for
DST-IV, which are different in the computation of the two transforms.

We can then unify the architecture that computes Tc(7), Tc(5) and Tc(11) of the DCT-IV
algorithm with the architecture that computes Ts(6), Ts(8) and Ts(2) for DST-IV. As in
the previous cases, it can be seen that we can use the same architecture for both of the
transforms, and we only have to change the sign bits and the cosine/sine coefficients. It can
be seen that the auxiliary input sequences x(2 − 11), x(8 − 5), x(6 − 7), x(4 − 9), x(3 − 10)
and x(12 − 1) do not change when we switch the computation from DCT-IV to DST-IV. In
Figure 16, we have obtained the unified systolic array that implements Equations (11) and
(32) in a unified manner. As shown in Figure 16, we can compute the auxiliary outputs
Tc(7), Tc(5) and Tc(11) of the DCT-IV sequences, and Ts(6), Ts(8) and Ts(2) for DST-IV using
the same hardware, without any modifications. We have to switch the sequences with the
sine and cosine coefficients noted in Figure 16, with *1) and *2) and the sign bits, which are
different in the computation of the two transforms.

We can then unify the architecture that computes Tc(1), Tc(3) and Tc(9) of the DCT-IV
algorithm with the architecture that computes Ts(12), Ts(10) and Ts(4) for DST-IV. As in
the previous cases, it can be seen that we can use the same architecture for both of the
transforms, and we only have to change the sign bits and the cosine/sine coefficients. The
auxiliary input sequences x(2 − 11), x(8 − 5), x(6 − 7), x(4 − 9), x(3 − 10) and x(12 − 1)
do not change when we switch the computation from DCT-IV to DST-IV. In Figure 16, we
have the systolic array that implements Equations (12) and (33) in a unified manner. Also,
as can be seen in Figure 16, we can compute the auxiliary outputs Tc(1), Tc(3) and Tc(9)
of the DCT-IV sequences, and Ts(12), Ts(10) and Ts(4) for DST-IV using exactly the same
hardware. We have to switch the sequences with the sine and cosine coefficients noted in
Figure 16, with *1) and *2) and the sign bits, which are different in the computation of the
two transforms.

We can see that we can use the same hardware in the post-processing stage to compute
Equation (3) for DCT-IV and (24) for DST-IV, but only changing the sequences of the
sine and cosine coefficients. Also, Equations (4) and (5) for DCT-IV, and (25) and (26) for
DST-IV can be computed in the post-processing stage, using the same hardware, without
any modifications.
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We can also use almost the same hardware to compute the auxiliary input sequences,
using Equations (7) and (8) for DCT-IV, and (28) and (29) for DST-IV; the only difference is
in one sign.

4. Discussion

We have obtained two VLSI algorithms and architectures for type IV DCT and type IV
DST that allow for an efficient unified VLSI implementation and an efficient incorporation
of the obfuscation technique, with very low overheads.

4.1. Evaluation of the Results

In our analysis, we start with the following observation: It is not possible to extract
the correct bits of the key applied to each MUX if the whole simulation is not finished. If
we have an MUX with M input signals and one output of type L:1, where M is the number
of control signals, then the total number of combinations is LM, out of which only one
is correct.

If we consider, for example, Figure 9, we have three control bits for the systolic array
from above and another three control bits for the array below. For each combination of bits,
we have one key. However, we have to use three keys that are circulated in a cycle manner,
with the length of the sequence equal with three. These three keys have to be applied in
the right sequence. The number of permutations is three! Moreover, only one sequence
is correct.

Thus, the number of functional modes, N, which is also showcased in Table 2, will
be equal with (3!L3)(3!L3), out of which only one mode is correct. For L = 4, we have
N = 147,456 of modes, but only one is correct and yields the correct result. However, we
have four such VLSI architectures that each give 25% of the result. So, for one correct result,
we have N4 − 1 modes that yield a wrong result.

Table 2. Analysis of functional modes.

L 2 4 8

Number of modes 34044 − 1 147,4564 − 1 9,437,1844 − 1

The proposed unified VLSI architecture allows efficient implementation of the obfus-
cation technique to be obtained, due to the control bits introduced that can be efficiently
used, as it can be seen in Figures 7–10.

The overhead area of the proposed obfuscation scheme consists of 48 MUXs and
24 AND gates, and is less than 0.5% of the total chip area.

The overheads determined by the unification of the two VLSI architectures are very
low. As we compare the equations of the two transforms, we can see that there is one
difference in the sign of Equations (8) and (29) that affects the hardware structure. The rest
of the differences only affect the input sequences and not the hardware structure. So, the
unification overheads are really very small, being less than 0.01% of the chip area.

In the proposed VLSI architectures, we have 2(N − 1) multipliers and 2(N − 1)
adders, and we obtain four output samples for each clock cycle. The result is obtained
after (N − 1)/4 clock cycles. As can be seen before, for the two VLSI algorithms, we
have obtained two VLSI architectures with very good performances, such as high-speed
processing, using a parallel decomposition of the two VLSI algorithms, and thus obtaining
low hardware complexity and a good topology that allows efficient VLSI implementation.

4.2. Comparison

We will compare our VLSI architecture with some of the most relevant VLSI imple-
mentations for DCT-IV and DST-IV, to show that we can embed the obfuscation technique
without affecting the performances of VLSI implementation. It was also shown that the
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proposed approach allows efficient embedding of the obfuscation technique with a low
area/power and zero performance overheads.

As compared with existing VLSI architectures for DCT-IV and DST-IV, we can see
that in [28,29] the throughput is four times lower as compared with our proposed solution,
where we have eight systolic arrays working in parallel rather than two systolic arrays, as
in [28,29]. Moreover, the solution proposed in [31] is dedicated to DCT-IV and neither one
of them incorporate the obfuscation technique.

In [32–39], we see a hardware accelerator for the computation of DCT-IV. In the
proposed method, each data from the input sequence is fed to a multiplier and to an
accumulator. The partial results are recursively computed until the output sample is
obtained after N clock cycles. The proposed hardware accelerator contains 3N registers,
2N adders and 2N multipliers, as opposed to our VLSI implementation that contains
2(N − 1) multipliers and 2(N − 1) adders. We obtain four output samples each clock
cycle, as opposed to [25], where we obtain eight output samples after eight clock cycles.
Moreover, the VLSI architecture from [25] is difficult to unify and is not possible to include
the obfuscation technique, as there are no control bits.

As compared to [5], we have the same number of multipliers and adders 2(N − 1)/2
as in our VLSI architectures, and the same throughput, but the VLSI architecture in [5]
is dedicated to DCT-IV and cannot be used to efficiently incorporate the obfuscation
technique, due to the absence of control bits. Comparing to [5], we obtain the same
performance with an addition of a cost increase for the hardware, which is caused by the
addition of the multiplexers needed for implementing the obfuscation.

As compared with our paper presented at TSP 2020 [26], which was extended in
this article, the proposed solution represents a unified approach based on a unified VLSI
algorithm that allows a unified VLSI architecture for DCT/DST-IV that grants efficient
incorporation of the obfuscation technique. We have used another obfuscation technique
that circulates a sequence of security keys, which renders the detection of the correct
sequence of keys more difficult, and that allows the obfuscation technique to be embedded
with a low area/power and zero performances overhead, while maintaining the high
performances of the VLSI implementation of DCT/DST-IV.

As was shown in Sections 4.1 and 4.2, it is possible to efficiently unify the two VLSI
architectures for computing DCT-IV and DST-IV, while incorporating an efficient obfusca-
tion technique with low area overheads and no performances overhead, and obtaining, at
the same time, a low area/power and high performances. Future work will include the
implementation of the algorithm on an FPGA.

5. Conclusions

In this paper, we have extended the design approach presented by us at the TSP
2020 [26]. The proposed method uses regular and modular structures named quasi-circular
correlations, in order to obtain a unified VLSI architecture for type IV DCT/DST. It has high
performances and it attains hardware security with very low overheads. We have included
the obfuscation technique in the unified VLSI architecture of DCT/DST-IV with very low
area/power overheads and zero performances overhead. The high-speed performances
have been obtained by using parallelism and pipelining with a low hardware complexity,
and a good topology with local connections, obtaining an architecture that is well suited
for VLSI implementation; the architecture is inspired by the paradigm of the systolic array
architecture, which allows efficient VLSI implementation. The algorithms and architectures
for the two transforms were restructured in such a manner that they can be implemented
on the same VLSI chip, using the same hardware, with very few modifications in the
pre-processing and post-processing stages. Thus, we have the added benefit of attaining
hardware security with very low overheads and obtaining, at the same time, very efficient
VLSI implementation.

The main limitation of the paper is the use of an approach that is an extension of the
static obfuscation technique, and as future directions of the research, we can mention the
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use of the time-varying obfuscation technique and the extension of the research for other
DSP algorithms.
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