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Abstract: This paper provides an overview of islanding fault detection in microgrids. Islanding fault
is a condition in which the microgrid gets disconnected from the microgrid unintentionally due to
any fault in the utility grid. This paper surveys the extensive literature concerning the development
of islanding fault detection techniques which can be classified into remote and local techniques,
where the local techniques can be further classified as passive, active, and hybrid. Various detection
methods in each class are studied, and advantages and disadvantages of each method are discussed.
A comprehensive list of references is used to conduct this survey, and opportunities and directions
for future research are highlighted.
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1. Introduction

Microgrids are defined as a cluster of loads, distributed energy generation units, and storage
devices. Microgrids can be either connected to the utility grid or disconnected from it. When a
microgrid is connected to the utility grid, the microgrid can inject power to the utility grid when there
is a surplus power, and in the case of power shortage, the utility grid can help the microgrid to supply
the demanded power. When the microgrid is disconnected from the microgrid, the generation units
should continue supplying the loads by themselves.

Microgrids are the most promising solution for the current high rate of consumption of
nuclear and fossil fuels, and for the need to reduce pollutant emission in electricity generation
field. However, numerous problems should be addressed before their widespread usage in
the power networks. These problems include frequency stabilization (e.g., model predictive
control [1], passivity-based approach [2], and Lyapunov-based approach [3]), voltage stabilization
(e.g., PI controller [4], fuzzy logic [5], droop control [6], and consensus-based approach [7]), robustness
against uncertainties (e.g., optimization-based approach [8], load shedding-based approach [9], neural
networks [10], and three phase improved magnitude phase locked loop [11]), and tolerance toward
faults (e.g., reconfiguration-based approach [12], model predictive control [13], optimization-based
approach [14], model-based techniques [15], and a consensus-based approach [16]).

Faults can happen either in the microgrid components or in the utility grid. Faults in the microgrid
components usually change the operating points of the generation units and storage devices to supply
the demanded power by the loads, for example, lubricant system fault in wind system [17], sensor fault
in the wind system [18], shading fault in the solar system [19], inverter fault in the solar system [20],
battery fault [21], ground fault [22], and converter switching faults [23]. See Reference [24] and
references therein for a comprehensive study on the subject. However, faults on the grid side can
cause a sequence of switching events which can eventually disconnect the microgrid from the utility
grid [25].
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Disconnection from the utility grid is called islanding, which can be either intentional (due to
scheduled maintenance [26] or economical/management constraints [27]) or unintentional (due to
faults or other uncertainties in the utility grid [28]). The latter case is called islanding fault, which poses
the following drawbacks—(1) It is a hazard for personnel, as they may consider the systems as inactive
while the generation units are feeding power to the loads [29]; (2) The voltage and frequency may not
be maintained at a standard acceptable level [30]; and (3) Circuit reclosers reconnect the disconnected
microgrid to the utility grid when out of phase [31]. Therefore, quick and accurate detection of the
islanding fault is a very important issue that should be addressed properly. It is noteworthy that the
IEEE Std 1547 [32], IEEE Std 929 [33], and IEC Std 61727 [34] specify that the islanding fault should be
detected within 2 s.

Islanding fault detection techniques can be classified into two basic types [35]: remote and local
techniques, where the local techniques can be further categorized as passive, active, and hybrid
(see Figure 1). The core idea of all techniques is to monitor the microgrid parameters, and detect
the occurrence of the islanding fault based on the changes in these parameters. It is reported in
Reference [36] that from 1988 to 2012, 5% of the proposed methods was remote, 20% was passive,
41% was active, and 34% was hybrid.

Figure 1. Islanding fault detection techniques.

In this paper, we survey several basic and more recent islanding fault detection methods.
In particular, this paper has two main objectives—(1) to summarize research efforts related to the
islanding fault detection in microgrids, including both remote and local techniques, and (2) to discuss
potential research directions addressing some of the weaknesses of each technique. This paper is
different from the existing ones in the literature, and our contributions are two-fold. First, instead of
concentrating on one technique, we conduct a comprehensive survey focusing on both remote and
local (including passive, active, and hybrid) techniques. Second, we discuss more recent and promising
research outcomes in each covered research area. We believe that this paper provides sufficient breadth
and depth on the subject, specifically for researchers who are new to this field.

The rest of this paper is organized in the following order. Section 2 surveys three common
remote techniques; transfer trip scheme method in Section 2.1, power line carrier communication in
Section 2.2, and system state monitoring in Section 2.3. Section 3 studies local techniques. In particular,
nine passive methods are described in Section 3.1, where advantages and disadvantages of each
method are discussed. In Section 3.2, some common active methods are studied. The pros and cons of
active methods in comparison with passive methods are highlighted. Hybrid techniques are surveyed
in Section 3.3. This section describes the main philosophy of the hybrid methods, their connection
with passive and active methods, and their strengths and weaknesses. Finally, Section 4 provides
concluding remarks.

2. Remote Techniques

Communication between the utility grid and the microgrid is the basis of remote techniques.
More precisely, the main idea in the remote techniques is to share the information between the utility
grid and the microgrid through a communication channel, and use signal processing techniques to
detect the islanding fault. Three approaches along this line are surveyed below.
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2.1. Transfer Trip Scheme

The transfer trip scheme (a.k.a. switch state monitoring [37] and Intertripping [38]) is developed
based on monitoring the status of all the circuit breakers and reclosers. To do so, the transfer trip
scheme needs to be incorporated with the Supervisory Control and Data Acquisition (SCADA) system
to monitor the operation of all switches [39]. When a disconnection is detected in the microgrid,
the transfer trip system can determine which area is disconnected from the utility grid, and sends
appropriate commands to the corresponding control units to run the disconnected areas in islanding
mode. A schematic of this method is depicted in Figure 2.

Figure 2. Schematic of the transfer trip scheme for islanding fault detection.

The transfer trip scheme has a negligible non-detection zone and usually provides a fast islanding
fault detection. However, implementation cost and complexity of this method is considerably high,
as it requires a thorough interaction between the utility grid and the microgrid.

2.2. Power Line Carrier Communication

This method (a.k.a. Power Line Signaling [40]) includes two types of devices: (1) a transmitter that
uses the the power line to send a low-energy communication signal, and (2) receivers that are installed
at the microgrid side at appropriate points. In this method, the transmitter broadcasts a signal toward
the microgrid side, which is called anti-islanding signal. If any receiver does not sense the signal
(caused by the opening of the circuit breakers) for certain duration, it is considered as an islanding fault
in the corresponding area. A schematic of the power line carrier communication method is depicted in
Figure 3.

As suggested in Reference [41], the signal should be a low-frequency signal (at or below 500 [Hz]),
as high-frequency signals are strongly attenuated by the inductors in distribution transformers.
A possible way to generate such signal is to use the waveform distortion technique [40]. The suggested
pattern is to broadcast the signal for every four cycles, where the islanding fault is detected if the
receiver does not sense the signal for two/three cycles.

The power line carrier communication method is reliable, has almost zero non-detection zone,
and works effectively in microgrids with multiple areas. This method provides a fast detection, and has
no impact on the power quality. However, the power line carrier communication method can be very
expensive to implement, specially on small-scale microgrids.
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Figure 3. Schematic of the power line carrier communication method for islanding fault detection.

2.3. System State Monitoring

This method, which is generally considered as a function of the SCADA system (hence, also called
SCADA-based method [42]), utilizes microgrid parameters to detect the islanding fault. The parameters
usually used in this method are voltage and frequency [43]. A schematic of the system state monitoring
method is depicted in Figure 4, where dashed lines represent communication channels.

Figure 4. Schematic of the system state monitoring method for islanding fault detection, where dashed
lines represent communication channels.

The system state monitoring method has been tested on microgrids with Photovoltaic (PV)
systems as the generation units [44,45]. However, its applicability in microgrids with different types of
generation units is still unknown and needs more investigation.

The key point of the system state monitoring method is that the parameters must be
detectable from the disconnected areas, meaning that the microgrid must be properly instrumented,
and adequately equipped with communication devices. Hence, this method can be a cumbersome
process (particularly for large-scale microgrids), and can have a very high cost of implementation.
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3. Local Techniques

The main idea of the local techniques is to monitor the parameters on the microgrid side.
Local techniques can be classified into three types—(1) passive techniques, (2) active techniques,
and (3) hybrid techniques. This section studies these types separately. For each type, recent and most
promising methods presented in the literature will be surveyed, and advantages and disadvantages of
each method will be discussed.

3.1. Passive Techniques

Passive techniques monitor parameters such as frequency, voltage, and harmonics in the
microgrid, and compare them with predefined threshold values in order to detect the islanding
fault. More precisely, passive techniques take advantage of the fact that some of the microgrid
parameters vary greatly when the microgrid gets disconnected from the utility grid. In this section,
the philosophy of nine very common passive techniques will be explained, and their merits and
demerits will be discussed.

3.1.1. Rate of Change of Output Power

Consider the microgrid shown in Figure 5, where Pu (expressed in [W]) is the injected power from
the utility grid to the microgrid, Pg (expressed in [W]), Qg (expressed in [Var]), and Ig (expressed in [A])
are respectively the active power, the reactive power, and the current generated by the generation units
in the microgrid, Pl (expressed in [W]), Ql (expressed in [Var]), and Il (expressed in [A]) are respectively
the active power, the reactive power, and the current demanded by the loads, V (expressed in [V])
is the voltage at the Point of Common Coupling (PCC), and f (expressed in [Hz]) is the frequency
at PCC.

Figure 5. Schematic of a typical microgrid.

Suppose that the utility grid and the generation units are modelled by idealized generators
of capacity Gu and Gg (expressed in [MW]) and with inertia constraints Hu and Hg (expressed in
[MJ/MVA]), respectively. Let ∆Pl (expressed in [W]) be a change in the load. When the microgrid is
connected to the utility grid, the load change will change the output power of the generation units as
follows [38]

∆Pg =
Gg Hg

GgHg + GuHu
∆Pl , (1)

which means that ∆Pg < ∆Pl . When the microgrid is disconnected from the utility grid, any load
changes will have a direct effect on the generation units, that is, ∆Pg = ∆Pl . Thus, since Gu has a high
value, the rate of change of output power (denoted by ∆Pg/∆t) once the microgrid is isolated will be
much greater than that of connected microgrid [36].

According to the mentioned discussion, the islanding fault can be detected by monitoring the
change of the generated power by the generation units over a finite horizon. More precisely, assuming
a horizon with length T1 (expressed in [s]), the criterion for islanding fault detection at time t is (in this
paper, time is discrete)
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1
T1

t

∑
t−T1

∆Pg > Ψ1, (2)

where Ψ1 (expressed in [W/s]) is the threshold value, usually chosen for a specific false detection rate.
Note that T1 should be less than the operating time of six cycles [39].

As discussed in Reference [46], islanding fault detection based on the rate of change of output
power is more effective in the presence of unbalanced load rather than balanced load. This method
provides a fast islanding fault detection, and is not affected by the small power mismatches between
the generated and demanded powers [42]. However, it has a high error detection rate. The detection
time of this method is 24–26 [ms], and this method has a small non-detection zone [47]. An operating
point inside the associated non-detection zone of this method corresponds to the case where there
is no sufficient available power to compensate the load change ∆Pl (e.g., the generation units were
already operating at their maximum power point before disconnection). In this case, the change in the
generated power by the generation units will be zero (i.e., ∆Pg = 0), meaning that the islanding fault
cannot be detected by using this method.

3.1.2. Rate of Change of Frequency

This principle of this method is very similar to the method discussed in Section 3.1.1, but it detects
the islanding fault based on the rate of change of frequency at PCC [48,49]. Consider the microgrid
shown in Figure 5, and let ∆Pl be the load change. When the microgrid is connected to the utility grid,
the rate of change of frequency can be computed as follows [50]

∆ f
∆t

=
∆Pl

2(Hg + Hu)(Gg + Gu)
f , (3)

where f is the frequency at PCC. Now, suppose that the microgrid is isolated form the utility grid.
In this case, the rate of change of frequency in the presence of the load change ∆Pl is

∆ f
∆t

=
∆Pl

2HgGg
f . (4)

Since the denominator of (3) is greater than that of (4), it can be concluded that, in the presence of
an equal load change, the rate of change of frequency in an isolated microgrid will be greater that that
of a connected microgrid. This means that the islanding fault can be detected at time t by monitoring
the change of frequency over a finite horizon, as follows

1
T2

t

∑
t−T2

∆ f > Ψ2, (5)

where T2 (expressed in [s]) is the length of the detection horizon, and Ψ2 (expressed in [Hz/s]) is the
threshold value. Note that T2 should not exceed four to six cycles [42]. For small- and medium-sized
microgrids, it is suggested in Reference [38] that T2 should be 0.3 to 0.7 [s], and Ψ2 should be 0.3 [Hz/s].

Islanding fault detection based on the rate of change of frequency is effective, as if it fails to detect
the islanding fault at the instant of the occurrence, any subsequent load change will generally lead to
detection. This method works better when there is a large load change in the microgrid. However,
its performance is not good when the capacity of the generation units matches the demanded load [51].
Islanding fault detection based on the rate of change of frequency cannot reliably discriminate between
frequency changes due to islanding fault and due to other faults/disturbances [52]. The detection time
of this method is around 24 [ms], and this method has a small non-detection zone [47].
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3.1.3. Rate of Change of Frequency over Output Power

This method is a combination of the methods presented in Sections 3.1.1 and 3.1.2, and enjoys
the advantages of both. When the microgrid is connected to the utility grid, according to (1) and (3),
the load change ∆Pl implies that

∆ f
∆Pg

=
GgHg + Gu Hu

2Gg Hg(Gg + Gu)(Hg + Hu)
f . (6)

When the microgrid is isolated from the utility grid, according to (4) and since ∆Pg = ∆Pl , the rate
of change of frequency over output power in the presence of the load change ∆Pl is

∆ f
∆Pg

=
1

2Gg Hg
f . (7)

According to (6) and (7), and since Gg Hg+Gu Hu
(Gg+Gu)(Hg+Hu)

< 1, it can be concluded that monitoring the
change of frequency over change of output power of the generation units can be used as a criterion to
detect the islanding fault occurrence. Thus, the islanding fault can be detected at time t through the
following measure

1
T3

t

∑
t−T3

∆ f
∆Pg

> Ψ3, (8)

where T3 (expressed in [s]) is the length of the detection horizon, and Ψ3 (expressed in [Hz/W·s]) is
the threshold value.

It is shown in Reference [53] that this method is effective even in the presence of small load
changes. The detection time of this method is around 100 [ms], and this method has a very low error
detection rate [47]. Also, the non-detection zone of this method is much smaller than that of the
methods presented in Sections 3.1.1 and 3.1.2.

3.1.4. Change of Impedance

Source impedance of the utility grid is considerably smaller than that of generation units in
the microgrid. Thus, by continuously monitoring the source impedance, it is possible to detect the
islanding fault [54]. More precisely, the source impedance of a connected microgrid will be lower than
that of an isolated microgrid. This difference in the source impedance can be used as a criterion to
detect the islanding fault.

One possible way to measure the source impedance is to impose a near short-circuit condition late
in the main half-cycle and measure the the resulting current. For this purpose, a structure is proposed
in Reference [55]. The resistor is very small (∼ 2 [Ω]), and the switch allows current late in a very short
interval of the half-cycle (from 178◦ until the time that the current begins to reverse). See Figure 6 for
more details.

Figure 6. Firing angle of the switch in the source impedance measurement circuit.
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When the microgrid is connected to the utility grid, since the source impedance is a parallel
combination of the impedance of the utility grid and the generation units, the current Is (expressed
in [A]) will have a high amplitude. While, when the microgrid is operating in islanding condition,
the current Is will have a low amplitude, as the source impedance is equal to the impedance of the
generation units which has a large value. Therefore, by monitoring the amplitude of the current Is, it is
possible to detect the islanding fault occurrence.

This method has been experimentally approved in Reference [55] by applying it to a microgrid
with a 1.1 [kw] induction machine as the generation unit. The detection time of this method is around
10 [ms]. This method has a small non-detection zone, and a low error detection rate [47]. The main
drawback of this method is that in the case of large-scale microgrid with multiple areas, several source
impedance measurement circuits are needed to be implemented, which is expensive, and is difficult
to precisely synchronize the switching of all circuits. Furthermore, this method is only effective in
microgrids with small generation units. In other words, microgrids with big generation units expose a
small source impedance, which can be comparable with the source impedance of the utility grid.

3.1.5. Voltage Unbalance

This method is developed based on the fact that in isolated microgrids, due to changes in the
topology and in the loading condition, the voltage unbalance varies [56]. Consider the microgrid
shown in Figure 5, and let VU (which is unitless) be the voltage unbalance defined as

VU =
V−

V+
× 100, (9)

where V− and V+ are the magnitude of negative and positive sequences of the voltage, respectively.
Suppose that VUr is the value of the voltage unbalance under normal loading condition and when
the microgrid is connected to the utility grid. Let define the average voltage unbalance over a finite
horizon as

VUavg =
1
T4

t

∑
t−T4

VU, (10)

where T4 (expressed in [s]) is the length of the horizon. It is suggested in Reference [57] that the average
voltage unbalance should be computed over one cycle, that is, T4 = 16.67× 10−3 [s] if the nominal
frequency is 60 [Hz].

At this stage, the islanding fault can be detected by comparing the average voltage unbalance
given in (10) with the reference value VUr. As suggested in Reference [57], the comparison should be
done every 4.17 [ms] (i.e., one quarter of a cycle if the nominal frequency is 60 [Hz]). Furthermore, in
order to avoid inaccurate decisions during too short transient states, any abrupt changes in the average
voltage unbalance above 0.05% should be discarded.

The main advantage of this method is that it can effectively detect the islanding fault even in the
presence of a small load change [58]. The detection time of this method is around 53 [ms]. This method
has a large non-detection zone, and a low error detection rate [47].

3.1.6. Harmonic Distortion

Islanding fault detection based on harmonic distortion relies on monitoring the variations of the
harmonics caused by load changes in disconnected microgrids. More precisely, since in microgrids
with inverter-based generation units the inverters induce certain harmonics [59], the islanding fault
can be detected by measuring the harmonics in voltage or current.
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One possible way of using harmonic distortions to detect the islanding fault is computing the Total
Harmonic Distortion (THD) and track its variations. The THD (expressed in [%]) can be defined as

THD =

√
h̄
∑

h=2
I2
l,h

Il,1
× 100, (11)

where Il,1 is the Root Mean Square (RMS) value of the fundamental component of the load current Il ,
Il,h, h ∈ {2, · · · , h̄} is the RMS value of the harmonic component h, and h̄ represents the maximum
number of harmonic components. Suppose that THDr is the value of the THD under normal loading
condition and when the microgrid is connected to the utility grid. Let define the average THD over a
finite horizon as follows

THDavg =
1
T5

t

∑
t−T5

THD, (12)

where T5 (expressed in [s]) is the length of the horizon. The average THD should be computed over
one cycle, that is, T5 = 16.67× 10−3 [s] if the nominal frequency is 60 [Hz].

The islanding fault can be detected by comparing the average THD given in (12) with the
reference value THDr. Since the THDr depends on the load condition, its value should be updated
according to THD variations to satisfy the load changes in the microgrid. To do so, first, let ∆THD =
THDr−THDavg

THDr
× 100. Then, as suggested in Reference [57], if ∆THD remains within −100% and +75%

for one cycle, the THDr is updated by the THDavg. Furthermore, in order to avoid inaccurate decisions
during too short transient states, any abrupt changes in THDavg above 0.1% should be discarded.
As suggested in Reference [57], the comparison should be done every 4.17 [ms] (i.e., one quarter of a
cycle if the nominal frequency is 60 [Hz]). The detection time of this method is around 45 [ms]. This
method has a large non-detection zone for high quality factor (a.k.a. Q factor), and has a high error
detection rate [47]. It is noteworthy that a similar method has been also discussed in References [60–64].

Another method for the islanding fault detection is based on the voltage measurements and
their harmonic analyses using discrete wavelet transform [65]. Even though this method yields an
almost zero non-detection zone without deteriorating the output power quality, it is only effective in
microgrids that all generation units are connected to the PCC via DC-AC inverters.

A harmonic-based method which is in the opposition of the mentioned methods is presented
in Reference [66]. The idea is to use a filtering method to reduce the harmonics of the inverter output
such that the harmonics of the utility grid are highlighted. Then, a set-membership filter can be utilized
to estimate the voltage harmonics. As shown in Reference [66], the detection time of this method is
20 [ms], and this method has a zero non-detection zone.

3.1.7. Phase Jump Detection

The phase jump detection method is based on monitoring the phase differences between the
voltage and current at the output terminals of the generation units. More precisely, in this method,
the phase differences between V and Ig are monitored to detect sudden phase jump (see Figure 5).

The first step is to add a Phase-Locked Loop (PLL) to the inverter of the generation units to
detect the zero crossings of the PCC voltage (i.e., V). If the islanding fault occurs (i.e., the microgrid
gets disconnected from the utility grid), the voltage at PCC deviates away from the utility voltage.
However the inverter output current (i.e., Ig) remains unchanged as its waveform is comparable with
the waveform of the PLL. This phenomenon creates a phase difference between V and Ig at the next
zero crossing of V [67]. If this phase difference exceeds a certain threshold value, it means that an
islanding fault has been occurred [68–70].

Islanding fault detection based on phase jump is easy and cheap to implement, as it only requires
a PLL by the inverter of the generation units [37]. This method does not affect the power quality of
the inverter and can be used in multiple inverter systems [71]. This method has a large non-detection
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zone [42,47], as it fails to detect the islanding fault when the capacity of the generation units matches
the demanded power by the loads. This method can be implemented using an analog or digital
PLL [71]. The detection time of islanding fault detection based on phase jumps is 10–20 [ms], and this
method has a low error detection rate [47].

3.1.8. Under/over Voltage and under/over Frequency

The under/over voltage and under/over frequency protections are well-known standard
protective methods in microgrids. In these protective methods, the protection relays are used to
determine the abnormal conditions during various microgrid operation modes [72]. More precisely,
these methods ensure that the microgrid does not inject any power to the utility grid when the voltage
at PCC (i.e., V) or the frequency at PCC (i.e., f ) exceed a plausible interval [71].

Besides protection, the under/over voltage and under/over frequency protective methods can
serve as an islanding fault detection method [73]. At the instant that the microgrid gets disconnected
form the utility grid, since the generated active power by the generation units is less than the demanded
active power by the loads (i.e., Pg < Pl), the voltage at PCC has to be increased to achieve the power
balance. Similarly, if the demanded reactive power by the loads does not match the generated reactive
power by the generation units (i.e., Qg < Ql), the frequency at PCC has to be regulated properly to
fulfill the reactive power balance. These changes in the voltage and frequency at PCC can be detected
by the the under/over voltage and under/over frequency relays, meaning that the occurrence of the
islanding fault can be detected by means of the protection relays [74].

The detection time of islanding fault detection based on protection relays is from 4 [ms] to 2 [s],
and this method has a low error detection rate [47]. The main weakness of this method is the large
non-detection zone. According to the mentioned discussion, it is clear that if the difference between
the generated power by the generation units before and after the islanding fault is small, this method
is not effective. It should be remarked that as discussed in Reference [75], it is possible to reduce the
non-detection zone by implementing a suitable control strategy.

3.1.9. Rate of Change of Voltage and Change of Power Factor

This method is based on continuously monitoring the rate of change of voltage and change of
power factor at PCC. This method has been introduced in Reference [76], and has been investigated on
a microgrid with ten 2.5 [MVA], 11 [kV] synchronous generators are used as generation units.

On one hand, it is shown that by using the rate of change of voltage it is possible to detect the
islanding fault. However, the achieved non-detection zone is large, as loss of parallel feeder has the
same effect on the rate of change of voltage. On the other hand, it is shown that the change of power
factor can be a criterion to detect the islanding fault. However, any detection method based on the
change of power factor will have a large non-detection zone, as a disturbance signal that mimics the
behavior of the islanding fault can have the same effect on the change of power factor.

Based on the above mentioned discussion, it can be concluded that the combination of the rate of
change of voltage and change of power factor can effectively detect the islanding fault. Note that this
method has not been applied in different microgrids, with different topology and different generation
units. Furthermore, its detection time is not reported.

3.2. Active Techniques

The core idea of the active detection techniques is to inject a perturbation to the system,
which results in a significant change in microgrid parameters when the microgrid is disconnected from
the utility grid, while it results in a negligible change when the microgrid is connected to the utility
grid. The resulting change may take the form of a change in the magnitude or frequency of the voltage,
generated power, or the relative phase angle. Some common active techniques will be discussed in
this section, where the detection strategy, and pros and cons of each will be described separately.
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3.2.1. Impedance Measurement

This method is very similar to the change of impedance method (discussed in Section 3.1.4) which
monitors the change of source impedance. As discussed in Section 3.1.4, the source impedance of a
connected microgrid is lower that that of an isolated microgrid

This method has two types—(1) direct method, and (2) indirect method. In the direct method,
a shunt inductor is momentarily connected across the supply voltage occasionally to compute the
power system source impedance [77,78]. Experimental results in a single-inverter microgrid revealed
that the non-detection zone of the direct method is not zero [79]. Note that the effectiveness of the
direct method in a single-inverter microgrid can be enhanced by adding a time-varying phase shift.

Indirect method injects a high frequency signal to the output terminal of the generation units [80].
As shown in Reference [54], this high frequency signal in isolated microgrids is more significant
than connected microgrids, which means that it can be used as a criterion to detect the islanding
fault occurrence. However, the threshold selection in the indirect method is a difficult task, which
should be selected based on the strength of the injected signal [42]. The detection time of the
indirect impedance measurement method is 0.77–0.95 [s], and this method has a low error detection
rate [47]. The indirect method has a small non-detection zone, particularly in microgrids with single
inverter-based generation units and large loads [81]. Note that the injection of the high frequency
signal in the indirect method can produces harmonics [36], which can hamper the performance of
this method.

3.2.2. Phase or Frequency Shift Methods

In the methods that detect the islanding fault based on the monitoring the phase or frequency
shift, the main idea is to use positive feedback. When the microgrid is connected to the utility
grid, the positive feedback will be compensated by the utility grid. However, when the microgrid
is disconnected from the utility grid, the positive feedback will cause a significant change in the
parameters of the microgrid. Note that these methods are applicable in the inverter-based microgrids,
that is, the microgrids whose generation units are connected to the PCC via inverters. The main
weakness of these methods is the power quality problems due to very high penetration levels
and feedback loop gains [37]. Four approaches that work based on the mentioned strategy are
discussed below.

Slip-mode Frequency Shift

This method applies positive feedback to the phase of the voltage at PCC, to shift the phase,
and consequently to deviate the frequency [82]. Consider the microgrid shown in Figure 5. Let θm

(expressed in [degree]) be the maximum phase angle (expressed in degree), and fm (expressed in [Hz])
be the corresponding frequency, that is, the frequency that θm occurs. The relation between the phase
shift θs (expressed in [degree]) and the frequency deviation can be expressed as

θs = θm · sin
(

π

2
f − fn

fm − fn

)
, (13)

where fn is the nominal frequency of the utility grid (in this paper, fn = 60 [Hz]). Assuming θm =

10 [degree] and fm = 63 [Hz], the resulting frequency shift curve is shown in Figure 7, where θl
(expressed in [degree]) is the phase of the loads in the microgrid.

The phase displacement curve is designed such that the slope of θs is greater than that of θl in
the region near the grid line frequency, which makes f an unstable operating point for the inverter.
When the microgrid is connected to the utility grid, the frequency f will be stabilized at the nominal
frequency of the utility grid, that is, f = 60 [Hz]. When the microgrid is disconnected from the
utility grid, a small perturbation will deviate f to the new intersection points of θs and θl , inside
the stable regions (see Figure 7). Thus, islanding fault can be detected if the difference between the
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nominal frequency of the utility grid and the frequency at PCC (i.e., | f − fn|) exceeds a predefined
threshold value.

Figure 7. Phase response of the inverter and the local load.

Note that if the slope of θl is greater than that of θs, this method cannot effectively detect the
islanding fault [83]. Another issue with this method is the possible instability problems due to the
variations of the nominal frequency in the utility grid [84].

The detection time of the slip-mode frequency shift method is approximately 0.4 [s], and this
method has a low error detection rate [47]. As shown in Reference [85], the performance of this method
for loads with high quality factor is similar to the under/over frequency method which is discussed
Section 3.1.8. This means that the slip-mode frequency shift method has a small non-detection zone.

Active Frequency Drift

Active frequency drift method adds a short period of dead-time to the output current of the
inverter [86]. See Figure 8 for more details. The duration of the dead-time is Tz (expressed in [s]),
which causes a phase shift of π f Tz between the voltage at PCC V and the output current of the inverter
Ig. It is noteworthy that f Tz is called chopping fraction. When the islanding fault occurs, the frequency
f will be deviated [87]. Thus, the islanding fault can be detected if the drift exceeds a predefined
threshold value [88,89].

One of the advantages of this method is the the implementation of this method in microcontroller-
based inverters [90]. However, all inverters must have an identical frequency drift. The detection time
of the active frequency drift method is approximately 2 [s], and this method has a high error detection
rate [47].

This method is very effective for pure resistance loads [91,92]. However, as discussed in
Reference [93], it may fail for other types of loads. More precisely, the resonant frequency of a
parallel RLC load satisfies

tan−1
(

R
(

2π f C− 1
2π f L

))
= π f Tz, (14)

which means that the frequency f does not necessarily exceed the threshold value in the presence of
the islanding fault. It should be remarked that two approaches are proposed in References [94,95] to
enlarge the non-detection zone. A new version of this method has been also proposed in Reference [96],
where, first, a phase shift generates third-harmonic component at PCC; then, the islanding fault is
detected based on observing the third-harmonic component.



Energies 2020, 13, 3479 13 of 28

Figure 8. Output current of the inverter by using the active frequency drift method.

Sandia Frequency Shift

The Sandia frequency shift method (a.k.a. active frequency drift with positive feedback [97,98])
is an extension of the active frequency drift method, where positive feedback is used to increase the
deviation of the frequency away from the nominal frequency of the utility grid [99]. This method
modifies the dead-time Tz as

∆Tz = K f · ( f − fn), (15)

where K f > 0 (expressed in [s/Hz]) is the accelerating gain.
When the microgrid is connected to the utility grid, ∆Tz is zero, as the utility grid will stabilize

the frequency at PCC, that is, f = fn. When the microgrid is disconnected from the utility grid, the
dead-time Tz will cause a frequency drift, and this frequency drift will increase the dead-time according
to (15). This process will continue until the time that the difference between f and fn exceeds the
predefined threshold value.

The primary design issue of the Sandia frequency shift method is how to select the accelerating
gain K f to deviate the frequency quickly from the nominal value during islanding (in order to enlarge
the non-detection zone), while inverter stability during normal operation is maintained [84,100].
This issue has been studied in References [101,102] for single- and multi-inverter microgrids,
respectively, where criteria to select optimal accelerating gains are provided.

The detection time of the Sandia frequency shift method is 0.5–1 [s], and this method has a
low error detection rate [47]. This method can be easily implemented. However, as discussed in
Reference [103], the control interfaces in the generation units can degrade the efficiency of this method.
More precisely, when the generation units are connected via constant current-controlled inverters,
the islanding fault can be detected even with a small acceleration gain (in particular, K f > 0.005). While,
when the generation units are connected via constant power-controlled inverters, the acceleration gain
K f should be sufficiently large to have an acceptable detection performance (in particular, K f > 0.032).

One of the disadvantages of the active frequency drift method and the Sandia frequency shift
method is the power quality issues which are caused by the discontinuous waveform due to the
dead-time. In order to cope with this problem, a new phase drift anti-islanding method is proposed in
Reference [104]. This method applies a variation of the phase difference such that, when the microgrid
is connected to the utility grid, Ig is inphase with the phase of V and while it has a continuous
waveform. However, when the microgrid is disconnected form the utility grid, the phase difference
is increased by K2

0 or −K2
0, where K0 > 0 is the accelerating gain. It is shown in Reference [104] that

the applied phase difference can reduce the non-detection zone and minimize the deterioration of the
power quality.
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Sandia Voltage Shift

In the Sandia voltage shift method, a positive feedback is applied to the voltage amplitude at
PCC. This method modifies the voltage at PCC as

∆V = Kv · (Pg + Pu − Pl), (16)

where Kv > 0 (expressed in [V/W]) is the acceleration gain.
When the microgrid is connected to the utility grid, the applied positive feedback has a negligible

effect, as Pg + Pu = Pl . However, when the microgrid is disconnected from the utility grid, there will
be a significant reduction in the voltage at PCC, that is, V [105]. According to the impedance relation
of the load, this reduction in the voltage will cause a reduction in the output current, and consequently
reduction in the output power of the generation units, which will cause more reduction in the
voltage [106]. This process will continue until the time that the difference between the nominal
voltage and v exceeds a predefined threshold value.

The Sandia voltage shift method is the most efficient method among other methods that are
based on positive feedback [107]. The detection time of the Sandia frequency shift method is 0.5 [s],
and this method has a low error detection rate [47]. It is noteworthy that as discussed in Reference [90],
a combination of Sandia voltage shift and Sandia frequency shift methods can significantly improve
the effectiveness of the methods.

Automatic Phase Shift

The automatic phase shift method (a.k.a. improved slip-mode frequency shift method [108]) is a
modified version of the slip-mode Frequency Shift method (discussed in Section 3.2.2.1), where an
additional phase shift is introduced. It is shown that this additional phase shift can address the
limitations posed by the classical slip-mode frequency shift method, for example, noise, measurement
inaccuracy, and quantization error [37].

In this method, the relation between the phase shift and the frequency deviation given in (13) is
updated as

θs = θm · sin
(

π

2
f − fn

fm − fn

)
+ θa, (17)

where θa (expressed in [degree]) is the additional phases shift which is modified via the following
difference equation

∆θa = Kθ · sgn (∆ fss) , (18)

with Kθ > 0 (expressed in [degree/Hz]) as the accelerating gain, sgn(·) as the sign function, and ∆ fss

(expressed in [Hz]) as the change of steady-state frequency [94]. The main advantage of this method is
that the additional phase shift θa ensures continuous effect on the frequency until the time that | f − fn|
exceeds the predefined threshold value.

Since the additional phase shift θa is not continuously added, the automatic phase shift method
may act very slow, and may even fail in certain load conditions [51]. More precisely, when quality factor
is greater than 2.5, depending on the values of θm and fm, the non-detection zone can be nonzero [108].
To cope with this problem, the adaptive logic phase-shift algorithm is proposed in Reference [109].
In this method, the primary phase shift (i.e., first term in (17)) is slightly modified so to produce a
small phase shift when the microgrid is connected to the utility grid, and a large phase shift when the
microgrid is disconnected from the utility grid.
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3.2.3. Reactive Power Export Error Detection

In this method, the generation units in the microgrid are forced to generate a level of
reactive power which should be flowed at PCC between the microgrid and the utility grid [50,55].
This contribution level can only be maintained when the microgrid remains connected to the utility
grid [38]. When the microgrid is disconnected from the utility grid, there will be a difference between
the reactive power set-point and the actual reactive power generated by the generation units, as the
extra generated reactive power cannot be injected to the utility grid. Thus, the islanding fault can be
detected if the difference exceeds a predefined threshold value [84].

The detection time of the reactive power export error detection method is 2 [s], meaning that this
method is comparatively slow [47]. This method has a small non-detection zone, as it can detect the
islanding fault even when there is no load change in the microgrid.

A new method for islanding fault detection based on monitoring the reactive power is proposed
in Reference [110]. This method, which is suitable for microgrids with synchronous machine-based
generation units, increases the internal induced voltage by a small percentage irregularly and monitors
the changes of terminal voltage and reactive power at PCC (i.e., V and Qg). When the microgrid is
connected to the utility grid, any change in V will cause change in the reactive power generated by
the generation units. However, when the microgrid is disconnected from the utility grid, the reactive
power will remain unchanged, despite the change in V. Thus, the islanding fault can be detected by
monitoring the change of Qg. This method is slow, and can be used as a backup detection method
to fast methods. Moreover, it cannot be used in inverter-based microgrids, as a unit power factor
is maintained.

3.2.4. Frequency Jump

The frequency jump method is a modification of the active frequency drift method. This method
also injects the dead-time into the output current of the inverter, but not into each cycle [72].
Following the same arguments, the injected dead-time will cause a drift in the frequency f , and thus
the islanding fault can be detected when the drift exceeds a predefined threshold value.

The detection time of the frequency jump method is 75 [ms], and this method has a low error
detection rate [47]. This method has a small non-detection zone. This method is very effective in
microgrids without multi-inverters in parallel; however, the detecting effectiveness is reduced in the
presence of multiple inverters [72,111].

3.2.5. Variation of Active and Reactive Powers

This method is based on injecting extra active power by the generation units and observing the
voltage at PCC, that is, V. Injection of the extra active power will increase the amplitude of the voltage
at PCC. When the microgrid is connected to the utility grid, this increase will be compensated by the
utility grid. However, when the microgrid is isolated, there will be a difference between the nominal
voltage amplitude and the actual voltage amplitude. Thus, the islanding fault can be detected by
monitoring the amplitude of V [112].

Similarly, injection of an extra reactive power by the generation units will increase the frequency at
PCC, that is, f . This increase in frequency can be compensated only when the microgrid is connected to
the utility grid. Thus, if the difference between the nominal frequency and the actual frequency at PCC
is greater than a predefined threshold value, it means that the islanding fault has been occurred [113].

The detection time of detecting the islanding fault based on variation of active power is 0.3 [s],
and based on variation of reactive power is less than 2 [s] [36]. These methods have a high error
detection rate [47], and have a small non-detection zone. However, instability problems may appear,
as the generation units are continuously injecting extra active/reactive power to the grid [106].
Note that the required extra active and reactive powers can be injected by controlling the operating
point of the inverters of the generation units, for example, in solar systems by using the control scheme
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proposed in Reference [19], in wind systems by using the control scheme proposed in Reference [17],
and in diesel generators by using the control scheme proposed in Reference [8].

3.2.6. Negative-Sequence Current Injection

In this method, a disturbance signal of negative-sequence current is injected to the PCC [114–116].
When the microgrid is connected to the utility grid, the negative-sequence current will flow to the utility
grid. However, when the microgrid is disconnected from the utility grid, the negative-sequence current
will flow to the load, causing an unbalance in V. Thus, the islanding fault can be detected by monitoring
the voltage V. More precisely, if the corresponding negative-sequence voltage at PCC exceeds a
threshold value, it means that the microgrid is isolated from the utility grid. The negative-sequence
voltage at PCC can be detected through a unified three-phase signal processor. This processor is
basically a modified PLL, which is robust against the noise, and can effectively detect even small
magnitude negative-sequence voltage. See Reference [114] for details.

The detection time of the negative-sequence current injection method is 60 [ms], and this
method has a low error detection rate [47]. Even though this method degrades the power quality,
its non-detection zone can be reduced to zero. More precisely, as discussed in Reference [117],
the non-detection zone of the negative-sequence current injection method can be eliminated by
considering a periodic pulse signal as the reference signal of the negative-sequence current.

3.2.7. High-Frequency Signal Injection

This method, which has been proposed in References [118,119], detects the islanding fault by
monitoring the variations of the high-frequency impedance. In this method, a master inverter injects a
high-frequency signal to the PCC. Note that the master inverter should be selected such that it is close
to the PCC as much as possible, while the magnitude of the injected signal does not become too small
at the points of other inverters. See Reference [120] for a guideline on selecting the master inverter.
In this method, the high-frequency impedance can be measured according to the output current and
the measured output voltage of a LCL filter (see Reference [119] for details).

This method slightly degrades the power quality, as the magnitude of the injected signal is 0.3%
of V, which results in a THD increase of ∼0.11%. This method is suitable for single- and multi-inverter
microgrids [120], and has a very small non-detection zone. The detection time of the high-frequency
signal injection method is in the range of a few milliseconds [36], and this method has a low error
detection rate [47].

3.2.8. Virtual Capacitor

In the virtual capacitor method [121], the inverter of the generation units is controlled to act as a
virtual capacitor. The operating frequency is slightly lower than the nominal frequency of the utility
grid, that is, fn. When the microgrid is connected to the utility grid, the voltage and frequency at
PCC will be stabilized by the utility grid. When the microgrid is disconnected from the utility grid,
the virtual capacitor will cause a change in the voltage amplitude or frequency of the load. Thus,
if the change exceeds a predefined threshold value, it means that the islanding fault has been occurred.
As discussed in Reference [121], in general, the threshold value for frequency variation is ±0.5 [Hz],
and for amplitude variation is 15%.

The detection time of the virtual capacitor method is 20–51 [ms] [47] (51 [ms] for quality factor
2.5 [36]). This method has a low error detection rate, and exposes a small non-detection zone [47].
However, it may degrade the power quality.
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3.2.9. Virtual Inductor

The principle of this method is similar to the virtual capacitor method, which is discussed in
Section 3.2.8. In this method, the inverter of the generation units is controlled to act as a virtual inductor.
The operating frequency is slightly higher than the nominal frequency of the utility grid, that is, fn.
As discussed in Reference [122], When the microgrid is connected to the utility grid, the voltage and
frequency at PCC will be stabilized by the utility grid. However, when the microgrid is disconnected
from the utility grid, there will be change in the voltage amplitude or frequency of the load, which can
be used as a criterion to detect the islanding fault occurrence. As suggested in Reference [121], for a
system with nominal voltage frequency 60 [Hz] and nominal voltage amplitude 120 [V], the acceptable
variations in frequency range from 59.3 to 60.5 [Hz], and the acceptable variations in amplitude range
from 106 to 132 [V].

The detection time of the virtual inductor method is 13–59 [ms]. This method has a low error
detection rate, and has a small non-detection zone [47]. Note that the virtual inductor method slightly
degrades the power quality of the system.

3.2.10. Virtual Resistor

Similar to the virtual capacitor and virtual inductor methods (discussed in Sections 3.2.8 and 3.2.9,
respectively), this method relies on the role of the inverter in the microgrid. More precisely, this method
controls the inverter to act as a virtual resistor. The operating frequency is slightly higher or lower
than the nominal frequency of the utility grid, that is, f [123]. When the microgrid is connected to the
utility grid, the voltage and frequency at PCC will be stabilized by the utility grid, while there will be
change in the voltage amplitude or frequency of the load when the microgrid is disconnected from
the utility grid. Thus, if the change exceeds a predefined threshold value, it means that the islanding
fault has been occurred. As suggested in Reference [123], for a system with nominal voltage frequency
60 [Hz] and nominal voltage amplitude 120 [V], the normal operation frequency interval is from 59.3
to 60.5 [Hz], and the normal operation amplitude interval is from 106 to 132 [V].

The detection time of the virtual resistor method is 39 [ms] for quality factor 2.5, and this method
has a small non-detection zone [36]. This method is effective under various types of loads. However,
it slightly degrades the power factor of the system.

3.2.11. Phase PLL Perturbation

The phase PLL perturbation method adds a current harmonic to the inverter current
reference [124,125]. More precisely, in this method, a small second harmonic disturbance is added to
the inverter current in the microgrid. When the microgrid is connected to the utility grid, the voltage
at PCC (i.e., V) will be stabilized by the utility grid. However, when the microgrid is disconnected
from the utility grid, V will follow the trend of the waveform of the injected current, meaning that
the voltage at PCC will have a second harmonic component [126]. Thus, by measuring the second
harmonic component of V, the islanding fault can be detected [127].

The detection time of the phase PLL perturbation method is 120 [ms], and this method has a low
error detection rate [47]. This method has a small non-detection zone, and its effect on the power
quality of the system is negligible [127].

3.3. Hybrid Techniques

Hybrid techniques are developed from the combination of active and passive detection techniques.
These techniques have two steps. In the first step, a passive technique is utilized to primarily detect
the islanding fault. If the first step suspects an islanding fault, the second step employs an active
technique to accurately detect the islanding fault. This section surveys five hybrid techniques which
have received a high attention in the literature.
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3.3.1. Voltage Unbalance and Frequency Set-Point

This method combines the voltage unbalance method (discussed in Section 3.1.5) and the positive
feedback-based methods (discussed in Section 3.2.2). The first step in this method is to compute the
average voltage unbalance through (10) by assuming T4 = 1 [s]. As discussed in Section 3.1.5, changes
in the system and in the load can cause voltage unbalance variation. In the second step, in order to
discriminate between the voltage unbalance variation due to islanding fault and that due to other
reasons, a positive-based method is employed. More precisely, when the measured voltage unbalance
is greater than 35% of the average voltage unbalance, the frequency set-point is gradually lowered
from 60 [Hz] to 59 [Hz]. It is suggested in Reference [128] to lower the frequency set-point in one
second. If the frequency at PCC (i.e., f ) maintains at the nominal frequency (i.e., f ≈ fn), it means that
the variation in the voltage unbalance was not due to the islanding fault. However, if the frequency
falls below 59.2 [Hz] within the next 1.5 s, it means that the microgrid is operating in the islanding
mode, that is, the islanding fault has been occurred.

This method can work in the microgrid with low penetration of non-synchronous generation
units. However, if there is a high penetration of non-synchronous generation units in the microgrid,
since these non-synchronous units can stabilize the frequency at the nominal frequency, this method
cannot effectively detect the islanding fault. It is noteworthy that the detection time of the voltage
unbalance and frequency set-point method is 0.15–0.21 [s] [128].

3.3.2. Voltage Change and Power Shift

This method combines the rate of change of voltage method (discussed in Section 3.1.9) and the
variation of active power method (discussed in Section 3.2.5). In this method, first, the average rate
of change of voltage is computed over 5 cycles. When the microgrid is connected to the utility grid,
the voltage magnitude will be stabilized by the utility grid; thus, the rate of change of voltage will be
within a predefined interval. Therefore, the islanding fault is suspected, when the rate of change of
voltage exceeds a predefined threshold value.

When the primary detection unit suspects the islanding fault, the second unit forces the generation
units to inject an extra active power to the system. When the microgrid is connected to the utility
grid, the extra active power will be compensated by the utility grid. However, when the microgrid is
isolated, the extra active power will increase the voltage amplitude at PCC. More precisely, the extra
active power will escalate the voltage amplitude drift, and will swing away the voltage level from the
nominal value. Therefore, the islanding fault can be detected by monitoring the voltage at PCC [129].

This method is very effective, and can detect the islanding fault even when the capacity of the
generation units closely matches the demanded load. However, this method may fail to detect the
islanding fault for a perfect match of demand and generation. It is noteworthy that the detection time
of this method is less than 0.5 [s].

A similar method has been proposed in Reference [130], where the second unit injects an extra
reactive power. As discussed in Section 3.2.5, the extra reactive power will cause an increase in the
frequency at PCC in isolated microgrids, while it will be compensated in the microgrids that are
connected to the utility grid. Thus, the islanding fault can be detected if the difference between the
nominal frequency and the acquired frequency (i.e., | f − fn|) exceeds a predefined threshold value.
The detection time of this method is less than 0.5 [s].

3.3.3. Voltage Fluctuation Injection

This method is based on the rate of change of frequency and the rate of change of voltage methods
(discussed in Sections 3.1.2 and 3.1.9, respectively), and the correlation between the voltage variations
and a known injected perturbation [131]. More precisely, in the first step, the rate of change of frequency
(i.e., f ) and the rate of change of voltage (i.e., V) at PCC are monitored. If one of these rates exceeds a
predefined threshold value, it means that the islanding fault might have been occurred.
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Afterwards, the second step applies a periodically switching high-impedance load. When the
microgrid is connected to the utility grid, the voltage perturbation due to the switching load will
be compensated by the utility grid, meaning that the variation in V has a small correlation with the
voltage perturbation source (i.e., the switching high-impedance load). However, when the microgrid is
disconnected from the utility grid, the effect of the periodic perturbation can be seen in the voltage at
PCC. In other words, in isolated microgrids, the variation in V has a large correlation with the voltage
perturbation source. Therefore, by monitoring the periodic perturbation of V, it is possible to detect
the islanding fault.

The detection time of the voltage fluctuation injection method (a.k.a. voltage/frequency and load
switching method [78]) for different types of loads is less than 0.216 [s]. One of the advantages of
this method is that it does not depend on the quality factor. However, it might be less effective in
microgrids with large-scale generation units (typically more than 1 [kW]) [37].

3.3.4. Hybrid Sandia Frequency Shift and Qg − f Method

This method aims at reducing the non-detection zone of the Sandia frequency shift method.
The optimal gain K f in the Sandia frequency shift method mainly depends on the quality factor of the
load. More precisely, as the quality factor increases, the optimal K f increases too, such that for the
quality factor greater than 5, the optimal K f is too large that can increase false detection rate and can
even cause instability issues.

To cope with this problem, Reference [132] proposes to keep the gain K f is a safe value, and then
to add Qg − f droop curve method to maintain the effectiveness. The core idea of the Qg − f droop
curve method is to monitor the change of frequency for islanding fault detection. When the microgrid
is connected to the utility grid, the demanded reactive power is supplied by the utility grid. However,
when the islanding fault occurs, there will be a difference between the actual frequency and the
nominal frequency, as the generation units are set to produce zero reactive power. It is noteworthy that
the detection time of this method is 1.4 [s].

3.3.5. Rate of Change of Reactive Power and Load-Connecting Strategy

This method has two steps [133]. The first step uses the changes of reactive power to instantiate
the probability of the islanding fault occurrence. In the second step, an appropriate load is connected
to the microgrid to change the demanded reactive power.

Consider the microgrid shown in Figure 5. When the microgrid is connected to the utility grid,
the utility grid regulates the reactive power at PCC. This means that in connected microgrids the rate
of change of reactive power is small (i.e., ∆Qg

∆t � 1). When the microgrid gets disconnected from the
utility grid, any load change will cause a change in the generated reactive power by the generation
units. This means that the rate of change of reactive power can be used as a criterion to detect the
islanding fault.

In the case of small load change, the resulting change of the reactive power will be too small,
and maybe insufficient to distinguish between the islanding fault and other events. To cope with this
problem, the second step connects an extra load to the microgrid. If the microgrid is disconnected,
the extra load will increase the difference between the demanded and generated reactive power;
while in connected microgrids this imbalance will be compensated by the utility grid.

This method is fast (detection time is 40 [ms]), and can effectively detect the islanding fault
even in the presence of a small load change. However, selecting the amount of the extra load is not
straightforward, as it should be small to keep viability of the microgrid, and at the same time sufficient
enough to discriminate between the islanding fault and other disturbances. It should be noted that
this method has a very small, but nonzero non-detection zone.
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4. Concluding Remarks

This paper presented a comprehensive review of various islanding fault detection techniques.
It was discussed that the proposed islanding fault detection techniques can be classified into two basic
types—(1) remote techniques, and (2) local techniques.

Remote techniques shares the information between the utility grid and the microgrid via a
communication channel, and detects the islanding fault by monitoring the shared information.
These techniques are reliable and effective, as they have zero non-detection zone. These techniques can
be even applied to multi-inverter microgrids. In general, the remote techniques are fast, and do not
degrade the power quality. However, they are complex and expensive, which might not be economical
particularly for small-size microgrids.

Local techniques can be classified as—(1) passive techniques, (2) active techniques, and (3) hybrid
techniques. Passive techniques monitor microgrids parameters, and detect the islanding fault based
on their changes.Passive techniques are fast and they do not degrade the power quality. However,
they have a relatively large non-detection zone. Implementation cost of the passive techniques is low,
as only monitoring equipment need to be installed, which are not expensive in general. However,
selecting the threshold values is not straightforward, which may hamper the reliability of these
techniques. Furthermore, the effectiveness of the passive methods depends on the loading condition,
that is, the difference between the capacity of the generation units and the demanded power by
the loads.

Active detection techniques inject a perturbation to the system. The injected perturbation can
lead to a large change in the microgrid parameters when the microgrid is disconnected from the
utility grid, while its effect on the parameters is negligible when the microgrid is connected to the
utility grid. The main problem with active techniques is that they inject perturbations to the system,
which may degrade the power quality. Note that the perturbations are introduced even in the
connected operating mode, which is unnecessary. Furthermore, in order to inject perturbations,
additional equipment/devices are needed, which increases the complexity and implementation
cost. Note that, in general, the implementation cost of the active techniques is less than that of
remote techniques. However, in comparison to passive techniques, active techniques have a smaller
non-detection zone and a lower error detection rate.

Hybrid techniques are developed from the combination of passive and active detection techniques,
where the passive technique is the primary detection unit, and the active techniques is the secondary
detection unit which is active only if the primary unit suspects the islanding fault. The hybrid
techniques possess very small non-detection zone. Moreover, they degrade the power quality much
more lower than active techniques, as the perturbation is introduced only when the islanding fault
is detected with the primary detection unit (i.e., the passive technique). However, the combination
of passive and active techniques increases the complexity and implementation cost of the hybrid
techniques, as devices of both passive and active techniques need to be installed.

Table 1 summarizes the islanding fault detection techniques, and their advantages and disadvantages.
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Table 1. Comparison of islanding fault detection techniques.

Detection
Technique Detection Principle Advantages Disadvantages

Remote
Techniques

Sharing the information
between the utility grid
and the microgrid via a
communication channel

• Highly reliable
• Zero non-detection zone
• Short detection time
• No effect on power

quality

• High implementation cost
• High implementation

complexity

Passive
Techniques

Monitoring microgird
parameters and
comparing them with
predefined threshold
values

• Short detection time
• No effect on power

quality
• Low implementation

cost
• Low implementation

complexity

• Large non-detection zone
• Reliability depends on

selected threshold values
• Ineffective under close

match between the
demanded and generated
powers

Active
Techniques

Injecting a perturbation
to the system and
monitoring the resulting
changes in microgrid
parameters

• Small non-detection zone
• Low error detection rate

• High effect on power
quality

• Long detection time
• Moderately high

implementation cost
• Moderately high

implementation complexity

Hybrid
Techniques

Combining a passive
method as the primary
detection unit with an
active method as the
secondary detection unit

• Very small non-detection
zone

• Perturbation is
introduced only when
the islanding fault is
suspected

• Very long detection time
• High implementation cost
• High implementation

complexity

Future Research Topics

While the subject of islanding fault detection has been researched for over thirty years, a variety
of research directions can be identified. A possible direction is to continue research into synergistic
combinations of different detection techniques, in order to build new hybrid techniques. Insightful
combinations can reduce the non-detection zone, reduce the false detection rate, and improve the
detection performance.

Utilizing the available signal processing techniques and learning algorithms is another research
topic. In particular, they can be used to compute the parameters of the islanding fault detection
techniques. For instance, advanced signal processing tools combined with machine learning algorithms
can help the designers to compute the optimal value of the thresholds of local detection techniques.

Another research direction is to investigate the applicability and practicality of the techniques
proposed hitherto in the future smart grids. Smart grids are going to replace the traditional concept of
electrical networks, however, islanding fault detection in smart grids has not been widely studied till
date. Thus, there is a research opportunity on this concept. For instance, smart metering components
that are available in smart grids can be deployed for islanding fault detection purposes. Such utilization
can significantly reduce the implementation cost and complexity.
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Abbreviations

The following abbreviations are used in this manuscript:

PCC Point of common coupling
PLL Phase-locked loop
PV Photovoltaic
RMS Root mean square
SCADA Supervisory control and data acquisition
THD Total harmonic distortion
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