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Abstract: The use of emerging technologies such as cloud computing, Internet of Things, and Big
Data, is increasing as tools to assist the management of data and information related to energy
systems grow. This allows for greater flexibility, scalability of solutions, optimization of energy use,
and management of energy devices. In this sense, the objective of this research is to present the
basic elements and requirements for the energy cloud and its management and discuss the main
management challenges and opportunities for the development and diffusion of the energy cloud.
This study was based on a systematic review carried out to identify the elements that compose the
energy cloud and what is necessary for its management, and to list the challenges and opportunities
that may be explored by researchers and practitioners. The results show that the layout for the energy
cloud and its management can be structured in layers and management support blocks’ format.
It was found that 70 basic elements make up the main layers and 36 basic elements make up the
management support blocks. The findings of this article also provide insights into the technical,
scientific, and management development necessary for the evolution of energy systems toward the
cloud computing environment.
Keywords: energy cloud; energy management; energy cloud management; cloud computing; Internet
of Things

Highlights:
•
•
•
•

Shows a layout with the basic structures and management requirements of energy cloud
Presents the elements and activities for this energy cloud management layout
Discusses challenges and opportunities for energy cloud development and diffusion
Presents strategies for evolving policies to develop the energy cloud

1. Introduction
Electricity is the main energy carrier used worldwide for residential, commercial, and industrial
processes, alongside fuels and heat [1]. Due to its growing demand, management measures must
be taken to address the shortage of limited resources. In addition, the utility network may not
have sufficient capacity to meet demand in the future, and revolutionary changes in these systems
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inspired by the Internet present a greater possibility of control and monitoring in the entire energy
system [2]. Therefore, conventional electricity consumers who have small-scale generation facilities
become prosumers, that is, they not only consume energy but also generate it in the electricity grid [3].
Such dynamism in power consumption and production affects traditional electricity forecasting and
planning models [4], which makes energy management an important and promising tool [5]. Therefore,
the concept of the smart grid appears [6].
Technological and infrastructure aspects are the starting points of this innovative process,
which aim to ensure a sustainable and reliable energy supply that improves the energy efficiency
of cities [7]. The future infrastructure of the power system or smart grid improves the reliability,
energy efficiency, safety, flexibility, sustainability, and performance of the current power grid [8].
Thus, technological development in the energy area aims to efficiently control the consumption of
energy and resources, increase the insertion of renewable energy sources, and improve the resilience of
the electricity grid [9].
With the large-scale integration of renewable energy generation, the distribution of the energy flow
in the grid will change, and the energy flow can be reversed [10]. The synergy between various forms
of energy represents a great opportunity for improvements in the system [11], as it helps to reduce the
emission of carbon particles and greenhouse gases, in addition to reducing energy consumption [2].
From the users’ point of view, the cost of energy can be reduced with a certain level of satisfaction.
Energy consumption can also be reduced by employing an appropriate strategy that contributes to
sustainable development [5]. To help in this process, the energy generation and consumption data
can be captured by sensor technologies [12]. Based on the Internet of Things (IoT), these data can be
transferred from the physical layer to virtual layers for energy management [12].
In this sense, cloud computing is a technology to remotely store, monitor, and control any data
from any place in the world [13]. This technology can be applied successfully in many areas such as
the mobile business, electronic commerce, and data storage service [14], which makes revolutionary
improvements to the applications of the information technology (IT) industry [15]. Given its flexible
and scalable characteristics, being able to handle large volumes of data, cloud computing can also be
applied in smart grid domains [2]. Therefore, smart grids are expected to allow utilities to optimally
cope with the capacity and load of electricity, which leads to a more environmentally-friendly use
of energy in the long run [4]. The following requirements are necessary for supporting smart grid
development [16]: energy management, need to support multiple devices in a common platform,
information management, layered and heterogeneous architecture, and security and privacy of users.
Users need systems capable of managing, analyzing, and transforming large amounts of data into
insights relevant to energy management [17]. As an alternative, the energy cloud appears, which fulfills
these requirements.
The energy cloud can be considered a platform designed with technical and economic conditions for
integrating distributed renewable energy systems with smart technologies like microgrids, smart meters,
storage facilities, and IoT technologies [7]. When IoT is integrated with the cloud, real-time service can
be provided extensively, and a huge amount of data is produced, which requires a huge amount of
storage space that can be provided by the cloud [18]. The management of energy in a cloud platform
allows users to easily access the energy management system through public or private clouds via a
Web browser or application programming interfaces (APIs) interfaces [19].
In this sense, different layouts and frameworks have been researched to represent the functioning
of the energy cloud. Among these, the layout in layers and/or support blocks used to manage the flow
of data and information for communication between users and the cloud are highlighted, where each
layer or block has a specific function. There is a layer for users to communicate and interconnect with
the system as well as the layer for the user and retail market operations for calculating system stability
and data storage [3]. Thus, following this approach, each layer has a specific function complementing
each other.

Energies 2020, 13, 4048

3 of 27

The objective of this article is to present the basic elements and requirements for the energy cloud
and its management as well as to discuss the main management challenges and opportunities for
development and diffusion of the energy cloud.
This article was motivated by the rapid development of technological aspects related to the
acquisition, supervision, monitoring, control, and manipulation of data and information from
installations for the generation, distribution, storage, and consumption of electricity, which allows
management of these aspects in an interactive and real-time environment. In this sense, there is a need
to systematize basic elements and requirements, which relates them and connects them appropriately,
pointing out the main points that need special attention so that this technological integration can be
achieved to benefit all users of energy systems. Lastly, this article was also motivated by the possibility
of giving total autonomy to the users of energy systems concerning the management of distributed
generation, purchase, sale, and exchange of energy, storage, and consumption of energy.
It is expected that this article can contribute to the following aspects.
•

•
•

•

Presenting the basic elements, activities, and complementary aspects that involve the acquisition,
supervision, monitoring, control, and manipulation of data and information related to energy and
that travel in a cloud environment;
Providing a clear view of what is needed from the technical and functional point of view to meet
all managerial aspects necessary to make it possible to manage energy in a cloud environment;
The article also contributes by discussing the main technical and management challenges and
opportunities related to the energy cloud, and these discussions may serve as a starting point
for researchers to present new technological and managerial developments, which enables the
integration of more users to the energy cloud;
From a business point of view, this article contributes to the presentation and discussion of how to
fulfill the fundamental requirements that can enable the integration of the necessary technologies
to the energy cloud environment.

The remainder of the article is organized as follows. Section 2 presents a theoretical background.
Section 3 details the methodological procedures used. Section 4 presents the basic layout for energy
cloud and its management. Section 5 brings a broad discussion about the principal layers of the energy
cloud. Section 6 presents a discussion on management support blocks. Section 7 presents policy and
legislations discussion, and, lastly, Section 8 shows the conclusions, limitations, and future research.
2. Theoretical Background
This section is structured to serve as a theoretical basis on the main themes related to the article,
such as energy management, smart grids, IoT, cloud computing, and energy cloud.
2.1. Energy Management
Considering the increased demand for energy, suppliers, and consumers are working together
to keep this demand at acceptable and safe levels [20]. In addition, to deal with the increase in
population, smart city projects have been proposed by many countries and organizations to promote
the optimization of energy consumption in cities [21]. In this sense, energy management is essential in
micro-grids, homes, and buildings [22] for reliable and efficient energy system operation and control [23].
In traditional power systems, most of the load is uncontrollable and the energy consumption is not easy
to measure accurately [24]. Thus, energy management implies the ability to monitor and characterize
user usage patterns to design real-time user-centered energy optimization plans [25]. Therefore,
new systems and technologies need to be deployed to monitor and control energy data and information,
so that new policies can be implemented for energy management [21].
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Energy efficiency has become necessary in residential and commercial environments, where the
reduction of carbon emissions and the price of energy are two of the main factors that lead companies to
choose new technologies to reduce their energy consumption [26]. Therefore, an energy management
system is essential to control energy production and consumption, and energy efficiency and cost
savings in smart homes and buildings depend heavily on the monitoring and controlling methods
installed [27]. Thus, these management systems are based on real-time information systems provided
by a large number of sensors and actuators interconnected through communication networks [27].
2.2. Smart Grid
A smart grid can be described as a transparent, continuous, and instantaneous bidirectional
delivery of energy, which allows consumers to have more control over energy decisions [2]. Smart grids
combine different energy sources with low carbon technologies, such as renewable energy sources,
to minimize costs and environmental impacts, to maximize system reliability, resilience, and stability [28].
This makes the smart grid capable of providing electricity more efficiently and reliably than the
traditional grid by operating, communicating, and interacting autonomously [29].
Smart grids are energy grids that intelligently integrate the actions of all the users connected
to it (prosumers, consumers, or both) to provide an economic and safe environment [30]. In this
sense, the authorities are encouraged to follow this network revolution [8], where the function of these
integrated systems is to protect the components of the electrical system, control the flow of energy,
and monitor the process [6]. Therefore, the smart grid needs real-time information processing with
communication support, as users’ energy demands also change dynamically [31]. This requires a
platform that provides secure communication, data storage services, and high computing power to
handle a huge number of requests from multiple consumers [32]. With the help of the IoT and cloud
computing, the demand requirements of the smart grid can be met.
2.3. Internet of Things and Cloud Computing
The IoT concept is directly linked to the concept of connected smart communities [33] once the
IoT can improve the ability to collect, analyze, and render data [27]. Thus, research has been done
to integrate the IoT with cloud computing to create an environment for energy management [27],
where new value-added services related to energy are offered, which facilitate the integration of various
energy sources and the automatic control of system operation [21]. In this sense, the management of
information related to smart grids will be improved through its integration with cloud computing [31].
Cloud computing has an answer to this huge set of computing resources and storage needs of
future energy systems [29]. The main principle of cloud computing is to distribute resources to a
large number of computers or data centers, which meet the requirements of applications by shifting
resources and giving access to the storage system when needed [31]. Cloud computing can manage
the assets of the demand and supply curves, monitor the network assets online for cost optimization,
and help the consumer for support payment, according to energy consumption, in addition to having
an unlimited storage capacity of data [34].
2.4. Energy Cloud
The integration of electrical and information infrastructures is the basis of a cloud-based energy
management system [35]. The energy cloud idea is to connect different end-users and promote
coordination in excess electricity with the participation of these end-users, which can adjust their
optimal storage capacity, according to energy consumption and generation [36]. The users’ energy grid
is connected to the public distribution network [7] and the automation devices for electrical systems
are integrated into communication networks to exchange information between various devices and
supervisory systems [6]. Reference [37] proposed that this cloud-based technology injects intelligence
into the management of energy districts, which provides a distributed computing layer that controls
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the physical devices of end-users, and interacts with a centralized cloud component that manages the
entire district.
The Energy Cloud offers the technical and economic conditions to support the generation of
distributed energy and the activation of demand response programs based on four main premises [7]:
(i) new regulations on electricity generation, (ii) the decrease in the cost of distributed energy resource
technologies, (iii) energy consumers, which are becoming more active and receptive to the problem
of electricity consumption, and (iv) the development of smart grid infrastructure is already mature
enough to support the digitalization of the energy grid. Thus, it is evident that the integration of the
IoT and cloud computing with energy management systems has enabled greater autonomy for users
concerning monitoring, control, and management of their energy networks and devices, which gives
rise to the energy cloud.
3. Materials and Methods
This research was developed through a systematic review (SR) and an analysis based on a
bibliometric analysis tool. A systematic literature review aims to answer research questions that
increase the knowledge in a research field for researchers, policymakers, and other users [38], and to
be able to select relevant articles and obtain consistent data on a theme. The establishment of a
research protocol is crucial [39]. Therefore, the Preferred Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA) declaration was used as a protocol that provides credibility for the selection
of research to be included in the SR. PRISMA consists of a checklist with four phases focused on
ensuring transparency and reliable reporting of results [40].
In the PRISMA identification phase, search strings need to be defined. Thus, since this article aims
to present the basic elements and requirements for energy cloud and its management, and discuss
the main challenges and opportunities related to managing this environment, the choice of keywords
was thought to retrieve a diversity of research that can include a broad scope of themes related to the
energy cloud and its management. Therefore, the keywords searched in databases were “energy*”
AND “cloud*” AND “management.” The words cloud and energy were added with an asterisk (*) as a
way of covering words with the same radical but different endings. The subject of this research has a
multidisciplinary characteristic, which permeates different research areas such as energy, engineering,
computer science, information technology, telecommunications, and management sciences. In this
way, the keywords were tested in different databases to find out which ones were more appropriate
and, with a broader scope, meet the research needs. Thus, it was found that Scopus, Web of Science,
and Institute of Electrical and Electronic Engineers (IEEE) were the most appropriate databases for
retrieving research on the subject. Moreover, considering that research related to this subject is
being developed quickly, it was defined that both articles and conference papers would be analyzed.
The subject areas were selected to cover all those research topics that may indicate elements, activities,
challenges, and opportunities related to the theme. Therefore, the areas related to energy, engineering,
computer science, and management were placed as a filter. The period filter was set for all years.
Lastly, it was selected to search in the title, abstract, or keywords in Scopus, a topic in Web of Science,
and all metadata in IEEE. Table 1 summarizes the search filters and Table 2 shows the Boolean criteria
used to retrieve articles from Scopus, IEEE, and Web of Science databases.
The keywords and search filters were applied to the databases, and, initially, 9621 articles and
conference papers were identified in the sum of the three databases. In the identification phase,
duplicate records were also removed, which results in 7895 articles and conference papers.
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Table 1. Search filters.
Filter

Scopus

Web of Science

IEEE

Document type

Articles OR
Conference Papers

Articles OR Proceedings

Journals OR Conferences

Search in

Title, abstract
or keywords

Topic

All Metadata

Computer Science;
Energy; Engineering;
Decision Sciences;
Business, Management
and Accounting;
Economics, Econometrics
and Finance

Energy Fuels; Engineering
Electrical Electronic; Computer
Science Information Systems;
Computer Science Artificial
Intelligence; Green Sustainable
Science Technology; Engineering
Industrial; Engineering
Environmental; Engineering
Manufacturing; Engineering
Multidisciplinary; Business;
Economics; Management

All

Subject areas

Years

All

All

All

Search terms

“energy*” AND “cloud*”
AND “management”

“energy*” AND “cloud*”
AND “management”

“energy*” AND “cloud*”
AND “management”

Table 2. Boolean criteria.
Databases

Boolean Criteria

Scopus

(TITLE-ABS-KEY (“energy*”) AND TITLE-ABS-KEY (“cloud*”) AND TITLE-ABS-KEY
(management)) AND (LIMIT-TO ( DOCTYPE, “ar”) OR LIMIT-TO (DOCTYPE, “cp”))
AND (LIMIT-TO (SUBJAREA, “COMP”) OR LIMIT-TO (SUBJAREA, “ENGI”) OR
LIMIT-TO (SUBJAREA, “ENER”) OR LIMIT-TO (SUBJAREA, “BUSI”) OR LIMIT-TO
(SUBJAREA, “DECI”) OR LIMIT-TO (SUBJAREA, “ECON”))

Web of Science

TOPIC: (“energy*”) AND TOPIC: (“cloud*”) AND TOPIC: (management)
Refined by: DOCUMENT TYPES: (ARTICLE OR PROCEEDINGS PAPER) AND WEB OF
SCIENCE CATEGORIES: (ENGINEERING ELECTRICAL ELECTRONIC OR BUSINESS
OR COMPUTER SCIENCE INFORMATION SYSTEMS OR ENERGY FUELS OR
ENGINEERING MANUFACTURING OR COMPUTER SCIENCE ARTIFICIAL
INTELLIGENCE OR GREEN SUSTAINABLE SCIENCE TECHNOLOGY OR
ENGINEERING MULTIDISCIPLINARY OR MANAGEMENT OR ENGINEERING
INDUSTRIAL OR ECONOMICS OR ENGINEERING ENVIRONMENTAL)
Timespan: All years. Indexes: SCI-EXPANDED, SSCI, A&HCI, CPCI-S, CPCI-SSH, ESCI.

IEEE

(((“All Metadata”:”energy*”) AND “All Metadata”:”cloud*”) AND “All
Metadata”:management)
Filters Applied: Conferences Journals

In the screening phase, the titles and abstracts were read and analyzed and 246 pieces of research
were screened, excluding 7649 that did not contain, in the titles or abstracts, elements that could be
related to the subject of this research. In the third phase of these 246 articles and conference papers,
159 were selected for eligibility and 87 were excluded who were not related to the subject of this research.
Of these 87, 15 were not recoverable and 72 pieces of research did not present an approach integrating
the concepts of energy and cloud computing, nor relating energy and management, which is, therefore,
excluded. Lastly, in the fourth phase, 144 articles and conferences were included in the quantitative
and qualitative synthesis because they are related to the themes of energy, cloud, and management,
which presents elements that enable the integration of these concepts by showing the evolution of
energy management to the cloud environment, and indicates requirements for its development and
diffusion. Figure 1 presents the PRISMA statement flow diagram used in this study.
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diagram.

The 144 articles and conference papers included in the SR were catalogued and numbered in
Microsoft Excel. The years of publication of the articles and conference papers researches included in
the qualitative and quantitative synthesis are shown in Table 3.
Table 3. Number of studies per year included in the synthesis.
Year

Number of Research Studies

Year

Number of Research Studies

2020
2019
2018
2017
2016
2015

2
46
36
12
17
17

2014
2013
2012
2011
2010

3
4
4
2
1

With the first reading of the conference papers and documents, it was identified that the layout
format for energy cloud and its management most frequently addressed follows a trend of elements and
requirements structured in layers and management support blocks (detailed in Section 4). From this,
tables were created with one for each layer or support block to record all the elements and/or activities
that make up each one as well as to record the challenges and opportunities related to each layer
or support block. With this, it was possible to structure the layout for the energy cloud and its
management, and to present the basic elements in Sections 5 and 6 by discussing the challenges and
opportunities related to each layer or management support block mentioned in the layout.
To support the results obtained with the development of SR, a network of word co-occurrences [41]
was created using the bibliometric software VOSviewer [42]. For that, the files with 144 articles and
conference papers were downloaded in ‘.isi’ and ‘.csv’ format from the databases. The parameters
used in the VOSviewer for the map generation were: (i) “Create a map based on bibliographic data”;
(ii) “Read data from bibliographic database files”; (iii) “Select files”; (iv) “Choose type of analysis
and counting method: Type of analysis - Co-occurrence; Counting method–Full counting; Unit of
analysis–All keywords; (v) “Choose threshold”: Minimum number of occurrences of a keyword: 6;
(vi) “Choose number of keywords”: Number of keywords to be selected: 31 (31 was the total number);
(vii) “Verify selected keywords”: All keywords were selected. The network of word co-occurrences is
discussed and presented in Section 4.
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4. Energy Cloud Management
The energy cloud is a scalable and real-time energy management system that monitors and
analyzes real or simulated energy data [20] in a dynamic environment [2] through the centralization
of the management core in the cloud server by connecting all related actuators and sensors over the
Internet to control energy savings [15]. Thus, the energy cloud allows a dynamic integration of different
technologies in a smart grid environment. In this sense, Reference [7] shows an experiment with
an energy community management model and concluded that this cloud-based energy community
environment provides users with an active role in the energy market in addition to being an effective
way to integrate renewable energy sources to the electricity grid. Similarly, Reference [43] presented a
project of an energy cloud for energy-saving developed in Kaohsiung City in Taiwan, and concluded
that this system provides users with an ability to realize a cause and effect analysis relating their
needs and energy savings in addition to being an interactive platform for energy-saving information.
Experiences like these show the potential of the energy cloud to integrate energy users, which provides
benefits such as energy savings, dynamic performance in the energy market, and energy monitoring
in real-time. From this, it can be seen that there is a need to manage these cloud-based energy
environments to ensure that this system provides all the benefits it proposes.
Taking this into account, the Energy Cloud Management (ECM) environment should be designed
to maximize energy self-consumption as well as users’ profits and savings with the aid of a specific
hardware and software architecture [7]. It must be structured to serve a wide variety of systems such
as smart buildings, demand-side management, smart homes, demand response, and others [44] by
providing a user-oriented management service [19] and value-added services and operations [45].
Therefore, it is possible to visualize the importance of a heterogeneous application capacity, which leads
to the need for a robust systematization with a range of elements and activities capable of satisfactorily
meeting the most varied needs.
Based on the analysis of articles and conference papers retrieved in SR, it can be seen that
there is no consensus among the authors about the layout that best represents and that allows the
distribution of all elements and activities necessary to compose the energy cloud system. However,
studies [8,14,27,46,47] structured the layout in the format of layers and blocks with at least five layers
or blocks in each article, while the other articles of SR presented fewer layers, different layouts, or they
limited themselves to discussing more specific points concerning the theme addressed in this article.
In this sense, Reference [27] proposed a fog computing framework for energy management in a
smart building. In Reference [8], the authors researched the use of cloud computing in the energy
management of smart grids. In Reference [46], the authors proposed a new layered architecture for
big-data-driven smart homes. In Reference [47], the researchers designed a system of the IoT for
residential smart grids, and Reference [14] researched the management of smart grid information in
the cloud. From these studies, it can be deduced that cloud-based energy management systems can be
structured in layers in which each layer has elements responsible for certain activities necessary for
this management to happen efficiently.
Other retrieved research that consistently addresses elements that may refer to the structure of
layers and blocks. These studies relate the use of data systems to energy management in certain
situations or environments. For example, Reference [48] proposed a micro forecasting module for
energy management in residential environments. In Reference [49], the authors used data management
and cloud computing to propose a user-aware power regulatory model with location-based service
selection. In Reference [50], authors implemented a cloud analytics-assisted smart power meter for
smart homes. Authors from Reference [51] presented a cloud system architecture to estimate the total
cost of virtual machines based on resource use and energy consumption. Reference [52] discussed the
feasibility of monitoring renewable energy in smart grids through cloud computing.
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From these studies, it is evident that the approaches already presented do not cover energy systems
and information flows for their management as a whole once they address energy management with
support from data cloud for specific environments such as smart buildings, smart homes, smart grids,
microgrids, electric vehicles, energy districts, and shared communities, among others. Thus, to carry
out an approach in a macro view of the energy management, it was necessary to identify and structure,
based on previous research, a layout that can broadly represent the energy cloud system, and that can
serve as a parameter for further research on this environment to be developed.
Thus, in this research, the layout was structured in layers and support blocks for ECM since it
allows a clear discernment of the elements and activities developed in each of the layers or blocks by
facilitating the direction of management activities. In this sense, for the approach developed in this
article, the layout for the energy cloud is composed of seven layers that make up the physical and data
system itself. Since the physical installations of generation, storage, and energy consumption pass
through the communication links with the cloud, the transformation of data into knowledge useful for
decision-making takes place. The existence of four management support blocks that aim to help in
managing related issues from the seven principal layers was also identified by performing activities
ranging from support in activities related to the energy market, through security, privacy, and auditing
of data and information, to services performed by third parties in facilities and data and information
processing systems.
Table 4 presents all the references from SR where one or more layers or support blocks considering
those elements can be found, which can be directly related to the existence of these layers or support
blocks by taking into account frameworks, schemes, maps, structures, layouts, architectures, and other
representations found in retrieved research.
Table 4. References on layers and support block for energy cloud management layout.
Number

Type

Layer

References

1
2
3
4
5
6
7
8

Principal layer
Principal layer
Principal layer
Principal layer
Principal layer
Principal layer
Principal layer
Support block

[2,3,5,7,8,12–14,19,25–29,31–33,46–48,50,53–81]
[2,3,7,17,26,27,32,33,35,46–48,51,57–60,68,69,71,72,74–76,82]
[5,27,35,46–48,56,59,65,67,74,79,82–84]
[2,3,7,8,12–14,17,19,20,25–29,31,33,35,46–48,50,52–55,57,59–65,68,69,71–73,76,78–83,85–88]
[2,8,12,20,25,27,46–52,54,55,58,63,70,71,81,84,89]
[13,27,46,51,81,84]
[8,12,14,20,25,27,29,31,46,47,50–56,61–63,67,70,71,74–76,80,84,86–90]
[5,14,50–52,66,75,85,87]

9

Support block

10

Support block

11

Support block

PHYSICAL
FOG
NETWORK
CLOUD
SERVICE
SESSION
APPLICATION
BROKER
SECURITY
AND PRIVACY
CLOUD
AUDITOR
THIRD PARTY
SERVICES

[14,49,52,91]
[13,49,52]
[8,14,50,81,92]

Figure 2 shows the layout for the ECM disposing of the seven principal layers with one on top
of the other in gradient tones, which indicates that the flow of data and information can have two
directions, from bottom to top and from top to bottom, while the four blocks of support activities were
positioned in the surroundings, which symbolizes that each auxiliary activity can be developed within
any of the seven main layers.
To check and compare with the layout shown in Figure 2, a bibliometric analysis was performed
with the VOSviewer software. The metadata of the articles included in the systematic review were used
to generate Figure 3. In this figure, an aggregation of words in three predominant colors of red, green,
and blue are shown. The terms presented in the figure in red colors, such as the IoT, fog computing,
IoT, fog, renewable energy resources, and smart buildings, represent elements that make up the layers
of data collection and aggregation in Figure 2, which are the physical and fog layers. The terms ‘energy
management’ in a red color and ‘cloud computing’ in a green color, in the center of the graph and
linked to all the other terms in the graph, bring an understanding that the main theme of the research
articles addresses energy management, bringing a direct relationship with cloud computing. The terms
represented in Figure 3 in a green color in predominantly aggregate elements of the intermediate layer

7

Principal layer

APPLICATION

8

Support block

BROKER

90]
[5,14,50–52,66,75,85,87]

SECURITY AND
[14,49,52,91]
PRIVACY
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CLOUD
10
Support block
[13,49,52]
AUDITOR
cloud and service, whereTHIRD
the data
are stored, handled, and processed to generate relevant information,
PARTY
11
Support block
[8,14,50,81,92]
will assist in the decision-making
related
SERVICES to energy. In this sense, the following terms: cloud computing,
digital storage, big data, data handling, green computing, smart grid, and smart power grids can be
related. In a blue color, terms such as energy management systems, energy efficiency, and optimization,
Figure
2 shows the layout for the ECM disposing of the seven principal layers with one on top
which can be related to the application layer, where users manage their energy system. The term
of the other
in gradient tones, which indicates that the flow of data and information can have two
‘demand-side management’ is alone in a yellow color but is also directly linked to the following terms:
directions,
from
bottom tocloud
top computing,
and fromand
topsmart
to bottom,
theleads
four
blocks
of support
energy
management,
grid. Thiswhile
analysis
to the
understanding
thatactivities
the layeredinstructure
for energy cloud
management
can satisfactorily
represent this
environment
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For the ECM environment to be properly implemented, several key points need to be addressed.
Among the points cited in the research retrieved from the SR, the following are mainly mentioned:
To check
and compare with the layout shown in Figure 2, a bibliometric analysis was performed
the scalability of technological and computational solutions, interoperability between devices from
with thedifferent
VOSviewer
software.
metadata
of the articles
included that
in the
systematic
were
manufacturers
and The
technologies,
the reliability
and confidentiality
these
systems canreview
offer
users, the flexibility to serve users in a customized manner, the quality of services, the efficiency of the
system, the level of application availability, the minimization of costs for the implementation and use
of systems, the decrease in communication latency, the increase in investments in infrastructure, and a
capacity for rapid elasticity of systems. The fulfillment of these points depends on several factors with
considerable criticality presented and discussed in Sections 5 and 6.

management systems, energy efficiency, and optimization, which can be related to the application
layer, where users manage their energy system. The term ‘demand-side management’ is alone in a
yellow color but is also directly linked to the following terms: energy management, cloud computing,
and smart grid. This analysis leads to the understanding that the layered structure for energy cloud
management can satisfactorily represent this environment for energy management, and, in addition
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5. Principal Layers

For the ECM environment to be properly implemented, several key points need to be addressed.

Among
the points
the research
retrieved
from
SR, the following
are mainly
Each
of the
seven cited
maininlayers
requires
a series
ofthe
elements
and activities
to bementioned:
developed so
the
scalability
of
technological
and
computational
solutions,
interoperability
between
devices
fromto the
that data and information can go from the physical installations, where the data is captured,
different
manufacturers
and
technologies,
the
reliability
and
confidentiality
that
these
systems
can
application layer, where decisions are made on energy management systems. In this decision-making
offer users, the flexibility to serve users in a customized manner, the quality of services, the efficiency
environment, the command signals are sent back to the physical installations by increasing or decreasing
generation or storage, performing tasks on consumer devices, and requesting the purchase or sale of
energy, among other related activities. Table 5 presents the basic elements found in the SR by dividing
them between the main layers. It is worth noting that the elements listed in the table are a compilation
of elements found in the articles of the SR. Therefore, there may be more elements that can still be listed
but that are not listed here.
In the following subsections, the seven layers are detailed, and the main challenges and
opportunities for their development are discussed.

5.1. Physical
The physical layer includes the main types of sensing technologies and devices installed, such as
smart appliances, comfort systems, consumption devices, energy generation, electric vehicles, energy
storage installations, and energy meters [9,14,46]. In short, any infrastructure capable of generating,
transmitting, distributing, storing, or consuming electricity can be included in this layer. In the energy
cloud environment, these physical infrastructures contain sensors and actuators connected to the
Internet through IoT technology by enabling the collection and transmission of real-time data related
to the operation of these physical infrastructures.
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Table 5. Layers elements.
LAYERS

ELEMENTS

PHYSICAL

Distributed energy generation resources
Bulk generation
Energy storages systems
Electric vehicles
Parking lot or charging stations
Power consumption devices
Sensors and IoT devices
Instrumentation for monitoring and control
Energy transmission and distribution installations
Smart meters
GIS (Geographic Information System)
Energy hubs
Microgrids

FOG

Sensors hubs
Data concentrators
Local processing system
Fog servers
Cloud service support
Communication service support
Remote terminal unit (RTU)
Communication converters
Gateways and routers

NETWORK

Ethernet, Wi-Fi, bluetooth, USB and serial communication
Communication protocols (M2M; MQTT; Modbus; Internet; RS-485/232)
ICT (Information and Communication Technology)
ZigBee gateway
2G, 3G, 4G, 5G, GPRS/CDMA, and GSM networks
WiMAX
RFID - Radio frequency identifications
optical networks
Communications in the vehicular environment: V2V; V2I; VANET;
Cloud gateway
GPS (Global Positioning System)
Communications networks devices

CLOUD

Data flow management systems
Datacenter and storage units
Real-time data processing systems
Batch data processing systems
Public, private, hybrid, regional, and community cloud
Data acquisition
Distributed data storage
Data storage: Data clustering, replication, and indexing
Programming models
Abstract logic
Open source operating system
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Table 5. Cont.
LAYERS

ELEMENTS

SERVICE

Devices for real-time data visualization
Analytical data analysis
Power generation forecasting
Knowledge-based systems
Pattern management
Big data
Data pre-processing: Cleaning and transmission
Data processing: Prediction and classification
Optimization algorithms
Web-based information technology

SESSION

HTTP (Hypertext Transfer Protocol)
APIs (Application Programming Interface)
CoAP (Constrained Application Protocol)
MQTT (Message Queue Telemetry Transport)
XMPP (Extensible Messaging and Presence Protocol)
Smartphone application login identify
WebSockets

APPLICATION

Pre-operation, real-time operation, post-operation of transmission and distribution systems
Mobile devices
EMS (Energy Management Systems)
WebApps
Dashboards
Services creation, analysis, and management
Virtual energy storage
Configuration management

The integration and interconnection of these infrastructures, sensors, and actuators with the cloud
depend on basic requirements such as interoperability between devices, high energy quality, systemic
efficiency, versatility, controllability, resilience, mobility, and reduced cost for joining and installation for
different types of users. Thus, considering that the basic infrastructure of this layer contains installations
for generation, transmission, and distribution of energy, renovation, and automation [6,13] as well as
improvements in protection systems [6,31], which are the main technological and economic challenges
to overcome. Regarding energy storage systems, the main challenges are the high value of initial
investment [36,77] and the short life cycle of batteries [93]. Concerning electric vehicles, three important
opportunities for technological development are the optimization of energy consumption by electric
vehicles [94], the installation of a greater number of charging points [95], and the addition of renewable
energy in these charging stations [96].
Concerning the considerable increase in the use of sensors in devices and installations [46] as well
as the IoT integration in distributed generation installations and energy consumption devices, one of
the main challenges to overcome is the reduction of costs, the reduction of energy consumption, the
incorporation of technological improvements, and easier maintenance of these IoT devices [32,59,72].
It would be relevant to standardize the hardware and software of IoT devices using public domain
standards [59]. The systematization of techniques for forecasting distributed energy generation can
be added to the opportunities to be explored [97], which can enable greater autonomy and planning
for system users. In addition, the evolution and transition from energy management to a data cloud
environment depend on greater control over energy waste [67] and regulation of energy exchange
between end-users [36].
5.2. Fog
The fog layer can also be called the edge layer. This layer includes all those elements that have the
characteristic of concentrating the data received from the IoT devices and preparing them to send to the
cloud such as sensor hubs, data concentrators, local processing systems, remote terminal units, routers,

Energies 2020, 13, 4048

14 of 27

gateways, and others listed in Table 5. Fog computing provides flexibility, data privacy, interoperability,
and real-time energy management [60] through the storage and computing close to the end devices
by performing light computing tasks that can happen at the edge by decreasing latency [27,46], and,
thereby, decreasing the load on the cloud [5,98]. In practice, these devices receive and, with the aid of
algorithms, make the initial filter of the data generated by the sensors and IoT devices by performing
the first computational tasks of data aggregation and preparing them to be sent through the network to
the cloud. Thus, fog servers are closer to the data collection points, which is an interface layer between
physical devices and distant cloud data centers [27,98].
Fog servers have the function of being a layer that interconnects the others by catalyzing the
data collected from the devices. Because of this, the response time of fog servers must be as short
as possible [46,68,72,98], and they must have adequate computational power [57] together with a
temporary data storage capacity for that user’s data, which can be stored there temporarily when
the cloud is out of operation [26]. Another important task to be highlighted is that there must be a
selection of the data that will be sent to the cloud, which relieves the data transmission networks [46,57].
However, perhaps one of the challenges that most impacts the companies that manufacture the
components of this layer is the need for convergence toward standardization, which makes it possible
to integrate different technologies and devices [16,17,59,99] by bringing facilities to users, companies,
and service providers as well as contributing to the dissemination and use of the concept of ECM.
5.3. Network
The network layer includes all the communication networks such as mobile, ad-hoc, and home,
gateways, and communication protocols listed in Table 5. These technologies are used to transfer the
data from the fog to the cloud layer for further processing [27,46], and this data transmission occurs
over a long distance, from users’ domains to where the cloud data centers are located. Thus, since the
network saturation level is a constant concern [57,82,98,99], it is important to choose a communication
medium with appropriate bandwidth for a large amount of data transportation between fog and
cloud layers [98]. Considering this concern and the mobile network technologies available, such as
Second Generation (2G), Third Generation (3G), Fourth Generation (4G), Fifth Generation (5G), General
Packet Radio Service/Code Division Multiple Access (GPRS/CDMA), and Global System for Mobile
Communication (GSM), improvements in connectivity levels and mobility of data and communications
networks are important challenges related to networks to be overcome [50,53,82]. Following the same
idea, the connectivity of electric vehicles to mobile networks is an opportunity that needs to be further
developed by companies [83,100].
In addition, to achieve a high level of interoperability between devices from different
manufacturers [46,67], contributing to the integrity and volume of data and information transmitted [67],
an important challenge to be overcome is the standardization of communication protocols and
technologies [46,67,101] that may also contribute to significant improvements in data communication
between the lower layers and the cloud. Other challenges to be overcome are a necessary reduction
in the consumption of energy in communications [82] as well as a reduction in the cost of these
communications [60].
5.4. Cloud
This layer provides data storage, management, and real-time processing in a computing
environment that cannot be implemented at the fog [14,27,46]. For this, the cloud layer is composed of
data flow management systems, data centers, and storage units, real-time data processing systems,
and batch data processing systems [46]. In practice, all data that are collected in the physical
layer and aggregated and pre-processed in the fog computing stage are sent over the network to
be stored and processed in the cloud layer. Cloud data centers can be public, private, or hybrid,
which facilitate accessibility to different types of users. Likewise, there may be community-shaped
clouds or cooperatives created to make access to these services cheaper. Besides, the adhesion of users
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to public or private cloud services for storing energy-related data also depends on structuring pricing
policies for the use of the cloud system where users pay for the system as they use it [51].
While the cloud platform makes it possible to externalize all measurements, store, analyze,
and prepare data for other functions [48], there is a need to improve infrastructure and computational
power of installations that fit this layer [32]. These improvements should also lead to lower
energy consumption [10,51,102–106], and also decrease maintenance costs [52,102,103,105,106].
Other technological challenges cited by the authors that can contribute to the improvement of
activities related to the cloud are the improvement of data collection and acquisition, and scheduling
tasks to reduce data traffic in the cloud [16,98,107], increase storage capacity, increase the number
of users connected [29,108], reduce cloud saturation bottlenecks [33,53,59,60,69,72,98], improve data
processing algorithms [33,46,63], decrease server failures and loss of user data [29,63], and integrate
distributed data storage systems [16,63].
5.5. Service
The service layer can also be called Big Data or analytics. The energy data are pre-processed by
algorithms to transform, reduce, integrate, and clean data [12]. Then, there is the continuous processing
of user data using the metadata available in the cloud as well as standardizing and making available the
indicators in the format of operational data views and analytical data views, accessible at the moment
the user wants to access those information [46]. A series of activities carried out in this layer make
this analytical data visualization possible, such as data cleaning and transmission, data prediction
and classification, pattern management, and power generation forecasting, among others. Therefore,
this layer contains all elements and activities responsible for transforming the raw data from the
physical layer into insights and indicators that will assist in the decision-making process related to
energy management.
The definition of which data should be sent to the cloud directly interferes in the service layer,
as it is based on the available data that statistical analysis on production, consumption, forecasts,
and other analyses related to energy are carried out [102,109,110], which shows the importance of
integrating the activities of different layers. Because of all these data-related tasks, there is a need
for implementation of improvements in the data pre-processing stage, such as the standardization of
attributes and data format [12,46,48], which can directly contribute to the data processing time [19,46].
This data processing time can still be reduced through investments in powerful and robust computing
infrastructures for analysis of available data [32,81,111] by transforming them into relevant information
to aid decision-making.
Decision-making related to energy management must be carried out based on accurate information
that faithfully reflects the reality found. Thus, the generation of information needs to be improved
through techniques and algorithms [25] to manage, analyze, and transform the available data into
relevant insights for users [17]. Another important point to be highlighted that can contribute to the
standardization of services is the implementation of big data governance [112]. Lastly, as in the cloud
layer, pricing policies can also be implemented in the provision of services in the pay-as-you-use for
the users’ mode [98].
5.6. Session
This layer provides standards and application programming interfaces (APIs) for exchange data
between the service and application layers so that they do not have to be connected continuously [46].
This layer is composed of APIs and protocols such as Hypertext Transfer Protocol (HTTP),
Extensible Messaging and Presence Protocol (XMPP), Message Queuing Telemetry Transport (MQTT),
and Constrained Application Protocol (CoAP), and it intermediates the users’ requests for data-related
services in the service layer and its availability in the energy management system in the application
layer. Some authors do not treat the session as a layer, but only as an interconnection between the
service and application layers [47]. However, this layer makes it possible to obtain, monitor, and control
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the infrastructure through independent hardware [51], which is not part of the service or application
layer elements.
The performance of the activities performed in this layer depends on a clear definition of the
standard protocols and APIs and the scalability of solutions for the Uniform Resource Locator (URL)
resources [46]. This performance also depends on user authentication algorithms [13], faster traffic,
and information delivery [47,112], which can be influenced by the Internet response time [49,53,113].
Lastly, an opportunity to be explored is to use social networks as a way to connect the service and
application layers [28].
5.7. Application
The most visible layer to the end-users [52] includes all applications such as mobile devices,
web apps, management dashboards, and energy management systems used in energy management
based on information and insights generated in the service layer, which provides it on a friendly
platform [27,46]. In this layer, user applications are described as virtual devices, formed by a set of
interconnected virtual machines between them [51], and users can perform data analysis for making
decisions accurately [9]. Thus, any form of user interaction with the physical energy systems occurs
through this layer.
In the application layer, the main challenges and opportunities raised in SR start to have a more
mixed focus by addressing technological issues, but important usability management issues were also
raised. A point highlighted by several authors is the development and implementation of interactive
dashboards for monitoring, control, and decision-making with a friendly interface customizable by
users. This is easily manipulated by users from different areas of knowledge [17,22,31,75,84,91,113].
Taking this into account, the energy management dashboards must faithfully virtualize the installed
physical infrastructure [78,87] and provide updated information in real-time [20,78] with low latency [56]
by integrating the energy management system with the other layers and management support blocks,
including the energy market in real-time [114]. An opportunity to be disseminated is the implementation
of support for the mobility of energy management systems, which makes it possible to manage energy
systems using mobile devices [115]. Similar to the other layers, it is also important to implement
continuous improvements in algorithms that help in decision-making by users [116].
Considering that the diffusion of these systems seeks to reach users with different financial
capacities, an important challenge in this layer is the minimization of costs and capital needed to
facilitate the diffusion of energy management systems [20,117] through the control and optimization of
parameters by appropriately allocating resources [65,70] to reach users with different financial capacities.
6. Support Blocks
The four support and management blocks are shown in Figure 2 (broker, security and privacy,
third-party services, and cloud auditor) are responsible for carrying out activities complementary to
those carried out in the main layers. These complementary and integration activities are characterized
by the interaction of users with the system external to their domains, such as the energy market,
the request for third-party services, tasks related to the security and privacy of their data, and auditing.
Similar to Table 5, Table 6 also presents a compilation of the elements found in the SR and that can be
distributed among the auxiliary management blocks. Therefore, there may be more elements that can
still be listed but that are not listed here.
In the following subsections, the four supporting blocks are detailed, and the main challenges and
opportunities for their development are discussed.
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Table 6. Support block elements.
SUPPORT BLOCKS

ELEMENTS

BROKER

Energy purchase and sale intermediation
The interface between customer information and energy markets such as
price estimation and energy bill calculation
Energy Market
Pricing systems such as Real-time pricing (RTP), Time of Use (ToU),
or Critical Peak Pricing (CPP)
Aggregating agent and energy intermediary for electric vehicles
Cloud Energy Storage (CES) management
Fees for using resources such as equipment rental and maintenance of the
electricity grid infrastructure
Energy supply module and auxiliary services
Swing mechanism module for managing stochasticity
User management module with distributed energy resources
Community ecosystem broker
Business intelligence
Chatbots and Autonomous agents
Storage Market
Balancing Market

SECURITY AND PRIVACY

Data and information security management: Privacy, integrity,
confidentiality, and availability
Data and information privacy
SSL Protocols (Secure Sockets Layer)
Secure communication
Data and application protection
Secure Booting
Transparency and reliability of actions with data
User authentications and authorization controls
Firewalls
Attacks detection

THIRD-PARTY SERVICES

Installation and maintenance of systems and devices
Operational monitoring and maintenance services
Additional services such as transport, information for system operators,
healthcare, weather forecast, government announcements, consultation with
the legislation, accounting, emergency, etc.
Customer profiler
Services repository
Advisory services

CLOUD AUDITOR

Security systems audit
Privacy audit
Performance audit
User authentication and identity management
Certification of renewable generation resources

6.1. Broker
Characterized as a support block for the management of the energy cloud, the broker encompasses
tasks such as service intermediation, service aggregation, and service arbitrage [52], which helps in
the purchase and sale of assets by providing information support for price analysis and optimization,
which balances the supply and demand and energy trade between generators, utilities, distribution,
and transmission operators and customers [14]. To fulfill these tasks, the broker includes all the
elements and activities necessary for energy trading and must also be connected to the users’ energy
management applications. Thus, the energy market, storage market, and balancing market are part of
the broker. To operate in these markets, users can make use of elements that can be offered by other
companies, such as intermediation of energy purchase and sale, management of cloud energy storage,
community ecosystem broker, business intelligence, chatbots, and autonomous agents. The pricing
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systems such as real-time pricing (RTP), time of use (ToU), and critical peak pricing (CPP), and the fees
for using resources, such as equipment rental and maintenance of the electricity grid infrastructure,
can all be included in the broker.
In broker systems, price communication and notifications to consumers must take place in
real-time [8,82]. In this way, the information is collected and managed through an interface based on
key performance indicators (KPIs) by providing the market information directed to the user [51]. Due to
this, a serious problem to be faced is the communication delay between the Broker-Cloud-Application
due to the long distance of data transmission [5]. Some means that can be used to assist in the agility
of service to users are to use automated response systems for users, such as autonomous agents and
chatbots [113], and use software for automatic verification of the user default [49].
The main financial return of the companies that will act in the broker environment will be through
the pricing of the fees for using storage services and the fees for energy transaction services [118].
However, other important opportunities can be related to the centralizing of additional activities,
such as the integration of centralized energy monitoring, building control, and security systems,
and vehicle battery charge level [45,113].
The evolution of current energy management systems to an ECM system also depends on evolution
in the energy markets, which should have greater freedom, decentralization, dynamicity, and are
without intermediaries [67,113]. Among the options for this evolution, the creation of cooperative
systems can be cited so that users have greater negotiating power in the electricity market [7], and also
have a decrease in marginal costs in the purchase and sale of energy from virtual power plants (VPP) [85]
by taking into account that the optimal cost is when all devices are operating under ideal technical and
safety conditions [48]. Concerning the price, in addition to the use of price as a tool for controlling
energy consumption [66], the creation of dynamic electricity tariffs [14,29,32,46,47,65,119,120] may also
contribute to the solidification of the ECM systems.
6.2. Security and Privacy
Due to the complexity, interdependence, and connectivity of the ECM system [9], there is a
need to ensure information security, privacy, and quality of services for the ECM environment [14].
This function is carried out by the elements and activities that compose the security and privacy
support block, such as data and information security management, data and application protection,
Secure Sockets Layer (SSL) protocols, secure booting, user authentications, authorization controls,
firewalls, and attacks detection, among others. These activities permeate all other layers and support
blocks to provide security and privacy to users regarding the data and information circulating in the
energy cloud.
To ensure that these requirements are met, security and privacy issues can be done through secret
keys in a dynamic process for each reading, which is destroyed when the users log off the systems [49]
and remain active only while using the system, which ensures a greater sense of security for users.
Other ways to provide security and privacy to users of the ECM system are the introduction of firewalls
without compromising performance or increasing latency between layers [22,59,98] to maintain the
computational capacity of control and security systems even with encrypted data [49,91,121], a constant
cost reduction, and optimization of data encryption algorithms [22,76,78,122,123] to provide an efficient
user authentication system [17] that makes it possible to identify illegal activities [13] to detect data
mix or leak and virtual attacks [8,9,16,31,67,75,124,125] while still maintaining system integrity and
security status [33,58].
With the data in third-party domains, there is a concern with the retention of copies of this data [9],
which brings psychological impacts to users because they are making their data available for storage in
locations outside their domains. T address these issues, there should be a plan for collecting data from
users, especially regarding what data and at what time [102] in addition to disabling unsafe services
and devices. These challenges can lead company managers to use private clouds [20]. Another way to
overcome these challenges is to segregate users according to the desired level of security [49].
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6.3. Third-Party Services
Third-Party Services block services, such as installation and maintenance of systems and devices,
operational monitoring, and additional services are performed to support the business processes
required by other players from the ecosystem [14]. To systematize the actions and services of third
parties, there must be an integration between the systems of these service providers with the energy
management system [46]. Thus, considering the broad scope of activities listed in Table 6 and that
these activities are delivered directly to end-users, there can be a customization of the services offered
and provided, according to the needs of users [16,120] aligning the interests of service providers and
users [102] by establishing maintenance policies and strategies [70,126]. Additionally, there must
be training for professionals who will carry out these activities [98,126] by taking into account the
technological interdisciplinarity of the elements that make up ECM [107]. Thus, as a way to maintain
the quality of services [127], an opportunity to be explored is the establishment of collaborative
networks between service providers by sharing information and market space [92], but maintaining
ethical aspects in the provision of these services [102].
6.4. Cloud Auditor
This support block acts to audit the users’ authentication system [49], and also includes security
audits, privacy impact audits, and performance audits [52]. However, considering the integration of
several technological elements and professional interdisciplinarity, there is a need to establish audit
protocols in the operations to be carried out in the ECM environment [128] by seeking the transparency
of the processes carried out in the cloud [112] and the energy market [85], which is always striving for
maintenance of ethical aspects in this management system [102].
7. Policy and Legislations Discussion
Since the evolutionary trend of energy systems toward ECM layout is relatively recent, activities
related to legislation and regulation of ECM were not presented as a layer or support block
for management in any of the retrieved articles. However, some authors have expressed clear
concerns about the need for regulatory bodies to establish policies and legislations for these activities.
These concerns are about:
•
•
•
•
•
•
•

The need to standardize the interoperability of the infrastructure [46,67];
Regulation of energy sharing between users [32];
Establishment of regulatory policies that evolve automatically over time [85];
Establishing policies that define what data should be stored and how easily they can be
accessed [112];
Definition of privacy policies and user rights [16,75];
Regulation of flow and storage of critical information [14];
Regulation of a real-time energy market [67,113].

From these concerns, which reflect the rapid evolution of energy systems with the integration of
computational technologies, there is a need for greater agility in establishing and adapting policies
and legislation regarding energy systems and markets. The lack of regulatory frameworks, especially
concerning security and privacy policies, the flow and storage of critical information in the cloud,
and the exchange of energy between users, can lead to a greater delay in the use and development of
technologies for ECM, which can bring benefits to users, companies, countries, and the environment.
8. Conclusions, Limitations, and Future Research
The objective of this article was to present the basic elements and requirements for the energy
cloud and its management and to discuss the main management challenges and opportunities for
development and diffusion of the energy cloud. Considering this objective, the analysis of the articles
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and conference papers allowed us to identify that the layout that best represents the ECM environment
is the layout in the layers’ format, where the flow of information happens from bottom to top and
from top to bottom. In addition to these layers, the existence of blocks to support ECM was also
identified. The basic elements and requirements that compose the ECM environment have been
identified with 70 basic elements or activities comprising the main energy cloud layers and 36 basic
elements or activities integrating the support blocks for ECM. Several challenges and opportunities
that can leverage ECM were pointed out and discussed. Thus, the objective of this article was achieved
by identifying the layout for the energy cloud and its management, pointing out the basic requirements,
and also discussing the challenges and opportunities for its development and diffusion.
Among the implications of this article, we highlight the layout developed to represent ECM
environment, where the elements and activities are organized in seven main layers, which seek to
represent the flow of data and information from the physical installations of the energy systems where
the data is captured to the energy management systems where users interact with their energy systems.
In addition to the main layers, four management support blocks were also represented. These support
blocks seek to cover the complementary activities necessary to manage users’ energy systems, such as
the purchase, sale, and exchange of energy, the aggregation of third-party services that are necessary
to the users’ energy systems, security, and privacy in data and information flow as well as the audit
of transactions, carried out. Therefore, with the layout presented and discussed, it was possible to
present the basic elements and activities necessary for the ECM to researchers and entrepreneurs.
Considering the wide scope and the different areas of knowledge that make up the ECM layout
and the discussions presented about the challenges and opportunities related to this environment, it is
possible to state that there are opportunities to be developed by researchers and managers from different
areas such as information technology, engineering, business management, and public management.
This can be justified because, among the articles surveyed, the predominant references were about
improvements in the robustness and power of communication and computer systems to support the
volume increase in traffic and processing of data and, at the same time, decrease latency. It is also
worth mentioning the importance of adopting devices with technological interoperability as well as
reducing costs to make it possible to reach a greater part of the population. Highlighted improvements
are developed for user authentication systems, integration of energy management systems with broker
systems in a real-time energy market, regulation of this market in real-time, and integrated energy
management systems with third-party services systems. Other needs were also identified concerning
the creation and adaptation of policies and legislation to integrate energy cloud activities.
This article was limited to studying the elements and the main requirements for the development
and consolidation of the energy cloud as a way to monitor and control energy systems. The approach
used a managerial approach, seeking to indicate technological and managerial challenges to be
overcome for the diffusion of ECM.
For future research, it is suggested to study the main challenges pointed out in this article and
seek to outline strategies for meeting and implementing solutions that help overcome them. It is
also suggested to structure a management model for the energy cloud by establishing connections
and indicating the most appropriate paths to be followed to carry out ECM efficiently and effectively.
Lastly, it would be relevant to develop diagnostic tools that can assess the technological maturity
and management of localities for the implementation of the energy cloud technologies discussed in
this study.
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