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Abstract: An auto-restoration tool to minimize the impact of faults is one of the critical requirements
in a power distribution system. A fault-monitoring system is needed for practical remote supervision
to identify faults and reduce their impacts, and thus reduce economic losses. An effective fault-
monitoring system is beneficial to improve the reliability of a protection system when faults evolve.
Therefore, fault monitoring could play an important role in enhancing the safety standards of
systems. Among the various fault occurrences, the transient fault is a prominent cause in Malaysia
power systems but gains less attention due to its ability of self-clearance, although sometimes it
unnecessarily triggers the operation of protection systems. However, the transient fault is an issue
that must be addressed based on its effect that can lead to outages and short-circuits if prolonged. In
this study, the authors summarize the guidelines and related standards of fault interaction associated
with a monitoring system. The necessity of transient fault detection and location techniques and
their limitations, the need for signal processing, as well as recommended practices, are also discussed
in this paper. Some of the practices from local power utility are also shared, indicating the current
approaches, key challenges, and the opportunities for improvement of fault-monitoring systems due
to transient fault, which can be correlated with the reviews provided.

Keywords: power distribution system; fault detection; fault location; fault-monitoring system;
transient fault

1. Introduction

A monitoring system usually involves managing an electrical power network for the
purposes of controlling and protecting the entire network. The system visualizes the status
of the network and predicts future potential failures. The most essential part of monitoring
is to maintain an uninterrupted power supply in order to reduce power outage time caused
by faults [1,2]. Since the late 1990s, the Malaysian electricity supply company Tenaga Na-
sional Berhad (TNB) has installed numerous types of fault recorders in several substations
to monitor critical overhead transmission lines. However, none have been installed in the
distribution feeders. The monitoring system in a distribution system (DS) is dependent on a
circuit breaker and relay trip in the substation based on conventional techniques [3,4]. As
a counterpart to the transmission line, the DS is constructed of tapped lateral networks
or branches that deliver power to the consumers. The monitoring of faults in the DS is
more complex due to this convoluted construction [5–7]. The branches are exposed to
various types of faults caused by several sources including climatic conditions, equipment
failure, and natural phenomena. Figure 1 illustrates a power system with connected parties
including generators, a grid system, and a distribution system in Malaysia. As of December
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2018, 47% power plants in Peninsular Malaysia consisted of gas power plants, 38% coal,
9% hydroelectric, and 1% diesel power plants, while the remaining 5% were renewable
energy included large-scale solar, mini hydro, and industrial waste heat. Upon this value,
23,082 km of transmission lines and cables that included 500 kV, 275 kV, and 132 kV voltage
system are utilized to distribute power supply into 443 transmission substations. Then,
113,469 GWh of power supply was then distributed to 9.039 million customers through
overhead distribution lines and underground cables.

In a distribution system, utility companies attempt to maintain the availability perfor-
mance of the distribution grid in line with world-class standards. The distribution grid
performance indicators are based on the minimum outage cost, utility travel cost, and
System Average Interruption Duration Index (SAIDI) [8–10]. SAIDI is an indication of
the number of interruption hours that an average consumer will experience annually. A
lower SAIDI value indicates less unexpected interruption duration and a more reliable
system. Figure 2 presents a comparison of distribution SAIDI for several countries in 2017.
From the bar chart, the most reliable distribution performance was in Singapore with a
SAIDI of 0.56 min/consumer/year, while the highest SAIDI value was for Paris with 61.10
min/consumer/year, which indicates the least reliable system. Malaysia recorded a SAIDI
of 50.24 min/consumer/year, which is considered to indicate low reliability of the distribu-
tion grid [8]. Singapore’s high-reliability system performance is attributed to its efficiency
of maintenance and installation of underground cables, which enhances the reliability and
security of the electrical network. These factors were the most significant in the Malaysian
distribution grid due to the complex infrastructure and congestion of underground utilities
services. Among distribution performance in Malaysia, Putrajaya state recorded the most
reliable distribution performance with the SAIDI of 0.73 min/consumer/year. Meanwhile,
Pulau Pinang recorded the highest number of interruptions in the state with the SAIDI
78.66 min/consumer/year as shown in Figure 3.

With regard to the high level of interruption occurrences, it is vital for the DS to be
efficient in managing faults and maintaining the quality of service by reducing the outage
time [1,11]. In particular, the increase in distributed generation (DG) linked to the grid
affects the power quality and causes substantial problems for the existing fault detection
and location methods [12]. Various improvements have been made by researchers to
expedite fault location [13,14] and an attempt has been made to define the fault location
measure to explain the reliability of a fault monitoring system at an accurate location [15,16].
Fault monitoring defined as a process encompasses detecting, diagnosis, isolating, and
sometimes repairing malfunctioning components in the DS [17]. To sustain the reliability of
energy supply to consumers, the DS needs to pursue certain standards that involve control
and operation, reporting of outages and interruptions, monitoring of performance, and
co-ordination of safety. Table 1 presents the recommended standards related to fault moni-
toring in a DS system [18]. The standards comprise measuring and recording of voltage
magnitude variations, fast voltage changes, supply voltage sags, brief interruptions of sup-
ply voltage, transients, supply voltage unbalance, and harmonic voltage [9,19–25]. Further,
the combination of computing and modern wireless communication techniques allows
for prolific intelligent monitoring in real time and efficient control of distribution systems
within smart grid frameworks [26,27]. Therefore, these standards enable the performance
of best practice in terms of communication, data transfer, and security measures [9,28–32]
for Malaysian DS.

One of the crucial monitoring operations in a distribution system is fault detection
and location. Fault detection is a process of judging whether or not the fault occurs by
comparing the optimal value parameters with the measured valued exceeded threshold
value set up [33]. Various approaches have been adopted to detect and locate faults in a
DS, without focusing on transient faults. The transient fault gains lack of concern due to
its self-clearance but has a high potential to cause a short-circuit. Furthermore, in certain
situations, the transient fault could be propagated through the cable while transmitting
the power supply. In consequence, a power quality issue is initiated, thus reducing the



Energies 2021, 14, 2988 3 of 37

DS performances. Due to the limited study focusing on transient fault, there are no
specific methods employed to detect transient faults in the Malaysian distribution system.
Previously, conventional methods based on visual inspection were adopted to detect the
fault. The approach was time-consuming and required an expert engineer to process the
fault where it may cause more damages to the system. Since then, various automatic fault
detection methods were introduced to overcome the problems. In this paper, most of the
techniques developed and commonly used to detect and locate faults in DS associated with
transient disturbance are reviewed. The working principles, advantages, disadvantages,
and other past works related to each technique are described and compared. Hence,
from this review, the opportunities in fault detection and location research areas in power
distribution systems can be explored further.

Figure 1. Power system connected parties [34].

Figure 2. SAIDI performance of distribution system for Malaysia and various cities around the
world [8,35].
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Figure 3. SAIDI by state in Peninsular Malaysia in 2017.

Table 1. Recommended standard for fault monitoring.

Standard Title Outline Description

IEC Standard 60909 [9] Short-circuit currents in
three-phase A.C. Systems Calculation

Maximum and minimum
prospective short-circuit

currents in a system for every
specific location and time

IEC Standard 61000-3-6 [19]
“Assessment of emission

limits for distorting loads in
MV and HV power systems”

Installation Emission limit for harmonic
emission in MV

IEC Standard 61000-3-7 [20]
“Assessment of emission

limits for fluctuating loads in
MV and HV power systems”

Installation
Chapter 8: “Emission limits
for fluctuating installations
connected to MV systems”

IEEE-1159 [21]
“Recommended Practice for
Monitoring Electric Power

Quality”
Measuring and recording Chapter 5: “Monitoring

objectives”

IEEE Std C37.114™-2014 [22]

“Guide for Determining Fault
Location on AC Transmission

and
Distribution Lines”

Measuring and recording Chapter 5: “Other Fault
Location Application”

IEEE Std C37.011™-2011[23]

“Guide for the Application of
Transient recovery Voltage for

AC High Voltage Circuit
Breakers”

Procedure and calculation Chapter 3: “Transient
Recovery Voltage”
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Table 1. Cont.

Standard Title Outline Description

IEEE Std 1894™-2015 [36]

“Guide for Online Monitoring
and Recording Systems for
Transient Overvoltages in
Electric Power Systems”

Measuring and recording

Chapter 4: “The configuration
and functions of online

monitoring and recording
systems for transient

overvoltages in power
systems”

IEEE Std 1729™-2014 [24]

“Recommended Practice for
Electric Power Distribution

System
Analysis”

Model Design Chapter 4: “Recommendation
for test feeder”

IEEE Std 551™-2006 [37]
“Calculating Short—Circuit
Currents in Industrial and

Commercial Power Systems”
Calculation

Chapter 12: “Short-circuit
calculations under

international standards”

IEEE Std 399-1997 [25]

“Recommended Practice for
Industrial and

CommercialPower Systems
Analysis”

Measuring and recording Chapter 11: “Switching
Transient Studies”

IEC 61850 [9] “Standard for SCADA” Communication and Design
Lecturer 5: “Standard for the

design of substation
automation”

IEEE 802.15.4 [28] “Standard for Low-Rate
Wireless Networks”

Communication and
installation

Chapter 5.2.1: “Smart Utility
network”

IEC 62351-7 [29]
“Communication and

Information Management
Technologies”

Security Measures
Part 7: Security Through

Network and System
Management

IEC 60870-5 [30] “Telecontrol Function” Communication

Part 5: Communication profile
for sending basic telecontrol

messages between two
systems, which use

permanent directly connected
data circuits between the

systems.

IEC 60255-24:2013 and IEEE
Std C37.111-2013 [31]

“Measuring Relay and
Protection Equipment” Data Exchange

Part 24: Common format for
transient data exchange

(COMTRADE) for power
systems

ANSI C12-19-2012 [32] “Utility Industry End Device
Data Tables” Application data

Part 19: Table structure for
utility application data to be

passed between an Device and
any other device

This paper is organized as follows: A brief explanation of the fault categories and their
description is presented in Section 2. General fault types focusing on unbalanced faults
with basic principles are discussed in Section 3. In Section 4, the transient fault classes
and their protection systems are provided, including the general protection system and
specific lightning protection. Section 5 reviews the existing conventional fault detection
and processing methods, which encompass travelling wave-based and impedance-based
methods. The working principles of each method with advantages and limitations are
discussed. Moreover, artificial intelligence and signal processing methods that have been
developed to date are also reviewed. Section 6 provides a summary of the reviewed study,
challenges to be encountered, and recommendations for future methods anticipated to be
appropriate for the Malaysian system. Lastly, Section 7 concludes various fault detection
and location approaches that have been developed with their advantages and limitations.
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2. Fault Categories

A fault in a distribution system can be categorized as either a permanent or a tempo-
rary fault that causes the system to deviate from its standard operating procedure [38–41].

2.1. Temporary Fault

A temporary fault in an electrical system is difficult to identify since it rarely results
in a blown fuse and there is no available evidence of the cause or location of the fault. In
a distribution system, auto reclosers (ARs) are widely used to enable the elimination of
temporary faults. Although a temporary fault is self-clearing, frequent operation of ARs
can cause disruption to the generator system, thus reducing the energy delivered to the
network. In addition, temporary self-clearing has become an item of concern since it affects
sensitive customer loads such as adjustable speed motor drives that can reduce the quality
of power supplied [39,42]. A temporary fault is usually due to transient phenomena in the
distribution system.

2.2. Permanent Fault

When a permanent fault occurs, protective relay equipment makes it possible for
the associated circuit breaker to de-energize the faulty section. The fault would be first
interrupted by the recloser-fast operation, followed by inrush. Then, the recloser interrupts
the fault again by a second recloser fast operation and two recloser slow operations. The
last slow operation finally clears the fault [43]. The load connected will not be supplied if
the faulty lines are not maintained. Consequently, the line may trip and can cause sustained
outage of large power systems [44]. There are several factors that may cause a permanent
fault, such as insulation cable failure, an object falling on the overhead line, and the line
falling to the ground.

3. Unbalanced Fault in Power Distribution System

There are two types of faults associated with overhead line distribution systems
that may lead to a temporary or permanent fault. The types are a balanced fault and
an unbalanced fault. The most frequent faults that occur are the unbalanced fault. The
unbalance fault can be categorized into series and shunt faults.

3.1. Series Fault

A series fault is an abnormality at which the impedances of the three phases are
not equal, usually caused by the interruption of one or two phases [45]. The series fault
represents an open-circuit fault. Changes in the current in an open circuit are very low,
which is different from short-circuits. Series faults are characterized by an increase in
voltage and frequency and a decrease in current in the faulted phase. The open-circuit fault
usually does not cause the system to shut down but will affect its performance [46,47].

3.2. Shunt Fault

Under a shunt fault, there is a flow of current between two or more phases, or between
a phase and ground. Shunt faults are characterized by an increase in current and a decrease
in voltage and frequency. The shunt fault can be divided into single-line-to-ground fault
(SLGF), line-to-line fault (LLF), double-line-to-ground fault (DLGF), and three-phases-to-
ground fault (LLLGF). The most common faults that occur in overhead lines are SLGF
and DLGF, which are usually caused by lightning, wind, or falling trees. About 70% of
faults that occur are classified as SLGF, which are also known as short-circuit faults, while
20% of the faults are classified as DLGF [45]. The LLLGF is categorized as a balanced fault
whereby it is very rare for it to occur compared to the other faults. However, this fault is
the most dangerous and is usually caused by a falling tower where the line is connected to
the tower structure.
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4. Transient Faults in Malaysia

Most of the shunt faults that cause temporary and permanent faults are vulnerable to
transient interruption. Transient occurrences can be random, and vary in degree depending
on the operating environment at the time of occurrence [48,49]. Table 2 and the figures
below present the statistics of power system performance in Malaysia to indicate its
vulnerability to the various fault causes including transient. In the last eleven years (2008 to
2018), Malaysia has recorded an average of 78,404 unscheduled interruptions throughout
the year [50–60]. Table 2 shows the percentage of unscheduled interruptions by fault
causes in the Malaysian distribution system. From the table, the highest percentage of fault
causes was due to process and quality work that could be categorized into loose contact,
improper maintenance, and overloading. The least number of fault causes percentage
belongs to natural disasters, with an average value of 0.32%. The natural disaster can be
categorized into flood, wind, and landslide. Meanwhile, the faults caused by other events
recorded interruption percentages at an average of 1.82%. Other classes were categorized
as insulation ageing, short-circuit, encroachment, relay malfunction, and transient. Figure 4
illustrates a bar chart of the percentage of fault causes to display a clearer comparison value.
From the bar chart, it shows that other fault causes (including transient fault) recorded the
highest percentage in 2017, which rose by 98% from the previous years. Simultaneously,
the number of interruptions from year 2014 to 2018 is presented by the states in Malaysia
as shown in Figure 5. Overall, Selangor state shows the highest number of interruptions in
2018 with 15,132 occurrences in comparison with others state. Meanwhile, Putrajaya shows
the least number of interruptions with only 14 occurrences compared to the other states.
Statistically, transients are well-known for the least number of occurrences in comparison
to harmonics.

Transient faults in a power system are usually addressed as unplanned events, which
are commonly caused by lightning strikes or switching phenomenon. The fault is usu-
ally represented as a temporary fault and it garners little concern, in comparison with
a permanent fault, due to its self-clearing nature and the fact that it does not affect the
restoration operation. However, if prolonged, the fault may cause outages and short-circuit
faults [61,62]. Accordingly, short-circuit waveforms consist of transient signals, and excess
current surges through the system could cause the breakdown of several system com-
ponents because of the extreme heat generated [63]. In addition, some challenging and
interesting issues are created, such as the precise modeling of the power system at height-
ened frequencies and the characterization of determined transient occurrences [64–67].

Table 2. Percentage of unscheduled electricity supply interruptions by fault causes (excluding high voltage interruptions)
in Peninsular Malaysia [52–62].

Fault Causes
Year and Percent (%)

2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018

Process and
quality work 47.1 54.78 57.6 44.94 46.22 48.28 47.58 48.44 50.76 43.82 44.11

Equipment
failures 2.7 2.3 2 31.44 30.95 31.41 34.08 29.7 29.43 25.46 39.19

Tree 8.7 11.96 10.6 14.86 14.29 13.46 10.75 12.32 10.99 12.12 10.02
Third party

Damage 15.7 1.98 2.2 5.7 5.19 4.87 5.15 5.84 5.95 5.58 5.42

Natural Disaster 0.1 0.19 0.2 0.48 0.54 0.26 0.44 0.6 0.36 0.28 0.16
Others (include

transient) 3 2.63 1.8 0.15 0.73 0.25 0.27 0.35 0.22 10.42 0.17

Vandalism N/A * 12.6 10.9 0.55 0.43 0.47 0.62 0.83 0.7 1.42 0.29
Animal N/A * N/A * N/A * 1.88 1.65 1 1.11 1.92 1.59 0.9 0.64

Unknown 22.7 13.58 14.7 N/A * N/A * N/A * N/A * N/A * N/A * N/A * N/A *

* N/A: Information not available in the reference paper.
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Figure 4. Bar chart of fault causes interruptions in Peninsular Malaysia from 2008 to 2018 [50–60].

Figure 5. Number of interruptions by state in Peninsular Malaysia from 2014 to 2018 [56–60].

4.1. Transient Classes

Two transient classes exist, namely the “impulsive transient” and the “oscillatory tran-
sient.” The first is defined as “a sudden frequency change in the steady-state condition of
voltage, current, or both that is unidirectional in polarity” while the second is defined as “a
natural transient in the electric power system” that dominates the impulsive transient [64].
The typical duration of a transient phenomenon is dependent on the spectral content of the
transient itself as defined by IEEE-1159 [68]. Table 3 describe the characteristics of transient
classes in DS based on event categories. Meanwhile, the description of transient causes in a
distribution system is shown in Table 4.

4.1.1. Impulsive Transient

Impulsive transients, generated by various sources such as lightning, switching, and a
broken conductor (high impedance fault), are the most frequent events in an overhead line
distribution system. They have their own features and are increasingly used to prevent
prolonged impact. However, impulsive transients due to lightning have been found to
be the main reason for recurrent interruptions and tripping in the Malaysian distribution
system, which is the concern of this study. This is due to Malaysia being near the equator,
with extreme lightning activity of about 200 thunderstorms daily [69–73]. The extent of
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the rise in the frequency of faults caused by lightning strikes is a significant factor to be
considered when installing substation insulation and determining the appropriate strategy
to limit this overvoltage. The lightning flashes can cause disturbances and faults in a power
system if they exceed the limitation of the regulatory standard. Consequently, the power
quality indices in such a system are degraded. Based on all lightning discharge types,
the cloud-to-ground (CG) discharge is the most dangerous to humans, and in addition,
electrical equipment can be severely damaged. Most CG discharges occur sequentially as
separate return strokes with a current amplitude ranging between a few kA to more than
200 kA, which is considered to be very high [74–79].

Table 3. Characteristics of transient phenomena.

Category Event-Based Classification Typical Spectral
Content Typical Duration Typical Voltage

Magnitude

Impulsive

LightningNanosecond 5 ns rise <5 ns
Microsecond 1 µs rise 50 ns to 1 ms
Millisecond 0.1 ms rise >1 ms

Oscillatory - Capacitor energizing
- Restrike during capacitor

deenergizing
- Line or cable energizing

Low frequency <5 kHz 0.3 to 50 ms 0 to 4 pu
Medium frequency 5 to 500 kHz 20 µs 0 to 8 pu

High frequency 0.5 to 5 MHz 5 µs 0 to 4 pu

4.1.2. Oscillatory Transient

An oscillatory transient is defined as a non-power frequency change in a steady-
state condition. The oscillatory behavior is intimately linked to a nonlinear property
derived from a mathematical definition [80]. The condition is either in terms of voltage
or current that includes both negative and positive polarity values. Oscillatory transients
are characterized by magnitude, duration, and spectral content. These interruptions are
normally due to energization during the switching of a capacitor bank [81,82].

4.2. Transient Fault Protection System

A protection system comprises several components such as voltage and current
transformers, protective relays, circuit breakers, and communication channels [83]. The
main purposes of transformer protection are based on a satisfyingly fast and reliable
relay to isolate the power transformer from the grid with minimum damage. Avoiding
maloperation of the protection system during different operating conditions is also another
role of the power transformer. Several studies have been conducted to protect power
transformers such as voltage measurement due to a short circuit between two different
voltage levels, a description of a current signal using wavelets and a correlation coefficient,
the current and voltage ratio at the primary and secondary terminal, and an instantaneous-
current-value negative sequence differential element [3,84–86].

A protective relay is ideally used to detect a problem during the initial stage and
eliminate possible damage to equipment. The protective relay is associated with a circuit
breaker functioning to trip a breaker when a fault is detected. The fault detection scheme
consists of a relay that detects a fault in one of two power system zones separated by a
circuit breaker and initiates tripping of that circuit breaker. However, it does not represent
the fault detector function of breaker failure [87,88].

In terms of communication medium, utilities are dependent on supervisory control
and data acquisition (SCADA). Fault operation is integrated using SCADA and impacts of
faults on distribution systems have been broadly determined by researchers [89–91]. When
a fault occurs on the feeder, the normal system protection will isolate the feeder from the
source. The process involves isolation and restoration to return the system back to normal.
SCADA requires a separate operator to travel to the affected feeder and verify the next
action. This process is time consuming and could affect other consumers.
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Figure 6 illustrates the SCADA configuration for a TNB control center in an electri-
cal substation. A device master Request-To-Send (RTS) transmits the signal parameters
obtained from the digital fault recorder at the measurement points. The parameters are
then transmitted to the central station. Once a fault occurs, signals can be monitored
simultaneously using computer software. A SCADA system will monitor using coded
signals to control the protection devices such as relays, IEDs, and transformers.

Figure 6. SCADA configuration for TNB control center in an electrical substation [87].

Nevertheless, the general protection system is quite different from a lightning event
protection system. A lightning overvoltage may cause flashover along the overhead line
as well as insulation failure in cables and equipment. Some effective ways to reduce the
flashover rate on overhead line distribution networks could be by installing a surge arrester,
upgrading the line insulation, and adding a shield wire. The protective devices usually
contain one non-linear element such as a Metal Oxide (MO) surge arrester, capacitors, or
old silicon carbide (SiC) to limit the transient overvoltage and divert the surge current. All
these motivations for the protection of overhead lines is to minimize the incidence of short
interruptions and voltage sag due to flashovers from lightning [92,93]. In order to select
the correct lightning protection system, identification of the lightning flash parameters is
required. These parameters include:

• The shape of the lightning current—peak value, front time, tail time, and duration.
• Polarity.
• Multiplicity of number of components in a flash.

To evaluate the insulation efficiency of electric power equipment, a standard lightning
impulse, with a wave front/tail time of 1.2/50 µs, is stipulated by the IEC Standard in
the impulse voltage withstand tests [94–97]. Based on IEC 62350–1 Ed. 2 [98,99], the
lightning current estimation of the first return stroke is shown in Figure 7. From the graph,
I0 represents the current peak value, t0 is the front time, t1 is the time to 10% of peak value,
t2 is the time to 90% of peak value, th is the total time to half value of the peak (tail time),
tmax is the time to the peak value, T1 is the front duration, and T2 is (virtual) time to half
value [94].
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Table 4. Description of transient causes in distribution systems.

Event Description

Capacitor switching
[21,36,63–65]

• Capacitor used in DS to enhance the power factor and to lower line loses.
• Voltage rises due to switching is 1.5 to 2 times of the nominal voltage.
• Spectrum transient produces spike once the capacitor energized while more than one switching

action may lead to overlapping transients.
• Transient voltage magnified due to switching must not exceed 2 p.u which is considered a safe

condition.

Lightning [67–73,97–99]

• Extreme lightning activity in Malaysia.
• Lightning discharge creates potential difference between power lines and ground.
• Could damage appliances and reduce lifetime of electrical equipment.
• Amount of energy contained is very strong and causes overvoltage.
• Necessary to install lightning arrester.

High Impedance
Fault [100–106]

• Due to live conductor feeder breaking and coming into physical contact with surfaces such as
leaves, stone or sand.

• Voltage magnitude becomes lower thus producing low current close to the load current level.
• Leads to being non-detectable by the protection system such as relays and fuses.

Figure 7. Lightning current approximation by Heidler function [93].

5. Methods and Processes to Detect Transient Faults

Power distribution systems experience fault occurrences. Therefore, to ensure unin-
terrupted power supply, there is a need to isolate faulty lines from the system. Note that
the diagnosis of faults requires enough information to determine the possible causes of
the problem before proceeding with the detection process [107]. The information can be
collected from several sources and different layers of the network. Several methods have
been suggested by researchers to detect and locate faults based on the fault current, voltage
level, and short-circuit location. Since transient fault occurrences in Malaysia are limited,
this section will explain some general fault detection methods that applicable to transient
fault. Sections 5.1 and 5.2 explained conventional and contemporary detection methods
respectively, while Section 5.3 explained signal processing methods before undergoing the
detection process.
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5.1. Conventional Methods

Previously, conventional methods such as travelling wave (TW) and impedance-based
methods have been proposed to detect and locate faults.

5.1.1. Travelling Wave Method

The travelling wave (TW) technique, also referred to as a high-frequency electro-
magnetic impulse, is propagated along the lines in both directions away from the fault
point at almost the speed of light [7,108]. The system generally employs the transient
signals generated by the fault as the main study [5–7]. The system needs very high data
acquisition, a high speed flashing rate, a Global Positioning System (GPS), and a transient
detector device, but the TW has a lack of capability to sense low-amplitude faults such
as a “conductor in the snow” [109]. Precise time is the main element of system success in
obtaining an accurate fault location. The fault location determination for a travelling wave
has its basis in the arrival time-tag at both ends of the line and making a comparison of the
time difference to the total propagation time of the line [108]. Figure 8 illustrates the basic
travelling wave scheme in a transmission network.

Figure 8. Travelling wave scheme in a transmission network [108].

The distance of the fault from the line terminals is given by (1):

L2 =
Tp + ∆T

2
× Vp and L1 =

Tp − ∆T
2

× Vp (1)

where Vp is the velocity of propagation for the line, and ∆T = T2 − T1.
TW methods can be classified into single-terminal and two-terminal fault location

approaches. The two-terminal method proceeds by acquiring data from both ends of
the feeder compared to the single terminal, which acquires data at only one end of the
feeder [110]. TW methods are mostly implemented in transmission line networks. However,
there are several studies that have applied the methods in DS such as in [111], while some
studies of single-terminal fault location have worked on radial DS [110,112]. The majority of
fault location studies have been based on time-frequency analysis by determining reflected
fault fronts of fault points using the wave velocity of zero mode components. Consequently,
the fault can be located, and information can obtained such as various fault starting angles,
voltage level, fault phase, fault starting angle, and fault resistance. However, this approach
is complex.

From the above, it can be noted that TW methods are able to detect and locate the
faults in a DS. However, implementation is very costly since it involves the use of many
devices and produces a variation of travelling waves (inconsistent) especially for the
single-terminal fault procedure [113]. However, this application has been tested for the
Malaysias DS based on the integration of SCADA, Remote Terminal Unit (RTUs), and
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Power Line Communication (PLC) system as detector components [90]. The proposed
study could be a reference to explore the casualties of transient fault. The DS also consists
of a complex configuration involving several branch networks, which make the application
of the method difficult. Table 5 summarizes the reviewed TW implementations. Most of the
studies focus on a one-ended terminal to trace the transient faults. The common fault type
occurring on an overhead line is SLGF. The fault resistance and inception angle parameters
indicate that they influence the accuracy in finding the location of the fault. High fault
resistance lowers the capability of the approach in locating the faulty section. Further, the
existence of DG also affects the exactness of the fault distance.

5.1.2. Impedance Based Method

Currently, the impedance-based technique involves estimating the distance of a fault
by using impedance information from a substation, which have been implemented in
the Malaysian DS [114–117]. The voltages and current values are the main parameters in
implementing this method [112]. A faulty circuit can be analyzed in the phase or sequence
domain [118–122]. In contrast to the transmission line, distribution characteristics typically
have several loads whereas the voltage and current magnitudes are obtained from the
substation. The faulty sections can be investigated using simulation or a load flow study,
which is proposed in reference [120], which used (2) to locate the nearest node to the fault
location. The jth node with the greatest index value is defined as “the one with the least
mismatch between the calculated voltage sags (∆Vc

i,j) and measured voltage sags (∆Vm
i ),

and would be the closest node to the real fault location”.

indexj =
1

∑m
i=1

∣∣∣∆Vm
i − ∆Vc

i,j

∣∣∣+ ε
(2)

where m is the number of voltage meters and ε is a small value to avoid a zero denominator.

Table 5. Fault location using the travelling wave method.

Ref. Terminal
Network Parameters Fault Types Source of Fault

Ref. Terminal
TL RDS Fault Resistance (Ω) Inception Angle (◦)
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The index value calculated from (2) for all node networks will find the nearest fault
location and based on the index value, the fault location will be defined as upstream or
downstream from the node as indicated in [118]. The higher the index value, the closer
the fault distance will be to the node. Different methods have been found to verify the
location of a fault by considering all fault types including SLGF, LLF, LLGF, and LLLGF. For
example, the impedance-based method used in [118] is suitable for a tapped transmission
line, which uses only voltages and currents to obtain the impedance value. The proposed
method is applied on the tapped line that has an outcome maximum error of less than 3%.
All fault types based on symmetrical components can be tested and the fault successfully
detected and located. From the review, the impedance-based method is extensively utilized
due to its low cost and simplicity. In addition, it requires low measurement parameters,
thus providing advantages for practicable implementation. On the other hand, this method
typically results in inaccurate fault location for a single fault due to the combination of the
load, fault resistance, and equivalent impedances of the power system.
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5.2. Data-Driven Methods

The data-driven method is proposed as an alternative with less online computation
for identifying fault detection and location compared to conventional methods [11,45].
This contemporary method requires information such as feeder measurement, substation
and feeder switch status, fault information from devices, and atmospheric condition.
The data-driven approach, such as artificial intelligence (AI), impersonates a biological
neural network of the brain, which processes the information by training and testing
the system. AI can be defined as “the automation of activities associated with human
thinking such as learning from examples, perceptions, decision making and problem
solving” [126]. The methods have the ability to represent complex input and output. The
input typically comprises measured voltage and current while the output is the fault
distance. AI approaches that have been used to detect and locate faults include:

• Artificial Neural Network (ANN) including:

- Convolutional Neural Network (CNN).
- Long Term and Short Term Memory Network (LSTM).

• Fuzzy Logic.
• Support Vector Machine (SVM).
• Genetic Algorithm.

5.2.1. Artificial Neural Network

The Artificial Neural Network (ANN) is among the most common tools of AI because it
is considered to be a universal function approximator, it can be implemented in parallel with
concurrent architectures, and, most importantly, it can be trained by backpropagation [127].
The ANN known as machine learning does not require a knowledge-based network, as
instead it has to be trained with numerous cases. The ANN consists of neurons that
are linked to several architectural layers [128] such as illustrated in Figure 9. Various
researchers have adopted a signal processing-based ANN approach to detect faults. The
signal processing type wavelet transform (WT) is employed in studies to retrieve features
of a faulty branch and fault distance. A statistical feature such as standard deviation is
used to find the faulty branch while skewness is adopted to find the fault distance. The
features are then used as input data for the ANN to classify the fault [129–132].

The advantages of the ANN method are fast computation and simplicity. However,
the ANN suffers from drawbacks as it requires a high amount of data to produce a high-
quality training and testing system. Further, trial-and-error cases are used to identify some
parameters such as hidden layers, neurons, and the learning rate in order to acquire optimal
results [45]. Additionally, the ANN needs a large amount of input data information, which
is difficult to obtain from the fault information of a DS. Large samples will cause the ANN
to overfit and reduce the computational time [133,134].

In a meantime, the requirements of ANN become more powerful, complex, and
literally deeper with many layers and neurons, thus a deep learning is introduced to
achieve machine learning objectives. With an advance in the new generation of artificial
intelligence (AI 2.0), Convolutional Neural Network (CNN) is introduced to overcome
the drawbacks of ANN. The CNN is capable to analyzed multi-channel signals over the
existing deep learning method. In [135], the authors implemented CNN, which combines
the properties of deep learning, transfer learning, and ensemble learning to perform the
rotating machinery fault detection. In [136], the authors proposed an advance CNN, which
improved the flow of information over the network known as densely connected CNNs
(DCNNs) to detect bearing faults. The DCNNs require fewer unknown parameters than
the conventional CNN and can refrain from redundant representation.
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Figure 9. Architecture of neural network.

In the power system distribution network integrated with DGs, the CNN was imple-
mented for the first time by Rai et al. to detect and locate a fault [137]. According to the
study, the proposed model achieved 99.52% accuracy performance with less trainable pa-
rameters in comparison with the conventional machine learning method. Instead of a raw
signal, image detection based on CNNs has been further studied by Xusheng et al. [138].
The authors proposed a CNN based on Faster R-CNN to deal with the massive image fault
causes due to insulator damage and bird nests on the high voltage lines. From the reviewed
study, the CNN is concluded to be an effective tool to locate faults with the minimum
pre-trained data with high accuracy of testing data. However, the proposed methods were
found to be very computationally effective during the online mode but computationally
expensive when trained in the offline mode. Furthermore, the CNN was incapable of
detecting complex features since it only learns to detect simple features. This is very crucial
whenever it comes to detecting images that have specific coordinate elements.

Since the CNN is a particular form of an ANN with a feedback loop storing recent
input as an activation input, it suffers from the limitation of vanishing and exploding.
Therefore, a long-term and short-term memory network (LSTM)-based gated cell was
introduced to overcome the CNN drawbacks. The LSTM comprises three gates, namely the
forget gate, input gate, and output gate [139]. In particular, the LSTM networks learns what
to memorize and when to allow reading/writing during the training. However, the LSTM
consumes much training time since the number of hidden layers increases [140,141]. In DS,
the LSTM application has been adopted to detect HIF in a solar PV integrated system and
outperformed the accuracy value in comparison with SVM [139]. Meanwhile, Abdelazeem
et al. adopted LSTM to detect islanding, incorporating it with an inverter in the microgrid.
Furthermore, Ling et al. proposed the hybridization of a CNN and the long-term and short-
term memory network (LSTM) to detect the complex changeable working environment
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in a wind turbine [140]. The LSTM can better affiliate with the characteristics that have
a great impact on output variables in order to improve the accuracy of the model. It is
worth mentioning that although the robustness of the CNN and the LSTM were proven
experimentally, the methods have never been found to be used to detect any faults in the
Malaysian DS, which has become an opportunity for future research.

5.2.2. Fuzzy Logic

Fuzzy logic is defined as “a type of AI used in classifying the source of fuzzy logic”.
Fuzzy logic theory has its basis in the domain where its activities or observations are vague
or ill-defined. In fact, fuzzy sets are developed, but do not comprise well-described or
definite boundaries of activities such as it does not determine as a ‘true-false’ or numer-
ical ‘1-0’ description. Although the fuzzy logic is famous for its simplicity and ease in
designing the algorithm, it suffers from difficulties in determining the right set of rules and
membership function if the system complexity increases. Generally, the fuzzy rules and
membership function are generated based on system behavior learned by the neural net
using input and output data [142]. Figure 10 illustrates an example of membership function
generated by the Fuzzy Rule Generator based on the input given. The fuzzy concept has
been suggested to recognize fault detection and location accuracy in low-voltage (LV)
networks [143–148]. For example, reference [143] adopted density over the number of
consumer units (D) and the ratio between the number of smart consumer devices and
the total number of consumers (SM/CT) as factors to mark out and localize a fault. This
technique has the advantage of being able to independently determine fault location along
the line length. However, the number of smart meter (SM) devices should be increased
with the increase of line length, which requires high cost to implement [149]. In addition,
in TL, a fault location identification and classification system based on a directional relay
using a fuzzy logic system has been proposed [149]. The phase angle of positive sequence
current information has been employed to determine the direction of a fault within half a
cycle and this scheme has worked well in many fault case studies.

Figure 10. Membership function of fuzzy logic.

Fault detection using the fuzzy method has also been proposed for Photovoltaic
(PV) protection [150]. The voltage ratio (VR) and power ratio (PR) were applied as input
data for an ANN to categorize the fault region in examining the PV. Then, the second
technique was implemented to detect the exact fault in the PV system. The centroid type
for the defuzzification process was chosen, and 10 different membership functions were
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considered for the fuzzy logic process. In [151], the author proposed a Fuzzy Cause-
and-effect network (FCE) in a DS for fault diagnosis. In the study, fault diagnosis used
to identify inappropriate functioning components thus reducing maintenance cost and
downtime equipment [152]. The measurement of feeder currents and bus voltage derived
from SCADA was converted into fuzzy terms before it was specified into membership
functions of fuzzy sets. Instead of fault diagnosis, fuzzy logic has also been applied for
the identification of the fault type. From the review, fuzzy logic is an easier method in
comparison with the ANN because it requires no training. Therefore, the computation
burden would be significantly decreased with a correspondingly lower computation time.
Further, fuzzy requires a reduced data set to obtain an output compared to the ANN, which
needs a large training data set for the learning process.

5.2.3. Support Vector Machine

The Support Vector Machine (SVM) technique is based on the Vapid Chervonenkis
(VC) dimension, which is used in pattern recognition problems, and is given by the maxi-
mum number of points that can be separated by the function class [153]. Figure 11 shows
the structure of an SVM. Computational output weight in the SVM network depends on
input random weight and bias (Wn and b) of hidden nodes, which is not fixed. The SVM has
the capability to solve high-dimensional pattern recognition, nonlinear, and small-sample
problems due to its high ability to obtain the best compromise between the complexity
of the models and learning capability on the basis of finite sample information. SVM
lowers the classification error and increases the geometric margin on the basis of Structural
Risk Minimization (SRM). It maps the input vector into a higher-dimensional space where
a maximal separating hyper plane is built to separate the classes with the constraint of
increasing the distance between the separating hyper planes. The transformation of the
hyperplane separating the mapping space was generated by kernel function. The kernel
function has parameters to be optimized known as regularization parameters C and γ.
The types of kernel function should be chosen appropriately to judge the most prudent
input data.

Figure 11. The structure of SVM [153].

The SVM-based algorithm is widely used for fault type classification and fault location
identification in transmission and DS based on feature parameters extracted such as voltage,
current, and frequency variations [128,154–158]. For example, in [159], authors proposed
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fault identification and classification using SVM in Malaysian DS application. The algo-
rithm was tested on IEEE 34 and IEEE 123 bus system by varies the gamma parameter in
SVM to find an optimal accuracy value. Another study that adopted SVM in Malaysian
utilities was that proposed by Zahriyah and Rubiyah [160]. However, the research fo-
cused on detecting incipient faults in a power transformer instead of the distribution line
network. Research has found that the best features are necessary for the prediction of
the fault location, in which the optimization process can then be implemented [161]. The
advantages of SVM include its fast learning speed and small sample demand. The major
characteristic of SVM is the non-dependence of the upper bound on the generalization error
on the dimension of the space. By maximizing the margin, the error bound can be reduced.
Therefore, choosing SVM to locate the fault is a great idea based on its advantages.

5.3. Features Optimization

The optimization process is a different stage before the data are classified in a Neural
Network (NN). An efficient NN classifier obligates an optimizer to classify large-dimension
datasets and solve the optimization problem. The optimization process is a part of features
selection due to its role to estimate an unavoidable useless information. In this sense, the
optimization procedure will mainly optimize high-dimensional features by searching for
the most significant information of the evaluated condition. This section provides the
optimization algorithm deployed for data reduction.

Genetic Algorithm

Genetic Algorithms (GAs) are defined as “the family of computational models inspired
by evolution or mimic of natural evolution” [162–165]. In other words, the GAs find
a solution using a local search technique by producing successive populations until it
obtains an acceptable result [166,167]. The results are represented by chromosomes and the
procedures are known as fitness function. The evolution of GAs is illustrated in Figure 12
while the main procedures are introduced by three main definitions:

• Selection: The process where the solutions should be preserved (allowed) or deserve
decay. The best solution will be selected, and others will be discarded. Here, fitness
function and optimality will be quantified.

• Crossover: A new solution is created from existing available solutions after the selec-
tion process.

• Mutation: Introducing of novel features into the solution to preserve the population diversity.

GAs and Mallow’s Cp have been proposed to place Power Quality Monitors (PQMs)
in order to detect and locate a fault [134]. Multivariate Regression (MVR) is adopted to
obtain the maximum and minimum voltage deviations to find the exact voltage sag-source.
In short, GAs can be implemented to find the optimal location to place the monitoring
device and not to find the source of the voltage sag. The techniques are impractical and
expensive since the PQMs need to be installed at various places. In some cases, GAs were
adopted to determine an optimal parameter of NN. For example, in [168], the GA was
adopted by Moloi et al. to improve the performance of the NN classifier in order to classify
between faulty and healthy phases. In [148], GA was implemented based on the measured
voltage over dispersed generation (DG). The GA was adopted to find the optimal solution
with an unknown fault location and fault resistance variables by measuring the voltage sag
source at the DG terminal. However, the accuracy of the proposed method was low with
an average error of 5.73%. In addition, Haghifam et al. discriminated HIF from transients
using a GA-based method in the DS [168]. Although there are numerous transient faults
that occur in the distribution, the adoption of the GA to detect the fault is still limited and
has not been thoroughly explored by the researchers. To conclude, the GA is mainly used
as a classifier to optimize and enhance the performance efficiency of the AI.
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Figure 12. GAs evolutionary algorithm.

5.4. Signal Processing Methods

Data pre-processing is a prior step that must not be neglected before going through the
fault detection process. Data pre-processing, also known as signal processing, is significant
to clean noise signal and determine many missing values created by the sensor [169].
Neglecting the cleaning process could result in an unreliable signal and a false alarm.
Another purpose of data pre-processing is to normalize the data including it scaling and
weighting to ensure the layer can easily learn the input data, thus accelerating the training
process [170]. Furthermore, the pre-processing data are applied to reduce the dimension of
data [171]. The most common method used for reducing the dimension of data is Principal
Component Analysis (PCA). After the pre-processing step, the data should be processed
to extract and select the features using signal processing methods [172,173]. The most
frequent signal processing methods adopted in the fault detection process are the wavelet
transform (WT), Stockwell Transform, and Empirical Mode Decomposition (EMD).

5.4.1. Wavelet Transform

The wavelet transform (WT) is an appropriate method to be applied to a wide-band
signal that is non-periodic such as typical transients. It has the capability to focus on
short time intervals for high-frequency components and long intervals for low-frequency
components, thus improving the analysis of signals with localized impulses and oscilla-
tions [174]. In the literature, the WT has been used for feature extraction, data compression,
and de-noising of a transient disturbance [175].

The Wavelet Transform is a very useful technique to analyze a transient phenomenon.
Multiresolution analysis (MRA) for time and frequency is one of the tools of WT. The
wavelet algorithm decomposes a non-stationary signal into a low-frequency signal called
approximation and a high-frequency signal called details [115,176–178]. The disturbance
waveforms are decomposed using WT at the desired level ‘j’ with various types of wavelet
families. The decomposition of the signal into various frequency bands is achieved by
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applying a high-pass filter and a low-pass filter to the time domain signals. The most
common WT reviewed was the discrete wavelet transform (DWT), which has been widely
used to discriminate fault type, fault location, fault resistance, and variation of power
flow angle [179–184]. In addition, another fast detection technique of disturbances was
revealed based on DWT and the Second-Generation Wavelet Transform (SGWT) [185].
The experimental evaluation compared the faster detection of disturbance between both
techniques. Conceptually, SGWT used three basic operations, which are split, predict, and
update. The selection of a mother wavelet is also considered in the experimental assess-
ment. As a result, the SGWT decomposition yielded better performance in terms of time
detection compared with DWT, but in terms of signal accuracy, the result was doubted [186].
However, some studies discovered that WT-based decomposition is inflexible where the
kernel function needs to be preselected, thus, the wavelet packet transform (WPT) was
proposed to overcome the problems [187]. Arbitrarily, the WPT is capable of selecting the
frequency resolution, which makes it relatively adaptable. The performance of the WPT is
also experimentally outperformed in terms of accuracy for fault diagnosis purposes [187].

5.4.2. Stockwell Transform Approach

Wavelet transform is a robust candidate in analyzing signal, but it is very sensitive
to the noise signal. The extended wavelet with phasor information known as Stockwell
Transform (ST) is developed for non-linear signal detection based on moving a varying and
scalable localizing Gaussian window [188–191]. ST is widely used for feature extraction
in terms of harmonic spectra of the frequency or time domain [192]. The benefits of ST,
which is multi-resolution, enables it to generate complex S-matrices of the parameter
signals measured at the sending and receiving lines [193]. In [194], Roy et al. extracted
the peak amplitude of the phase angle from an absolute S-matrix value to detect the faulty
phase in the system. Due to the ability to provide good resolution on both time and
frequency domains simultaneously, ST is also widely used to detect high impedance faults
and distinguish them from others disturbances such as bank switching, feeder energizing,
and solid faults [195]. Besides, [196] adopted ST to obtain the S-contour and various
curves to detect various types of faults such as line-to-ground (SLGF), double line (LLF),
double-line-to-ground (LLGF), and three-phase faults with the presence of dynamis load.

However, ST has some drawbacks while computing the signal such as large computing
redundancy, time consuming nature, and storage space consumption. Therefore, a modified
ST named the discrete orthogonal ST (DOST) is introduced to deliver a perfectly non-
redundant picture of the input signal. The DOST has a different operation in comparison
with the ST such as at smaller frequencies of the input signals, DOST samples at a smaller
rate and at a higher rate [197]. Besides, fast Stockwell Transform (FST) is developed to
compress a two-dimensional time-frequency matrix into a one-dimensional vector [198].
The proposed method reduces the time complexity and extract the features quickly and
accurately. The FST uses the double frequency sampling where the width of the current
sampling Gaussian window is set to twice the width of the previous. In [198], Jiao et al.
proposed FST to identify the SLG fault of small current system. Zahra et al. proposed
another faster version of FST known as a fast dynamic orthogonal ST (FDOST) to identify,
supervise, and detect the fault zone with a unified power flow controller (UPFC) [199].
The FDOST method is inspired by DOST where its basis vector is represented by three
parameters: v (centre of frequency band), β (width at that band), and τ (time of location).
The orthogonality of the basis vector is dependent on v, β, and τ [200].

5.4.3. Empirical Mode Decomposition Approach

Signal processing using Empirical Mode Decomposition (EMD)-based time-frequency
analysis has been proposed as a robust detector [201]. Generally, the EMD method is
based the simple assumption that any data consist of simple intrinsic mode oscillation.
The intrinsic mode oscillation is then filtered out from the original signal and extracted
into the mono-component signal, which comprises a narrow band of frequencies to define
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the instantaneous frequency (IF). Accordingly, the signal will be decomposed into the
number of intrinsic mode function (IMF) by following several conditions [202–204]. The
EMD proposed by Huang et al. decomposed into mono-component IMFs presented a
well-behaved Hilbert Transform (HT) and helped in obtaining IF in a non-stationary
signal [201,202].

Recently, EMD and its modified version has been widely used to detect and diagnose
faults of lines, faults of gears, and rotors in rotating machinery. It has also been used to
detect incipient faults and structural parameters changes. Dheeraj et al. proposed pseudo-
fault injection to the envelop for fault isolation of rotating machinery [205]. The proposed
method was able to quantify statistical pattern changes in vibration data resulting from the
onset of damage. However, the pattern changes suffer from mode mixing, which prevents
the results obtained to be accurately classified. To overcome these problems, Ensemble Em-
pirical Mode Decomposition is proposed (EEMD) and complete Ensemble Empirical Mode
Decomposition with Adaptive Noise (CEEMDAN) is proposed to preserve the original
signal and eliminate noise [206]. In [207], Hua et al. proposed an improved frequency band
entropy to select the sensitive IMFs that can better reflect fault characteristics [208]. Yet,
EEMD urges for a large amount of computation and risks a false decomposed component
if the parameters are not properly chosen. Therefore, the CEEMDAN is proposed, where
adaptive white noise is added in every decomposition stage and the left component is
calculated. Since the amount of white noise added is not clearly presented, the quality of
features classification might be reduced or unhealthy [206].

For fault detection in a distribution system, CEEMD is proposed to extract signal recon-
struction with low computation process [117]. In this proposed technique, the amount of
white noise added is mentioned to avoid setting the white noise intensity, which consumes
time. However, the limitation is that the threshold value needs to be properly selected to
acquire a highly accurate impedance fault and medium impedance fault detection since
the peak value is nearly the same. In [209], Xiaowei et al. proposed CEEMDAN to extract
the characteristic of IMFs of the zero sequence current for faulted feeder detection. The
Hilbert Huang Transform (HHT) is then adopted to calculate the characteristic of instan-
taneous phase (CIP), characteristic of instantaneous amplitude (CIA), and characteristic
instantaneous zero-sequence current polarity (CCIP) to estimate the single line to ground
fault (SLGF).

6. Challenges and Recommendations of Future Trends Schemes

Although the detection and location schemes have been comprehensively reviewed,
there are still few challenges that cannot be overlooked. This section will describe the
key challenges and future recommendations of transient fault detection within the
Malaysia system.

6.1. Challenges of Transient Fault Detection in Malaysian Distribution System

This subsection explains several challenges to work on transient fault detection in
the Malaysian DS. The transient fault occurrences in the DS contributed to the extensive
voltage dip due to fault propagation, which usually leads to the power quality issues.
The fault propagation is of much concern due to broad usage of modern components,
especially in Malaysian industrial premises. The existence of propagation faults become a
challenge since the components are very sensitive to this type of disturbance, which require
a robust mitigation and isolation method. In [210], the authors mentioned the cause of
fault propagation in DS. In most of the cases, embedded generator and induction motor
operation contributed to the fault propagation that later caused short-circuit faults. A sag
propagation index (SPI) and sag propagation index asymmetrical (SPIA) could be employed
to analyze the fault propagation. Since the propagation fault commonly results in voltage
sag, another way to predict the fault is by testing the transformer connection to check the
influence towards the sag. A study was conducted by Mustapa et al. to investigate the
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fault propagation by modelling the test system similar to the Malaysian system [211]. This
is very useful for future research in Malaysia to deal with fault propagation.

There is also another challenging task in detecting transient faults since most of the
employed methods are applicable to the steady-state situation rather than dynamic. Usually,
the steady-state method used the steady-state fault features such as phases comparison,
harmonics evaluation, and voltage value comparison [212]. Meanwhile, transient faults
are categorized as dynamic since the features are sometimes uncertain wherein it is not
applicable for steady-state methods [213]. To solve the problems, many methods based
on transient fault features such as the energy wavelet method, Principal Component
Analysis (PCA), S-Transform, and Hilbert Huang could be adopted in the detection process.
However, the methods should be implemented for real-time detection to obtain an accurate
value. The proposed method should be capable to communicate between the utility and
consumers to provide consumption data periodically [214]. Since Malaysia is a developing
country, this implementation becomes more challenging due to high cost and the need for
huge storage for the data recorded.

Today, power generation in Malaysia is mainly dominated by gas and coal, accounting
for 78% of the country’s energy mix, and in the last eight years, Renewable Energy (RE)
has emerged, adding to the country’s energy mix [215,216]. RE is without a doubt the
future in energy consumption and mix. It needs the right policies, infrastructures, and
funding and has therefore been a much-debated topic not only in Malaysia, but also
globally. Recently, the Energy Commission announced the implementation of the fourth
cycle of the large-scale solar program (LSS4) in Malaysia [217]. Due to the evolving grid
system, where the implementation of this RE, such as photovoltaic (PV), is in demand,
the modification and upgrading of fault detection and classification methods for such
an impact on the system might be a challenging task for the engineers. This is because
the conventional protection relay can identify the low impedance fault effortlessly, but is
unable to identify the high impedance fault, which usually occurs in the photovoltaic (PV)
integration network. In addition, the transient fault detection also needs to be upgraded
to cater to the newly grid-interconnected RE in Malaysia. This is due to several internal
behaviors such as partial shading, panel contamination, and degradation component.
Therefore, an upgraded fault detection scheme based on several studies is proposed for
future employment [218]. Figure 13 illustrates the modification of fault detection schemes
based on parameters behavior from various studies that have been conducted such as
data driven, process control, and knowledge based [219]. Based on the figure, the fault
usually created due to the PV array, battery, grid, and connection will be detected by fault
detection and identification (FDI). Once the fault occurs, voltage and current variable
(I-V) characteristics will deviate, enabling the diagnosis of the characteristics based on the
normal operation mode. The voltage and current across the PV array will be measured
using a combination of the Incremental Conductance (IncCond) algorithm and the Particle
Swarm Optimization (PSO) based controller. The PSO algorithm is chosen as the reference
current to be transferred to the PI controller booster of which the role is to achieve targeted
fault-tolerance. There are two main steps involved for detecting the fault whereby in
the first stage, the parameters’ fault behaviors are extracted from the detecting scheme.
Meanwhile, at the second stage, a training algorithm along with the pre-set data are
compared with the input value from the grid in data driven analysis. Then the process
control block will be modeled, and knowledge-based rules are formed based on the state
condition and decision-making process.

Since the solar PV integration is widely utilized for power supply, the usage of a
battery energy storage system has become a concern in order to maintain the voltage
level by charging during peak hour. Efficient energy storage is very crucial to ensure its
operation though it is fully charged in supporting household loads during peak demand.
The battery energy storage should be capable to compensate power quality and become
a backup supply when there is a disturbance in the grid system. However, the battery
energy storage has a complex configuration, where it relies on battery sensor data and
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communication. Any sensor fault and communication failure could threaten not only the
battery energy storage system, but also the electric vehicles and the grid system. Therefore,
fault detection in the battery storage must be monitored to ensure the reliability of the
power supply in grid system.

Figure 13. The architecture of proposed fault detection schemes for grid-interconnected renewable energy [218].

Other than the grid-interconnected RE, Malaysia has been uplifting the railways
project as an attempt to boost the individual economist. With the evolution of the railway
electrification system, the DC distribution system is widely adopted to improve the energy
efficiency and reduce the weight on power system. The deployment of the DC distribution
system comprises multiple power electronics converters, which will affect the system
when faults occur. The converter operation mode is employed to transition from voltage
control to current limiting control to eliminate overcurrent in electronic devices. Fault
current limiting (FCL) will be activated when overcurrent is detected in converters such as
buck converter, full-bridge multilevel converter (MMC), and thyristor-rectifier. Recently,
short-circuit protection in the DC distribution system such as current derivative protection,
transient energy protection, overcurrent protection, and impedance protection suffered
from several limitations where it requires signal synchronization to prevent the time delay
and lower accuracy. In order to overcome the drawbacks, a hybrid approach for transient
fault detection is proposed. In [220], a hybrid converter-based DC distribution system was
proposed to detect and locate fault, where the fault current is immediately limited by each
power converter once an overcurrent is detected. In addition, the method also completely
removed the noise and sensor errors. Besides that, the overhead catenary system for a
high-speed railway station is easily exposed to lightning strikes, which might lead to a
transient fault [221]. In [222], a finite difference time domain method (FDTD) was proposed
to investigate the reflected wave in the traveling wave produced when there is a lightning
strike. The lightning strike would produce travelling wave voltage through the ground
wire, and it would be reflected back when reaching the contact point at the transmission
pole as shown in Figure 14. In order to reduce the impact of a transient fault, FDTD is used
to analyze the value of lightning surge propagation in the system, which depends on the
grounding resistance value.
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Figure 14. Catenary system high speed railway when struck with lightning [222].

6.2. Future Recommendations

In Sections 2–5, a review on the trends and fault detection and location issues in a
distribution network for the global field and in relation to the Malaysian current system
practices was conducted. Next, a comprehensive analysis was conducted to summarize
all of the reviewed techniques, the key challenges, as well as the future recommendation
in deploying miscellaneous electronic components within the power distribution system
with reference to Section 6, Section 6.1, Section 6.2 The forthcoming technologies such
as electrical vehicles and the smart grid urge several recommendations in enhancing the
performance and accuracy of transient fault detection and location within the Malaysian
distribution system and may be applicable to their employment in other countries.

• Several transient faults occurred in Malaysia recorded in the backwoods territory,
which is difficult to be patrolled by the crews when there is a fault. Therefore, autore-
closer installation in the backwoods should be increased to reduce the interruption
times, thus potentially reducing the SAIDI performance.

• Due to the increased number of new technologies implemented in the Malaysian grid
system, the existing standards and guideline should be regularly revised to achieve
permissible leniency of the equipment to prevent damages and any unplanned system
faults. For example, the evolving technology of battery energy storage needs an
extensive revision on the current electrical standard since the deployment is still new
in prevailing any upcoming damages.

• With the rapid progress of AI, neural networks are becoming more popular, but the
limitation is still serious in the training. Big data are required for the training of every
situation. However, faults are not that often, so the fault data are always small data.
Several methods that could overcome the limitation exist, including creating a model
that yield signals similar to the actual field data. The parameters in the created model
are varied to obtain various simulation results within the actual range values. Another
solution is generating synthetic data where the data production is applicable to real
situation. The data are artificially created by programming based on the original
data set.

• The lack of fault detection and location computation time contribute to the low distri-
bution system performance. Furthermore, the main challenge for these methods is
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that they rely on huge amounts of representative data and cannot extrapolate beyond
the boundaries of the training data. Therefore, hybrid approaches that make use of
knowledge-based methods such as the wavelet method along with data-driven ma-
chine learning-based methods such as ANN can address the aforementioned problem
effectively. Therefore, the classification of the fault and the clearance time of the power
compensation device could be faster.

• Due to the boost of RE deployment in the Malaysian grid system, an appropriate
planning and scheduling power dispatch should be deliberated. This will help to
reduce the risk of fault, hence escalating the RE source generation in the Malaysian
distribution system.

7. Conclusions

This paper provides a review of the transient fault detection and location methods in
the distribution network as well as the current practice of the system and challenges for
future trends in Malaysia. The key points of the paper can be summarized as follows:

1. Various techniques and improvement methods have been adopted to detect and locate
various types of transient faults to mitigate power outages in the system. Various
mathematical algorithms and AI approaches have been proposed to acquire an ac-
curate fault location at a very fast speed. All parameters to acquire fault detection
and location are tabulated and summarized in Table 6, whilst basic principles, ad-
vantages, and disadvantages of previous works associated with each technique are
investigated and summarized in Table 8. The efficiency and robustness of individual
approaches are also assessed to comply with the selected bus system. The lightning
strike is prescribed as the dominant cause of transient faults and might damage the
system. As a result, the system will suffer from power outages and reduced quality of
power delivery.

2. From the studies conducted, fault detection and location can be categorized into
conventional and knowledge-based methods. The conventional methods are econom-
ical and simple measurement setups that require less computation time. Among the
conventional methods, those that are impedance based have the simplest algorithm.
However, it is inaccurate for large power system networks where their application
is limited due to the randomness of the grounding resistance and load fluctuation.
Meanwhile, the travelling wave method is a standalone in the network configuration
and needs to be installed in the presence of lateral branches of the distribution net-
work, which is very costly. On the other hand, knowledge-based methods using AI
are widely used due to their high accuracy in identifying a fault location, even in a
large system, simple structure, and non-linear mapping ability. Since the conventional
distribution network is under transformation to a more efficient system, this transition
puts forward increased stress on the complex infrastructure for further investment
to ensure safe and reliable energy supply to the consumers. Therefore, efficient and
intelligent mechanisms for fault detection and location must be formulated.

3. All the reviewed AI techniques have shown promising performance in terms of fault
detection and location accuracy. Based on summarization of all Artificial Intelligence
methods in Table 7, SVM is seen as the most robust machine learning method to be
implemented in Malaysian power distribution system. This is due to the fact that SVM
has no requirement for a large amount of training data, and very fast computation
speed with the lowest percentage error. However, it is suggested to configure with
wavelet transform (WT) to overcome the extrapolation problems since WT has the
simplest structure of transient detection process.

4. Transient fault is found to be the most frequent disturbance in Malaysian electrical
systems. Transient fault has become a matter of concern nowadays, along with per-
manent faults, but has gained the least attention from researchers based on previous
works [4,223–226]. Further, SLGF is disclosed as the most the popular approach for



Energies 2021, 14, 2988 26 of 37

the evaluation of fault types in this paper due to common occurrences as shown in
Table 6.

5. Several key challenges and recommendations for future transient fault detection and
location in Malaysia have been addressed. Due to super-fast technology evolution,
the bulk of electronic devices will be installed and shall not be overlooked when de-
veloping new fault detection and location methods. In order to implement a reliable
distribution automation (DA) system, the enrolment of a digital fault recorder (DFR)
with a robust AI technique adopted in distribution substations shall be introduced
where better measurement and communication infrastructures are deployed. The
methods shall be accurate and reliable enough to meet the future distribution systems’
requirements in terms of continuity of supply. In this regard, the required invest-
ments, reliability, and techno-economic benefits of different schemes require broad
investigations and further exploration. Technically, the key success criteria is to suit
the selected technology in the Malaysian system that depend on different factors such
as the topology of the distribution system under study, the availability of data and
measurements, and the desired functionalities and objectives.

Table 6. Summary of methods to identify the source of faults.

Author(s) Ref. Years Verified by
Experiment Fault Types Technique Input Data Error (%)

Rafinia et al. [129] 2014 yes SLGF, LLGF,
LLLGF DWT-ANN Voltage and current <1.50

Adeyemi
et al. [130] 2016 yes SLGF, LLGF,

LLLGF DWT-ANN Current <1.12

Yang et al. [131] 2017 NO SLGF, LLGF,
LLLGF ANN Current <1.16

Mahmoud
et al. [150] 2018 Yes

PV string,
modules and
MPPT fault

ANN Voltage and current <1.14

Hassan et al. [132] 2020 Yes

Grid
connected

photovoltaic
fault

ANN Current N/A

Muhammad
et al. [151] 2013 Yes SLGF, LLGF,

LLLGF FCE-Nets Current and voltage N/A

Palfi et al. [148] 2016 No Not
mentioned Fuzzy logic

(1) Ratio of consumer
density to line length (D),

(2) Ratio of number of
smart consumer devices to

total number of
consumers (SM/CT).

N/A

Yadav et al. [149] 2014 Yes LG, LL, LLG,
LLL, LLLG

DT-Fuzzy
logic Voltage and current <2.00

Deng et al. [154] 2013 Yes SLGF. DWT-SVM Voltage and current <1.00

Apisit et al. [128] 2012 Yes SLGF, LLGF,
LLLGF DWT-SVM Current N/A *

Radhakrishnan
et al. [132] 2021 Yes SLGF Ensemble

DWT Voltage <12.0

Ray et al. [155] 2016 Yes LG, LL, LLG,
LLL WPT-SVM Voltage and current <0.21

Gu et al. [161] 2015 No SLGF LS-SVM Current <1.10
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Table 6. Cont.

Author(s) Ref. Years Verified by
Experiment Fault Types Technique Input Data Error (%)

Liang et al. [227] 2018 Yes SLGF GA Voltage and current <0.22

Masoud et al. [228] 2012 No SLGF, LLGF,
LLLGF GA Voltage and current <1.00

Jamali et al. [229] 2015 No SLGF GA Voltage <2.00

Sanad et al. [230] 2017 Yes LG, LLLG WOA and
GA N/A <1.00

Rai et al. [137] 2021 Yes LG, LL, LLG,
LLL CNN Voltage and current <0.5

Lei et al. [138] 2019 Yes Insulator and
nest fault

Faster
R-CNN Image <2.5

* N/A: Information not available in the reference paper.

Table 7. Summary of advantages and disadvantages of methods.

Method Cost Computational
Process

Amount of Data
Acquired

Sampling
Frequency Accuracy

TW High Fast Small Low High Accurate
Impedance Base Low Slow Small Low Less accurate

ANN High Fast Big Low and high Depends on
amount of data

CNN High Fast (sinusoidal signal)
and slow (image) Big High Accurate

LSTM High
Dependent (slow

when number of layer
increase)

Big Low and high Accurate

FL High Fast Small Low and high Depends on
amount of data

SVM High Fast Small Low and high Accurate

GA High Fast Big Low and high Depends on
amount of data

Table 8. Advantages and disadvantages of fault detection methods.

Method Advantages Disadvantages Application in DS Computational
Time Process

Travelling Wave
[5–7,45,108]

• Not affected by the
operation mode.

• Not dependent on the
network configuration
and devices installed.

• Very sensitive to sampling
frequency since the accuracy
algorithm depends on it.

• Requires high sampling rate
and high-speed
communication.

Protection, fault
distance accuracy,
transient detection

Fast.

Impedance Base
[45,118–122]

• Low implementation
cost.

• No convergence or false root.
• Limited to fault path

resistance, line loading and
sources parameters.

• Easily influenced by load and
power parameters.

Protection, fault
distance accuracy,
low sampling rate
detection

Slow due to the
manually
calculated
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Table 8. Cont.

Method Advantages Disadvantages Application in DS Computational
Time Process

ANN [45,129–
134,231]

• Simple architecture, fast
and easy to run.

• Easier to attain the target.

• Difficult to find the
appropriate features to
comprehend the
interrelationship between the
input and the desired output.

• Requires high amount of data
for training and testing.

• Trial and error case used to
identify some.

Cyberspace
security, fault and
failure analysis,
classification, and
prediction.

Very fast

CNN
[135–138,140]

• Provide high accuracy
testing data at fewer
training data.

• very computationally
effective during online
mode

• Computationally expensive
when trained in offline mode.

• Incapable to detect complex
features since it only learns to
detect simple features.

• Not sensitive to time features
of time series

Fault detection and
location of
distribution power
system with DGs
implementation

Very fast for
signal but slow
for image

LSTM [139–141]

• Better fusion time
characteristics of different
part status

• Training time increase with
the number of layers
increases

Fault detection of
distribution power
system with DGs
and multi-machine
implementation

Depending on
the hidden layer.
The higher the
number of layer,
the slower the
simulation time.

FL
[143–148,232]

• Ability to cope with
uncertainties.

• Quick response.
• Appropriate for online

platform.
• Does not require training.

• Difficult to determine global
minimum of fuzzy
membership function.

• Slow features definition and
extraction.

Fault position
accuracy, power
islanding detection,
fault discrimination

Slow

SVM
[45,128,154–
158,231]

• Fast learning speed.
• Small sample demand.
• Upper bound on the

generalization error
independent of space
dimension.

• Need to choose kernel
function to acquire the best
performance.

Forecasting, fault
and failure analysis. Very fast

GA
[148,162–165]

• Can regulate the
computation speed.

• The dimension of
possible solution is low.

• The accuracy of FL is
questionable due to random
process.

Forecasting, fault
classification

Not consistent
due to most
process are
random
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