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Abstract: The origins of digital money and blockchain technology goes back to the 1980s, but in
the last decade, the blockchain technology gained large popularity in the financial sector with the
appearance of cryptocurrencies such as Bitcoin. However, recently, many other fields of application
have been recognized, particularly with the development of smart contracts. Among them is the
possible application of blockchain technology in the domain of land administration, mostly as a tool
for transparency in the developing countries and means to fight corruption. However, developed
countries also find interest in launching pilot projects to test their applicability in land administration
domain for reasons such as to increase the speed and reduce costs of the real property transactions
through a more secure environment. In this paper, we analyse how transactions are handled in
Serbian land administration and how this process may be supported by modern ledger technologies
such as blockchain. In order to analyse how blockchain could be implemented to support transactions
in land information systems (LIS), it is necessary to understand cadastral processes and transactions
in LIS, as well as legislative and organizational aspects of LIS. Transactions in cadastre comprise
many actors and utilize both alphanumeric (descriptive or legal) data and geospatial data about
property boundaries on the cadastral map. Based on the determined requirements for the blockchainbased LIS, we propose a system architecture for its implementation. Such a system keeps track
of transactions in LIS in an immutable and tamper-proof manner to increase the security of the
system and consequently increase the speed of transactions, efficiency, and data integrity without a
significant impact on the existing laws and regulations. The system is anticipated as a permissioned
public blockchain implemented on top of the Ethereum network.
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1. Introduction
Blockchain is a technology that many of us are becoming aware of and it is gaining
increasing attention. However, its application outside of the finance sector and cryptocurrencies is still relatively limited. Nevertheless, this might change as benefits are increasingly
realised, such as in simultaneously and securely sharing data and enabling communities
of providers, such as in land administration, government, IoT (Internet of Things), and
smart cities, healthcare, etc., to track sensitive information across time and space [1].
Bennett et al. [2] find that while uptake of non-relational and distributed databases and
ledger technologies occurs, it remains mainly at the level of proof-of-concept, demonstrator,
or a pilot.
Distributed ledgers are considered collections of replicated, shared, and synchronized
digital data geographically spread across multiple locations. This technology enables
transactional data to be created and shared across distributed network nodes [3]. In such
peer-to-peer architecture, there is no central authority and all nodes contain a full copy of the
ledger. The technologies used to implement such ledgers include blockchains. Blockchain
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is a digital ledger of records arranged into linked and cryptographically validated chunks
of data called blocks. The best-known application of blockchain technology is in the
financial domain, including cryptocurrencies such as Bitcoin and Ethereum. However,
other applications of blockchains are increasingly gaining popularity. There is a potential
use of such technology in land administration to record property transactions, IoT and
smart cities to improve city services, government registries in eGovernment environment,
taxation, law and justice, etc. In each of these application areas, the location may play a key
role. For example, the location of the property is essential for its registration and taxation.
Transactions in the blockchain extend beyond currency and are not necessarily associated with financial transactions but may be applied to transactions in general. Transactions
are any kind of an event such as electronically signing a document or buying or selling
a property, etc. Blockchain supported transactions in the domain of land administration
have gained the attention of many researchers and developers to support efficiency and
transparency in property transactions such as transfer of ownership, mortgage registration
or surveying activities to determine boundaries of a new parcel or a building, boundaries
of split parcel, merged parcel, etc. Real estate has always been the most extensive product
of human creative activity, as well as the most obvious form of material value. They may
be considered being of great social, economic and political importance in each country.
Land and built properties represent a large portion of the national wealth. Therefore, it
was necessary to establish different registers about land and built properties from the
earliest times of human development. Security and reliability are considered one of the
most important characteristics of such records and various techniques were applied to
achieve this through time.
The modern register, called the Real Estate Cadastre, has been established in Serbia
and ensures data management about real properties, rights, and rights holders. As this
register plays an important role in securing property rights, it is important to preserve its
data immutable and tamper-proof. Since current cadastral databases, which are traditional
relational databases, technically do not possess these characteristics, many documents in
the paper and electronic form are kept supporting proof for data verification and validation.
The land information system (LIS) in Serbia consists of two parts: cadastral records that
represent the legal relationship between people and real properties [4], and the cadastral
map that, besides geometry data and attributes, contains land use components visualized
by topographic symbols [5]. Therefore, there are two types of data about transactions that
may be preserved in a blockchain: alphanumeric data about transactions on property rights
and geospatial data about changes in cadastral plans related to surveying activities.
At present, there are number of networks and services available for blockchain implementations. However, there is no standard for encoding geospatial information such
as geometry, coordinates, or coordinate reference systems into a blockchain transaction.
Geospatial data represent an integral part of LIS and their representation in a blockchain
network is essential since any inappropriately encoded geospatial data will remain in the
network as long as it is in use. With that purpose, the Open Geospatial Consortium (OGC)
formed the working group with the focus on understanding the requirements for geospatial
standardization within these technologies [6]. However, since blockchain technology is
relatively young, especially in the domains outside of the financial sector, there are no
established or proposed standards for encoding geospatial data. Therefore, understanding
the role that blockchain may play in maintaining geospatial data in LIS may also contribute
to such developments.
As LIS is a system that comprises both alphanumeric and geospatial data, in this paper
we explore possible benefits that blockchain may bring into such system in Serbia [7]. We
propose a solution for introducing blockchain in LIS firstly as a transactions validation
layer to improve security and speed of transactions without significant interference into
the current legal, institutional and technical framework of LIS, which, depending on future
technological developments, may eventually lead to a genuinely decentralized peer-to-peer
system without intermediaries in the long term.
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The paper is structured as follows. After the introduction, theoretical background
and related work are analysed to understand the application of this technology in the land
administration domain. After that, the methodology for introducing blockchain technology
in the land administration domain is described in Section 3. To analyse how blockchain
could be implemented to support transactions in LIS, it is necessary to understand cadastral processes and transactions in LIS, as well as legislative and organizational aspects of
LIS. Section 3 also presents a conceptual model of keeping track of changes in Serbian
LIS to understand better what information the part of a blockchain transaction will be.
Sections 4 and 5 present results. Section 4 presents the analysis of requirements for the
implementation of blockchain-based LIS. The proposed system architecture for the implementation of blockchain-based LIS is shown in Section 5. Conclusions and future work are
presented afterward.
2. Theoretical Background and Related Work
2.1. Blockchain and Smart Contracts
In order to provide clarity, this subsection briefly summarizes the key aspects of the
blockchain technology and associated smart contracts. As already mentioned, blockchain
technology allows for transactions and data to be recorded, exchanged, and synchronized
across a distributed network of different network participants. A blockchain is a specific
type of data structure used in some distributed ledgers that stores and transmits data in
packages called blocks connected to each other in a digital chain [8] using an appendonly structure. It was firstly introduced with Bitcoin for the cryptocurrency [9]. However,
blockchain can be applied in numerous other application areas [10].
As shown in Figure 1, a block contains the transactions data, a timestamp, a nonce
number, and a reference in the form of a hash to the previous block, linking the two blocks
together. This way, the chain of blocks is formed. The hash function receives the transactions
data, the timestamp, the nonce, and the hash of the previous block and generates an output
of a fixed length as the unique finger-print of the block. A hash cannot be changed unless
the data itself are changed, but a slight alteration in data generates a very different hash
code, so any change can be easily detected. Since the hash to the previous block is hashed
together with other block’s data, any change in the previous block will result in a different
hash of that block which means that the two hashes will not match and the chain will
be broken.
Blockchain is a technology that allows the trustless exchange of value within the
network without explicit intermediaries [11]. Trust is replaced by cryptographic proof.
Blocks can only be appended to the existing blockchain and it is not possible to delete a
block once added to the chain. It means that the blockchain is an ever-growing (appendonly) data structure [12], constructed as an immutable list of records. Because of its
distributed peer-to-peer architecture and built-in replication between all nodes, blocks in
the blockchain are immutable. This means that the history of transactions cannot be erased
or modified unless it is done on the majority of the nodes, and as long as there are more
honest than corrupted nodes in the network, all data is safe.
To add a new block, blockchain requires a consensus algorithm. The most common
consensus algorithm is proof-of-work (PoW), a computationally intensive algorithm in
which a nod must guess a nonce such that the hash of a block being created is less than
a target value determined by the blockchain network. Using the consensus algorithm,
blockchain helps to reach a global view of the world [13].
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blockchain is proposed as a combination of these two types to combine the advantages
of both types while trying to limit the disadvantages. Thus, with the hybrid approach,
a public blockchain may be employed to make the ledger accessible to the public, while
using a private blockchain to control who can generate transactions in the ledger. Such
approach seems to be the most suitable for LIS, whose data can be viewed by the general
public, but only selected actors can insert changes into the system.
The main disadvantage of using blockchain is that it is still in its early stages, and
there are no tools that are mature enough yet. Furthermore, since it is not useful for storing
large amounts of data, blockchain shouldn’t be used as primary storage but as some sort of
index or transaction validation layer. To address the problem of combining data storage
with a blockchain, there are a few attempts among which is BigchainDB [19]. BigchainDB
does not change or enhances the blockchain technology; rather, it is a big data distributed
database that adds blockchain characteristics. This option may be explored when there
is a necessity to store a large amount of data with blockchain capabilities, rather than the
essential transactional data. Furthermore, when a smart contract is added to the blockchain,
it cannot be changed anymore, and it will perform conditions of the contract as initially
programmed. This might cause severe issues if bugs and errors are present in the code. An
example is the well-known DAO (Decentralized Autonomous Organization) attack [20], an
event when a hacker exploited a flaw in the smart contract on the Ethereum network. This
example shows how exploiting a security vulnerability that existed in the application layer
on top of the blockchain could cause an undesired outcome. This is considered to be one of
the major security concerns for smart contracts. In addition to technical vulnerabilities, the
use of automated smart contracts also raises some legal and regulatory issues which need
to be addressed [21].
2.2. Blockchain in Land Administration
With the addition of Turing-complete programming languages for developing smart
contracts, blockchain shifted its focus from cryptocurrency to other areas of application in
2015 (known as blockchain 2.0). Therefore, it is not a surprise that application of blockchain
in land administration is still in its early stages. Several countries have launched (pilot) projects to analyse the applicability of blockchain technology in land administration.
Countries with such projects include Brazil [22], Dubai/UAE [23], Georgia [24], India [25],
Kenya [26], Ghana [27], Ukraine [28], Sweden [29], Honduras/Factom [30], etc. The land
department in Dubai uses blockchain technology to store real property transactions [31].
Blockchain start-up Ubitquity launched a real estate platform on the Bitcoin blockchain
to track ownership of real estate titles in the US [32]. Graglia and Mellon [33] summarise
the use of blockchain technology for land transactions by country, which is as follows:
Brazil, Georgia and Dubai use a public blockchain to record documents related to land
transactions. Sweden and Dubai use blockchain to record the progress of a transaction.
Dubai and Georgia use a blockchain registry where a central database is replaced with a
permissioned blockchain. However, for peer-to-peer land transactions where rights are
transferred without intermediaries there are no known examples.
The Republic of Georgia is considered the first national government to use blockchain
technology to store records of official transactions. Georgia uses a private permissioned
blockchain to keep important records and then uses the public Bitcoin blockchain to
publish hashes of essential documents [34]. The Land Registry of Sweden conducted a
study of the possibilities of using blockchains as a technical solution for the real property
transactions [35]. The study found that the time between signing a purchasing contract and
registering the rights could be significantly reduced and even executed in near real-time,
by increasing confidence in the land administration system while reducing the risk of
errors and deliberate frauds. Buying and selling of real estate is realized through the use
of smart contracts. However, a legal framework has proven to be an issue during the
implementation, so a radical change in the land registration process is not anticipated.
A solution proposes the implementation of a blockchain in addition to the existing land
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registry to record transactions on a private permissioned blockchain shared between
various stakeholders.
While in the developed countries like Sweden, the main motivation to introduce
blockchain in real property transactions is to increase transaction speed and reduce costs
and possible errors, developing countries use it to improve transparency in property transactions and fight corruption because of the immutable nature of the blockchain. In Kenya,
the blockchain-based land register is developed using the Ethereum blockchain network to
create a single register of immutable and incorruptible land ownership records [36]. The
ledger is public but has multiple permission levels to enable some aspects of the transaction
to be kept private (such as sales price or sensitive personal information).
Some countries incorporated blockchain-based land registers as part of a broader
eGovernment initiative to run government operations on a blockchain. One of the largest
non-financial implementations of blockchain is the digital infrastructure of Estonia’s government [36]. Estonia’s government has developed infrastructure based on blockchain
and includes registries such as the business registry, property registry, health registry,
digital court documents, and official announcements. The technology enables the efficient
detection of modifications to data and maintains the integrity of records.
Furthermore, Müller and Seifert [31] identified the main objectives of introducing a
blockchain-based land registry, which can motivate using blockchain in the land administration domain in general. Those are: faster execution of transactions in the land register;
automated notifications of changes in the land register; greater transparency and security
of transactions; digital archives of contracts and other documents hashed on blockchain.
Casino et al. [37] provided a systematic literature review of blockchain-based applications
and identified land administration as one of the key potential domains that could benefit
from it.
Anand et al. [30] analyse the use of coloured coins (a layer developed on top of the
Bitcoin blockchain) to represent smart properties. The process of describing the property
with a coloured coin token is called smart property. Savu et al. [38] propose a quality assurance framework based on blockchain technology which will allow a more transparent real
property development market. Vos [39] describes the functioning of blockchain technology
and the possible use or impact it may have on current land registry systems and the role
of legal experts. Different blockchain platforms have been analysed and the possibility of
use of smart contracts. Miscione et al. [40] analyse the blockchain technology that offers a
model of distributed authentication, which does not depend on a central authority in the
domain of land registries. Pisa and Juden [41] provide a view of the technology’s potential
and examine its potential role in addressing development challenges, including a secure
digital infrastructure for verifying identity and securing property rights. Grigs et al. [42]
analyse the use of blockchain in land administration with the conclusion that where the
process of registration is in some way unreliable, blockchains may offer some advantages.
Lemmen et al. [43] discuss available land administration standards and options for further
standardisation, including standardisation of transactions of those rights, as a possible first
step to implement a blockchain-based land administration system.
While most studies are concentrated on land registers, containing legal alphanumeric data about properties, property rights and right holders, some researchers focus on
geospatial data i.e., surveying data about the properties’ boundaries. Torun [44] focuses on
surveying methods and projects and proposes the use of blockchain to minimize the boundary surveying problems caused by incautious actions to reduce errors that cause unsolvable
problems at the surveying phase and has to be handled at courts. Bochove et al. [45]
introduce the concept of bitsquares where squares of land replace coins as the units of
transaction. Farnaghi and Mansourian [46] suggest that public participatory GIS should be
developed as decentralized applications (DApp) based on Ethereum blockchain to have a
fully transparent and reliable environment for public participation. The authors suggest
that public blockchains are an appropriate solution for participatory mapping. Furthermore,
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The United States National Aeronautics and Space Administration (NASA) announced the
use of smart contracts on the Ethereum blockchain in its SensorWeb program [47].
King et al. [48] introduce FOAM Protocol as the interoperable standard for location
on Ethereum for sharing secure and decentralized geospatial data. Its purpose is to serve
as a location layer for smart contracts and create a consensus-driven map. This allows
building applications that are connected to verifiable physical addresses. By providing a
proof of location, FOAM gives a spatial context that is not present in regular blockchains.
Open Geospatial Consortium considers the adoption of the FOAM protocol as an OGC
standard [6].
Some authors analyse benefits of the blockchain in land administration with the
conclusion that the technology does not seem to be mature enough for application in
land administration at this moment [49] and that the benefits do not yet outweigh the
costs and challenges associated with implementing a prototype blockchain land registry
system [50]. However, steps should be taken to lay the foundation for a blockchain system
in the future. In this regard, Graglia and Melon [51] suggest that not only technical but also
legal obstacles should be overcome. Furthermore, a good governance model should also
play an important role and needs to be developed [52]. The World Bank [53] also aims to
demonstrate the opportunities and challenges associated with blockchain technology in
the field that significantly impacts governance.
In Serbia, several issues present in the national land administration may potentially be
resolved using blockchain [54]. The blockchain technology, more precisely smart contracts,
could bring improvements to the process of registering transactions in LIS which would
result in a faster process of executing transactions and eliminating the possibility of “double
spending”. However, the authors of the study did not elaborate on details of how this could
be achieved. Furthermore, the working group was formed, consisting of representatives of
several different institutions including the National bank, Ministry of finance and other
government representatives. This working group works on a document that will be the
basis for the adoption of a legal act to regulate the field of blockchain technology in Serbia
in the near future. Although the main focus of this working group is in the financial sector,
other sectors are also considered in the overall eGovernment implementation, which brings
us to the motivation how to integrate government registers (specifically land/cadastre
register) into the blockchain.
3. Material and Methods
In order to analyse how blockchain could be implemented to support transactions in
LIS, it is necessary to understand cadastral processes and transactions in LIS, as well as legislative and organizational aspects of LIS. The cadastral information system is maintained
by the central geodetic authority. The Law on State Survey and Cadastre in Serbia [55]
defines the geodetic-cadastral information system as a system that contains data and services for the basic geodetic works, real estate cadastre, the address register, network utility
cadastre, etc. Its purpose is to enable data management, maintenance, access, and use of
cadastral data (both alphanumeric and geospatial). In our previous work, these subsystems
were thoroughly analysed together with their internal and external users (actors of the
system). As a result of these activities, a set of use cases have been developed. Furthermore, a collection of conceptual models have been developed including a conceptual data
model—LADM country profile [4], a domain model for the cadastral map with land use
component [5] and a conceptual service model that describes cadastral processes [56,57].
These conceptual models of data and processes and implemented database schema [58]
served as a basis for understanding processes and transactions in the cadastre.
Introducing blockchain technology in LIS consists of the following steps:

•

Getting requirements such as identity management for users or whether transactions
should be recorded on a purely private or public blockchain or a hybrid approach
should be used.

ISPRS Int. J. Geo-Inf. 2021, 10, 35

8 of 22

•

•
•

•

•

Selection of the implementation blockchain platform. This choice depends on several
factors, including the maturity of the platform, its capabilities, number of users, cost
of implementation, and resource consumption, and how complex the implementation
would be.
System design and the solution development.
Analysis of the interaction patterns with other registers of public organisations within
the eGovernment portal, considering the broader context of using blockchain technology in the eGovernment environment.
Development of business model and cost/benefit analysis to determine whether the
reduction of transactions cost (through a more secure and automated environment
with less need for human intervention) will outweigh the cost of implementation in
the long term.
Initiation of the pilot project and creation of a testbed to verify the proposed solution.

In the first stage, a solution should have a minimal impact on the established practices
and legislation in the cadastre in order to be accepted by the users. As already mentioned,
the goal of the system is to increase security and speed of transactions and reduce costs of
transactions, therefore, to provide the transaction validation layer, rather than to establish
a truly decentralized system without an intermediary or central authority as blockchain in
its essence tends to be. Some authors suggest that this might be a long-term process [2,51].
Transactions in Cadastral Information System
Data about real properties (both alphanumeric and geospatial) change over time
due to different types of transactions in the cadastre. The land use or the area of a parcel
may be changed, the parcels’ boundaries may be changed through merging or splitting,
the building can be built, changed or demolished, the right holders may be changed by
purchase, gift or inheritance, restriction such as mortgages may be imposed or removed,
etc. There are two types of changes of data in LIS that can be supported by the blockchain:

•

•

Changes of alphanumeric data (attribute data of spatial units or legal data about rights
and right holders) usually as a result of the transfer of rights between parties, or
change of characteristics of a spatial unit itself (e.g., a building has been expanded
with additional floors);
Changes of spatial data (boundaries of cadastral parcels or buildings) as a result of
surveying activities.

All these changes must be recorded so that the cadastral records are always in line
with the actual situation on the ground. Also, information on previous real property
conditions must be recorded. This means that a mechanism for storing data history should
be provided. As described by Radulović [57], this mechanism works so that each real
property has multiple instances with an exact indication in which time period it was active
or is still active. Before the computerization of the system, such changes were recorded
in a separate list of changes by the number of the change within the year and the exact
date of the performed change. This system of recording changes has been retained, and
even now changes are marked in this way. This means that each real property instance
has two pairs of values (number of a change and a year) which refer to the changes by
which the real property instance was created (activated) or by which it was deactivated.
The active, i.e., valid instance of the real property has only the value of the change with
which it was created, and it may not have this value if the real property has not changed
since the establishment of the real estate cadastre. Thus, in the existing data structure, there
are attributes that refer to the changes when the real property instance was created and
deactivated (Figure 2). As a result of the transformation of the existing LIS data structure
to LADM based data model [4], the class RS_ChangeList was created, which contains list
of changes described by the change number and a year of the change (attributes: numbercl,
year), date of registration of the change (regdate), description of the change (description)
and type of change that is taken from the codebook CL_ChangeType that contains types
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The process of conducting changes in LIS basically relies on a single database table.
However, implementing the history of changes has been proved to be a complex and
error-prone task, with the examples of deliberate changes in the database tables [58]. This
creates the opportunity and gives the motivation to secure such records on a blockchain.
Furthermore, the mentioned table is append-only which means that apart from inserting
new rows no other operations, such as update or delete, should be allowed. This is in line
with the blockchain transaction recording capabilities.
The main privacy issue related to transactions in LIS that has been witnessed in
previous years is that the database containing transactions data can be compromised. There
have been reported cases of deliberate or non-deliberate errors in the table of changes
that might cause problems. Therefore, a lot of paper documents are kept supporting the
integrity of data saved in the database. Blockchain may increase overall confidence in the
system.
LIS data is public for reading except for personally sensitive information or details
about restrictions (such as the value of a mortgage or creditor), but only selected users can
modify data in it according to the assigned roles and privileges. At this point, these are
selected employees of the cadastre in charge of these activities.
4. Requirements for Blockchain-Based LIS
In order to establish blockchain-based LIS, key requirements should be addressed to
launch a blockchain-based cadastral system. This includes:

•
•
•

Analysis whether blockchain network should be public or private and authorised and
how identity management will be handled.
What data will comprise one transaction in a blockchain.
How smart contracts will be used and what business logic should be implemented
and executed on a blockchain.

4.1. Access Options and Identity Management
Current LIS is developed as a centralized ledger maintained by Republic Geodetic
Authority. It uses the central database to store the data, while local databases from cadastral
offices are replicated to the central database. Through this database replication mechanism, real-time access to the up-to-date cadastral data is achieved. Using this mechanism
provided by the database management system, each change of data in a local cadastral
office should be automatically transferred to the central database maintained by the central geodetic authority. The central database can then be accessed by the eCadastre web
application (called knweb in Serbian cadastre) or national geoportal and users can search
replicated data of all cadastral municipalities. This type of organization of data through
data replication can be considered as a shared ledger, but it is fundamentally different than
distributed shared ledgers such as blockchains which are not controlled by a single entity
but by some or all network participants and there is no longer a single point of attack,
which increases security.
As already mentioned, blockchain implementations may be private, public, or employ
a hybrid approach where a permissioned system is built on top of a public blockchain
infrastructure and controls who can access and generate transactions. The main advantage
of such hybrid approach is better identity verification and management. Furthermore,
such system can fit more easily into the existing legal and institutional framework, which
is suitable for traditional systems such as LIS. However, to some degree, it removes
a key benefit of the blockchain technology and that is the lack of a need for a central
party. Nevertheless, it can be concluded that a blockchain-based LIS should use a hybrid
approach. Therefore, the goal is to create a permissioned blockchain for the property rights
transactions that is anchored to the public blockchain. This approach is already applied
in some countries that use blockchain for land administration. The maintenance of such
a system should be under the jurisdiction of government agencies such as the central
mapping agency or an eGovernment portal. In such a system, nodes need permission from
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a central entity to access the network and make changes to the ledger. Access controls will
include identity verification of the actors in LIS, which is another crucial aspect that should
be resolved.
Actors in LIS have been described by Sladić et al. [56] and include external and internal users. Internal users are employees of the cadastre, while all the others are external
(registered or unregistered) users, such as surveyors, banks, notaries, the general public,
etc. LIS allows access for reading the limited set of data to the general public. There are two
types of external users for viewing data: registered (legal persons such as banks, notaries,
etc.) and unregistered i.e., general public. LIS ledger data is open and transparent (except
for personal sensitive data such as personal number or address, details about restrictions
such as mortgage amount, etc.). Only a selected group of users (cadastral employees) are
allowed to modify the data and enter changes in the system. Therefore, a mechanism
should be established for protecting data that is only available to registered users. These
data can be additionally encrypted, and registered users will be able to decrypt it with their
private keys.
Identity management of the selected group of users that have permission to generate
transactions in the system is provided using Public Key Cryptography. A user has two
keys: a private key that is only known to the user and a public key shared with the
entire network. Electronic identification is defined by the Law on an electronic document,
electronic identification and trust services in electronic business [59]. Users can sign in
to eGovernment services using their qualified digital certificates, digital documents that
bind the user’s public key with the user identity and certificate authority that verified the
certificate’s contents. These qualified digital certificates enable users to securely log into the
system and prove their identity are provided on a national level in Serbia. Permissioned
blockchains require a user’s identity to be verified before they can access or use the
blockchain. Therefore, to create an account on a permissioned public blockchain network, a
link to a real identity has to be made. Each user has to create his/her own account and login
with the digital certificate. Similarly, legal entities can also possess their digital certificates.
4.2. Transactions of Alphanumeric Legal Data
As already mentioned, LIS in Serbia comprises two subsystems that contain alphanumeric data about property rights, right holders and attributes of properties such as area;
and geospatial data (cadastral map) as a result of surveying activities. Each of these two
types of data may be the subject of a blockchain transaction.
The transaction constitutes a data entry from a row from the table n_rs_changelist
shown on Figure 3 (joined with other tables to retrieve all the necessary data, not only
identifiers) which contains userId, unique identification of a property (administrative
municipality, cadastral municipality, number and sub-number of the parcel, number of a
building on the parcel/number of the part of parcel, number of a building unit), number
of the change, type of the change and the description of the change. Furthermore, the
transaction is filled with transaction details about change that has occurred (number of the
change, type of a change, description, date, etc.). Moreover, documents such as contracts
can also be hashed and stored in a transaction. Finally, a user that has conducted the
change digitally signs the transaction with her/his private key. After being created, the
transaction is inserted into a newly created block (along with some other valid transactions
being created at the same time) and after being verified by the network, the block is added
into the chain.
Transactions in the Serbian cadastre are supported by conducting changes in LIS,
which is an append-only structure implemented using relational databases. This means that
even if a transaction is canceled, the trace of it remains in the system, but it is deactivated,
and a new state is created (returning to the old state prior to the transaction). This way, the
history of changes is visible in the system at any point in time. The same mechanism is
used in the append-only blockchain structure. This is the main reason why the blockchain
transaction model fits well with the property transaction model in Serbia.
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4.4. Smart Contracts in LIS
As previously discussed, smart contracts are programs that are written on the underlying blockchain and are executed automatically by nodes on the network. Smart
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contracts allow for business logic to be programmed on top of the blockchain transaction.
Blockchain enable smart contracts to control real-world assets, such as real property, land
titles, escrows, etc. without the need for an intermediary. This is due to the fact that the
nodes in the distributed network have the ability to enforce a contract by executing code.
In addition to recording changes in LIS, blockchain by the means of smart contracts
can be used to fully automate transactions in LIS such as buying and selling a property
which in this case can be considered an asset of value. An overview of the workflow is as
follows (Figure 5):
1.
2.
3.

Buyer and seller initiate the property transaction.
The notary draws up a contract and the buyer and seller sign the contract.
A bank can access and have insight into the signed contract. The buyer transfers the
payment to the seller’s account (online or offline in the bank).
A bank notifies that a transfer has been made and that a transfer of ownership may
4.
be initiated.
5.
The system will notify the cadastral office to initiate the process of transfer of absolute
rights (right of ownership), i.e., register the rights to the new owner. The change will
be conducted in LIS.
6.
The system will also notify the tax administration about the change of ownership. A
taxpayer is obligated to pay the tax for the transfer of absolute rights, which is the
cost of the transaction in the amount of 3% of the price of the real estate. In the case
of a new condominium bought from a legal person, VAT is paid instead of the tax
for transfer of rights (10% of the price of the real estate). A condition that has to be
met is that a buyer is exempt from payment of this tax if he/she does not own any
other property or in the case of the new condominium bought from the legal person,
VAT should be returned to the buyer. Tax administration also maintains the collection
of the taxes on ownership of properties and the data in this register is often not up
to date.
ISPRS Int. J. Geo-Inf. 2021, 10, x FOR PEER REVIEW
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7.
All documents and records about the transaction are added to the blockchain.

Figure 5. Smart contract property sale workflow.
workflow.

Blockchain, in general, tends to remove intermediaries with its distributed nature.
While at this stage of development it is too early to explore such an option, it can be considered in a long-term period, particularly because the technology of smart contracts is
anticipated for automated businesses, i.e., businesses run automatically. In that case, selling of a property can be done without an intermediary. The system will notify all relevant
institutions and government bodies, such as a bank about the payment, cadastre to regis-
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In this workflow there exist intermediaries such as the notary or a real estate agent
that should be granted a privilege to access the system and, in the case of a notary, insert
changes in the system. This is how the workflow functions in practice, and it is unlikely
that it will be changed in the near future. Therefore, although the disruptiveness of the
blockchain technology reflects in the fact that no intermediaries are needed, at this point
intermediaries are necessary because of the legal framework. Property transactions are a
part of the traditional legal framework that is unlikely to be changed in the near future.
While the role of a real estate agent is to connect the buyer and a seller, the notary conducts
all the legal affairs related to transfer of ownership including administrative activities such
as obtaining a real estate folio document from cadastre as a proof of ownership, as well as
initiating the procedure for registration.
Blockchain, in general, tends to remove intermediaries with its distributed nature.
While at this stage of development it is too early to explore such an option, it can be
considered in a long-term period, particularly because the technology of smart contracts
is anticipated for automated businesses, i.e., businesses run automatically. In that case,
selling of a property can be done without an intermediary. The system will notify all
relevant institutions and government bodies, such as a bank about the payment, cadastre
to register the transfer of rights, tax administration to calculate taxes, local court to validate
the contract, etc. At the end of the process, the buyer will receive the notification that
his/her rights to the newly acquired property are registered. She/he can also track all
the completed phases in the process. It is worth mentioning that a presented workflow
enables all involved stakeholders to be included in all process activities, whether it is just
viewing the data and process status or performing activities in the workflow. This enables
transparency of the process is fully accomplished.
5. Proposed System Architecture for the Implementation of Blockchain-Based LIS
In this section, we analyse options for the possible implementation of a blockchainbased LIS and propose the system architecture. We explored several blockchain implementations to select the most appropriate one, based on the previously described requirement
for the blockchain-based LIS. There are several options for the implementation which
include: using some of the existing blockchain-based solutions for land administration,
using available blockchain networks (Bitcoin, Ethereum, Ripple, etc.) for the development
or developing own solution that meets all the requirements which may be a more costly
and more complex solution. Many blockchain applications are built on top of public
blockchains, predominantly Bitcoin and Ethereum. As previously discussed, the proposed
solution is to create a permissioned blockchain for the property rights registration and
tracking of transfer of ownership and other transactions in the real estate cadastre (history
of changes), that is anchored to the public blockchain. In contrast, the private blockchain is
more efficient, it is not trustful, and there is still a single point of attack. We have anticipated
that a public blockchain is used for property transactions. However, at this point, it is not
expected that anyone can generate transactions in LIS, but only a selected group of users.
That is why the permissioned layer on top of the public blockchain is needed.
This approach of using the public blockchain network with a permission layer has
already been introduced in practice in some countries such as in Georgia where the Bitcoin
network has been used. Other solutions in the land administration domain use Ethereum
instead, which allows support for smart contracts that can support legal affairs in property
transactions. Ethereum can be considered the most popular blockchain for smart contract
applications and it is the second-largest public blockchain after Bitcoin. In addition to
the support to smart contracts, Ethereum also has higher transaction throughputs than
Bitcoin, although transactions in land administration are not as frequent as financial
transactions. Considering the property transaction rate, which is much lower than the rate
of financial transactions, the speed of transactions shouldn’t be an issue of any of public
blockchain networks, neither Bitcoin nor Ethereum. Despite being an open permissionless network, it can be used with an additional permission layer to control access to
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the network. Furthermore, FOAM also uses the Ethereum blockchain to add a location
layer for smart contracts which can be used as a proof-of-location for surveying activities.
However, the Bitcoin network can be used too, and some implementations in the domain of
land administration already use this network, while Ethereum has been chosen primarily
because of smart contract implementation.
To extend LIS to support transactions on the blockchain, a special decentralised
application (DApp) has to be developed and deployed on a blockchain [60]. A decentralized
application (DApp) is an application that runs on a distributed computing system (network
of nodes) instead of a single server. DApps are essentially applications that implement
smart contract business logic. They include both frontend and backend similar to the
traditional web application, while the smart contract is related to the implementation of
the backend business logic of the application. DApps entered into wider use with the
blockchains such as Ethereum. The backend of a DApp represents business logic which
is running on a decentralised peer-to-peer network of nodes. This contrasts with the
traditional backend of a web application hosted on a single (centralized) server. By means
of DApps, blockchain is not only a transaction data storage, but can also execute business
logic. Smart contracts usually contain necessary conditions for a transaction to occur.
There are two types of accounts in the Ethereum network: those that are owned by
users (real persons) and those that are owned by smart contracts/DApps. On such smart
contract accounts, DApp for LIS would be hosted. Therefore, one or more specialized
DApps should be developed. This DApp is accessed indirectly through frontend application by referent in cadastre that conducts a change. A user that performs a change will
sign in with his/her electronic certificate to prove his/her identity. A single blockchain
transaction will contain all the relevant details about conducted change (such as the number and a year of change, type of change, description of the change, userId of a user that
conducted a change, information about the property, rights and right holders, etc.). It will
contain all the information related to that change which may be observed as a single row in
n_rs_changelist table in the LIS database joined with tables linked by foreign keys (tables:
n_rs_realestatefolio, n_rs_partofparcel, n_rs_owner, n_rs_ownership). Practically, it records
one state of a real estate folio at a single point in time that aggregates properties, rights and
restrictions and right holders. In this way, a change is made immutable and tamper-proof,
and the only way to correct that change if entered information is not correct is to conduct
a new change, but the trace of it will remain permanent, which will prevent malicious
changes of data. All sensitive information must be encrypted by a referent so that only
those with the correct key can be shown the information since the network is public, and
all transactions may be seen by all. Another DApp is intended for notaries to store hashes
of documents during the transfer of rights activities.
Figure 6 shows the difference between a traditional web application, such as the
eCadastre service called knweb used in Serbia for viewing data about property rights, and
the decentralized application (DApp) hosted and executed on the blockchain network.
Figure 6a shows a traditional three-tier architecture that includes the database used for
storing all land-related data in LIS, the application server that hosts backend and frontend
(these can also be deployed on separate servers) and a client that accesses the frontend
application. To access the geospatial data, OGC geospatial services are used. On the
other hand, Figure 6b shows a smart contract/DApp running on the Ethereum blockchain
network. Ethereum Virtual Machine (EVM) is used to provide security and execute the
code of a smart contract by computers on the Ethereum network. Frontend code of a DApp
is written in JavaScript and can send requests to its backend DApp. Furthermore, the
frontend can be hosted on decentralized storage such as Swarm [61] or IPFS [62].
The deployment diagram of the general system architecture is shown in Figure 7.
The web-based LIS (backend) is hosted on a central server or data centre employed at
the national mapping agency. It uses DApp to access the public blockchain to store
transactions. Users can access the system using the frontend of the web application. The
system architecture includes traditional LIS components such as database server or web
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server for alphanumeric and geospatial data, but also blockchain network accessed through
the API of the application layer and client devices (desktop, laptop, mobile . . . ).
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17 of 22

Figure7.7.System
System architecture
architecture overview.
Figure
overview.

The workflow is as follows (Figure 8). The user (cadastral referent that conducts a
change) is registered on the LIS but will have exclusive access to a decentralized application (DApp). The user also has a unique hash ID as his crypto address. DApp will primarily be used by cadastral referents to insert changes in the cadastre. Since these entries will

ISPRS Int. J. Geo-Inf. 2021, 10, 35

17 of 22

Figure 7. System architecture overview.

The workflow
workflow isis as
as follows
follows(Figure
(Figure8).
8). The
Theuser
user(cadastral
(cadastralreferent
referentthat
thatconducts
conductsa a
The
change) is registered on the
the LIS
LIS but
butwill
willhave
haveexclusive
exclusiveaccess
accesstotoaadecentralized
decentralizedapplication
applica(DApp).
TheThe
useruser
alsoalso
hashas
a unique
hash
IDID
asas
his
crypto
tion
(DApp).
a unique
hash
his
cryptoaddress.
address.DApp
DAppwill
will primarily
primarbe
used
by
cadastral
referents
to
insert
changes
in
the
cadastre.
Since
these
entries
will
ily be used by cadastral referents to insert changes in the
Since these entries will
be
stored
on
the
blockchain
network,
the
data
will
be
immutable.
This
will
ensure
that
be stored on the blockchain network, the data will be immutable. This will ensure that
records will
will be
be tamper-proof
tamper-proofyet
yetavailable
availabletotoall.
all.The
TheDApp
DAppfrontend
frontenduses
usesstandard
standardweb
web
records
technologiesfor
forfrontend
frontenddevelopment,
development,namely
namely
HTML,
CSS,
JavaScript
to render
technologies
HTML,
CSS,
andand
JavaScript
to render
a
a page
and
retrieve
details
the database
with
theofhelp
of contracts
smart contracts
on the
page
and
retrieve
details
fromfrom
the database
with the
help
smart
on the blockblockchain
network.
chain
network.

Figure
Figure 8.
8. Activity
Activitydiagram
diagramof
ofuser
userinteraction.
interaction.

In our
our proposed
proposed implementation,
implementation,all
allthe
thedetails
detailsabout
abouttransactions
transactionsininLIS
LISare
arealso
also
In
stored
or
retrieved
through
DApp.
The
frontend
for
DApp
is
developed
in
HTML,
CSS
stored or retrieved through DApp. The frontend for DApp is developed in HTML, CSS
and JavaScript and uses
Web3.js
API
(https://github.com/ethereum/web3.js/)
to
interact
uses Web3.js API (https://github.com/ethereum/web3.js/) to interact
smart contracts
contracts on
on the
the Ethereum
Ethereum network
networkand
andstore
storeland
landtransaction/change
transaction/changedetails
details
with smart
on a blockchain. Web3.js is a collection of libraries that allow interaction with a local
or remote Ethereum node. Smart contracts on Ethereum are stored on EVM and their
business logic is written in Solidity programming language [63]. Solidity code is compiled
to bytecode that is executable on the EVM. The DApp is developed and tested using the
Truffle environment [64], which provides the possibility to implement a local blockchain
network for the purpose of development and testing. After this DApp may be directly
deployed to the live Ethereum blockchain network without further changes.
System upgrade may involve further development and extension of DApp to accommodate an additional role representing the notaries and their privileges. This will include
property transactions such as purchasing real estates and signing contracts. Prior to the
completion of the final transfer of ownership, clients will complete the transactions with
regular fiat currency, since it is unlikely that a cryptocurrency will be enabled or used
for property transactions in the near future and the system will use traditional payment
methods. Furthermore, fully automated property transactions without intermediaries
are not likely in the mid-term. However, such a possibility may exist in the future if the
technology achieves a sufficient level of maturity, appropriate regulatory framework, and
wider user acceptance.
6. Discussion
With the development of the blockchain technology, many new application areas arise
and one of them is in the domain of land administration. There are a number of potential
advantages of using blockchain instead of traditional centralized ledgers in this domain.
These can be summarized as greater transparency, easier auditability, decentralization,
possible disintermediation, speed and efficiency of transactions, transaction cost reductions,
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automation of businesses through programmability, etc. Blockchain technology has the
potential to help governments to maintain their registers in an immutable and temper-proof
manner and increase the resilience of such registers generally ensuring the integrity of
government records and services leading to a more powerful eGovernment ecosystem,
with reduced frauds, corruption, errors, possible cyber-attacks, and paper-intensive administrative processes. Blockchain has the potential to strengthen the relationship between
government and citizens in terms of transparency and trust, which is particularly important
in countries in transition. These general advantages of blockchain also applies in the land
administration domain to maintain trustful land registers.
However, the blockchain technology and its implementations are still in their early
developments, especially in the domain outside cryptocurrencies (compared to traditional
databases that are widely in use for preserving data in LIS) so new risks and challenges may
arise including both legal and technological concerns that need to be resolved. The process
may also lead to fundamental changes in roles and responsibilities of the stakeholders
in the land sector. Therefore, it is necessary first to build a prototype implementation to
test the proposed framework before going further into the overall implementation and
deployment of blockchain technology as part of LIS.
Considering the choice of platform, the public permissioned blockchain based on
Ethereum seems to be a reasonable solution since it supports smart contracts and provides
development tools and libraries. Private blockchains do not require a computationally
expensive PoW consensus mechanism for transactions validation, which is one of the
major concerns for using the public blockchain because network participants are selected
and trusted in advance. However, Ethereum, as a public blockchain network uses this
mechanism, but in comparison to Bitcoin, Ethereum requires significantly less computing resources and the consensus mechanism is much faster. There are other consensus
mechanisms, such as proof of stake (PoS), which rewards seniority over computing power
and is less costly in terms of processing power. Many blockchains, such as Ethereum [63],
are gradually shifting to the Proof of Stake consensus mechanism because of a significant
decrease in power consumption and improved scalability. Furthermore, no software is
immune to technical vulnerabilities. Failures such as the DAO attack on the Ethereum
have shown that weaknesses in smart contracts can be exploited to create undesired results,
which is considered as one of the major security threats for using smart contracts. In
addition to technical vulnerabilities, the use of automated smart contracts also raises a
number of legal and regulatory issues.
In public blockchains, such as Ethereum, all transactions are open and visible to all
network members, although they can be encrypted to control access to them. Since LIS is the
permissioned system, it is worth exploring other platforms that are permissioned/private
blockchains in their nature, such as Hyperledger Fabric [65]. The advantage of these
systems, apart from more flexible identity management to easily register users and assign
privileges in a secure environment, is also less computational power. Private blockchains
are also considered consortium blockchains, governed by a single entity such as the central
mapping agency in the case of LIS. However, despite being more efficient, a private
blockchain is not as trustful as a public blockchain. Apart from the fact that there is still
a single point of attack for the network, there is still a central authority that controls the
network. Therefore, only public blockchains can provide full transparency of transactions,
which is one of the main goals to achieve in property transactions.
Considering the choice of platform, Ethereum and Hyperledger Fabric are popular
blockchains implementations used by many applications. However, they still have design
problems to deal with, such as scalability or vulnerabilities at the application layer in the
case of Ethereum smart contracts. Therefore, other blockchain networks can be considered
for the implementation as well, such as Bitcoin, Ripple, or Corda. Computations that can
be done using Ethereum smart contracts can also be done on Bitcoin, but at a higher layer.
Further work in this area may analyse the benefits of the possible use of other networks for
the implementation.
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Apart from technical limitations imposed by the chosen blockchain platform, the legal
framework is considered one of the main obstacles for the automatization of property
transactions without intermediaries. Fully automated property transactions without intermediaries are not likely in mid-term, although such a possibility may exist in the future if
the technology achieves sufficient level of maturity, appropriate regulatory framework and
wider user acceptance. The elimination of intermediaries will be considered in future work.
Another limitation of the proposed solution reflects the fact that this is still a theoretical
approach. It analyses the role of blockchain technology to secure transactions and provide
transparency in LIS and its requirements. Furthermore, it provides overall system design.
Although separate components have been developed and tested, the overall architecture is
yet to be proved in practice which is considered the future work.
7. Conclusions
In this paper we propose the system architecture for blockchain-based LIS that keeps
track of transactions in LIS in immutable and tamper-proof manner to increase the security
of the system and consequently increase the speed of transactions, efficiency and data
integrity without significant impact on existing laws and regulations. The system is
anticipated as a permissioned public blockchain implemented on top of the Ethereum
network. In the paper, we provided the theoretical framework and overall system design.
Future work will include building a prototype and testing it on a case study in a selected
municipality. After this is proven to be successful, implementation and deployment may
be approached. Furthermore, it is necessary to resolve in more detail how geospatial data
will be stored on a blockchain to support surveying activities and support transactions
that involve geospatial data. This needs to be aligned with the geospatial standards.
Furthermore, this study may represent a roadmap of how different government registers
may be developed on top of a blockchain to be a part of the announced blockchain-based
eGovernment in Serbia. For that purpose, to support and adopt blockchain technology,
a legal framework is already in the process of development in Serbia. Since location
plays an important role in decision making at all government levels, a comprehensive and
interoperable geospatial solution for blockchain needs to be developed.
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Martinović, I.; Kello, L.; Sluganović, I. Blockchains for Governmental Services: Design Principles, Applications, and Case Studies; Centre
for Technology and Global Affairs, University of Oxford: Oxford, UK, 2017; p. 16.
Casino, F.; Dasaklis, T.K.; Patsakis, C. A systematic literature review of blockchain-based applications: Current status, classification
and open issues. Telemat. Inform. 2019, 36, 55–81. [CrossRef]
Savu, I.; Carutasu, G.; Popa, C.L.; Cotet, C.E. Quality assurance framework for new property development: A decentralized
blockchain solution for the smart cities of the future. Res. Sci. Today 2017, 13, 197.
Vos, J. Blockchain-based land registry: Panacea, illusion or something in between? In Proceedings of the IPRA/CINDER Congress,
Dubai, UAE, 22–24 February2016; pp. 1–25.
Miscione, G.; Ziolkowski, R.; Zavolokina, L.; Schwabe, G. Tribal governance: The business of blockchain authentication.
In Proceedings of the Hawaii International Conference on System Sciences (HICSS), Waikoloa Village, HI, USA, 3–6 January 2018;
p. 10.
Pisa, M.; Juden, M. Blockchain and Economic Development: Hype vs. Reality; CGD Policy Paper; Center for Global Development:
Washington, DC, USA, 2017; Available online: https://www.cgdev.org/publication/blockchain-and-economic-developmenthype-vs-reality (accessed on 11 November 2020).
Griggs, L.D.; Thomas, R.; Low, R.; Scheibner, J. Blockchains, trust and land administration: The return of historical provenance.
Prop. Law Rev. 2017, 6, 179–194.
Lemment, C.; Vos, J.; Beentjes, B. Ongoing Development of Land Administration Standards, Blockchain in Transaction Management. Eur. Prop. Law J. 2017, 6, 478–502.
Torun, A. Hierarchical blockchain architecture for a relaxed hegemony on cadastre data management and update: A case
study for Turkey. In Proceedings of the UCTEA International Geographical Information Systems Congress, Adana, Turkey,
15–18 November 2017.
van Bochove, D.; Bruin, L.; Lemmen, C. From bitcoins to bitsquares. Mgimo Rev. Int. Relat. 2016, 30, 36–37.
Farnaghi, M.; Mansourian, A. Blockchain, an enabling technology for transparent and accountable decentralized public participatory GIS. Cities 2020, 105, 102850. [CrossRef]
Graham, K. NASA to Use Blockchain Tech in Distributed Spacecraft Missions. 2018. Available online: http://www.digitaljournal.
com/tech-and-science/technology/nasa-s-blockchain-tech-will-allow-unmanned-spacecraft-to-think/article/513781#ixzz5
CS2pHLg9 (accessed on 11 November 2020).
King, R.J.; Zavyalova, K.; Josefsson, K. Introducing the FOAM Protocol. 2017. Available online: https://blog.foam.space/
introducing-the-foam-protocol-2598d2f71417 (accessed on 11 November 2020).
Vos, J.; Lemmen, C.; Beentjes, B. Blockchain-Based Land Administration Feasible, Illusory or A Panacae? In Proceedings of the
World Bank Conference on Land and Poverty, Washington, DC, USA, 20–23 March 2017; p. 31.
Spielman, A. Blockchain: Digitally Rebuilding the Real Estate Industry. Ph.D. Thesis, Massachusetts Institute of Technology,
Cambridge, MA, USA, 2016.
Graglia, M.; Mellon, C. Blockchain, Real Estate, and Land governance. In Proceedings of the Annual World Bank Conference on
Land and Poverty, Washington, DC, USA, 19–23 March 2018.
Ølnes, S.; Ubacht, J.; Janssen, M. Blockchain in government: Benefits and implications of distributed ledger technology for
information sharing. Gov. Inf. Q. 2017, 34, 355–364. [CrossRef]
Makala, B.; Anand, A. Blockchain and Land Administration, The Legal Aspects of Blockchain; World Bank, UNOPS: Ulaanbaatar,
Mongolia, 2018; pp. 131–150.
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