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Abstract: E-voting is one of the valid use cases of blockchain technology with many blockchain
e-voting systems already proposed. But efforts that focus on critical analysis of blockchain e-voting
architectures for national elections from stakeholders’ perspectives are mostly lacking in the literature.
Therefore, government decision-makers and election stakeholders do not yet have a sufficient basis to
understand the potential risks, challenges, and prospects that are associated with blockchain e-voting.
This paper demonstrates how the use of the Architecture Trade-off Analysis Method (ATAM) can
enable stakeholders in national elections to understand the risks, prospects, and challenges that could
be associated with a blockchain e-voting system for national elections. By using a study context
of South Africa, a proposed blockchain e-voting architecture was used as a basis to aid election
stakeholders to reason on the concept of blockchain e-voting to get them to understand the potential
risks, security threats, critical requirements attributes, and weaknesses that could be associated
with using blockchain e-voting for national elections. The study found that blockchain e-voting can
prevent many security attacks, internal vote manipulation, and promote transparency. However,
voter validation and the security of the blockchain architecture are potential weaknesses that will
need significant attention.

Keywords: blockchain; smart contracts; electronic voting; Architecture Trade-off Analysis Method
(ATAM), requirements engineering; software architecture

1. Introduction

Credible elections are the foundation for lasting democracy and good governance. Elections
in many developing countries are historically marred with difficulties, errors, and institutional
manipulations which reduces their credibility. E-voting has been proposed as a solution for many of
the challenges of paper-based voting to ensure error-free and bias-free elections [1]. Conventional
e-voting systems mostly rely on centralised system architectures, which make them susceptible to
cyberattacks that target central infrastructures, such as distributed denial of service attacks (DDOS).
In recent times, e-voting has been identified as one of the valid use cases of blockchain technology.
The decentralised nature of blockchain, and its attributes of anonymity, and transparency make it a
suitable approach to handle many of the difficulties associated with conventional e-voting systems [2].
Blockchain-based e-voting architecture can potentially address most of the challenges of traditional
voting systems and conventional e-voting. These include issues of voter’s authentication, verification
of votes, protection of voter’s privacy, the security of votes, and integrity of election results.

Several novel designs of blockchain e-voting systems and architectures have been proposed in
the literature. In fewer cases, prototype implementations of blockchain e-voting systems have been
reported while evaluations of blockchain e-voting systems were conducted, albeit on a small scale.
All of these do not offer the guarantee that blockchain e-voting will succeed if applied in the context of
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national elections. Thus far, proposals of blockchain e-voting that have focused on national elections
are limited. The few cases that have been reported so far include Estonia, Turkey, India, and South
Korea [3]. Moreover, studies that focused on the critical analysis of blockchain e-voting systems from
the perspectives of real election stakeholders in the context of requirements of national elections rarely
exist, this has created a situation where government decision-makers and election stakeholders do not
have sufficient basis to understand the potential risks, challenges, and prospects of blockchain e-voting
on a national scale. The research question of interest is: How can election stakeholders and decision-makers
be enabled to understand the risks, prospects, and challenges of blockchain e-voting for elections in specific
national contexts? The need to answer this question is a theoretical gap that requires the attention
of researchers.

Thus far, several proposals that advance the merits of blockchain e-voting have been reported.
However, most of these are not derived from communal engagements with election stakeholders,
and domain experts in a way that promoted collective reasoning on the potential risks, challenges,
and prospects of blockchain e-voting for national elections. Conceptually, most of the research
efforts on blockchain e-voting have followed a methodical approach that entails the following
(i) formulate an idea/concept (ii) design/implement a proof of the idea; (iii) show or explain how
the idea/system will work (iv) in fewer cases, perform an evaluation; and (v) draw a conclusion
that the idea/system is good. This conceptual approach to the topic of blockchain e-voting is
not sufficient to enable election stakeholders, and government decision-makers to understand the
potential risks, challenges, and prospects of blockchain e-voting for national elections. There is
currently, a lack of a stakeholder-centric, and participatory approach to the design of blockchain
e-voting solutions in a way that involves the participation of stakeholders, or elicits communication
among election stakeholders. Thus, it is necessary to devise more stakeholder-centric approaches
for the planning, design, and implementation of blockchain e-voting systems. It is particularly
valuable if these approaches are applied at the very early stages of system planning and construction,
such as requirements and architecture modelling, because more non-technical persons will be able to
participate. This will promote shared understanding and collective ownership of the project objectives,
and ultimately help to save costs [4]. It is easier to engage with stakeholders and less technical people at
the level of requirements engineering and architecture design than the later stages of development that
are more technically-oriented. The use of a stakeholder-centric approach can enable the participation
of government-decision makers, election stakeholders, which will promote their understanding of the
potential risks, prospects, and challenges of blockchain e-voting. This will ultimately equip them with
the capacity to make informed decisions on issues of blockchain e-voting adoption.

A very pragmatic way to promote communal engagement on the quality attributes of a system
and associated risks is to employ the Architecture Trade-off Analysis Method (ATAM) [4,5]. ATAM
uses elicited requirements to determine the extent and the potentialities of a system to satisfy its
expected quality attributes through critical analysis by domain experts from an architectural perspective.
The results of ATAM are quite useful for cost and benefit analysis, improvement of system design,
and guidance in system implementation, software project management, and project-based decision
making when it is used as a precursor to the actual system development process.

Thus, in contrast to previous studies on blockchain e-voting, this paper introduces a
stakeholder-centric approach that enables critical analysis of the suitability of blockchain-based
e-voting for national elections. As a contribution, it demonstrates how ATAM can be used to
enable election stakeholders to reason on the potential risks and critical quality attributes that
are essential for successful blockchain e-voting implementation at a very early stage of planning.
By selecting the nation of South Africa as a case study, this paper demonstrates how a rigorous, but yet
lightweight, architecture-centric evaluation method can be applied at the formative stage of planning
for decision-making on the adoption of blockchain for e-voting in context of national elections, which
will be useful for government decision-makers.
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The rest of this paper is organised as follows: Section 2 gives an overview of the background
and related work. Section 3 describes the adopted research design and presents a description of the
blockchain-based architecture for national e-voting system (BANES). Section 4 is the report of the
ATAM evaluation, while Section 5 discusses the findings of the ATAM evaluation. We present detailed
security analysis of the BANES in Section 6, while the implications of the study is presented in Section 7.
The paper is concluded in Section 8 with a brief note and an overview of future work.

2. Background and Related Work

In this section background information, the topics of e-voting for national elections, and blockchain
technology are presented. It closes with a review of related work.

2.1. E-Voting for National Elections

E-voting is appealing for national elections in many countries because of its potential to eliminate
many of the challenges that are associated with traditional paper-based elections. It affords among
others the following: (i) ease of voting with heavy investment in paper-based electoral materials,
and the logistics of transporting them from place to place; (ii) quick voting process and automatic
tallying of votes, and collation of results; (iii) elimination of human error and bias in the recording and
compilation of valid votes; (iv) to some extent can also protect voter’s privacy and confidentially of
their voting choices [1,2].

Thus far, some countries are known to have utilised e-voting systems for national elections. These
include Estonia, Norway, and Switzerland [3]. However, the design of most e-voting systems are based
on centralised coordination that makes them vulnerable to cyberattacks, and distributed denial of service
(DDOS) attacks, which may impair the outcome of elections. Many e-voting implementations across
the world have been criticised for their shortcomings in the areas of security, privacy, and transparency,
which has made some countries such as Australia, Finland, Germany, and the Netherlands to jettison
e-voting and go back to the use of the paper ballot system [6]. Additionally, although e-voting systems
have been implemented in countries like Brazil, Estonia, India, and the USA, several shortcomings
have been observed [2,6].

Elections in Africa are particularly problematic because of various socio-economic problems and
high levels of illiteracy among the population. This situation of underdevelopment generally makes
Africa a very complex setting for e-voting to thrive. However, the enormity of the challenges and
problems of traditional voting systems in most African countries makes it compelling to consider
the prospects of adopting e-voting. In terms of e-readiness for e-voting adoption, South Africa
ranks highest among African countries because of its more advanced ICT infrastructure, and Internet
technology diffusion per population. This is mostly the basis for selecting South Africa as the case
study in this paper.

2.2. Overview of Blockchain Technology

A blockchain consists of a chain of blocks that are interconnected in a way that each block has a
unique hash value for its identification. The blocks are interlinked by ensuring that each block contains
the hash value of its preceding block, thereby creating a continuous chain in the form of a distributed
digital ledger [6–8]. The blocks in a blockchain are distinct and independent computing nodes that
interacts based on a cryptographic protocol. All transactions in a blockchain are validated by other
nodes before it is recorded in the blockchain. A new block can only be created based on a predefined
consensus protocol, which defines the rules of interaction amongst the nodes of blockchain. The creation
of a new block and the validation of transactions are done by the consensus algorithm. The most
common consensus algorithms include proof of work, proof of stake, and delegated proof of stake [9],
which are used to authenticate all transactions in the blockchain to prevent illegal manipulation by
external agents.
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Thus, blockchain architecture enables data integrity, data security, data privacy, and immutability,
which makes it viable for realising efficient and reliable e-voting systems [2]. A blockchain network is
immutable in that it allows an append-only ledger of transactions to be recorded on multiple nodes
of the blockchain. Bitcoin, which is a cryptocurrency transaction system, is the first occurrence of
blockchain technology. Blockchain technology is composed of three main components which include:
private key cryptography, a peer to peer network, and a blockchain protocol [6]. The key attributes and
capabilities of blockchain technology such as transparency, autonomy, immutability, and anonymity
are enabled by the combination of these technologies. The three main types of blockchain technology
are permissionless (public) blockchain, permissioned (private) blockchain, and consortium (hybrid)
blockchain. A permissionless blockchain is readily accessible to the public and open for reading,
download, or membership for anyone interested. Bitcoin and Ethereum are examples of a public
blockchain. A permissioned (private) blockchain is privately owned by an individual or organisation,
and access to its resources and membership are based on very strict protocols; while a consortium
blockchain possesses the characteristics of both public and private blockchains because it enables
read-only access for members of the public, and has a partially decentralised nature.

2.3. Related Work

Our review of related work focused mainly on blockchain e-voting with smart contracts which
is the category to which the blockchain e-voting architecture that is proposed in this paper belongs.
A smart contract is an executable code that enables untrusted parties in a blockchain to directly interact
and perform transactions with one another without needing a centralised authority [10].

Several Ethereum-based e-voting platforms that implement smart contracts have been reported
before now. The Ethereum platform is used as an e-voting protocol because of its many use cases,
and its capacity to support smart contracts when compared to the Bitcoin platform, which can only be
used to verify the correctness of transactions. Examples of Ethereum-based blockchain e-voting so far
reported include [8], where a system that supports self-tallying of votes with maximum voter privacy
was proposed. The system was designed to support small-scale boardroom elections and was tested in
an election that involved 40 participants, which is a much smaller scale compared to a national election.
In [11], the application of e-voting as a service for the implementation of distributed voting systems on
a national scale was evaluated by using a case study in Iceland. The approach was based on the use of
a private Ethereum blockchain and depended on a particular ID authentication company in Iceland to
ensure the verification of voter’s identity. The authors claimed that the system is capable of supporting
cost-efficient elections while protecting voter privacy. However, the design and execution of the study
seem quite suitable for blockchain elections in small-sized countries like Iceland, unlike the countries
with big populations.

In [12] the feasibility of Votereum as a blockchain e-voting system was assessed by deploying it
to the Rinkeby testing network. It was designed to enable an open and secure election on a national
scale that also protects the privacy of voters. Votereum was found to support basic requirements such
as robustness, ballot privacy, individual verifiability, and universal verifiability, but not capable of
ensuring receipt-freeness and resisting coercion. It was also found to be potentially prone to scalability
problems because it relied on Ethereum, which is a public blockchain with an enormous number
of transactions of its own apart from those that will come from hosting a national election. In [13]
a prototype implementation and evaluation of the costs, efficiency, and scalability of a blockchain
e-voting system was present. The Truffle web framework was used to debug its smart contracts which
were written in the Solidity language; the deployment and testing of the smart contracts were done by
using Ganache; while the voters’ accounts were managed by MetaMask. The framework was presented
as scalable and suitable for both small community and country-wide elections, and an improvement on
previous efforts. However, the details of the type of requirements that the system could handle were
not specified in the paper. Ques-Chain [14] ensures that authentication during blockchain e-voting
can be done without hurting confidentiality and that anonymity of voters can be protected without
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problems of scams at the same time. The system is reckoned as capable of being used in all instances
that require high information security requirements, be it for national referendums or elections in
corporate settings. A potential drawback of Ques-Chain is the scalability of the system when used
for national elections because it relies on Ethereum because of the vast number of transactions per
day of its own. Other Ethereum-based e-voting proposals with smart contracts include [3,6–8,15–19].
However, none of these approaches was based on engagement with election stakeholders on the quality
attribute requirements of blockchain e-voting system or the viability of the proposed solution in the
context of national elections.

E-voting systems that are based on permissioned blockchain architectures have also been reported
recently. In [20] a consortium blockchain that uses the Hyperledger Fabric was used for e-voting.
The Chaincode of the Hyperledger Fabric implements smart contracts, which facilitates secure and
efficient voting transactions and protects the privacy of voters. The Hyperledger Fabric provided a
modified blockchain protocol that enables traditional paper-based voting and e-voting to take place.
The design of the system was not based on explicit requirements that were captured from stakeholders
but general e-voting requirements. The TrustedEVoting (TeV) framework [21] is based on a conceptual
design that combines cryptography and permissioned blockchain to ensure secure and verifiable
e-voting. TeV supports voter’s anonymity and post-election vote checking by a voter. However, there
was no actual implementation or evaluation of the TeV in the context of a national election. In [22] the
Fujioka, Okamoto, and Ohta (FOO) blockchain e-voting protocol was presented. It is based on the
Hyperledger Fabric, and uses smart contracts. It also implements blind signature, and a consensus
mechanism for the security of the blockchain. Experimental results show that the blockchain-based
FOO e-voting protocol is suitable, and efficient for large-scale elections, with many functional attributes.
However, a specific application of the FOO blockchain e-voting in the context of a national election
was not the focus of the paper.

In [23], a decentralised e-voting system that is based on blockchain and homomorphic encryption
was proposed. The authors argued that e-voting was realised without a third party and that the
system can promote the transparency of elections. The design of the system focused on the different
phases of an election but did not target specific quality requirements. In [24], the authors presented
a blockchain-based e-voting system that ensured the anonymity of voter by using Zero-Knowledge
Succinct Non-Interactive Argument of Knowledge (zkSNARKs) to achieve voter unlinkability to their
votes. The system used digital signatures to provide message authentication, cryptographic hashes to
create hash chains, and provided resistance to coercion, the integrity of vote cast, voter authentication,
voter confidentiality, and other quality attributes. The system was not based on any form of engagement
with stakeholders. In [25], a system that relies on a blockchain and smart contract to support the
dual activities of decentralised electronic voting and bidding was presented. The concept of oblivious
transfer and homomorphic encryptions were used to ensure the protection of the privacy of voters
and bidders. The system was rated as efficient in terms of ensuring anonymity, the privacy of data,
and reliability and verifiability of data. It is also found to be safer than comparable systems. The author
in [26] described how an anonymous decentralised e-voting system can be developed by using ring
signature and blockchain technology. The aim is to guarantee verification of voting rights, anonymity,
the correctness of the vote cast, and prevention of double waste attacks. The architecture of the system
was described, but there was no implementation and evaluation of the proposed concept.

In [27], a blockchain system for decentralised e-voting that uses Elliptic Curve Digital Signature
Algorithm (ECDSA) and hash code to encrypt data, and fingerprint biometric authentication of voters
was presented. A hardware implementation of the fingerprint recognition module was described
but discussion on other aspects of the system was not elaborated. The system was adjudged by the
authors as capable of ensuring election credibility and increasing voter confidence. A framework that
used an adjusted blockchain to block creation and block sealing to curtail the problems associated
with the aspect of e-voting such as the polling process, selection of hash algorithm, voting data
management, and security during elections was presented in [28]. Process modelling was used to
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understand election requirements that should be addressed, while logical argument was only to justify
the proposed approach after its implementation. The system even though was addressed to national
elections did not involve engagement with election stakeholders. In [29], reports the implementation
of a secured blockchain e-voting system by using the AngularJS framework for creating the front-end
web app, and MongoDB as the database. The blockchain was created with Python, while the hash for
each block was generated by using the SHA256 algorithm. The authors argue that blockchain voting
will guarantee a safe and secure election. However, no form of evaluation was done to assess the
proposed system.

Other blockchain e-voting systems that implement smart contracts that have been reported
include [30–32], while a comprehensive review of blockchain-based smart contracts is presented
in [33]. As a departure from previous efforts, this paper presents a stakeholder-centric approach to
the design of blockchain e-voting system that enabled the participation of election stakeholder at
early stages of development which are at the level of requirements gathering and evaluation of the
software architecture. This will enable relevant stakeholders to understand the potential risks, and
prospects of blockchain e-voting. It is also the first study on blockchain e-voting from the South African
context. Table 1 gives a summary of the conceptual orientation of the most recent approaches (papers
between 2017 and 2020) on blockchain e-voting. The analysis of these approaches reveals that most
authors used domain analysis, which entails studying the requirements of existing e-voting systems
to compose the requirements of their system. In some other cases, authors have arbitrarily selected
requirements that they judged important and used them as a basis for the design of their system.
There are only two cases where evaluative feedbacks [8,19] were sought from users, while there is no
instance where election stakeholders/users were engaged to elicit requirements. This picture reveals
that, despite the several studies on blockchain e-voting so far, very little has been done to promote
the involvement of election stakeholders, which has limited their ability to understand the risks and
prospects of blockchain e-voting.

Table 1. Summary of approaches used for blockchain e-voting research.

Authors S.E Req. D/I S.F Eval.

Bulut et al. [3]; Ayed [6]; Zhang et al. [14]; Teja et al. [18]; 7 DA 3 7 7

Pawade et al. [19] 7 DA 3 3 PE

Murtaza et al. [24] 7 DA 3 7 PE

Zinh Vo-Cao et al. [12]; Hjlmarsson et al. [11]; Tso et al. [25] 7 DA 3 7 SA

Zhang et al. [30] 7 DA 3 7 SA + PE

Vewer et al. [20] 7 DA 3 7 Use Cases

Braghin et al. [13] 7 EP 3 7 PE

Lai et al. [14]; Hsaio et al. [23] 7 EP 3 7 SE

Shahzad & Crowcroft [28] 7 PM 3 7 Argument

McCorry et al. [8] 7 7 3 3 PE

Yavuz et al. [7] 7 7 3 7 7

Sadia et al. [31] 7 7 3 7 SA

Canessane et al. [17]; Naphade et al. [16]; Kurbatov et al. [26];
Nimje & Bhalerao [27]; Leema et al. [29] 7 SR 3 7 7

Kirillov et al. [20]; Zhou et al. [22]; Li et al. [32] 7 SR 3 7 SA

S.E—Stakeholder Engagement for requirements; Req.—Requirements Identification; D/I—Design or
Implementation; S.F—Stakeholder Feedback; Eval.—Evaluation; DA—Domain Analysis; SR—Selected Requirements.
PE—Performance Evaluation; SE—Security Analysis; PM—Process modelling; EP—Focus on Election Phases
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3. Research Design

The adopted research design for the study involves elicitation of the e-voting requirements,
formulation of a blockchain e-voting architecture, an architecture-based evaluation using the
Architecture Trade-off Analysis Method (ATAM), the analysis of the results, the overall security
analysis of the proposed system, and a report of the findings. The key activities of the research design
are described next.

3.1. Overview of Elicited E-voting Requirements for South Africa

To elicit e-voting requirements, we had a semi-structured interview session with two top officials
of the South African Independent Electoral Commission (IEC). The feasibility study report on e-voting
for South Africa in 2013 and the Seminar Report on E-voting done by the IEC were also reviewed [34].
Four persons that had participated in two previous elections in South Africa were also interviewed
to gain information from the voter’s perspective. The requirements elicitation process yielded the
following key requirements:

(i) Trust: All stakeholders must have confidence and trust in the e-voting system. This will
depend on multiple aspects such as security, transparency, auditability, verifiability and other
essential attributes.

(ii) Transparency: The system should support the casting of votes and tally of votes by all stakeholders,
as well as allow them to verify this easily.

(iii) Verifiability: The system must enable voters to check that their votes were cast and recorded as
valid votes for a candidate of their choice without any error or internal manipulation.

(iv) Auditability: The system must be able to support any process that may necessitate the rechecking
and recounting votes in the event of electoral disputes.

(v) Availability: The system must have sufficient mechanisms in place to forestall instances of
down-time during the period of elections.

(vi) Performance: The system must ensure that all operations are handled speedily and efficiently.
Efficiency depends on the overall system’s throughput such as the number of transactions per
time (seconds/minutes), and the response time to user queries.

(vii) Non-coercion of voters: The system must minimise the risk of voters being coerced to vote in certain
ways by preventing manipulation and intimidation of voters. The system must be able to conceal
the identity of voters, and the choices made during voting.

(viii) Socio-economic influences: Politicians should not be able to exploit the poor socio-economic status of
some voters to unduly influence them to vote in a particular way. This is a particularly significant
problem in South Africa, and indeed in many elections in Africa.

(ix) Socio-political factors: The e-voting system should not be vulnerable to socio-political manipulations
that can compromise the integrity of the voting process.

3.2. A Proposed Blockchain Architecture for National Elections

Based on the identified requirements, a blockchain-based architecture for national e-voting system
(BANES) was proposed (See Figure 1). It is a layered architecture that consists of four layers which
are [35,36]:

Client layer: this layer contains the various electronic devices and systems with which users
interact with the blockchain e-voting system. These devices are the peer nodes of the e-voting
blockchain that interact via smart contracts, referred to as "chaincode" in the Hyperledger Fabric.
The different types of peer nodes and their assigned responsibilities are:

(i) E-Voting nodes: The primary purpose of these nodes is to enable voters authentication and casting
of votes, and to ensure that all blockchain transactions are recorded.
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(ii) Administrator nodes: These nodes are used to configure blockchain network channels, assign
roles to the nodes of the blockchain, grant permissions, and set the level of access control for
specific nodes.

(iii) Public nodes: These are the nodes that enable view-only public access to transactions of the
e-voting blockchain.

(iv) Vote validation: These nodes are responsible for vote validation. They are also used to ensure the
authenticity of transactions that are included in a block.

(v) Committing nodes: These are the nodes that validate and commit new blocks to the blockchain.

Application Service Layer: this consists of a set of services that are available in the e-voting
system. The level of access control and the defined permissions level determines the type of services
that a node can access in the blockchain.

Blockchain Layer: this is composed of the Hyperledger Fabric V2.0, which is a modular blockchain
architecture framework that facilitates blockchain information system solutions. It supports the creation
of permissioned blockchain networks that have in-built properties such as security, and privacy
protection [37]. The Hyperledger Fabric has “ordering nodes” which ensures consistency of the
blockchain by ensuring that only ordered blocks of an endorsed transaction are made available to the
committing peer nodes before they are added to the blockchain [37].

IEC Data Storage Layer: this contains the relevant databases that store information on the profile
of registered voters, political offices being contested for, and all political candidates. This database is
used as the basis to authenticate and authorise voters to vote.
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3.3. Other Vital Aspects of the Blockchain Architecture

By design effective operations of the BANES is premised on two key concepts, which are smart
card technology and the zero-knowledge protocol.

Smart Card Technology for Voter Authentication. This is used to eliminate impersonation and
to ensure that only valid voters can vote [38]. During the voter registration exercise before election
time, a smart card shall be given to each voter by the central electoral authority. The smart card will
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contain the voter’s public key for identification, which will be combined with a personal identification
number (PIN) for voters’ authentication.

Zero-knowledge Protocol for Voter Authentication and privacy protection. The zero-knowledge
protocol was applied in the BANES to ensure that when an authorised voter casts a vote, the blockchain
knows that a valid vote has been cast and nothing more. The identity of the voter and voter’s choice is
not revealed [39].

3.4. A Process View of the Blockchain Architecture for E-Voting (BANES)

For efficiency, it is assumed that the casting of votes will take place at designated polling units
to protect voters from being coerced to vote in certain ways by politicians and their agents. With the
BANES, the e-voting procedure will follow the procedure below [28]:

(i) The voter inserts the personal smart card into the voting node and supplies a password.
(ii) Authentication and authorisation of the votes take place via the IEC database.
(iii) If successful, a digital ballot is generated by the IEC system. A digital ballot consists of a set of

candidate public keys and a unique ballot ID
(iv) Voter submits a vote for the preferred candidate.
(v) The ballot ID is assigned to the preferred candidate through their public key. The transaction is

authenticated by using the digital signature of the private key.
(vi) The transaction is sent to all nodes and stored on the blockchain.

An overview of the e-voting process that is based on the blockchain architecture is presented in
Figure 2.
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4. ATAM Evaluation

The report of the Architecture Trade-off Analysis Method (ATAM) evaluation of the BANES is
present in adjoining subsections. ATAM was selected for the evaluation of the proposed blockchain
architecture because it is arguably the best scenario-based architecture method. A comparative analysis
of scenario-based architecture evaluation methods which included the Scenario-Based Architecture
Analysis (SAAM), the Architecture Trade-off Analysis Method (ATAM), the Performance Assessment of
Software Architecture (PASA), and the Architecture Level Modifiability Analysis (ALMA) as reported
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in [40] revealed that ATAM is the only scenario-based architecture evaluation method that provides
comprehensive process support for the architecture evaluation process. This is the main motivation for
using ATAM.

4.1. Assessing Blockchain E-voting Architecture Using the Trade-Off Analysis Method (ATAM)

ATAM is used to evaluate software architectures by using scenarios. The objective of ATAM is
to assess the degree to which a system is likely to be able to satisfy its expected quality attributes by
analysing it from an architectural perspective. ATAM allows the risks, sensitivity points, and trade-off

points of a system to be identified [4,5]. In ATAM, risks are a potentially problematic architectural
decision, a sensitivity point is a property of one or more components that is necessary to attain a specific
quality attribute response, while a trade-off point is a property that affects more than one attribute and
is a sensitivity point for more than one attribute. ATAM results are particularly useful for cost and
benefit analysis, improvement of system design, and guidance in system implementation, and software
project management. The ATAM evaluation for the proposed BANES was done in two phases with a
set of stakeholders comprising domain experts and ordinary end-users: election stakeholders.

A panel of three experts was used for the first phase, which focused on architecture analysis.
The experts include (i) an information system (IS) solutions architect with 14 years’ experience of
industry practice (ii) a senior IT personnel with experience in blockchain use cases and blockchain
development. He also has a doctorate qualification in mathematics and encryption, and (iii) a third
expert is a researcher in software engineering with over 15 years’ experience in software design and
development. Three participants who are non-experts participated in Phase 2 of the ATAM. The three
were end-users and voting stakeholders that were given the task to verify the outcome of the first
phase. The description of the activities that were undertaken during the ATAM is shown in Table 2.

Table 2. Outline of Activities of the ATAM Evaluation.

S/N Phase 1 Description of Activity

1. Present ATAM

A quick overview of the process, techniques, and expected outputs of
ATAM was presented to the panel of experts in the first phase and then
to all participants in the second phase together in the same session. The
techniques used are:
Utility tree generation; Architectural approach-based;
elicitation/analysis; and; scenario brainstorming/mapping.
The outputs of ATAM are:

• Elicited and prioritised scenarios
• Questions used to understand/evaluate the architecture to produce

a utility tree
• Utility tree—describing and prioritising the critical

architectural requirements
• Set of discovered risks and non-risks
• Set of discovered sensitivity points and trade-offs

2. Present Business Drivers
A description of various business drivers (see Section 3.1) that relate to
e-voting was presented to the participants to give them a better
understanding of the system they are evaluating.

3. Present Architecture

The BANES was presented to the participants using the 4 + 1
architectural view model of Kruchten [41], which prescribes a logical
view, development view, process view, physical view, and also scenarios
descriptions.

• The Logical View was illustrated with a UML class diagram
• The Process View was illustrated with a UML activity diagram
• The Development View was illustrated with a UML

component diagram
• The Physical View was illustrated with a UML

deployment diagram
• Snapshots of the Process View and the Development View are

shown in Figures 3 and 4.
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Table 2. Cont.

S/N Phase 1 Description of Activity

4. Identify Architectural
Approaches

The architectural approaches that have been adopted and the rationale
for adopting them were explained. The summary of quality attributes
and the approach/component that seeks to address them is presented
as follows:

• Voters Smart card—Identification, Authentication,
and Authorisation

• Zero-knowledge protocol—Security
• Hyperledger Fabric Blockchain:

â Public/private key Encryption—Security, Functional Suitability
â Modular Architecture—Reliability
â REST API’s—Reliability, Security, Performance
â Permissioned Blockchain network—Security,

Functional Suitability
â Isolation of system services—Performance, Security
â Distributed processing—Security
â Decentralised processing and storage—Functional

Suitability, Reliability
â Immutability—Security, Functional Suitability

5. Generate Quality Attribute
Utility Tree

The quality attribute utility tree was generated from the questions from
the participating experts in their attempt to further understand the
architecture design and process, together with stated concerns and
scenario discussion and elicitation. The utility tree allows for the
prioritisation of specific quality attribute requirements, as they relate to
the scenarios.

6. Analyse Architectural
Approaches

The prioritised list of scenarios, which is the output of the previous step
is used to probe the architectural approaches to realise the important
quality attributes. This step was used to identify any risks, sensitivity
points, and trade-offs within the design architecture. The 3 highest
priority scenarios were mapped to the relative architectural approach.
The approaches were analysed by identifying risks, scenarios that were
concerned with more than one approach was identified as a sensitivity
point.
The following scenarios were included:
Scenario 1—Connections outside of the blockchain network are
hampered by a Man-in-the-middle attack.
Scenario 2—Vote verification introduces the risk of coercion.
Scenario 3—High volumes of traffic is affecting accessibility and
reliability.

Phase 2

7. Brainstorm and Prioritise
Scenarios

The discussion included both sets of stakeholder representatives to elicit
new scenarios that the expert group may have thought of and to
identify any other scenarios from an end-user, voters, perspective. The
generated utility tree from Step 5, aided in the discussion and elicitation
of a larger set of scenarios.

8.
Analyse Architectural

Approaches
Present Results

This step is a reiteration of step 6 if the highest-ranked scenarios of the
first iteration of step 6 differ from the highest-ranked scenarios
identified in step 7. In the case of our ATAM, the highest priority
scenarios of step 6 remained the same.

9 Present Results

This is the step where the results of the evaluation are presented. From
the result of the ATAM evaluation, the major trade-off is the aspect of
vote validation. To forestall the possibility of voters’ coercion the vote
validating nodes should be restricted to only secure locations.
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4.2. Use of Scenarios for evaluation of Business Drivers and Quality Attributes

From the elicited requirements, the most important business drivers of national e-voting in
South Africa are the need to (i) reduce the huge cost associated with the use of ballot papers, and the
distribution of electoral materials; (ii) increase the transparency of the electoral process; (iii) have a faster
procedure for efficient voting and counting; (iv) have credible results; (v) increase voters’ accessibility;
(vi) minimise carbon footprint; (vii) reduce the costs expended on elections; and (viii) increase
participation of voters. The panel of experts considered the attributes of security, performance, and
functional suitability as deserving of the highest priority because of the identified core business drivers.
Security deals with the ability of the system to mitigate threats that may be harmful to its operations,
performance is concerned with the speed and accuracy of system operations, while functional suitability
is assessed based on the level of auditability, availability, transparency, and verifiability of the system.
We derived specific scenarios to assess these important attributes (see Table 3).

Table 3. ATAM attributes and scenarios (Thebus and Daramola, 2019).

Attributes Scenarios

Security

Keeping a voter’s choice private and concealed in all circumstances

Only one vote per voter is allowed

There is a Man-in-the-middle attack during voting

Performance There is a high volume of transactions which could affect the speed
of processing and reliability

Functional Suitability (Transparency,
verifiability, Auditability)

Stakeholders want to view the process to be sure of transparency

After voting, stakeholders want to verify election result

A voter wants to verify his/her vote without the risk of coercion

4.3. Observations Based on ATAM Activities and Scenarios

As stipulated in the applied ATAM guideline, a detailed analysis of the proposed architecture
(BANES) was undertaken by the experts in a brainstorming session (see Figure 1) to identify potential
risks, non-risks, sensitivity points, and trade-off points.

The most critical quality attributes that have the highest priority were analysed by using the
specified scenarios (see Table 2). The concept of the 4+1 views of architecture that was proposed by
Kruchten was used to engender other perspectives of the proposed architecture and enable a better
understanding of the vision, composition, and capabilities of the proposed architecture. The 4 + 1
Views approach was also intended to engender a thorough analysis of the proposed architecture by the
experts. The findings from the brainstorming and interaction of the experts are presented below.

Security: Security is reinforced by the use of smart card technology. A voter is expected to
use a smart card and personal identification number (pin) to log in, with a combination of a public
key and private key, which will ensure that only a valid voter can vote. Additionally, it will be
possible to establish the validity of a vote cast without having to reveal the identity of the voter.
This will be accomplished through the zero-knowledge protocol that was adopted in the architecture
(see Section 3.3). With this, the anonymity of a voter will always be maintained when votes are
to be audited. This is one of the critical rights of a voter that should be protected in an election.
The threat of a man-in-the-middle attacks for connections that are outside of the blockchain network
can be mitigated by the fact that another private key encryption component can be added to protect
the communication between the blockchain and the components that are external to it. The use of
smart cards for identification, authentication, and authorisation of voters eliminates the threats of a
man-in-the-middle attack. Therefore, although security is a potential risk, and sensitivity point in
issues of e-voting, the provisions of the architecture seems adequate to generally cater to the envisaged
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security risks and threats. A security analysis of how the blockchain architecture could respond to
potential security threats as enabled by the Hyperledger Fabric is presented in Section 6.

Performance: Naturally a national election will result in a vast amount of traffic and a high
volume of transactions. A way to minimise these challenges is to allow voting days to span over one or
two weeks so that everyone does not have to vote on a specific day. Despite this, huge traffic and a high
volume of transactions will have ample impact on accessibility, availability, performance, and reliability
of an e-voting system. However, the use of the Hyperledger Fabric for the blockchain layer of the
BANES (see Section 3.1), which supports decentralised and distributed modular functionalities based
on the specified permission, roles, and blockchain channel will help to alleviate the risk associated
with this scenario.

Functional Suitability: An e-voting process must satisfy the requirements of transparency,
verifiability, confidentiality, and auditability to facilitate a credible election. The use of zero-knowledge
protocol will cater for confidentiality and auditability of votes without revealing the identities of the
voters. However, the verifiability of votes carries an implicit risk of coercion, whereby voters may be
influenced in certain ways as they try to verify if their votes were correctly assigned to their candidate
of choice and counted. This situation could compromise the integrity of the voting process. To mitigate
this threat, designated peer nodes can be tasked with the role of vote validation instead of allowing all
nodes to handle vote validation. This could be designated by using access points such as IEC outlets
that have the required level of security to ensure that voters are not coerced in any way as they attempt
to verify their votes. The main trade-off point was functional suitability, which can be mitigated by
ensuring that votes are only verified at designated nodes and not on just on any node of the blockchain.

5. Discussion of Findings from ATAM Evaluation

The findings from the engagement with stakeholders, including electoral officials and voters,
reveal a positive disposition to the use of e-voting for national elections in South Africa. The stakeholders
believe e-voting is feasible but should also be combined with a paper-based approach to cater to
persons with low levels of literacy, and those that lack access to smartphone technology. There is also a
quest to have more assurance that e-voting will work and not fail at critical times. There was a great
deal of emphasis by the stakeholders on the need to ensure that specific basic requirements, such as
availability, performance, security, usability, reliability, and functional suitability (consist of auditability,
transparency, transparency, and verifiability), are met. Findings from the ATAM evaluation reveal that
the experts consider the conceptual design and composition of the BANES to be a good template for the
development of a plausible national e-voting system for South Africa. The BANES could adequately
cater for the core systems attributes such as security, performance, and functional suitability. However,
necessary adaptations and customisations will be required if the BANES is to be used to cater for the
requirements from other developing countries.

The findings of the ATAM shows that a blockchain e-voting architecture for e-voting can be
generally more resistant to DDOS attacks when compared to a centralised system that can be more
vulnerable. Although blockchain is not entirely immune to hacker’s activities, it can be more resistant
to security attacks which are good for the sanctity of the elections. The BANES has the potential to
engender more transparent elections and is less vulnerable to manipulation by partisan human agents
within a centralised election monitoring organisation that may comprise the integrity of votes cast
by the voters. The adoption of the state-of-the-art blockchain technologies, such as the Hyperledger
Fabric and zero-knowledge protocol, provides a solid basis for a robust blockchain e-voting system
to be implemented. It was also evident that the success of a system based on the BANES could also
be enhanced by adopting proactive procedures such as the use of smart card technology for voting,
and scheduling of the election to span over multiple days for vote casting and tallying of votes instead
of just on a single day. These procedures would help to reinforce security and minimise excessive
network traffic during the entire election period. It was also discovered that vote validation is a
sensitivity point and a trade-off point that would require attention whenever blockchain e-voting is to
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be implemented. To address this, designated nodes will have to be located in very secure environments
to handle voters’ validation.

Although this study used a relatively small number of stakeholders, whereas using a larger
pool of stakeholders could have provided a stronger basis for more robust conclusions, we believe
that, generally, the results of the ATAM provides a good basis to make quick and sound decisions
at a very early stage of system development on the prospects of a blockchain-based architecture
for e-voting in South Africa. However, it was obvious that, apart from the core technology aspects,
adequate procedural and policy support will be required to realise blockchain-based e-voting for
national elections. This should be in the form of the effective distribution of smart cards to registered
voters by the central electoral authority, hosting designated nodes for vote validation, and ensuring
that the elections are adequately spaced over multiple days so that the technology infrastructures are
not overstretched due to voting traffic congestion. This will increase the probability of a successful
implementation of blockchain e-voting for national elections.

6. Security Analysis of the Hyperledger Fabric for National E-Voting

In this section, we present a security analysis of the BANES, which largely depends on the
Hyperledger Fabric (HF) as its blockchain infrastructure. Our goal is to assess the capabilities of
HF to secure the e-voting system in the circumstances of an attack. Some studies have shown that
the HF could outperform the Bitcoin and Ethereum architectures across all assessment benchmarks,
particularly in the areas of throughput and latency [42,43]. The HF is typically a distributed ledger
technology that does not include a cryptocurrency component by default, unlike Ethereum and
Bitcoin. This makes it adaptable to several enterprise applications that do not involve cryptocurrency
transactions, which reduces the security threat. However, national elections are high-stake ventures
for politicians in Africa, thus, the security and reliability of an e-voting system for elections will surely
be tested. By design, the BANES is bound to inherit the strengths and weaknesses of its underlining
components and technologies. Thus, securing an e-voting system will require a holistic strategy that
transcends the security features that are provided at the level of the Hyperledger Fabric alone [44].
Other network security measures, such as securing the network with firewall and password protection,
and securing the data storage are essential. In the sequel subsections, we shall present the possible
threats at various layers of the BANES and how the in-built features of the HF can mitigate them. Also,
we shall highlight additional security measures that would be required to secure the blockchain e-voting
system. The layers discussed in the context of the BANES are the Application Layer, Blockchain Layer
(containing the Smart Contract Layer, Consensus Layer, and Network Layer) and the Data Layer.

6.1. Attack on the Application Layer

Illegal Access to Application Layer Servers. The threats of illegal access to e-voting servers
at the application layer could be in the form of unauthorised access, password intrusion attack,
phishing, and spoofing attacks. The e-voting nodes, vote validation nodes, and endorsing nodes
are likely targets because a successful attack on this layer will yield a handsome reward for the
attacker [44]. The Hyperledger Fabric (HF) can mitigate the threat of password intrusion attack,
phishing, and spoofing through the use of cryptographic encryption based on either the Secure Hash
Algorithm-256 bit (SHA256) and the Elliptic Curve Digital Signature Algorithm (ECDSA) to make
tampering impossible. Unauthorised access can also occur at the Application Layer and the Smart
Contract Layer. However, this threat can be mitigated because the HF has a certificate authority (CA)
that generates X.509 certificates for its members to identify unauthorised access/intrusion of any form
either through spoofing and phishing. However, to ensure stronger security at the application layer,
additional measures such as the following will still be necessary:

• Ensure effective real-time monitoring of the system through data encryption storage protection,
and proactive security threat detection in the blockchain. The invention by Signorini et al. [45]
(U.S. Patent) enables the detection of security threat within a blockchain or distributed ledger
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system by (i) adding forked chains discarded at a device to a standard blockchain to enhance the
structure of the original chain; (ii) inspecting all forked chains that have been added; (iii) anomaly
detection based on patterns in the added forked chains in enhanced blockchain, and (iv) a review
of all transactions that involved the forked chain in the enhanced blockchain structure.

• Prevent both internally- and externally-induced attacks.
• Forestall repetitive intrusion attacks. The network administrator must ensure that a list of revoked

membership certificates to ensure that members that are once revoked cannot re-join the network.

Compromised Insider/Employee Attack on Election Servers. This is the threat of insider attack
in the form of tampering, or illegal manipulation of data. To mitigate this, the Hyperledger Fabric has
features to track who did what through digital signatures to ensure non-repudiation.

Distributed Denial of Service of Attack (DDoS). DDoS makes it impossible for multiple
legitimate nodes to gain access to value network resources by spamming them. Ordinarily, a blockchain
network that is based on peer-to-peer interaction of several thousand nodes will discourage this.
However, nodes in a permissioned blockchain are susceptible to DDoS. Although the effect of DDoS
may be minimal on the entire voting process if only ordinary nodes are targeted because the ordering
protocol of the blockchain will ensure that crashed nodes are isolated while the other nodes continue
interacting until the crashed nodes are ready to join the blockchain again. However, for the HF
it is possible an attacker to identify strategic nodes such as endorsers within a channel and direct
DoS attacks to them. This can obstruct endorsers from endorsing key transactions, like tallying of
votes, voter validation and so on, which will adversely affect the performance of the e-voting system.
Since the identities of endorsers are known within a channel, a wormhole attack is also possible.
A wormhole attack will compromise a node in the channel, and leak transaction information of the
entire channel to an external party. To mitigate this threat, the HF security protocol must be augmented
with extra features to ensure stronger protection against DDoS attacks and wormhole attacks to which
it is currently vulnerable. However, there are mechanisms to augment the HF with techniques that
will ensure randomised selection of endorsers, and the use of pseudonyms to protect the identity of
endorsers to shield them from DDoS attacks. Wormhole attacks can also be prevented by using a
group signature algorithm to anonymize a sender’s identity, while a receiver’s anonymity is achieved
through bilinear pairing [46].

6.2. Attack on the Smart Contract Layer

The Hyperledger Fabric smart contracts—Chaincode is prone to enemy attack. Mostly attacks on
smart contracts stem from vulnerabilities in the smart contract code that could be exploited by attackers
to cause harm to assets in the system. In the case of e-voting, assets to target could be the vote verification
and vote tally operations to manipulate or corrupt results data. Yamashita et al. [47] identified
13 potential risks of the HF smart contracts that can be exploited. The risks were categorised into five
categories which are (i) non-determinism arising from language instructions; (ii) non-determinism
arising from accessing outside of the blockchain; (iii) state database specification; (iv) Hyperledger
Fabric specification, and (v) common practices. To mitigate these risks, vulnerabilities in the smart
contracts codes must be avoided by giving significant attention to quality assurance through code
inspection and certification. HF smart contracts can be written by using general-purpose programming
languages, like Java, Go, and Node.js, which means the programmers rely on their expertise in these
languages to quickly develop smart contract codes. However, unlike a domain-specific language that
is designed primarily for writing smart contracts, such as Solidity, general-purpose languages lack
specific restrictions, which make them less safe for writing smart contracts. The use of static code
verifiers can help to improve the quality of smart contract codes and ensure better quality assurance.
Examples of such code verifier tools include Chaincode Scanner, Gosec, and Golint [47]. Smart contracts
cannot be changed once they are deployed, and their results are irrevocable, hence, the only away to
forestall exploitable vulnerabilities in smart contracts is to certify them to be of good quality before
they are deployed.
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6.3. Attack on the Consensus Layer

In a blockchain, the consensus protocol ensures that all nodes act in agreement to the specific rules
that guides conduct in the network. The consensus algorithm regulates the endorsement, ordering,
and validation of transactions in a blockchain. These core activities that are dependent on the consensus
algorithm can be crippled by attacks that target the consensus algorithm, such as a Sybil attack. This is
when an attacker creates a large number of fake nodes to gain undue influence over legitimate nodes.
To mitigate a Sybil attack, the Hyperledger Fabric (HF) will have to rely on its certificate authority to
identify fake nodes and deny them membership. Additionally, the HF offers support for a pluggable
consensus protocol that can be customised to fit specific use cases and trust models. Currently, the HF
implements the Crash Fault Tolerant (CFT) ordering service that is based on the Raft protocol to bypass
any faulty node and reach a consensus [37]. For blockchain e-voting, a Byzantine fault-tolerant (BFT)
consensus algorithms which can deal with random or malicious replication faults will be an ideal
option of a consensus algorithm.

6.4. Attacks on the Network Layer

A blockchain is an interconnection of peer nodes, hence, there are attacks at the network layer
that could also target individual nodes in the e-voting blockchain. Examples of these are Eclipse attack
and Broader Gateway Protocol (BGP) hijacking attack. The goal of an Eclipse attack is to control all the
outgoing connections of the target to isolate it. The HF can forestall this by enforcing Transport Layer
Security (TLS) client authentication on peer nodes. This will provide support for secure communication
between peer-to-peer nodes. Broader Gateway Protocol (BGP) hijacking involves diverting network
traffic to an attacker. For this, the HF can use native encryption for transmission to prevent hijacking.
Other mechanisms to strengthen security at the network layer include the use of reliable encryption for
data transmission, and strengthening the security of data transmission in the network using firewalls,
and other network security protocols to prevent external attacks.

6.5. Attacks on the Data Layer

The security threat to the Data Layer can target key electoral data servers to corrupt them,
and causing harm to the electoral process. Attack examples include malicious information attacks and
attacks on the signature and encryption method. The HF can mitigate this with the use of cryptographic
encryption (SHA256, ECDSA) that is used to make tampering extremely difficult.

Summarily, from the security analysis, we argue that the Hyperledger Fabric (HF) can sufficiently
secure a blockchain e-voting system against many of the security challenges in the context of a real
national election. Generally, the security of blockchain technology is not perfect but still evolving with
so many new threats emerging, and efforts being made to devise adequate mitigation mechanisms [44].
Indeed, there are other security protocols for decentralised peer-to-peer networks that could also be
used to realise secure decentralised e-voting. For example, the decentralised trust and reputation
system—StR, reported in [48]—offers strong security features like privacy protection. However,
the obvious attributes of blockchain technology such as decentralisation, trustless configuration,
anonymity, and immutability makes it appealing as a viable solution for e-voting, hence its popularity
in recent times. Although it still far from being a silver bullet, the interest of big consortiums
in open source enterprise blockchain projects like the HF holds significant promise for the future.
The Hyperledger Fabric is particularly designed as a permission blockchain to enable a trustless
business to business interaction within an enterprise environment. Thus, our preference to select the
HF as the backbone of the proposed blockchain architecture for national e-voting in the South African
context is reasonable.

7. Implications of the Study

This study has both managerial and social implications which are outlined in sequel sections.
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7.1. Managerial Implication

Generally, elections in Africa are problematic from the planning stage to the implementation and
post-election periods. Many countries in Africa are looking for solutions to this problem, and e-voting
has featured prominently as part of the consideration. With the surge of interest in blockchain
technology, a large number of proposals on the use of blockchain for e-voting have been proposed.
However, these proposals are mostly theoretical postulations that are grounded in engineering and
mathematical concepts to convince of the accuracy or correctness of the proposed models. There
is the need to devise approaches that can communicate the nuances, and affordances of blockchain
e-voting in a less formal way that will allow government decision-makers who are not necessarily
technically inclined to relate to the issues of blockchain e-voting, and the associated potential risks,
challenges, and prospects. This study offers a first attempt of this by demonstrating how a lightweight
approach that is rooted in qualitative scenario-based evaluation method (ATAM) can be used to assess
the plausibility of blockchain for e-voting. It introduces a way of thinking about blockchain e-voting
architecture to make decisions even when an actual system has not been developed. The outcome of
this type of ATAM process involving government decision-makers, managers and electoral officials
would provide valuable guidance that can help in the area of quick decision-making, cost and benefit
analysis, improvement of system design, system implementation, and project planning on issues of
blockchain e-voting for national elections.

7.2. Practical Implications

In most developing countries, voters have lost confidence in elections because elections results
are no longer trusted due to fraud and other challenges. This study demonstrates a new conceptual
approach to issues of blockchain e-voting in way that can encourage more participation of election
stakeholders in the design of e-voting systems. This kind of system is more likely to meet the critical
requirements of voters and be more adaptive to user needs. Additionally, by introducing the use of
scenario analysis, system developers and election stakeholders would be able to:

• Reason collectively on the desirable quality attribute requirements, risks, and probable challenges
of blockchain e-voting to find a mutually agreeable solution;

• Formulate, review, and revise architecture documentations and in the process find the best fit for
the proposed system.

• Promotes mutual reasoning and buy-in, and better project planning eventually leading to improved
systems implementation and performance.

All of this will inspire the confidence of voters in the electoral process and increase participation
in the national democratic process. This is because blockchain e-voting can help to eliminate many of
the challenges associated with poor elections of the past.

Socially, for Africa, healthy e-voting could lead to the appointment of credible leaders, which
could translate to good governance, improved democracy. This will ultimately lead to the improvement
of the socio-economic condition of people, and the country as a whole.

8. Conclusions

In this paper we show that despite several efforts that have been made to propose novel designs
and system implementations of blockchain e-voting, adequate attention has not been given to the
adoption of a stakeholder-centric approach. This has provided an insufficient basis for government
decision-makers and key election stakeholder to be able to make an informed decision on the merits of
blockchain e-voting for national elections. To address this gap, we demonstrated how the architecture
trade-off analysis method (ATAM) could be used to enable election stakeholders to understand the
potential risks, challenges, and prospects of blockchain e-voting through a participatory architecture
assessment and documentation process.



Informatics 2020, 7, 16 19 of 22

To do this, we adopted an approach that is based on interaction with electoral officials,
documentations on national elections, and voters to identify the key requirements that are critical
for a national e-voting system. This is a departure from how most of the existing e-voting systems
derived their requirements. Based on the elicited requirements, a blockchain architecture for the
national e-voting system (BANES) was proposed. The BANES was then evaluated by using the ATAM,
which is a standard procedure for preliminary evaluation of software architectures that enabled the
participation of users, election stakeholders, and domain experts. This provided an opportunity for the
stakeholders to gain a good knowledge of blockchain e-voting, and an understanding of the potential
risks, quality attributes, weaknesses, and capabilities of a blockchain e-voting system that may be
developed based on the architecture presented to them. The results of the ATAM revealed that BANES
satisfied all the key quality attributes of e-voting in the South African context. It was adjudged as
capable of engendering a secure e-voting system that has good performance and is functionally suitable
for use for national elections. A sensitive and trade-off point in the aspect of voter validation was also
identified. Voter validation and security were spotted as aspects that will require significant attention
during development. We also presented a security analysis of BANES as enabled by the Hyperledger
Fabric (HF) and argued that with adequate collaboration and supplementary security mechanisms,
the HF can adequately protect the BANES from security threats during a national election.

As a contribution, this study presents a first attempt to assess the plausibility of blockchain e-voting
through a critical analysis process that is stakeholder-centric. The analysis is done at the early stages of
development, lightweight-oriented to facilitate the participation of non-technical persons, and enables
communal understanding of the potential risks, challenges, and prospects of blockchain e-voting.

In future work, we shall delve more into how we can devise a more detailed design for the BANES
through engagement with a larger pool of stakeholders that is more diversified. This will enable the
elicitation of more requirements including both explicit and implicit (hidden/unspoken) requirements
that pertain to e-voting in the South African context. This will enable a more robust basis for the
accurate design of a blockchain e-voting system and its proof of concept implementation. We shall
also look more into how we can identify the best supplementary security protocol that can be used to
fortify the security of our blockchain-based system architecture.
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