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Abstract: Along with the recent growth of Internet of Things (IoT) security camera market, there have
been a number of personal information leakage incidents from security attacks targeting such cameras.
Therefore, a permutation-based video encryption algorithm was proposed to secure video streams
in low-performance processors such as IoT security cameras. However, existing permutation-based
video encryption algorithms are vulnerable to known-plaintext attacks since they use the same
permutation list for every frame. Moreover, situation deduction based on the color composition is
possible. In this paper, we propose a new permutation-based video encryption algorithm that updates
the permutation list for every frame using a crypto secure pseudo-random number generator without
significantly increasing memory usage. By doing so, the algorithm becomes robust to known-plaintext
attacks, which has been a common problem with existing permutation-based video encryption
algorithms. In addition, color channel separation can prevent attackers from deducing situations
through color composition. Pre-compression encryption is applied to make the algorithm robust to
data loss because of packet loss. We implement the proposed algorithm and conduct an experiment
to show its performance in terms of probability of data loss because of packet loss, encryption speed,
and memory usage.
Keywords: security; privacy; IoT; video encryption; lightweight encryption

1. Introduction
Internet of Things (IoT) security camera is a type of IoT sensor device that captures video from
a place in need of surveillance and streams it to outside users in real time [1]. Since an IoT security
camera always captures video, the risk of personal information leakage is high [2]. Recently, the
number of personal information leakage incidents from security attacks to IoT security cameras has
increased. Thus, IoT security cameras should include a security mechanism to block access from
unauthorized entities. Access control mechanisms [3,4] and video stream encryption algorithms [5,6]
have been proposed to keep the video stream safe from an attack. Access control mechanisms can
block an attack with a small processing overhead [7]. However, it requires continuous management by
users, such as a changing password or access control list management. Additionally, it is vulnerable to
sniffing attacks [8]. Therefore, a video stream protection mechanism through video stream encryption
has been proposed [9]. The video stream encryption algorithms for an IoT security camera should
satisfy its real-time requirements.
IoT security cameras use a low-power processor because they should always be activated [10].
The low-power processor generally has a lower performance than standard computer processors [11].
Existing block cipher algorithms (e.g., advanced encryption standard (AES) [12] and SEED [13])
are designed for text data encryption. However, video stream data is generally larger in size than
text data. Video stream encryption using block cipher algorithms cause high processing overhead.
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Thus, block-structured encryption algorithms are not appropriate for encrypting video streams on
an IoT security camera that includes a low-power processor. High processing overhead causes delays
in the video stream, and repetitive delays prevent a user from accessing the video stream in real-time.
To solve the massive processing overhead problem of video stream encryption using a block
cipher algorithm,
Liu
and
Koenig
algorithm.
Sensors 2020, 20,
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REVIEW [14] proposed a permutation-based video encryption
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cipher-based video stream encryption algorithms, a permutation-based video encryption algorithm,
which encrypts video stream only using the information inside the frame, is proposed.
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The algorithm proposed by Liu and Koenig is a post-compression encryption algorithm that
separates a compressed video frame into blocks of a specific size, and then permutates them to encrypt
videos [14]. Since the compressed video has a smaller size than the original video, the size of the final
cryptographic video can also be reduced. However, the attacker can restore the original frame data
using file structures such as header markers, an EOF marker, and Huffman tables. Moreover, if some
permutation list is missing during the decryption, the critical file structure may be lost. In this case, the
client cannot even obtain a portion of the original frame data that has not been lost. This algorithm
divides the compressed frame data into 256 same-sized blocks and permutates them according to the
permutation list for encrypting the video frames. However, it is vulnerable to known-plaintext attacks
as it uses the same permutation list for all frames in the video. In order to counter known-plaintext
attacks, a method for creating and using different permutation lists for each frame was proposed.
However, it is unsuitable for real-time streaming because of the high processing overhead of key
exchange and permutation list generation.
The algorithm proposed by Sultana and Shubhangi [15] is a pre-compression encryption algorithm.
Although pre-compression encryptions are less effective and result in large sized final cryptographic
frames by including high-frequency components in the original frame, it is impossible to deduce the
original video frame data based on the file structure such as the header marker and EOF marker.
Moreover, even if some data goes missing during the transmission, the content of the video frame can
still be verified except for the missing parts. Since this algorithm is designed to repeat the faro shuffle
and frame rotation several times instead of generating a random permutation list, it is relatively easy
to restore the original frame data through brute-force attacks.
In this paper, while maintaining the efficiency of existing permutation-based algorithms, we
propose a robust permutation-based video encryption algorithm for known-plaintext attacks, which is
a common vulnerability of such algorithms. CSPRNG is used to update the permutation lists for each
video frame. Instead of generating a permutation list for each frame, the random values generated by
CSPRNG are added to the permutation list used in the previous frame. Accordingly, we can solve the
problem of key exchanging and permutation list generating overhead, a weakness in Liu and Koenig’s
algorithm [14]. In addition, by performing permutation for each color channel following color channel
separation, non-recognition of shape elements and color elements can be simultaneously satisfied.
Making color elements unrecognizable can lead to a higher security than the previously proposed
permutation-based video encryption algorithms, which only make the shape elements unrecognizable.
3. Proposed Algorithm
The proposed algorithm was based on the permutation-based video encryption mechanism;
it included a permutation list management module to resolve the vulnerabilities of the previously
proposed permutation-based video encryption algorithms, and a video processing module to improve
security. The permutation list management module stores and updates the permutation list for
each frame using CSPRNG. The image processing module performs the permutation on the video
frame, including color channel permutation and pixel permutation, using the permutation list.
The communication module performs the seed exchange and the cryptographic video frame exchange.
3.1. Encryption Module Structure
The jumble lightweight video encryption algorithm (JLVEA) encryption module includes
a seed management module, a permutation list management module, an image processing module,
and a communication module (see Figure 3). The seed management module generates and stores a seed
for permutation lists generation. The seed is a 128-bit integer value, which takes about 5849 years
in a computing environment with 1 tera floating point operations per second (TFLOPS) to deduce by
a brute-force attack. The seed value directly affects the permutation lists generation. Thus, it must
be kept safe after the exchange. All access attempts by external entities without the permutation list
management module is restricted. For a more robust seed protection, seed management modules
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the permutation list to create a new list for the next frame. By updating the permutation list for each
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the proposed algorithm can be robust against known-plaintext attacks.
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CSPRNG updates the permutation list (see Algorithm 1). The minimum and maximum updated
values are determined by the row and column length of the video frame. If the updated elements of
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brings the new values
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permutationvideo
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CSPRNG update the permutation list, updating the permutation list for every frame without using
frames. The communication
module exchanges the seed and encrypted video stream with other devices.
additional memory becomes possible.
The image processing module loads and performs matrix permutation on the video frame using
the permutation
list. Before matrix permutation, the color channels are separated, and matrix
Algorithm 1: Permutation
List Update.
permutation for each channel is performed. The permutated channels are then merged to produce
Input: Frame width w, height h, and permutation list P
the final cryptographic video frame. Owing to the separated color channels and a different matrix
Output: Updated
permutationon
listeach
P channel, an attacker cannot verify the color composition of the original video
permutation
01: for p in P doframes. The communication module exchanges the seed and encrypted video stream with other
02:
if indexdevices.
of p % 2 == 0, then
03:
r = random(-w, w)
04:
else, then
05:
r = random(-h, h)
06:
end if
07:
p=p+r
08:
if index of p % 2 == 0, then
09:
if p > w then
10:
p=p–w
11:
else if p < 0, then
12:
p=p+w
13:
end if
14:
else, then
15:
if p > h, then
16:
p–h
17:
elseif p < 0, then
18:
p+h
19:
end if
20:
end if
21: end for
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3.2. Encryption Flow
The encryption and streaming process can be divided into five phases: connection establishment,
video stream encryption, transmission, video stream decryption, and permutation list update
(see Figure 8). The server encrypts and transmits encrypted videos, and the client receives encrypted
videos from the server. In the connection establishment phase, (1) the client creates an RSA key pair
and (2) transmits the public key to the video server. The video server that receives the streaming
request (3) generates a random seed, (4) encrypts the seed with the public key sent by the client,
and (5) sends the encrypted seed back to the client. (6) The client decrypts the transmitted seed
and (7) stores it in the seed management module to establish the connection. Through processes
(1)–(6), the server and client share the same seed. Seed exchanges using RSA infrastructure lead to
relatively higher overheads. However, seed exchanges are performed only once during the initial
connection. Thus, RSA-based seed exchange enables safe seed exchange without affecting actual
encryption performance. In the video stream encryption phase, (8) the server loads the video from
a file or video capture device and (9) generates a permutation list using the seed. Then, (10) the color
channels are separated and (11) matrix permutation is performed for each channel. When the matrix
permutation for all color channels is completed, (12) the channels are merged to produce the final
encrypted video. At this step, the video frame separated by RGB can be merged in the order of BGR,
GRB, etc. to make the color composition of the encrypted video frame different from the original
video frame. (13) Encrypted frames are sent to the client. In the video decryption phase, (14) the
client generates the same permutation list as the server using the seed. Then, (15) the color channels
are separated and (16) matrix permutation is performed in the reverse order of the permutation list.
(17) Finally, the original video frame is obtained by merging the color channels. At this time, the order
of channel combinations should be the same as the server. After the original video frame is obtained,
both the server and the client perform a permutation list update. (18) The permutation list is updated
by adding a random number generated by CSPRNG to it. (19) The client updates the permutation list
in the same
way.
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4. Performance Evaluation
For the JLVEA encryption module’s performance evaluation, we first implemented it and then
performed a security analysis, encryption speed analysis, and memory efficiency analysis. The
proposed algorithm along with Liu and Koenig’s [14] and Sultana and Shubhangi’s [15] algorithms
were implemented in Python, and RSA encryption was performed using PyCrypto [24], the
cryptographic library for Python. All experiments were performed on the BCM2837 processor [25]
included in Raspberry Pi (see Table 3). The experiment used a 1280 × 720 resolution video taken with
the Raspberry Pi camera module.
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4. Performance Evaluation
For the JLVEA encryption module’s performance evaluation, we first implemented it and then
performed a security analysis, encryption speed analysis, and memory efficiency analysis. The proposed
algorithm along with Liu and Koenig’s [14] and Sultana and Shubhangi’s [15] algorithms were
implemented in Python, and RSA encryption was performed using PyCrypto [24], the cryptographic
library for Python. All experiments were performed on the BCM2837 processor [25] included
in Raspberry Pi (see Table 3). The experiment used a 1280 × 720 resolution video taken with the
Raspberry Pi camera module.
Table 3. Experiment environment.
Hardware Component

Specification

CPU

ARMv8 64 bit 1.4 GHz

SoC

BCM2837

RAM

1 GB LPDDR2

Networking

Gigabit Ethernet, 802.11 b/g/n/ac WLAN

In order to analyze the security of the proposed algorithm, the video frame encrypted with the
algorithm of [14,15] and the video frame encrypted with the proposed algorithm were compared; when
using the proposed algorithm, the contents of the original video frame were encrypted to a higher
level with a higher MSE value. To show the efficiency of the proposed algorithm, we compared the
encryption time. In order to show the memory efficiency of the permutation list update using CSPRNG,
we generated a permutation list for a certain number of frames and compared the memory usage.
The transmission failure rate was analyzed according to the communication loss rate to show that
a pre-compression encryption method can more effectively preserve the original video frame following
a communication loss than a post-compression encryption.
4.1. Security Evaluation
The original frame has its own color composition according to the information contained within
the frame. In the case of encrypted frames, the original color composition was completely removed by
color channel separation and recombination. If the encrypted frame has a color composition similar
to the original frame, the attackers may deduce some information in the original video frame, such
as whether someone resides at their home or not. This experimental result shows the difficulty of
information deduction based on color composition on the proposed algorithm. (See Figures 9 and 10)
The permutation list also has a critical impact on security. The proposed algorithm can generate
47,483,761,585,029,120,000 different permutation lists. It takes 55 days to generate all permutation lists
with a 10 TFlops computing machine. Moreover, since the frames encrypted by the proposed algorithm
did not include internal file structures such as header markers or EOFs, it was not possible to automate
the verification that they have been normally decrypted. It means all 47,483,761,585,029,120,000 frames
reassembled through a brute-force attack must be verified directly by humans. Therefore, it was
practically impossible to decrypt frames encrypted with the proposed algorithm through a permutation
list brute-force attack. The attacker could deduce the permutation list if the attacker would succeed
to extort an encrypted frame and the corresponding original frame. However, even if the extortion
happens in the proposed algorithm, the attacker cannot decrypt the next frame because it does not
use the same permutation list used for the previous frame. Liu and Koenig’s algorithm [14] can
generate 256! permutation lists. However, this encrypted data contains internal file structures, which
can be used to recover parts of the original data. Sultana and Shubhangi’s algorithm [15] uses only
two types of faro shuffle and three types of frame rotation to generate a permutation list. Thus, only
2 × 3 × 1920 = 11, 520 different permutation lists can be generated for 1920 permutations.
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The seed should be strongly protected to ensure the security described above. Seed exchange
was conducted only once for the whole encryption process. Thus, we adopted a public key
infrastructure-based key exchanging mechanism to exchange the seed without considering the
encryption overhead. We could use security proven algorithms such as RSA [26] or ECDSA [27].
4.2. Encryption Time Analysis
We compared the encryption time of the proposed algorithm, Liu and Koenig’s algorithm [14],
and Sultana and Shubhangi’s algorithm [15] with the same number of permutations (see Figure 11).
Encryption with Liu and Koenig’s algorithm took 0.000515 s, the proposed algorithm took 0.001294 s,
and Sultana and Shubhangi’s algorithm took 0.070386 s. Since Liu and Koenig’s algorithm involves
post-compression encryption, the original video data to be encrypted is relatively small. Therefore, this
algorithm can encrypt the video relatively faster. Sultana and Shubhangi’s algorithm, which performs
pre-compression encryption in a manner similar to the proposed algorithm, showed a higher encryption
time than the proposed algorithm. For Sultana and Shubhangi’s algorithm, the encryption time is
assumed to be high because all rows and columns in a video frame must be rearranged for every
permutation. Although the proposed algorithm takes longer to encrypt than Liu and Koenig’s
algorithm, the level of overhead increase is acceptable because it is robust to header inference attacks
and frame loss from packet loss. Moreover, its encryption performance is significantly better than the
existing pre-compression encryption algorithms.
4.3. Memory Efficiency Analysis
We compared the memory usage of Liu and Koenig’s algorithm [14], the proposed algorithm,
and the proposed algorithm with a pre-generated permutation list (see Figure 12). Liu and Koenig’s
algorithm used 5.12 KB of memory, while the proposed algorithm used 15.4 KB of memory. The memory
usage of the proposed algorithm with a pre-generated permutation list was 153.5 KB. The higher
memory usage of the proposed algorithm than Liu and Koenig’s algorithm could be attributed to
an increase in the number of the permutation lists because of color channel separation. However, since

Encryption with Liu and Koenig’s algorithm took 0.000515 seconds, the proposed algorithm took
0.001294 seconds, and Sultana and Shubhangi’s algorithm took 0.070386 seconds. Since Liu and
Koenig’s algorithm involves post-compression encryption, the original video data to be encrypted is
relatively small. Therefore, this algorithm can encrypt the video relatively faster. Sultana and
Shubhangi’s algorithm, which performs pre-compression encryption in a manner similar to the
Sensors
2020, 20,algorithm,
3627
11 of 14
proposed
showed a higher encryption time than the proposed algorithm. For Sultana and
Shubhangi’s algorithm, the encryption time is assumed to be high because all rows and columns in a
video frame must be rearranged for every permutation. Although the proposed algorithm takes
color channel separation resulted in a meaningful level of security improvement, the memory usage
longer to encrypt than Liu and Koenig’s algorithm, the level of overhead increase is acceptable
increase
at that level was significant. The proposed algorithm could prevent an extreme increase
because it is robust to header inference attacks and frame loss from packet loss. Moreover, its
in encryption
memory usage
by using is
CSPRNG
to update
thethan
permutation
list instead
of generating
multiple
performance
significantly
better
the existing
pre-compression
encryption
permutation
lists
for
each
frame.
algorithms.
Encryption Time

Encryption Time (s)

0.08

0.070386

0.07
0.06
0.05
0.04
0.03
0.02
0.01

0.000515

0.001294

Puzzle

JLVEA

0
Faro Perfect

Encryption Algorithms

Figure 11.
11. Encryption
Encryption time.
Figure
time.

Sensors 2020, 20, x FOR PEER REVIEW

12 of 14

4.3. Memory Efficiency Analysis

Memory Usage (KB)

Memory Usage
We compared the memory usage of Liu and Koenig’s algorithm [14], the proposed algorithm,
180
and the proposed algorithm with a pre-generated permutation list (see Figure
153.6 12). Liu and Koenig’s
160
algorithm used 5.12 KB of memory, while the proposed algorithm used 15.4 KB of memory. The
140
memory usage of the proposed algorithm with a pre-generated permutation list was 153.5 KB. The
120
higher memory usage of the proposed algorithm than Liu and Koenig’s algorithm could be
100
attributed to an increase in the number of the permutation lists because of color channel separation.
80
However, since color channel separation resulted in a meaningful level of security improvement, the
60
memory usage increase at that level was significant. The proposed algorithm could prevent an
40
extreme increase in memory usage by using CSPRNG
15.4 to update the permutation list instead of
20
5.12
generating multiple permutation lists for each frame.
0

Puzzle

JLVEA

JLVEA Pregenerated

Encryption Algorithms
Figure12.
12. Memory
Memory usage.
Figure
usage.

4.4. Communication
Resistance
4.4. Communication
LossLoss
Resistance
We simulated
a packet
loss scenario
to check
many
frames
became unrecognizable
in
We simulated
a packet
loss scenario
to check how
manyhow
frames
became
unrecognizable
in post-compression
post-compression
encryption
algorithms
and
pre-compression
encryption
algorithms
(see
Figures
13
encryption algorithms and pre-compression encryption algorithms (see Figures 13 and 14). Liu and Koenig’s
and 14). Liu and Koenig’s algorithm [14] involves post-compression video encryption, which
algorithm [14] involves post-compression video encryption, which includes an internal file structure
includes an internal file structure in the permutation range. Thus, if a packet containing an internal
in the permutation range. Thus, if a packet containing an internal file structure is lost, the entire video
file structure is lost, the entire video frame cannot be recognized. For HD videos with a resolution of
frame1280
cannot
bethe
recognized.
Forframe
HD videos
with
resolution
of 1280
720, the original
video
× 720,
original video
could not
be arecognized
with
a high×probability
of 95% or
moreframe
couldwith
not 90
be packet
recognized
highofprobability
95%could
or more
90 packetwith
losses,
50% of the
losses,with
and a50%
the originalof
frame
not with
be recognized
justand
22 packet
original
frame
notdefinition
be recognized
with with
just 22
losses. Forbecause
standard
(SD) videos
losses.
For could
standard
(SD) videos
640packet
× 480 resolution,
of adefinition
higher proportion
of an×internal
file structure,
the original
video
frame could
be recognized
with a 95%
with 640
480 resolution,
because
of a higher
proportion
of not
an internal
file structure,
theprobability
original video
for
28
packet
losses
and
a
50%
probability
for
9
packet
losses.
frame could not be recognized with a 95% probability for 28 packet losses and a 50% probability for
In the proposed algorithm, a part of the video frame was misplaced or lost because of packet
9 packet losses.
loss.
contents ofa the
can
be fully
results loss.
In theHowever,
proposedthe
algorithm,
partvideo
of theframe
video
frame
wasrecognized.
misplacedThese
or lostexperimental
because of packet
show that post-compression encryption algorithm for real-time video streaming was vulnerable to
However, the contents of the video frame can be fully recognized. These experimental results show
packet loss. On the other hand, the proposed algorithm could recognize the content of video frame
except the lost parts even when some packets are lost.
Packet Loss - Video Frame Loss
1

and 14). Liu and Koenig’s algorithm [14] involves post-compression video encryption, which
includes an internal file structure in the permutation range. Thus, if a packet containing an internal
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frame.
Moreover,
a permutation-based
encryption
was applied beforeencryption
compression
so that
the content
the
contents
of the
video frame. Moreover,
a permutation-based
was
applied
before
of
the
original
video
frame
could
be
recognized
except
for
the
lost
part,
even
with
packet
loss
during
compression so that the content of the original video frame could be recognized except for the lost
real-time
streaming.
In the real-time
future, wevideo
would
like to conduct
furtherwe
studies
theconduct
aim of
part,
evenvideo
with packet
loss during
streaming.
In the future,
wouldwith
like to
minimizing
the increased
time to the level
post-compression
encryption
further
studies
with theencryption
aim of minimizing
the of
increased
encryption
time to algorithms.
the level of

post-compression encryption algorithms.
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