
sustainability

Article

Leveraging Digital Approaches for Transparency in
Sustainable Supply Chains: A Conceptual Paper

Frank Ebinger and Bramwel Omondi *

Department of Sustainability-oriented Innovations and Transformation Management,
Nuremberg Campus of Technology (NCT), 90429 Nürnberg, Germany; frank.ebinger@th-nuernberg.de
* Correspondence: bramwel.omondi@th-nuernberg.de; Tel.: +49-(0)911-5880-3224

Received: 18 June 2020; Accepted: 27 July 2020; Published: 30 July 2020
����������
�������

Abstract: With the growing global interdependence of companies, their scope of responsibility for
the environmental, social, and human rights impacts associated with their activities is also growing.
In this context, companies are increasingly held accountable for social and ecological issues that
lie within the sphere of action of their suppliers and sub-suppliers. They are thus faced with the
challenge of meeting these demands for transparency, traceability, and compliance with standards
in their Supply Chains (SCs). Based on the theoretical framework of Sustainable Supply Chain
Transparency (SSCT) in Sustainable Supply Chain Management (SSCM), this conceptual article aims
at initiating the discussion on digitalization in SSCM. Therefore, a heuristical research framework,
based on relevant fields in the management of sustainability oriented transparency (governance,
cooperation and partner selection, traceability/tracking, and strategic and operational risk assessment)
is developed. In relation to these fields, consequently, data-driven digital approaches are identified
to which potentials for SSCT and control can be attributed. This initial analysis of existing digital
approaches already shows that the market is developing dynamically, but is driven more by individual
initiatives. In many cases, the approaches used so far are still in the trial phase or offer only limited
solutions. Therefore, this paper contributes by giving an overview of the current application of the
digitalization approaches in SSCM pinning our discussion on SSCT dimensions.

Keywords: sustainable supply chain management; data-driven technologies; sustainable supply
chain transparency; blockchain technology; artificial intelligence; cloud-computing

1. Introduction

Social and environmental sustainability has become an increased momentum in the debate
on Global Supply Chains (GSCs). This is particularly illustrated with the fact that it is becoming
progressively important for companies to pay attention to the way in which situations of human rights
violations, child labour, inhuman working conditions, corruption and bribery, or non-compliance with
environmental standards (e.g., breaches of legal limits) are taken into account in various economic
sectors or regions of the world. The identification and dealing with such social and environmental
issues in GSCs are a significant dimension of corporate social responsibility (CSR) [1].

However, the situation has further been complicated by the structural and dynamic complexity
nature of GSCs [2] resulting from trends such as outsourcing (also known as international or global
sourcing) [3] and diverse and dispersed consumers-base [4–6]. These developments are particularly
driven by globalization, consumerism, and advancements in information and communication
technology era [3]. For instance, GSCs operate across multiple regulatory boundaries, exposing
involved companies to pressures from consumers, civil society, and government agencies to take the
full responsibilities for the actions of their suppliers and supplier’s suppliers far away from their
organizational boundaries [7]. Such complexity in GSC makes it difficult for the visualization and
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management of the entire SC. Especially with the fact that some of the sub-suppliers/sub-contractors
are located in emerging markets where the responsibilities and control mechanisms of companies
are limited or restricted [8]. As a result, these areas are prone to sustainability-related risks and
uncertainties [9,10], whose conceptualization in supply chain management (SCM) literature remains
vague [11].

As such, calls for transparency along the GSCs has gained momentum as an instrument to facilitate
controlling and monitoring of activities of the entire GSC and manage SC-related risks [12]. The topic
of Supply Chain Transparency (SCT) has been widely examined in scholarly work [4,10,13–23] with an
indication that companies focus more and more on CSR and sustainability matters, as well. However,
this assessment might not extend in the long run due to various challenges [17,24]. With such an
extensive exploration and exploitation of SCT [14], the structural and institutional impacts remain
still open. Nonetheless, one shared understanding among scholars in this field is that this concept is
associated with the disclosure and sharing of information as a tool for better governance of SCs [25].

However, attaining such a disclosure in a multi-stakeholder network is easier in theory than
in practice due to organizational and structural challenges [18]. First and foremost, despite efforts
by various sectors and countries which have introduced regulations and standards to support SSCT
across industries such as Agribusiness [18], this concept is still mainly a voluntary affair [26]. Secondly,
the massive data from the multi-stakeholders involved in GSCs can result in a high potential of information
overloads to the users [27], which might lead to decision obstruction [28]. Similarly, some companies
deem information about suppliers and sub-suppliers as a competitive advantage [4]; thus, they might
act as gatekeepers to access such information and data [29]. In this regard, understanding stakeholders’
information needs pose a challenging task to the SSCT. For instance, conflicting interests among the
actors in SCM and information asymmetries have been noted as significant concerns in information
disclosure [30]. Similarly, most categorized information has focused more on economic information [31]
and ignored environmental and social sustainability information. For example, Lotfi et al. [32] categorize
SCs information into inventory, sales, forecasting, order, product ability, and other information.
Thus, the need for conceptual and analytical tools for deriving valuable information from this massive
data for sustainable SSCT grows [29].

Consequently, the attention in digital approaches as instruments to enhance transparency in GSCs
raises. For instance, the use of big data and Blockchain technologies are used for GSCs’ activities
monitoring and assessment [33]. Nevertheless, the field of transparency in SSCs in connection with
digital technologies is still a very young one [34]. Even though the development is dynamic in practical
application, it is driven by individual initiatives (especially small and medium enterprises compared
to large multinational corporations) and approaches. Additionally, these initiatives are still in the trial
phase, or offer only a limited range of solutions. Comprehensive implementation and operational
strategies of the digital tools are often missing. Furthermore, there is a lack of theoretical foundation of
research on digital approaches to SSCM.

SSCT has been termed as the basic ‘requirement in SSCM, and with it, the seeds for ethical- and
quality-related product and process innovations, as well as supplier development can be sowed’ [14,
p. 564]. With this in mind, the aim of this conceptual paper is to discuss, based on existing approaches
in SSCM in combination with SSCT, relevant fields in the management of sustainability oriented
transparency (Section 2). Based on the identified fields, an heuristic framework is developed, which is
used to identify and classify existing digital solutions, discussing the potential, the contribution, and the
shortcomings of different digital solutions for SSCT (Section 3). In summary, we aim at providing an
integrated framework of SSCT and digitalization as a potential solution, and highlight directions for
future research (Section 4).

To the best of the authors’ knowledge, substantial research exists in the area of questions about
data security or the protection of intellectual property or company secrets. It is important to note from
the outset that our study is, at this point of conceptional stage, not concerned with the risks and limits
of these digital approaches.
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2. Dimension and Challenges of SSCT

2.1. Overview of SSCM

Currently, companies are expected to undertake sustainability activities as part of their business
model and not only focus on profits gaining and satisfying their shareholders, but also function as
global corporate citizens [35]. This has drawn the attention of both practitioners and scholars to the
field of CSR and SSCM. For instance, Ağan et al. [36] conclude that there is a positive correlation
between CSR and the environmental suppliers’ development which, in turn, enhance the firm’s
performance [36]. Likewise, Li et al. [37] support that, in order to improve their brands and reduce
reputational risks, companies have placed CSR and sustainability [38] as part of their contribution to
the sustainable development goals (SDGs) [35]. On their side, Awaysheh and Klassen [39] and later,
Yawar and Seuring [1] highlight the social sustainability in SCM as a responsibility of companies.

The last two decades have seen a growing number of scholarships in the area of SSCM [40].
For instance, [41–45], just to mention a few. However, the present article is focused on presenting
SSCM in its broadest sense, incorporating SCM researches that address social and ecological elements
of performance and treating them as equally valid as economic performance claims. As such, the study
adopts the Pagell and Shevchenko’ [46] definition as “SSCM is the designing, organizing, coordinating,
and controlling of SCs to become truly sustainable with the minimum expectation of a truly sustainable
SC being to maintain economic viability while doing no harm to social or environmental systems.”
(p.44) Therefore, SSCM indicates the interaction between the SC stakeholders to ensure that there are
no violations of social and environmental conditions (e.g., child labour, environmental challenges,
and corruption) across SC while still maintaining profitability [47]. With companies focusing on
achieving SSCM, competition for competitive advantage is shifting from the traditional intercompany
competition to intra-supply chain competition [17,48,49]. This, according to Gold et al. [50], has led
to the emerging of a ‘collaborative paradigm’ in SCM. Where cooperation among SC stakeholders
becomes a significant source of competitive advantage; likewise, such collaboration becomes critical
when SCs focus on ensuring the sustainability performance of their products and services [50].

Based on this understanding, trust among the stakeholders plays a vital role in the success of
SSCM and collaboration [51]. Companies focus on understanding the entire network based on mutual
benefits, which aim at less power play and more exchange of value [52]. This new relationship
paradigm also lowers transaction costs (reduction of costs to inspect, verify and certify SC partners) [51]
and SC-related risks in the effort to deliver value [35,52]. Consequently, Literature on SSCM and Trust
have indicated that information disclosure and sharing is central to the success of SCs as it enhances
accountability [43]. For instance, the disclosure of information by the SC stakeholders increases
the trust and commitment levels by reducing the behavioural and reputational risks [51]. Similarly,
functional and operational conflicts in SCs can be reduced by greater information sharing as indicated
by [52]. However, in some regards, partners consider transparency not always as a positive approach.
The dark side of transparency could be rooted in misuse of trust or the intentional covering of certain
processes and risks (c.f. Section 2.2.3).

Even though the SSCM scholarships emphasize the importance of collaboration and information
sharing, the commonality to all of the above is understanding SCs stakeholders’ needs and expectations.
This can be realized by an organized and transparent exchange of information among the supply
chain actors. For instance, the exploitation, access, and effective use of information have the potential
not only for the development of sustainable production and consumption, but also provide the
corporations competitive advantages through value addition in the products and services that go
beyond functionality, prices, and quality [53]. Understanding such stakeholder’s information needs
facilitates knowledge-based decisions, which are critical in promoting SSCM [37]. Hence, the calls for
information transparency along value chains. As such, the next part analyses the concept of SSCT and
dimensions of information as discussed by various scholars in the field.
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2.2. Transparency in Sustainable Supply Chains

2.2.1. The Concept of Transparency

Transparency in SC is seen as a positive aspect not only in the field of SCM, but also in society
at large. As such, it is perceived as vital in the efforts to achieve more emancipatory environmental
and social policies and actions [24]. Similarly, it is considered as a basis of good governance [25],
incorporating the elements of openness and communication to enable stakeholders to understand
steps that have already been taken, and those that are yet to be taken, in production and delivery
processes [17]. Hence, to understand the importance of transparency in SCs, the following questions
must be addressed. What types of transparency are needed and by which stakeholders? Is the
transparency requirement focusing on the internal in the direction of the transaction partner or the
external in the direction of society?

The examination of SSCT continues attracting attention among scholars in the SCM and
Sustainability fields. This trend is linked to the increase in the stakeholders’ expectation of sustainable
production and consumption [54], with Egels-Zandén et al. [4] pointing out three fields in the debate
of SSCT, namely, traceability, sustainability conditions, and purchasing practices. They further propose
that, in order to achieve the objectives of SSCT, companies should adopt either a compliance or
cooperation approach. In a compliance approach, they argue that SSCT is an end in itself and
involves companies developing standard transparency policies that must be followed by suppliers and
sub-suppliers. Non-complying stakeholders risk being locked out of the SC. With these shared policies,
however, companies tend to have an oppressive relationship with the suppliers and sub-suppliers.
This could jeopardize their relationships with other actors in the SC [4].

In contrast, cooperation approach seeks to minimize the power conflicts in SCs through normative
rather than authoritative control. Transparency here is viewed as a collaboration among stakeholders
and not as a stand-alone role for producers and suppliers alone [44]. In this approach, transparency is
viewed as a means to an end and is associated with increased sustainability [55].

No matter the approach selected by the SCs actors, information disclosure and sharing plays
a significant role in SSCT [56], and understanding different information dimensions will facilitate
stakeholder’s engagement and thus attaining the objective of SSCT. In doing so, companies can also
analyze the importance of different positions or roles in the value network with regard to social or
environmental factors. They can also determine which actors have a crucial function [57]—for example,
assessing both local and expert stakeholders in terms of power and knowledge for decision-making
purposes [56].

2.2.2. Transparency Information Dimensions

Based on the above analysis, transparency can be pointed out as an element of information exchange
among parties, defined as information a company communicates to its stakeholders concerning the
sustainability of its products, materials, services, and SC systems [58]. The volume of information,
however, increases as the distance between product production and consumption increases [59],
making it a difficult task to particularly derive useful information without understanding dimensions
needed for transparency. Consequently, scholars have attempted to categorize the information in
various dimensions concerning SSCT.

For instance, Hofstede clusters the information consisting of the past (History Transparency),
the present (Operational Transparency), or the future (Strategy Transparency) [60]. History transparency
refers to the traceability of past processes, including tracking and tracing. Operational transparency
focuses on information concerning control of current operations such as collaborative logistics planning,
while strategy transparency refers to the planning of future innovative processes (joint innovation) [60].
Likewise, Garcia-Torres et al. [19], propose traceability for sustainability (TfS) as a cyclical and
evolving approach towards SSCT in achieving SSCM. They focus on governance, tracking and tracing,
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and collaboration as the key dimensions considering stakeholders expectations and in order to achieve
performance growth, improved risk management, and transforming SC processes [19].

Firstly, at the governance level, TfS approach separates formal and informal information. Formal
information, on the one hand, deals with the implementation of guidelines, regulations, codes of
conduct, standards, and certifications that should be followed by all actors along the value chain [19].
For example, the ‘Germany Supply Chain law’, which is currently under discussion, and ‘French
Duty of Vigilance law’ respectively provide a legally binding obligation for companies to identify and
prevent environmental and human rights violations resulting from their entire SCs [61]. This type of
information is mostly used in compliance transparency and is rooted in trust or mistrust among the
actors of SC [19]. Due diligence processes, materiality analysis [62], and controlling the sustainability
requirements are some of the governance mechanisms to enforce compliance in SCs.

Secondly, tracking and tracing level deals with upstream information distribution from customer
to producer and downstream distribution from producers to the customer, respectively [60]. It placed
as the ability to identify, verify, and monitor components, and the chronology of events taking place
along the SC. According to Francisco and Swanson, this level focuses on the controlling of operations,
processes, and products in a SC from raw material to the final product [54]. This information level,
in particular, poses major challenges for companies, as the processes in SCs are influenced by their
complexity, volatility, the lack of globally accepted standards, and the lack of skills or blockage of
individual actors. On the other hand, traceability is a function that is now particularly demanded by
consumers and consumer organizations, e.g., through proof of product chain certification.

Lastly, in the collaboration level, Garcia-Torres et al. argue that this emphasizes cooperation
and development of long-term relationships among the stakeholders, thus successful management
of SCs [19]. Such relationship facilitates the achievement of milestones that cannot be achieved
with individual corporations. An essential basis for transparent and trustworthy cooperation is the
development of a common understanding aimed at developing a common language, importance,
and standards, such as the conventional interpretation of critical concepts, shared standards for
product/service quality, mutual presentation of reference information, and common technological
infrastructure [60].

What Garcia-Torres’ approach to SSCM lacks, however, is the strategic and operational risk
assessment perspective, which provides an expanded contextual perspective in which the whole
supply chain operates. Information on specific industry and regional location risks (e.g., weather
and climate risks) is included here, which is particularly important for SCs that operate with more
regular operational violations, e.g., in connection with certain raw materials or production locations,
in sectors that are vulnerable to human rights issues, or have to do with weather-related calamities.
Here, for example, the exchange of information on sectoral level helps to identify places of reference
and the associated social and ecological risks. In such a perspective, the boundaries of the actual SC
are dissolved and the focus is extended to entire regions or sectors.

2.2.3. Challenges to Transparency in SCs

However, attaining the required SSCT has been easier in theory than in practice. Organizations
seeking to enforce transparency in various SCs across the industries face several challenges, which range
from organizational to structural challenges [18]. The complexity and dynamic structures and
processes of SCs pose significant challenges for companies. These structures and SC processes have
multiple interconnected dimensions (i.e., economic efficiency, sustainability, and risks and compliance
management) [63]. In most cases, risks and problems are hidden in the depth of the value chain.
Errors and shortcomings happen every day at all levels in complex SCs where the monitoring and
the degree of influence of the buying companies are restricted. According to Sauer and Seuring [8],
the restrictions occur at lower tiers, which are mostly located in the emerging markets. Likewise,
for many companies and suppliers, it is difficult to assess the dimension of these shortcomings and
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to decide whether this information should be disclosed. Transparency creates responsibility for the
errors, and a certain degree of lack of transparency is sometimes considered desirable.

Similarly, cultural differences among the actors also play a role here, which makes it difficult for
companies to understand the requirements for achieving transparency [64]. For example, cultural
differences can prevent suppliers from feeding data and information into databases because a culture of
error-friendliness does not exist, and on the contrary, admitting errors or risks marks a social blemish.
This leads to conflicts of interest between stakeholders and information asymmetries, which result in
reduced quality of report content or less credible data in the disclosure of information [30].

Besides, data and information transparency always carry the risk of disclosing business secrets,
copyright issues, or confidentiality issues [65]. Complete transparency about suppliers and their
relationships is difficult to achieve, especially in complex SCs, due to fluctuation or lack of trust
between partners. Information about business processes, suppliers, and subcontractors is still a decisive
competitive advantage for many companies, and the exchange of such information can undermine
the business model [4]. In addition to the risk of disclosing non-proprietary intellectual property,
the disclosure of supplier data alone can, for example, lead to companies in the SC being able to bypass
the reporting contractual partner and order directly [66]. Furthermore, the disclosure of data and
information in areas of conflict is risky and not always desired, such as on 3TG conflict metals tantalum,
tin, tungsten, and gold.

Finally, yet importantly, data and information are usually available in massive and dynamic
quantities in all companies involved in the SCs [33]. However, organizing these data and information
in a useful way and deciding which data should or must be passed on to the shared platform is a major
challenge. The number of stakeholders to be addressed in complex SCs alone is large, and is further
increased by constant fluctuation among suppliers and sub-suppliers. The sheer volume and velocity
of change of data and the difficulties in allocating it in a structured manner lead to overload [27,67].
Such overload can ultimately lead to error accumulations or even decision blockades [28]. Therefore,
the increasing calls for conceptual and analytical instruments to converting significant information
from unorganized and unstructured data [68]. Thus, the need for digital approaches to SSCT. Features
such as trend analysis, predictions, and optimization of activities make digital approaches suitable for
not only for the performance of SCs, but also for SSCT [68].

3. Digital Approaches and SSCT

3.1. Digital Approaches in SSCM

The growing technology facing the world has resulted in a new wave of automation in various
sectors of society [69]. This wave ranges from the use of robotics by companies and farms in areas
such as production, manufacturing, planting and harvesting, and also in transportation [70], to the
application of both Artificial Intelligence (AI) and Big Data Analytics (BDA) to facilitate the collection
and construction of valuable information and competitive advantage from the massive data at their
disposal [71]. Furthermore, some of these technologies are being applied in both developed and
developing markets to monitor and control environmental risks and human rights challenges, hence
sustainable production and consumption [72]. This illustrates the vital transformation in modern
SCM where technologies are applied in the entire SC, unlike previously, where they were limited to
production and internal communication [73,74]. Consequently, the growing application of technology
in SCs has resulted in several digital approaches that act as tools for solving the challenges faced by
companies in SCM [75], especially in attaining SSCT.

For instance, traceability and tracking food ingredients across suppliers and the various countries
are currently facilitated by Blockchain Technology (BT) [76]. Similarly, BDA is applied to enhance
visibility and give the companies real-time information for vital decisions [39]. Artificial Intelligence (AI),
on the other side, utilizes its abilities to recognize various patterns and phenomena in business ecosystems
to support companies in the decision making process [77]. Despite such potentials, the application of
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digital approaches in SSCM practice is still a very young one. To the best of our knowledge, the small
number of initiatives or corporations that have implemented these approaches and for those initiatives is
still in the early or testing stages. Why so? What are the suitable new technologies?

As a starting point, this paper acknowledges the availability of and the role played by Big Data
(BD) facilitating transparency in SCM. As such, it focuses on digital approaches, which are characterized
by the ability to collect and process volumes of data [78] and facilitate informed decision-making
processes and risk management. It is also noted that in adopting these data-driven digital approaches,
companies are influenced by the complexity of their SCs and business operations, innovative cultures,
and the existence of a massive unstructured data [79]. The various characteristics and features of these
approaches also facilitate their application in various SCs as individual approaches or a combination
of two or more approaches.

BTs, for instance, has examined by various SCM researchers. For instance, Choi [80] analyses
the application of BT supported platforms for the authentication and certification in the mineral
industries. Likewise, Chod et al. examine how this approach facilitates securing of financial benefits
through SSCT [81]. Characterized by decentralized, distributed, and tamper-proof digital transactions,
BT enhances stakeholders trust in SC [82]. This way, it provides a platform for traceability, identification
of counterfeits (through the allocation of unique identities to verify authentic goods), and for efficient
transactions [83]. Salah et al. [84] indicate that with such traceability ability, the products’ country of
origin, compliance with sustainability certifications and standards, etc. can be assessed. BT based
platforms are divided into two types, private and public. In the private platforms, the access is limited
to the SCs stakeholders, and mostly developed and operated by the companies in a given SC, whereas
in the public BT, information is accessible to every internet user [85]. BT platforms in SCs are mostly
private, facilitating corporations among specified SC stakeholders.

Similarly, AI has emerged as a critical instrument for collecting, integrating, and processing
data from various stakeholders and SC devices. Min [77] summarizes these objectives of AI as
“the main objectives of AI are to understand the phenomenon of human intelligence and to design
computer systems that can mimic human behavioural patterns and create knowledge relevant to
problem-solving” (p. 14). In the textile industry for instance, companies process useful information
from a massive unstructured but interconnected system. Therefore, the companies apply AI tools
to enable the mastering of this information in order to optimize the decision-making processes [86].
Applying the ability to recognize business patterns and using these patterns to predict a potential
future occurrence is useful in the cause and effect relationships, and on the one hand, is a critical
element in SC risk management processes [77,87]. On the other hand, its abilities to incorporate
multi-agent systems operations support the SC’s ecosystems, which involves several stakeholders and
entities with individualized agendas that sometimes overlap or conflict [87]. Despite such features and
characteristics, the application of AI in SCM is still limited [77].

Cloud-computing and platform solutions, on the other hand, have been used in other industries
such as banking, automobiles, and health care for long enough to incorporate the dispersed segments
using fewer resources [15]. However, technology has created a digital platform that facilitates the
optimization of both SC costs and operations [88]. This phenomenon has resulted in a new field
of SC called Cloud SC, a term that was coined by [89] and defined as ‘two or more parties linked
by the provision of cloud services, related information and funds.’ In this perspective, the cloud
platform applies graphic networks developed by information generated by the different SC participants
to provide software solutions and infrastructure for visualization of end-to-end SC networks [90].
With such networks, sustainability-related risks can be identified in real-time and action can be taken
with the responsible parties [88]. Similarly, this technology supports collaboration among the SC
partners, thus improving information sharing and visibility [15]. Additionally, the developing of
cloud-computing has created new business models, i.e., Platform as a Service (PaaS) to technology
giants such as Google, Amazon, and IBM [79], and cloud-based consumer relationship management
applications for new entrants such as Sustainabill.de and Scoutbee GmbH.
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Similarly, the application of sensors-driven approaches are also transforming traditional SCs.
Connected ecosystems resulting from the network of sensors facilitate the collections of information
on production, transportation, weather, and operations of machines [91]. This equips the companies
with the necessary information for planning, forecasting, monitoring, and visualization of the entire
SCs. Ranging from RFID tags, Near Field Communication (NFC) to Bluetooth trackers, this digital
approaches converts elements of physical environment to digital data that facilitate SC performance
and reliability [92].

No matter the digital approach selected, it is crucial that the system should be cost-effective and
efficient. Astill et al. highlight that the overhead costs associated with these tools must be minimized,
and results in increased revenue as a result of transparency acquired in SCs [22]. Internet of Things
(IoTs), for example, facilitate the development of large-scale smart infrastructure in SCs that merge the
massive data, information, and all the processes of SCs [73]. This, in turn, simplifies not only strategies
and planning in a given industry, but also provides the opportunity for real-time decision-making
processes [93].

The commonality among the emerging digital approaches listed above is the trend towards
“datafication” that is increasingly leading to the translation of the physical world into data, which could
then be used to support decision-making in a dynamic, problem-oriented, and tailor-made way by
combining data from various SC actors. For example, digitalization could help in many places to reliably
record and measure the performance of suppliers through the collection, structuring, processing,
and utilization of large volumes of data on environmental, social, and governance aspects [19]. In fact,
this wealth of data and information from various SC actors in different formats and structures [94]
advocates for the use of different digital approaches and instruments in itself.

As a result of our argumentation, the following heuristic framework can be summarized in
Figure 1, which is discussed in the following section:
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3.2. Discussion of Incorporating Digital Approaches into Dimensions of SCT

3.2.1. Traceability/Tracking

Tracing and tracking provide and verify product-related information and allocation of materials
and activities across the SC to answer what/when/where questions. This is done by documentation
and records identification [19]. The massive data and information exchanged only makes traceability
and tracking efficient, but with digitalization approach as a mediator. In BT, all the transactions are
recorded and encrypted with unique digital signatures, thus improving traceability and transparency.
The validity and security of such data and information are attained by the use of cryptographic features
of Blockchain [59]. Providers such as Accenture [95], IBM Vinturas [96], iPoint/better chain [97],
or Minespider [98] offer Blockchain-supported traceability approaches, which enable “Mineral Supply
Chain Due Diligence”, for example. Since BT can be scaled to individual transactions and ensures that
once verified data cannot be changed or manipulated, individual products can be transparently traced
from their original materials to the end product, for example. Blockchain provides a shared, secure,
and unalterable record of information flows for transactions. However, the data that is fed in must
still be checked for plausibility and accuracy. Nevertheless, it is easy to trace who and when this data
originated [99].

Another success story is the Swiss company Haelixa, which offers a different approach to
traceability [42]. The product marking technology they have developed, which applies a traceable
physical marker with specific information to raw materials, can be traced throughout the entire
processing route, and can also be read out in the end product along with its information. In conjunction
with digital technologies, a certifiable tracing/tracking and authentic system can be set up [80].

On the other hand, the end to end data collection and processing by the AI instruments, allows SCs
stakeholders to get full system visibility in real-time, which facilitates the traceability across the complex
SCs systems [100]. Likewise, a shared platform solution resulting from the use of cloud-computing
provides an opportunity for information disclosure and sharing among stakeholders, thus enhancing
visibility and transparency in the entire SC network. A web browser application facilitates the access
of the information which is stored either on local in-house serves or public servers [88]. It is worth
noting that as these digital approaches facilitate traceability and transparency across the SSCM, the big
data act as the catalyst, as meaningful information is derived from the massive data for informed
decision-making processes.

3.2.2. Cooperation and Partner Selection

The involvement of suppliers and sub-suppliers in SSCM comes with several new challenges.
The activities of one sub-supplier can cause huge damage to other actors in the SCs. The case of Rana
plaza is just one example where the reputation of involved companies was affected by the actions of a
sub-contractor. In the selection of partners and suppliers, the incorporation of the benefits, opportunities,
costs, and risks (BOCR) concept is constructed to evaluate various aspects of suppliers [101]. Different
platform solutions have also been developed in the area of cooperation management to support
supplier management, e.g., consensus-based trust among participants in BT facilitates collaboration,
and thus flexible sharing and disclosure of information. Likewise, Cloud-computing platforms through
web-based approaches to managing codes of conduct, self-assessments, evaluation and benchmarking,
auditing, or monitoring and development [102]. With the ability to coordinate multi-agents’ systems
and operations, both AI-driven and Cloud-computing platforms enhance the integration [103] and
interaction of multiple stakeholders involved in the SSCM. Fossas-Olalla et al. [104] conclude this kind of
cooperation not only facilities higher levels of innovation, but also improves the financial performance
of participating companies. For example, EcoVadis platform [105] and the Fair Factories Clearinghouse
platform [106], which provides various tools specifically for the textile industry, e.g., for shared audits.
Cloud-based databases, for example, are currently being tested to enable actor-oriented supply chain
mapping. The Sustainabill approach [11], for example, helps to identify actors by making value-added
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networks transparent through the anonymous disclosure of supplier structures of the participating
companies. The cloud platform visualizes the SC (multi-tier transparency) and supports traceability
back to the origin.

The Scoutbee GmbH is pursuing a somewhat different approach [107]. It uses an AI-based software
solution that draws on Big Data from various sources to help companies find suppliers and provide
in-depth market information. Still, other approaches deal with the sharing of information such as audit
results by promoting BT in initial pilot projects to reduce the risk of manipulation within the shared
data [102].

3.2.3. Control (Governance)

Records access and keeping play a critical role in the governance of SCs. This facilitates,
for instance, the controlling and management of sustainability-oriented SCs. Driven by the distributed
and shared ledgers representing transactions, BT platforms facilitate SC governance as both formal
and informal information is among the SC stakeholders [19]. For instance, both the private and public
BT based platforms facilitate information that is accessible [85], which are useful in SCs governance
and monitoring. Similarly, cloud computing provides an opportunity to implement guidelines,
regulations, and code of conducts, which according to Garcia-Torres et al. [19], are legal mechanisms
that bind companies in the identification, controlling or even preventing environmental and human
rights violations resulting from their entire SCs [61]. These platforms also have prescribed indicators
ranging from sustainability factors that act as management parameters for the various suppliers
and sub-suppliers. This, in turn, facilitates the ranking of actors’ performance regarding social and
environmental sustainability, hence promoting the visibility of the entire SC. For instance, Sustainabill
Cloud platform employs human rights issues and carbon emissions as part of their indicators of
suppliers mapping, ranking, and management [11].

3.2.4. Strategic and Operational Risk Assessments

Internet-based platforms or cloud computing solutions have proven to be a strategic solution
to information sharing, knowledge exchange, and integration. It plays a significant role in SCs,
especially in the strategic and operational risk management. In Supply Chain Risk management
(SCRM), three-level cyclical and interconnected processes are mostly considered [108]. These processes
include risk identification, risk assessment, and risk mitigation. These processes call for a collaborative
and coordinated initiative among the actors. Accordingly, platforms have emerged as a tool to enforce
and facilitate this cooperation and coordination.

In this vein, data and information contributed by each stakeholder are used for the identification
of sector-specific or cross-sectoral sustainability risks. Tools such as Cloud-computing, AI, and BT are
used either as an individual tool or as a combination of two or more tool. For example, companies such
as Sustainabill GmbH apply cloud platforms to identify SC networks and sustainability issues such as
human rights violations and carbon emissions [11]. Similarly, CSR Risk Check, developed by MVO
Nederland and supported by the Dutch Ministry of Foreign Affairs, can provide risk information for
importing or foreign-producing companies that have been assessed based on more than 2750 data
sources [109].

In light of the above, platform-oriented approach act as a catalyst to both cooperative- and
compliance-based CSR paradigms. Third parties such as the government, NGOs, and other standards
and certification bodies are used as a mechanism for monitoring and communicating the credentials of
every part of the network to the stakeholders [1,16]. These parties act as a bridge to enhance some
degree of certainty.

4. Conclusion and Contribution

This paper provides aspects that act as a conversation starter by exploring the existing digital
approaches as instruments to facilitate SCT as an element to enhance SSCM. As the argumentation
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shows, there are various digital tools existing, addressing different levels and functional purposes,
which are summarized in Table 1, below:

Table 1. Summary of digital approaches based on the heuristic framework on sustainability
oriented transparency.

Digital
Approaches Traceability and Tracking Cooperation and

Partners Selection Governance Strategic and Operational
Risk Assessment

Blockchain
Technologies

Transactional records with unique
and encrypted digital signatures
and unique identities for products
and partners facilitates tracing
and tracking of products to
individual suppliers and
sub-suppliers (the products’
country of origin, compliance
with sustainability certifications
and standards etc.).

Consensus- based trust and
collaboration facilitates the
connection between
stakeholders in SCs.
Flexibility of information
access and sharing among
stakeholders bridges the gap
between them.

Distributed and
shared ledgers
Limited and authorized
access to information among
the stakeholders
Multiple and synchronized
data thus facilitating
SC resilience.

Tamper-roof and
incorruptible platforms with
multiple copies of ledgers
limits risk assessments to
only information sharing
and not the identification of
risks and hot spots.

Artificial
Intelligences and
Big Data Analytics

Collection and processing of Big
Data to real-time information
facilitate Visibility of the entire SC

Multi-agent systems
operations tools facilitate
interaction of stakeholders
in the SCs.
Conceptualization of
real-time information for
decision making processes

End to end data collection
and processing.

Predicable analytics for risk
identification, risk
assessment and
risk mitigation
Real-time information

Cloud Computing
Platforms

Unique identities to verify
authentic goods and thus the
identification of the suppliers and
sub-suppliers involved.

Multi-agent systems
operations tools used for SC
mapping and
information sharing.

Resource and costs
optimizing platform
Graphic networks of the
entire Sustainable SC thus
necessary for the
management and ranking of
suppliers and sub-suppliers.

Visibility of the entire SC.
Real-time identification of
the sustainability
related risks

IoTs-Sensors-driven
applications

Connected ecosystems of sensors
facilitates massive collection and
processing sustainability-related
information and sharing SC
stakeholders for decision
making process

Efficient and reliable
networking and
communication
Real-time and valuable
information resulting from
analytical features facilitates
stakeholders interactions
and collaboration.

Production, transportation,
storage and delivery of
products and services
monitored and managed by
using real-time data and
real-time analytics, the parts
of the IoTs ecosystem can be
better networked

Connected ecosystems of
sensors facilitates massive
collection and processing
data for predicting strategic
and operational risks.

However, as per this initial analysis, the market is developing dynamically, but is still driven
more by individual initiatives. In many of these initiatives, the digital approaches used so far are
still in the trial phase or offer only limited solutions. The analysed approaches, including BT, AI,
Cloud computing, and sensors-driven applications to provide potential SSCT in SSCM. Based on
this study, these approaches facilitate the development in traceability and tracking, collaboration and
partner selections, governance, and strategic and operational risk assessment. Consequently, this article
initiates a conversation among SSCM stakeholders and scholars on a collaborative approach towards
the implementation of integrated digital approaches in SSCM.

As a starting point, the significance should also be placed in the identification of information
dimensions using various perspectives, for instance, Berzau [66]’s risk-based information approach
that focuses on the risks of violations of labour, social, and environmental standards in the SCs,
or Garcia-Torres et al.’s perspective as discussed in [19]. The first results shows, that there is a trend of
individualizing different digital approaches for the specific purposes in companies using internal data
architecture and the existing technological environment. Therfore, there is a need for a discussion on
the fit of technological solutions in order to standardize them for all partners in the supply chain.

Due to a lack of standardized information needs of different stakeholders aimed at transparency
in the global value chain, it is difficult for companies to choose the appropriate digital approach for
the specific transparency needs. In addition, a catch-all technology does not exist. Therfore, future
research and innovation should identify the interfaces and also work on the integration of the different
digital approaches.

As a conceptual article, the current study focuses on proposing new relationships among constructs
of research and creating logical and complete arguments rather than testing them empirically [110].
This provides a ground for future research, which could explore the digital approaches as instruments
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to facilitate SSCT as an element to enhance SSCM through case studies and interviews with practitioners
and researchers in this field.

Likewise, this study did not focus on the challenges of implementing digital approaches as
SSCT instruments in SSCM. This is another limitation, and a research direction is possible in this
focus. Furthermore, the study does not claim that these approaches work in the SCs of all industries.
An investigation is needed to look at trade-offs that exist in the implementation of digital approaches,
for instance, the question of data security and protection of intellectual property as well as the trade-off

between privacy and transparency.
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