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Abstract: This is a conceptual paper that aims to identify relevant approaches for assessing consumer
resilience with regard to online privacy violation and to develop a research model suitable for
subsequent empirical testing. Based on the relevant literature, we made a synthesis of theoretical
approaches to individual resilience from diverse disciplines and in the next step we proposed a set of
variables in the model to serve as determinants and behavioral consequences of consumer resilience
with regard to online privacy violation. Finally, we offer the developed conceptual model for further
scholarly debate and for future empirical verification from the research community.

Keywords: resilience; consumer behavior; online privacy; conceptual research model

1. Introduction

Although resilience and privacy have been explored from many angles in different
research fields, a debate on resilience concepts and definitions continues and the theoretical
approaches needed to underpin empirical studies of resilience to privacy violation are
lacking. This is particularly true given the scarce literature on consumer resilience [1] and
the lack of empirical studies on consumer resilience with regard to online privacy violation.

This work represents a step forward in conceptualizing the research model to assess
consumer resilience with regard to online privacy intrusion. This paper combines consumer
behavior theories with resilience theories, given that resilience is a multifaceted concept
requiring a holistic approach. It aims to fill the aforementioned gap and to trace the
research path to explore how consumers react to the violation of their privacy online and
the behavioral consequences of that stressful event. In this paper, privacy breaches are
considered from the perspective of an individual’s subjective assessment, meaning when
an individual Internet user feels that his or her privacy has been violated. This contrasts
with the “engineering” point of view of a privacy breach in which, for example, a system
administrator notices an intrusion in a system’s network. To assess this research issue,
this conceptual paper develops a research model of consumer resilience to online privacy
violation. The proposed model is open to be empirically tested to investigate the capacity
of individuals to rebound from adversity, depending on subjects’ individual, and other
socioeconomic characteristics. Moreover, it is important to note that, although consumers
might subjectively experience violation of their privacy in online environment, there are
various technological solutions that can decrease and mitigate such privacy breaches [2–4].

There are four aims of this conceptual paper: (i) firstly, it provides a brief contemporary
review of resilience-related concepts, focusing on social research domain with strong
emphasis on individual consumer’s behavior; (ii) next, this paper presents a conceptual
model of consumer resilience to privacy violation in an online environment; (iii) thirdly,
this paper suggests a list of variables to be used in designing such a model, as well as
their theoretical justification for including them in the model; and (iv) finally, this paper
provides a summary of proposed guidelines for the future model’s empirical validation.
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This conceptual paper is a valuable addition to the existing literature in several
ways. Firstly, given the increasing digitalization rate of entire global value chain due to
recent breakthroughs in modern technology, there is an increasing need for (individual)
information to be available online. Although both the individual and he whole society have
certain advantages by “going digital”, the flip side of the coin is an increased possibility of
online privacy intrusion. Hence, a growing attention is given to factors that would make
an individual more resilient to adverse effects of these online privacy violations, both by
academic and professional communities. Secondly, ever since the introduction of General
Data Protection Regulation (GDPR), online security and privacy have gained importance
both in companies’ policies and in public discourse. Thirdly, the conceptual research
framework presented in this paper is a novelty since it explores consumers’ resilience to
the violation of their privacy online. This is particularly important given that neither the
“resilience” nor the “privacy” concept originated within the social domain or the online
environment, and to the best of our knowledge, this is the first attempt to reconcile these
two concepts from a consumer-based perspective. Finally, the conceptual model proposed
in this paper, together with extensive list of variables and their justification for inclusion
on the model, can be considered as a handbook for future empirical validation of such
a model.

The paper proceeds with descriptions of a non-systematic method of a literature
review. Different theoretical concepts of resilience that might be borrowed and adapted
from different disciplines to the research of individual consumer resilience to online privacy
violation are presented in Section 3. In Section 4, a conceptual model of consumer resilience
to online privacy violation is described, and the list of variables proposed and elaborated.
The final section provides a summary of the model developed and presents guidelines for
its future empirical validation.

2. Methodology

We applied a non-systematic literature review method in our research. The main goal
of the non-systematic literature review method was to identify a gap in the literature and
to define future research directions [5–8]. These goals were in compliance with our paper’s
main purpose to develop the future research framework for assessing consumer resilience
to online privacy violation. A flow chart of the entire process of the literature search is
depicted in Figure 1. Literature searches were conducted through several iterations in
Google Scholar database using relevant keywords related to resilience, its antecedents, and
its outcomes. Moreover, additional papers were identified from reference lists from the
retrieved papers. Authors made a conscious, joint, and iterative decision to consider each
found paper as relevant, and to include them in this review.
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Figure 1. Flow chart of the literature search process.

3. Resilience Concept and Consumer Behavior

The phenomenon of resilience is, in academic research, understood in many ways and
analyzed under different assumptions. In the social sciences, the concept of (engineering)
resilience was introduced in the seminal work of [9], who defined resilience as the ability
of a socio-ecological system to return to an equilibrium (steady-state) after a disturbance.
Since then, resilience as a multidisciplinary concept has evolved through a wide variety of
research across diverse academic disciplines. Several conceptual and review papers clarify
the concept of resilience in various fields. For example, Klein, Nicholls and Thomalla [10]
reviewed resilience to natural hazards, Brand and Jax [11] reviewed ecological resilience in
sustainability science, and Nguyen et al. [12] evaluated community resilience. Our paper
builds upon these studies, but within the specific context of consumer resilience to online
privacy violation.

Holling’s [9] notion of resilience implies resistance and sturdiness on one side, and
adaptive capacity on the other. The behavior outcomes after the stressful event are generally
understood as adaptations and may be positive, negative, or neutral [13]. Adaptive capacity
is vital for the resilience of individuals who adjust based on immediate situation, knowing
past conditions, or predicting future ones. Adaptive systems for human resilience include
personal intelligence and motivation, macro-environment (e.g., regulatory systems), and
knowledge, memories, and social interactions trusted sources of information [14]. The new
balance (equilibrium) may be achieved either by ‘bouncing back’ [15] or ‘bouncing forward’
to a more desirable state (e.g., [16,17]). In line with this understanding of resilience, some
authors [18] make distinctions between components of resilience, i.e., readiness and pre-
paredness to a stressful event, response and adaptation to adverse conditions, and recovery
or adjustment to the new after stress.

Nowadays, resilience is a ‘boundary object’ across fields, open to interpretation [11],
meaning that most of the resilience literature develops resilience theories uniquely within
their relevant research fields. However, empirical research to test the theoretical approaches
is still rare.

In the theoretical research, one can distinguish studies of system resilience from
individual resilience. Regarding the former, following a disturbance or stressful event,
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functions are restored in a resilient system, although this new equilibrium may be different
than before the disturbance. Building from this concept and keeping in mind the high
complexity of individual behavior, consumer resilience might be regarded as system
resilience, i.e., the consumer may be able to withstand, recover from, and reorganize after
the disturbance [13].

On the other hand, individual resilience refers to processes patterns of positive adap-
tation during or following exposure to stressful events that may disrupt the normal func-
tioning or development of a person [19]. The common attribute is a stressful event such
as a natural disaster, pandemic, terrorist attack, human error, or equipment failure, which
initiates rationalizing the resilience. However, even a small uncertainty or aberration from
what is perceived as normal might be seen from an individual’s point of view as a stressful
event and a severe threat to the continuity of personal activity.

Early resilience studies gave more attention to the individual developmental processes
whereby the individual’s environment factors, which typically included their family, school,
institution, or community, were connected for their influence on an individual, typically a
child [20]. Personal qualities associated with individual resilience were identified as pro-
tectors from the negative influence of external stressors. In contrast, Rutter [21] interpreted
individuals’ resilience in terms of individual personality traits that were correlated with
successful coping under stress, including reducing the risk of exposure and preventing
the negative impact of risk factors. He further noted that, in a situation with the same
disturbance dose and pattern, responses are highly heterogeneous [22]. In this research, we
connected online privacy violation and resilience, and resilience is explored at the cross
section of engineering, psychological, and individual contexts (see for example [23]). Thus,
this research borrows resilience concepts from disaster management and organizational
fields, which account for previous experience and any periods of regressive behavior. How-
ever, the foundational premises of resilience in consumer behavior come from scientific
fields that explore the human behavior of individuals. From the individual viewpoint, re-
silience is understood as an interactive concept dealing with the aggregation of individuals’
severe risk experiences with a different relatively favorable psychological outcomes despite
stressors [24].

While the consumer behavior literature is exuberant, Solomon et al. [25] provided
good historical review on this), and recent studies have shifted attention to their behavior in
an online environment (e.g., e-consumer integrated behavior model developed by [26]; or
extended model of online privacy concern by [27]). Furthermore, with increased popularity
of virtual marketplaces, consumer behavioral studies in an online environment such as
online shopping (e.g., [28]), e-commerce (e.g., [29]), and m-commerce (e.g., [30]), have
gained importance due to the increasing development of online marketplaces. Recently,
Islam [31] showed that consumer buying decisions in an online environment were affected
by numerous factors, such as demographics, cultural, socioeconomic, consumer trust, their
motivation, and perceived risk. What is more concerning, however, is that even though
these behavior consequences grow in complexity in digitized environment, they remain
relatively underexplored [32]. In 1999, more than 95% of digital consumers chose not to
provide their sensitive personal information when online. This was predominantly the
result of their privacy online concerns, which were affected by consumer digital literacy
competences [33]. This increasing need for protecting digital consumers led to different
propositions and policies for improvement of consumer digital literacy and for explic-
itly defining and simplifying statements on how to manage sensitive consumer data [34].
Anić et al. [27] showed that the purpose of data collection affects peoples’ online privacy
concerns and their behavior. As a response, national and municipal policymakers are
continuously replacing traditional data collecting methods with various online services in
many spheres, ranging from general data collection about their citizens to various e-services
such as issuing birth certificates. Furthermore, this ongoing e-service development and
implementation, primarily related to the public sector (often regarded as the smart city con-
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cept [35,36]), must address consumer protection issues and require constant improvements
in consumer digital literacy and any privacy awareness issues [30,37].

To conclude, consumer behavior is governed by several groups of factors, including
psychological factors, socio-demographic characteristics, and external factors stemming
from a consumer’s micro- and macro-environment.

4. Consumer Resilience to Online Privacy Violation: Conceptual Model

This section provides a thorough description, interpretation, and conclusion with
regard to the experimental results related to every factor used in the model. The initial
version of the conceptual model of the consumer resilience to online privacy violation
assumes that consumer online behavior before and after a stressful event is defined by
individual resilience, which is in turn affected by a set of antecedents (Figure 2).

Figure 2. The initial research concept.

A consumer’s online activity in various dimensions is supposedly affected by the
online privacy violation event. The research question of this paper is how does a consumer’s
online activity change after an online privacy breach (stressor), and what are the subsequent
outcomes of online consumer activity in the particular dimensions (such as time spent on
the Internet, types of transactions performed online, purpose of using the Internet, etc.).
Note that the stressful event of a privacy breach affects individual consumers directly,
and consumers’ subjective perceptions of the online privacy breach would be sufficient to
determining that a privacy violation occurred.

Privacy violation events could be a posteriori sorted into groups of less and more severe
breaches, independent of the subjective classification that may be made by the victim. This
could mitigate the risk of wrongly estimated concerns and perceptions. However, it is
the estimated concern and perception that results in real behavioral outcomes. Namely,
one type of privacy violation that is not perceived by individual A as a negative event
might, on the other hand, be experienced by individual B as a serious attack on online
privacy. Therefore, exposure to a privacy violation in the model should be a self-assessed
subjective measure.

The individual consumer, when affected by the stressor, is at the same time resilient
to a certain extent (hypothetically from zero resilience to full resilience). An individual’s
resilience is formed under the influence of various antecedents. Therefore, the proposed
model should include antecedents of online consumer resilience, identify stressful events
experienced as a privacy violation, and measure resilience by adaptation responses in
terms of concrete online actions undertaken by a consumer.

Previous studies on individual resilience pointed at several contributing factors, or
antecedents, that enhance resilience [38,39]. Among the variables that have been recognized
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as important for resilience in different contexts, personality variables are one of the most
important. Among the most important antecedents to personal resilience include different
psychological factors (e.g., self-esteem, personality traits, locus of control, optimism, self-
efficacy) (e.g., [38,40]), while other factors are of a socio-demographic type, and typically
include income, education, age, occupation, and age (e.g., [41,42]). In addition, various
resilience aspects should also be connected to different psychological well-being factors,
as individuals with higher levels of resilience are in turn more successful at improving
their psychological well-being [43]. Finally, recent evidence shows that various personality
traits have a sizeable impact on resilience. For example, evidence shows that honesty,
emotionality, humility, and openness to experiences influenced other personality factors,
which then influenced resilience development, while extraversion, conscientiousness, and
agreeableness are shown to affect innate and acquired resilience. However, individual
resilience is seldomly affected only by personality traits (which are by nature quite rigid)
but is also under the influence of wider micro- and macro-environmental factors. Examples
of micro-environmental factors include social support, family relationships, peers, and
stability; while macro-environmental factors generally include community, institutions,
and cultural factors (e.g., [44]).

Translated into the model of researching the connection between consumer resilience
and privacy violation online, these antecedents are systemized into five groups of vari-
ables: psychological factors, individual attitudes towards Internet usage, individual socio-
demographic characteristics and digital literacy, micro-environmental factors, and macro-
environmental factors.

4.1. Antecedents of Consumer Resilience to Online Privacy Violation
4.1.1. Individual Psychological Factors

Individual values shape the behavior and ideas representing personal life-guiding
principles, which are worth considering as antecedents of consumer resilience. In the
resilience research literature, numerous protective factors have been identified including
hardiness [45], positive emotions [46], extraversion [47], spirituality [48], self-esteem [49],
and positive affect [50]. In investigating psychological factors as antecedents in our model
of consumer resilience to privacy violation in an online environment, self-efficacy emerges
as a potentially significant variable [51] that assesses optimistic self-beliefs that help in
coping with a variety of stressors in life. Schwarzer and Jerusalem [52] determined that if a
person is dealing efficiently with unexpected events and solving problems, these abilities
might be crucial to confronting a privacy violation event. Additionally, individuals’ locus
of control represents the degree to which they believe they have control over the event
outcomes in their lives [53]. External control orientation regards to a belief that the event
outcomes of personal actions stem from external circumstances—faith or luck—while
internal control orientation refers to the belief that the outcomes of an individual’s actions
are driven by personal efforts and decisions. Self-esteem is also included in the model
because people with higher self-esteem would not blame themselves for being a victim
of an online privacy violation and would feel more capable of dealing with the adversity.
Some studies claim that individual resilience is rarely attributable to personality traits,
yet these factors are widely used in the resilience research. Personality traits are psycho-
logical factors describing an individual’s characteristics that can influence psychological
resilience [40,47]. The “Big Five” concept (e.g., [54]) separates individuals’ personality
into five traits: extraversion (social adaptability), openness (to experiences), agreeable-
ness, conscientiousness, and neuroticism (emotional instability). Certain combinations
of these traits can boost individual resilience before they even come across a stressful
event. Past findings reported that (psychological) resilience was negatively associated with
neuroticism, and positively related to extraversion and conscientiousness [47]. Another
personality trait is optimism, i.e., maintaining positive expectations for future events or
outcomes [42]. When encountering adversity, maintaining optimism for the future and
hope [55] can provide the stamina to endure and to accept difficulties. Acknowledging the
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need to adjust is attributed to an individual cognitive flexibility. Due to this characteristic a
person sees alternatives, exhibits a willingness to adapt to new situations, and maintains
self-efficacy in being flexible [56]. Active coping skills [57] are often employed by resilient
individuals, including: (i) the cognitive component actively minimizing the appraisal
of threats; and (ii) the behavioral component including positive statements, facing fears
instead of avoiding them, and promoting efforts to ask for others’ support.

4.1.2. Individual Attitudes towards Internet Usage

It is important to differentiate individual traits from individual attitudes. There is
evidence in the literature that attitudes shape behavior [58], so attitudes towards usage
should be considered in the set of antecedents.

Privacy awareness is defined as individuals’ consciousness regarding the importance
of privacy online and threats in digital environment. Privacy awareness in an online
environment includes awareness of privacy policy practices in both public and private
sectors [59,60]. This relates to the individuals’ desire for (sensitive) information control and
to be familiarized about online privacy issues, given that everything posted online stays
there forever and can potentially be (mis)used by a third party. The relationship between
online privacy awareness and resilience to online privacy violation is speculated to work
in the same direction. Higher awareness of online privacy policies and protocols might
make Internet users more resilient.

Another factor important to consumer behavior online are the perceived benefits of
Internet usage. This is a measure that assesses how beneficial it is for someone to use the
Internet, i.e., to be a part of an online community [59,61]. Someone with a high personal
interest to access online information or services might be willing to trade off, i.e., to tolerate
potential online privacy violations, thus making the individual more resilient to any online
privacy breaches in this sense. These individuals are constantly evaluating the risks and
costs of providing their user data online against the benefits of participating in online
interactions [62].

Resilience to online privacy breeches also relates to the degree of online privacy
someone expects or demands. Previous studies have shown a direct correlation between
this need and concerns for online privacy levels [60,63], which leads us to speculate that
someone with a higher need for privacy in an online environment might be less resilient to
any privacy breaches.

Computer anxiety is defined as a general technology fear and an aversion towards
computerization, as well as concern and frustration about the perverse aspects of digitiza-
tion [64], and it has been shown to negatively affect users’ performance [65]. We speculate
that an individual who is already very anxious and frustrated about an increased rate of
digitalization would have a relatively low resilience towards online privacy breaches.

Privacy concern in an online environment represents apprehension and uneasiness
of an individual regarding the (mis)use of their sensitive personal data [66], reflecting the
degree of individuals’ discomfort when online. We speculate that individuals with higher
levels of concern regarding their privacy online might show lower resilience to privacy
breaches online.

Control of personal information in and online environment and unauthorized sec-
ondary use of information reflects individuals’ opinions on how their sensitive information
should be managed online. It takes into consideration an individual’s attitudes for various
degrees of control over collection, sharing, and (mis)usage of their private information.
Thus, it is regarded as an antecedent to individual resilience to privacy violation. Previ-
ous studies investigated the impact of perceived control of an individual [67] and their
perceived ability to manage information [61]. Thus, we hypothesize that individuals who
desire more control over their online information feel more “violated” in case of an online
privacy breach, making this individual less resilient.

Online sharing of private information represents an individual’s preferences about
sharing his/her private sensitive information online. Past research indicated an indirect
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association between willingness to provide private information online and privacy con-
cerns [68]. We therefore theorized that individuals who are more willing to publicly share
their information online would be more resilient to online privacy breaches.

Protective behavior refers to individual actions taken while in an online environment
with the goal of protecting ones’ identity and sensitive information, especially if a per-
son perceives potential threats associated with online activity. According to [66], these
protective behavior measures might include fabrication of personal online information
(e.g., disguising individual identity by deliberately providing inaccurate or incomplete in-
formation); adopting various methods to safeguard online personal information (e.g., using
various encryption algorithms and anti-tracking software); and purposefully withholding
interaction with online content of form (e.g., refusing to fill-in forms on particular websites).
Milne, Rohm, and Bahl [69] give a few examples of actions individuals might take to protect
against online identity theft such as filling out forms from isolated accounts, rejection of
website cookies, carefully reading through websites’ privacy policies, and adding extra
encryption to their e-mails. Hence, behavioral intention factors regarding data fabrication,
protection, and withholding should be added to the proposed model. We speculate that
the individual who utilizes more protective behavior techniques is more resilient to online
privacy violations. In addition, the protective behavior processes and actions are more
likely to be implemented by individuals facing higher-than-average risk levels [70].

4.1.3. Individual Socio-Demographic Factors and Digital Literacy

Consumers’ demographic characteristics can also explain resilience levels to privacy
breaches in an online environment. Typically, gender, age, education, settlement type,
occupation, and household size are included as explanatory variables in the consumer
behavior model. As such, OECD [71] identified what it calls the “digital gender divide.”
Related research shows men to be more interested in digital technology, to be more digitally
literate, more likely to take active control, and are more willing to take risks [72,73].
Furthermore, some studies indicated an increased likelihood for women to be exposed to
various forms of abuse in an online environment [74], even though other studies claim
that digital harassment is more common in men than women [75]. Given this research, we
speculated that women are likely less resilient to online privacy breaches. In terms of age,
we speculated that older Internet users tend to be less resilient to online privacy breaches
than younger ones. These young “digital natives” have in general brighter outlooks on
life and, more importantly, are more familiarized with different data collection practices
and financial benefits of an online marketplace. On the other hand, older Internet users
show a greater degree of sensitivity and desire to control every aspect of their online
information [76]. If we look at income as an antecedent of resilience to online privacy
breaches, we speculate that high earners are more resilient compared to those who earn
less. Past research demonstrated that high earners in general show less concern about
their online privacy compared to low earners [73,76]. Taking a closer look at the obtained
education level, past research finds higher levels of online privacy concern for individuals
with less education [77]. Finally, regarding the settlement type [78], data for 2019 indicate
that about 48% of adults living in rural areas in European countries have basic or above basic
digital skills. Moreover, Roberts et al. [79] stressed that rural areas significantly differed in
the delivery and use of digital technologies, which is visible in the accessibility of different
technologies, IT infrastructure, or IT education, which then affects their resilience in the
digital world. We thus speculate that urban residents might show higher levels of resilience
to online privacy breaches.

Moving on to the effects of digital skills (digital literacy) on resilience to online privacy
breaches, Vandoninck, d’Haenens and Roe [80] investigated the factors that influence online
resilience among young people in Europe. Their research showed that increased digital
literacy levels correlated with greater resilience levels, including better coping strategies.
They also emphasized the importance of the role of teachers and peers in increasing the
level of online resilience among a younger population. Using a sample of students, similar
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results were also obtained by [81], who proved a positive relationship between digital
resilience and digital literacy. Moreover, Škrinjarić [82] showed that an improvement in
digital skills correlated with a decline in online privacy concerns. Taking all this into
consideration, we expect digital skills (digital literacy) to be positively associated to the
individual resilience. Individuals with greater development of IT competences generally
perform wider ranges of online activities and spend more time online but in a more secure
manner, which might increase their resilience when dealing with potential online threats.

Like digital skills, a few studies suggested that an increased range of Internet user’s
activities may be inversely associated with online privacy concerns (e.g., [82]). Higher lev-
els of familiarization with various online activities should lead to a reduction in computer
anxiety and widen the usage of online services. Higher levels of engagement in a variety
of online activities and improvements in digital competences should lead to an increased
understanding of both the advantages and potential threats in an online environment [83].
However, even though increased diversity of online use and digital fluency is generally
associated with reduction to online privacy threats, it may also increase individuals’ ex-
posure to more hidden threats, and hence the resilience may not increase for experienced
users. The impact of consumers’ time spent online is speculated to be positively associated
with their resilience to online privacy violations.

4.1.4. Micro-Environmental Factors

Micro-environmental factors comprise various elements of social support available
to individuals and are considered one of the most important antecedents of resilience in
different circumstances. In this context, social support is understood as the access to or
availability of the assistance of others in time of adversity [84]. These factors include family,
friends, peers, various organizations, etc. The key aspect of micro-environmental factors,
and the main mechanism by which they affect resilience of an individual, is individuals’
ability of interaction using their social support network in times of adversity [70]. In the
specific context of resilience to online privacy breaches, these generalized concepts could be
contextualized as access to a family member, friend, or peer with high computer literacy,
and/or membership in an organization where some members exhibit high computer literacy.

4.1.5. Macro-Environmental Factors

In general, macro-environmental factors refer to various laws, customs, and cultural
practices that affect individuals’ overall capacity to positively resolve real or perceived
issues in time of adversity [70]. This group of factors exists at the community or society
level and they are generated by social, political, institutional, and economic forces [85].
We posit that the social trust, both in institutions and in other people, affect individual
behavior [86]. Further, consumers exhibiting less online privacy concern perceive that firms
selling their products and services online are doing so in a responsible manner, and that
legal regulations are at sufficient enough levels to ensure their privacy [87]. Perceptions
of the effectiveness of government regulation of online activities, and the opinion that
government regulations should be put in place to ensure and promote consumer online
privacy [66], could affect consumer resilience to privacy breaches. In exploring consumer
behavior online, the level of internet usage and digitalization present in the living and
working environment of an individual is assumed to affect his/her resilience to privacy
violation online as well. It is reasonable to suppose that a fact of living in a community
with well-developed IT infrastructure, surrounded by other internet users, might nurture
an individual’s resilience to privacy violation online.

4.2. Outcomes of Consumer Resilience to Online Privacy Violation

Several outcomes are envisaged depending on an individual consumer’s resilience,
whereas the consumer’s resilience is supposedly formed by antecedents and other deter-
minants. Based on the conceptual model developed by [88], and the resilience framework
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of [89], five types of reactions to privacy violations would be investigated in the model
(Figure 3):

• No change in behavior, indicating full resilience to privacy breaches
• Full recovery, meaning that an individual bounces back to his/her normal activity as

it was before the stressful event happened
• Partial recovery to the worse-than-before level
• Recovery at the bounce-back-better level (the hypothetical case that after a negative

event has passed without severe consequences the consumer stops worrying about
privacy violation and intensifies online activities)

• A complete cessation of previous activities online related to the privacy violation
event. This last reaction is the worst-case scenario of adaptation response to privacy
breach and denotes no resilience at all

Figure 3. Conceptual model of consumer resilience to privacy violation online.

Variations in resilience would be measured by observing how consumer behavior
recovers after taking adaptation actions during a reasonable amount of time.

When considering behavioral outcomes, it is imperative to consider possible incon-
sistencies between behavior and attitudes. Although behavior might be recovered after a
privacy breach incident, attitudes might remain unrecovered and an inconsistency between
behavior and attitudes might be observed. This phenomenon is known in the literature as
inconsistency between attitude components [90,91]. Therefore, it might be useful to mea-
sure not only behavior but attitudes as well, as one of the possible elements of an outcome.

Resilience is psychology and social systems, regarded as capacity to adjust and flourish,
is frequently conceived as a competence that a group or individual use when facing
disturbance (stressor) that allows reaching a functionality level designated to be classified
as “good” [92]. Hence, this argument corresponds to the “full recovery” outcome in our
model. Antecedents are assumed to directly affect resilience; resilience is a latent variable
measured using different scales, which then affects outcomes. However, some antecedents
can directly affect outcomes, regardless of resilience (e.g., if one must use the Internet very
frequently at work, a change in behavior is unlikely to be observed, though a change in
attitudes may be).

5. Summary and Future Directions

In order to assess consumer behavior after experiencing an online privacy violation,
we borrowed and adapted from the resilience and consumer behavior literature the idea
that after a stressful event, individual consumer behavior is restored, but not necessarily in
the same way as before the event. We argued here that a set of individual characteristics and
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micro- and macro-environmental conditions affect the specific consumer behavior outcomes
and propose a research model worth empirically testing to examine functionalities and
the concept developed in this work. It remains to be seen which variables strengthen the
adaptive or coping capacity of an individual or affect the perceived risk of an online privacy
violation.

The proposed conceptual model of individual consumer resilience to privacy violation
in an online environment offers multiple opportunities for future research. In the context of
qualitative research methodology, focus groups, and in-depth interviews could be applied
since these methods have the potential to provide useful and more detailed insights into
the relationship between model variables. Moreover, these research methods can be used
to evaluate actual consumer behavior after a privacy breach has occurred. The proposed
research model could also be empirically tested by a quantitative research methodology
approach. Using a method such as a survey could lead to a more thorough understand-
ing of the model as well as the relationship between the model variables. The research
model can also be tested using an experimental research method primarily conducted in
a laboratory setting. In addition, a longitudinal research approach should also be taken
into consideration since it would allow for monitoring of the model as well as possible
changes in the relationship between variables over time. Finally, since the research model of
consumer resilience to online privacy violation has been proposed as a general one, future
research studies could focus on examining the model applicability to specific industries
and/or socio-cultural and economic contexts.
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