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Abstract: Electronic health records (EHRs) are important assets of the healthcare system and
should be shared among medical practitioners to improve the accuracy and efficiency of diagnosis. Blockchain technology has been investigated and adopted in healthcare as a solution for EHR
sharing while preserving privacy and security. Blockchain can revolutionize the healthcare system
by providing a decentralized, distributed, immutable, and secure architecture. However, scalability
has always been a bottleneck in blockchain networks due to the consensus mechanism and ledger
replication to all network participants. Sharding helps address this issue by artificially partitioning
the network into small groups termed shards and processing transactions parallelly while running
consensus within each shard with a subset of blockchain nodes. Although this technique helps
resolve issues related to scalability, cross-shard communication overhead can degrade network performance. This study proposes a transaction-based sharding technique wherein shards are formed on
the basis of a patient’s previously visited health entities. Simulation results show that the proposed
technique outperforms standard-based healthcare blockchain techniques in terms of the number of
appointments processed, consensus latency, and throughput. The proposed technique eliminates
cross-shard communication by forming complete shards based on “the need to participate” nodes
per patient.
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1. Introduction
Technology has revolutionized and improved healthcare systems in the last few years.
Sharing electronic health records (EHRs) is a key aspect of the healthcare ecosystem, which
drives the interoperability of patients’ data across multiple entities in healthcare for better
treatment and diagnosis. Patients may visit more than one healthcare provider such as
general practitioners, specialists, clinics, and pharmacies within few days for various needs.
Each entity that a patient visits stores the record in its private database. This record should
be shared among entities to enable access to a patient’s medical history for better diagnosis
and treatment. When patients visit other healthcare providers, they are unable to provide
a detailed record of their medical history as it is stored in a private database. Patients
might be required to undertake the same laboratory tests because previous records are
unavailable. Additionally, interoperability trials among different healthcare providers
pose obstacles to data sharing [1]. EHRs sharing is an important research topic as it has a
powerful impact on patients and healthcare providers. Several cloud-based solutions [2–4]
have been proposed, but the credibility of a third-party cloud service poses a challenge [5].
Recently, blockchain technology was adopted in the healthcare domain to improve the
quality of healthcare providers and make the healthcare systems smarter by eliminating
the engagement of a third party.
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Blockchain is considered a revolutionary technology for implementing distributed
ledgers with high security and decentralization. It was introduced in 2008 by Satoshi
Nakamoto as a decentralized peer-to-peer payment method in the digital currency Bitcoin [6], paving the way for other areas such as finance, supply chain, banking, education,
and marketing to adopt the technology. Blockchain can distinctively transform the healthcare ecosystem in a smart and safe manner by allowing a secure, private, and decentralized
network among peers to collaborate without a third party through consensus. It is founded
on a shared, distributed, and immutable digital ledger of transactions, which appends
blocks to the ledger in chronological order once the transactions within the block are
verified by most network participants. The block’s data are then hashed and linked to the
previous block via the previous block’s hash value, thus providing immutability in the
ledger [7]. Although blockchain can transform the healthcare ecosystem in a smart and
safe manner, its scalability has been a challenge in the healthcare domain when managing
large-scale networks in terms of the number of nodes and transaction throughput. A node
represents a component (participant) on a blockchain-based system and it is the foundation
of the technology that represents each entity connected to the network [8]. Healthcare is a
fast-growing and dynamic network of nodes because nodes may join at a high rate which
can lead to network degradation and transaction delays due to the consensus mechanism
used among them. Thus, healthcare blockchain networks should be scalable as the number
of nodes increases in the network.
Sharding has been widely investigated and discussed to address the scalability issue in blockchain [9–12]. Sharding is a horizontal partitioning technique that artificially
divides the network into shards (committees), with each shard processing transactions
in parallel [13]. This technique improves the network throughput and latency by running a consensus within the shard with a subset of blockchain nodes. Sharding has not
been investigated in the healthcare domain for improving the performance of a healthcare
blockchain. Cross-shard communication has been a hurdle in network performance in
sharded blockchain systems. In cross-shard communication, a node in one shard communicates with a node in another shard. The proposed transaction-based sharding for healthcare
blockchain eliminates cross-shard communication by forming complete shards for each
patient appointment or request for a service to be provided by a participating entity.
2. Motivation and Contribution
Recently, blockchain technology has been prominently adopted for sharing EHRs
securely among healthcare participants. The shared ledger is replicated among all the
participating nodes, which creates scalability issues as new nodes enter the network and
get a complete state of the ledger. This delays the verification of transactions, which cannot
be tolerated in a sensitive environment such as healthcare.
Patients with multiple caregivers need to share their medical history effectively for
better service. Thus, it is important to share health records among various stakeholders of
the healthcare ecosystem, including individuals (patients and their doctors) and individual
and a stakeholder (patients to insurance companies/research centers). Sharing EHRs is an
important step in expanding the interoperability of healthcare providers and making the
healthcare system smart and efficient.
This study contributes to the literature by resolving the scalability issue in healthcare
blockchain and providing an efficient solution to a secure sharing of EHRs among various
entities. The following are the contributions of this study:

•
•

•

Scaling out healthcare blockchain-based systems using sharding.
Eliminating cross-shard communication overhead by forming complete shards for
each appointment such that nodes in one shard do not need to communicate with
nodes in other shards.
Using Proof-of-Authority (PoA) for consensus within the shards, having only the
previously visited caregivers as validating nodes to minimize the consensus latency of
appointment processing in the healthcare network.
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•

Using “transaction-based shard formation” based on the patient’s ID represented by
a cryptographic public key where all previously visited caregivers participate in the
shard. Hence, a patient does not need to keep a record of his/her visits to caregivers.

The rest of the paper is organized as follows. Section 3 investigates related work,
Section 4 discusses the proposed sharding technique, Section 5 presents a theoretical analysis of the proposed technique, Section 6 provides performance evaluation, and Section 7
concludes the paper.
3. Related Work
Blockchain technology is projected to transform the healthcare ecosystem with its
distinct characteristics, which include decentralization, security, immutability, persistency,
anonymity, and auditability. Blockchain can reshape traditional EHR sharing across multiple healthcare entities to improve the quality of healthcare making it smarter and more
efficient. Accordingly, some previous research contributions in EHR sharing are discussed
in this section.
MedRec [14] was among the first to look into implementing blockchains in the healthcare system. It was developed by researchers at the Massachusetts Institute of Technology
(MIT) in 2016 to improve handling and sharing of EHRs. MedRec addressed four major
issues in healthcare in its first release: disjointed data, interoperability, patient centricity,
and research data. The work addressed interoperability challenges among the healthcare
and research communities. Proof-of-Work (PoW), a consensus scheme, was implemented
to secure EHRs from tampering. However, the computational cost of PoW increases
as the network participants grow in blockchain, resulting in low throughput in a hightransaction-volume network. In this regard, MedRec did not provide a solution for scaling
out the technology.
In 2018, MedRec 1.0 [15] was issued as a usable system in healthcare and addressed the
flaws of its first release, including pseudonymity for communication, security, scalability,
and privacy issues. MedRec 1.0 attempted to resolve the scalability issue by bypassing
the blockchain for patient notification and restricted blockchain storage for the creation
and modification of identities and relationships. This method resolved the storage issue;
however, the transaction throughput was still affected by high transaction volumes of
new node identity creation and modification. Moreover, there was no mention of any
mechanism for patients’ notification, although it must be maintained in the blockchain for
tracing previous records.
MedicalChain [16] is another blockchain implemented in healthcare, providing a
transparent and patient-centered system for healthcare providers and patients to share
EHRs in a secure and auditable environment. MedcalChain enables patients to control
who accesses their health data. In this system, transactions can be viewed only by the
participants associated with the transactions. In such a scenario, a patient and an associated
practitioner with direct input are allowed to access the patient’s records. However, for
external access, an external practitioner should go through a series of steps to be added
to the patient’s authorized asset to access the record. In a healthcare environment, this
procedure slows down transaction throughput and leads to critical issues caused by delay
in case of an emergency.
A blockchain-based logging system was proposed in an earlier study [17] to facilitate
the exchange of EHRs across countries in Europe in an OpenNCP. This work ensures
security, traceability, liability, and an audit mechanism in sharing healthcare data across
nations. However, to deal with the scalability of a large network, this system used a
private blockchain to store audit logs and claimed to store any number of streams by each
node. However, the scheme lacked important details about how a private blockchain is
implemented for cross-border exchange of EHRs. To deal with the mining process for
a private blockchain that suffers from a single-node monopolization issue, the authors
implemented a diversity mechanism. In such a mechanism, a single miner can create
a specified number of blocks only. The mechanism performed better than PoW, but
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having a single miner may produce a source and a target for adversarial attacks, seriously
threatening the healthcare environment.
The Healthcare Data Gateway (HGD) [18] application was proposed and developed
to ensure the ownership of patient data based on the blockchain. This architecture allowed
patients to possess, monitor, and communicate their data effortlessly and securely while
preserving their privacy in the network. This application provided patients complete ownership of EHRs and data sharing relied on patients’ willingness to share. This system used
a database schema to store all types of data in tables. However, assembling a summarized
EHR for one patient from various hospital databases in a single location is a challenge. This
also raises the issue of a single point of failure of EHRs being stored in one location. As
this system completely authorizes patients to store their medical records and preverves
their rights to maintain secrecy and prevent recorded confidential information from being
shared with any entity during a medical treatment for personal interests. A more efficient
system will allow for the ownership and access of EHRs to be appropriately balanced with
defined rights among the participating entities.
MedBlock [1] provides a solution to large-scale EHR management and sharing in
healthcare systems using blockchains by enabling efficient data sharing and collaboration
that facilitates hospitals to obtain patients’ therapeutic history before a consultation. This
scheme divides tasks among the nodes in the blockchain network such that a single node
can take a solo task to achieve efficiency and scalability. However, these tasks are performed
sequentially rather than parallelly. Hence, some nodes remain idle until the completion
of a single task. The distributed ledger in this scheme contains the encrypted summary
(diagnostic information), which is considered extra storage on the ledger in the presence of
record pointers and hash values of EHR. This consumes storage on the ledger and slows
down the throughput of a high volume of transactions.
In a study [19], researchers developed a medical image-sharing framework using
blockchains for a cross-domain environment and proposed a distributed data store to
generate a ledger of radiological studies and patient-defined authorization. This work addresses the interoperable healthcare ecosystem and the result can be generalized to further
medical domains. However, the proposed framework had certain drawbacks, including
complex privacy and security prototypes and an uncertain regulatory environment.
A study [20] presented a multilevel patient location-sharing scheme based on blockchains
for telecare medical information systems. It defined the primary requirements of blockchainbased location sharing, including decentralization, unforgeability, confidentiality, multilevel privacy protection, retrievability, and verifiability. The system model was comprised
of three entities: location data owner (LDO), location data requester (LDR), and miners.
The mining process was based on a PoW mechanism, resulting in a high computational
time and high energy consumption making it not a suitable fit for a healthcare network.
Medchain [5] researchers presented a healthcare blockchain-based data-sharing scheme
by achieving high efficiency and security through dual network architecture, a sessionbased data-sharing scheme, and a digest chain structure. This scheme successfully addresses the efficiency issues of existing systems, such as those reported in earlier studies [1,14]. Two types of events are recorded on the blockchain in Medchain: data generation
(write operation) and session creation (read operation). Each blockchain participant maintains a full state of the distributed ledger. However, the ledger only contains fingerprints
to retrieve information from the directory nodes. This mechanism optimizes the storage
overhead in the block but affects the network’s throughput because an involved transaction
of the consensus process runs by the blockchain nodes, followed by a routing process run
by the directory nodes.
In the area of cloud computing-based healthcare systems, EHRs have been stored on
the cloud. Cloud computing offers various advantages, including fast communication,
advanced sharing, storage facility, low cost, simple access, and dynamic association [21].
However, cloud-based healthcare systems are vulnerable to privacy and security issues
from safe and illicit users. Several studies have integrated blockchains with existing
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cloud-based healthcare infrastructure to improve the privacy, security, scalability, and
sharing systems [22–27]. However, most cloud-based medical record handling systems are
vulnerable to the single point of failure issue and rely on the credibility of a third party,
that is, a cloud service provider, which can pose a major challenge.
Scalability poses a major challenge and it should be addressed for efficient and speedy
data sharing in healthcare. Scalability is defined as follows: as the number of transactions
grows, the system becomes slower, more expensive, and less sustainable over the long
term. Sharding helps address the issue of scalability. The following subsection focuses
on several scalability solutions adopted in a healthcare blockchain environment using
sharding mechanisms.
Sharding-Based Healthcare Blockchain
Sharding is a database technique successfully adopted in blockchain technology to
resolve the scalability issue. This technique splits processing transactions overhead among
various small groups of nodes (called committees or shards). These groups work in parallel
to improve the network performance with significantly smaller communication, computation, and storage per node, thus permitting the network to scale to large-size networks [9].
Sharding is a practical solution adopted in several projects from various domains. Elastico [10] was among the first in the implementation of sharding techniques in blockchain,
followed by Omniledger [11], Chainspace [12], Rapidchain [9], and Monoxide [28].
Healthcare has welcomed the blockchain technology for EHR management and secure sharing across the participating entities in its ecosystem, including patients, doctors,
hospitals, laboratories, insurance companies, and pharmaceuticals, ensuring distribution
of EHRs and providing patients’ data ownership [29]. Scalability is a critical challenge
in the healthcare blockchain domain as it affects the network throughput and latency.
Considering that the healthcare system is sensitive to real-time delay, transactional delay
causes a serious threat to human life, especially in case of emergencies. Sharding plays
a vital role in addressing scalability challenges in healthcare by processing patients’ appointments in parallel and by minimizing the consensus time as consensus is done within
each shard. This has a significant impact on the latency and throughput of the healthcare
blockchain network.
Researchers have been examining the use of sharding in blockchain-based healthcare
systems. A multi-domain IoT blockchain that focuses on blockchain sharding in the
healthcare IoT domain was proposed in a study [30]. Each shard included an entity
such as a hospital and number of wearable smart devices for medical data collection and
distribution among multiple shards (cross-shard communication). The key limitation of
this system is the consensus mechanism that runs twice, first within the shard and then via
the main shard, resulting in more energy consumption and transaction delay.
To address the scalability challenge in blockchain, a lightweight blockchain was
proposed by a study [31], which divided the network participants into demographic
clusters. Each cluster maintained a single copy of the ledger for the healthcare domain
system. The transactions in each cluster were verified by a single miner (Head Blockchain
Manager). Although a single miner saves time and energy consumption in the mining
process, a single miner acting maliciously may lead to shard takeover attacks and cause
loss of shard transaction data. Therefore, the mining process should include some trusted
nodes to safeguard the shard.
Lightweight blockchain maximizes the throughput of transactions and reduces energy
computation by parallel processing in healthcare blockchain, but it does not effectively
address communication among clusters.
Although sharding has not been thoroughly investigated in the healthcare domain,
various other domains using sharding to address scalability issues have shown promising
results as well as various challenges. Currently, the main challenges of sharding relate to
communication (cross-shard communication) and security. This study applies a sharding

Sustainability 2021, 13, 5889

6 of 21

technique in the healthcare blockchain domain to efficiently scale out healthcare blockchainbased systems and further enhance their security and scalability.
4. Proposed Scheme
This study proposes a transaction-based shard formation technique for an EHRs
sharing system. The shards are formed for patients’ appointment and are processed
in parallel. The proposed scheme eliminates the issue of cross-shard communication
in a sharded healthcare blockchain system. As mentioned in a study [32], 95% of the
transactions in a sharded blockchain are based on cross-shard, which is responsible for
transactional delays and degrading the system throughput. Figure 1 shows the proposed
architecture for a sharded blockchain-based healthcare data-sharing system. It shows the
different architectural entities along with their responsibilities and the flow of data among
various modules in the network.

Figure 1. Proposed sharded blockchain-based EHR sharing system workflow.

The workflow of the proposed EHR sharing using sharding-based blockchain is
as follows:

•
•
•
•

•

•
•

A patient visits a caregiver, a node, participating in the blockchain network.
The caregiver creates a digital signature (DS) that includes the patient’s public key
and broadcasts it to registered nodes in the blockchain network.
Nodes that received the patient’s digital signature verify it and use the patient’s public
key to search their local database for any previous records.
Nodes, previously visited by the patient, respond by sharing previous records with
the requesting caregiver through a secure communication channel off the chain. In
doing so, nodes need to adhere to any signed consent by the patient.
The caregiver instantiates a shard containing blockchain nodes from which responses
were received. A participating node could assign a virtual instance of itself to the
shard being formed while the shard initiator, current caregiver, assumes the leadership
role for the shard.
Transactions for the patient’s appointment are performed among the shard nodes only,
rather than all nodes in the blockchain.
Transactions are added to a block by the shard leader.
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•
•
•

The PoA consensus algorithm is used to reach an agreement for the validity of the
block within the shard.
Once the block is validated, it is added to the global ledger.
A shard is discarded once the appointment ends and all virtual instances of participating nodes are released.

Each step is discussed in detail in the following subsections using a layered model of
the proposed shard-based healthcare blockchain network.
4.1. Healthcare Blockchain Layered Model
The proposed healthcare blockchain technique adopts a sharding mechanism. Figure 2
shows a sharded blockchain layered model to illustrate different components of the proposed solution. Each component is discussed in detail. Table 1 lists the abbreviations used
in this study.

Figure 2. Sharded healthcare blockchain layered model.
Table 1. List of abbreviations.
Abbreviations
EHR
SM
BN
PK
DS
P
C
S
SN
VN
Trans
NS(in)
Qtxn

Meaning
Electronic Health Record
System Manager
Blockchain Nodes
Public Key
Digital Signature
Patient
Caregiver
Shard
Shard Node
Virtual Node
Transaction
Shard Initiator Node
Queue holding Transactions

4.1.1. Registration Layer
The registration layer authenticates the participants in the blockchain and generates a
cryptographic public–private key pair using public-key cryptography such as the Rivest–
Shamir–Adleman (RSA) algorithm [33] for the requested participant. Although RSA is
being used in this work, other public-key cryptography can be used, such as elliptic
curve cryptography (ECC). The algorithm uses two keys, public and private, forming a
relevant pair [34,35]. Public keys are typically used as an address, account number, or id
of an entity and can be shared with other users on the network [35,36], through a trusted
third party. Our proposed technique uses the patient’s public key as a patient ID on the
blockchain. However, private keys are used for signing transactions to authenticate the
signer and provide nonrepudiation. In the proposed solution, this is system manager (SM),
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which could be a certification authority, as was proposed earlier [37]. The SM does not
impose centralization when transactions are performed within the peer-to-peer network of
participating nodes in the blockchain. All involved entities, such as hospitals, laboratories,
pharmacies, and insurance companies, are registered through the SM off-chain. This
process provides authentication and secure transfer of EHRs transactions among trusted
entities in the blockchain. The registration information is then stored in a registry pool
to be used to verify registered nodes for future transactions. Smart contracts are used
to maintain health users’ identifiability without exposing personal information to the
blockchain. The use of public/private cryptographic key pairs replaces the need for a
traditional username/password authentication scheme through smart contracts. If a new
node plans to join the network, it registers through the following steps:

•
•
•
•
•

Sends a request for registration by triggering the smart contract.
Provides its participant ID, role (patient/doctor/hospital/laboratory), and affiliated
organization.
If the identity is legitimate, the SM computes the new node’s encryption keys using
an algorithm such RSA.
The SM sends the keys to the node through a secure channel.
The SM stores the registration information in the registry pool to be used for future
authentication.
Figure 3 presents the sequence diagram of the registration layer.

Figure 3. Sequence diagram for registration process in the proposed healthcare blockchain.

4.1.2. Application Layer
The application layer provides a user interface to the registered participating entities
in the network. This layer comprises all nodes intending to access/share EHRs via the
blockchain. Examples of such nodes include healthcare providers, hospitals, laboratories,
insurance companies, patients, and government bodies. These nodes use their registration
information to access the network and share records via encryption keys allocated in the
registration layer.
4.1.3. Blockchain Layer
The objective of a blockchain network is to deliver peer-to-peer access without a central authority in a transparent and decentralized mode. In some cases, only a certain group
of participants need to interact in the blockchain network, for example, logistics supply
chains, healthcare, and financial institutions. Based on the requirements of any domain,
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different types of blockchain frameworks can exist to meet the desired degree of control and
restrictions among members. A public blockchain maintains user anonymity and publicly
broadcasts transactions. Anyone can join the network and participate in the consensus
process. Thus, a public blockchain is unsuitable for a healthcare domain [38]. Therefore,
several studies on healthcare environment have adopted private [7,39] or consortium
blockchain-based designs [30,38,40] wherein data privacy can be controlled. In our proposed solution, we use a consortium blockchain for healthcare data sharing among various
registered entities depending on the permissions granted by an administering authority.
Among the various registered entities in the network, the blockchain layer is the actual
EHR transactions sharing layer. All transactions occurring in the blockchain are stored
in a distributed ledger, which is replicated to all other nodes in the network in a classical
blockchain environment. This leads to the issue of scalability. In the proposed architecture,
the blockchain uses the sharding technique to scale out the healthcare blockchain following
a horizontal partitioning method.
Healthcare Blockchain Sharding
Scalability has been a challenge in the deployment of any fast-growing technology,
as in the case of healthcare blockchain-based networks. In such networks, not all entities
need to have a complete blockchain ledger. Therefore, our proposed techniques focus
on interactions only among concerned parties in the network, i.e., on a need-to-know
basis. The proposed solution uses the sharding technique to achieve this purpose and
thus effectively resolves the scalability issue. As mentioned earlier, sharding is a technique
that follows partitioning and parallel processing of transactions. Classical blockchain
implementation can be grouped into multiple groups/committees called “shards.” Each
shard processes its own transactions and maintains a single view of the distributed ledger.
Adding all shard transactions in parallel scales out the entire network.
Shard Formation
Shard formation is an important task in a sharded blockchain network. Various clustering algorithms are used for shard formation in the literature, including peer discovering
algorithms, user assignment algorithms, smart contract-based shard formation, demographic clustering algorithms, and nearest neighbor algorithms. Initially, these algorithms
exhibited good performance in shard formation but could not make the process efficient
because of increased cross-shard communication overhead. According to a study [32], 95%
of the communication in a sharded blockchain is performed as a cross shard, which degrades the network throughput. This study eradicates cross-shard transactions to increase
network throughput. This is addressed using an efficient shard formation process such that
all interacting nodes forming a shard do not need to communicate with the nodes in any
other shard. In our proposed architecture, “transaction-based sharding” is used such that
shards are formed based on patients’ records present in the corresponding nodes. Shard
formation starts with the transaction proposal to access a patient’s history from the last
visited entities among the healthcare blockchain participating entities. The query node, i.e.,
the node that the patient is currently visiting, prepares a transaction proposal using the
patient’s public key and a timestamp for the transaction. The transaction proposal is hashed
using a secure hash algorithm such as SHA-256 that generates a unique 256-bit output for
a given input [41,42]. The hashed value is encrypted using the query node private key to
generate a digital signature. Digital signature (DS) is a mathematical technique that verifies
the authenticity and ensures the integrity of the transaction [34,43]. A valid DS shows that
the content is original as was sent and the sender is authentic [36]. The DS generated by the
query node is broadcast to all nodes in the blockchain and a shard, say A, is instantiated by
the current caregiver. Figure 4 shows the sequence diagram of the shard formation process.
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Figure 4. Sequence diagram for shard formation in proposed healthcare blockchain.

Shard Participants
In the above example, node assignment to a shard is based on the matching of the
patient’s public key, Ppk, by the nodes in the network, i.e., the BN verifies the DS they
received and checks their patient’s registry for a match of the broadcasted Ppk. Nodes
that do not find a record for Ppk discard the request. Nodes that find a match for Ppk in
their registry assign a virtual instance of the node to the shard being formed. Thus, if a
patient previously visited a hospital and needs to share the medical history with his/her
current caregiver, a complete shard is formed based on the Ppk to include all previously
visited entities by the patient. The size of each shard depends on the patient’s history (the
number of entities the patient visited previously). Algorithm 1 presents steps used for
shard formation and nodes assignment in the proposed technique.
Algorithm 1. Shard Formation and Nodes Assignment to the Shard
1: A patient Pi visit a caregiver Ci
2: Ci (DS) → BN # Ci broadcast DS of Ppk to Blockchain nodes
3: Ci instantiate a shard Si
4: if (BN finds Ppk) then
5: Si → VNPpk # Assign virtual instance of BN to the shard
6: else
7: Discard transaction
8: end if
9: Si = NS(in)U{V NPpk}
10: Leader ← NS(in) # Shard initiator node is selected as Leader of the shard

Number of Shards
This section examines the number of shards that can be created in the proposed
healthcare blockchain architecture. In the literature, there is no consensus on the optimal
number of shards in a sharded blockchain network. In a public blockchain setup, shard
formation is based on each epoch; therefore, it cannot be fixed to an optimal number
as the models are public and it can grow or shrink depending on the number of nodes
contributing to the network. In a permissioned blockchain setup, as in an earlier study [44],
the authors used N/(3f + 1) shards in their network, where N is the total number of
nodes in the blockchain and f denotes the number of failed nodes. Two types of failure
nodes are discussed in another study [45]: crash failure, wherein nodes may fail anytime
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unintentionally and byzantine failures, wherein nodes may act maliciously to interrupt
the network.
In the proposed technique for sharing EHRs, the number of shards formed in the
healthcare blockchain network is directly proportional to the number of active patients’
appointments in the network. Forming permanent shards may result in a large number of
active appointments, which may lead to low throughput. Thus, in our proposed model,
shards are discontinued at the end of a patient’s appointment/service with his/her caregiver who initiated the creation of a shard. Thus, resources of other participating nodes are
released and there is no throughput degradation within the network.
Query Processing within a Shard
A transaction-based sharding technique results in a complete shard comprising all
concerned nodes where the patient’s EHRs are stored. Hence, sharing these EHRs among
the nodes within a shard is faster than sharing within the classical blockchain. The proposed
solution does not oblige the healthcare provider to transfer the actual patient record to the
new system. Instead, it only delivers a reference point to the data in the system for access.
The node that broadcasts the DS is considered a “leader” within the formed shard. A
shard maintains a single ledger shared by all participating nodes, and thus, optimizing the
storage boosts the transaction throughput. The current caregiver (shard initiator) can now
request a patient’s medical history, prescription history, and test reports from the entities
within the shard. The concern nodes provide access to patient’s EHRs in their respective
premises (off-chain data storage) through a reference pointer. The data are transmitted offchain via a secure channel. This process of EHR sharing eliminates cross-shard transactions
because all concerned nodes reside within the same shard. Algorithm 2 is used for query
processing within a shard.
Algorithm 2. Query Processing within Shard
1: Smartcontract: DataRequest(Ppk)
2: DataRequest(Ppk)
3: if msg.sender = Authorized BN then
4: if Patientid == true then
5:
returen(recordRP)
6: else
7:
AbbortSession
8: end if
9: end if
10: PoA Consensus
11: End Appointment
12: Discard Si
13: Si ← Null

PoA Consensus
A consensus algorithm is a procedure responsible for ensuring a common agreement
is reached among all network participants in a decentralized distributed system about
the current state of the distributed ledger. Various consensus algorithms are used in the
blockchain ecosystem, including Proof-of-Work (PoW), Proof-of-Stake (PoS), Byzantine
Fault Tolerance (BFT), Practical Byzantine Fault Tolerance (PBFT), and Proof-of-Authority
(PoA). PoA gained rapid acceptance in various blockchain applications ranging from
software applications [46–50] to the healthcare domain [51–53]. Our proposed scheme uses
a PoA consensus algorithm for its relatively simple and fast processing of transactions. PoA
is a modified version of the BFT consensus algorithm [45], with a lighter message exchange
mechanism between participating nodes (n). In PoA consensus, a set of honest nodes called
“authorities” are responsible for reaching a consensus for the validity of transactions with a
minimum of (n/2 + 1) authorities’ agreement; therefore, it can tolerate up to 50% of the
byzantine failures. PoA works in rounds during which a leader is elected to propose a new
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block to a set of authorities on which the consensus is achieved. In the proposed technique,
the leader election process is simplified as the shard initiator is automatically appointed
as the leader node in the shard. According to a study [45], the screening process from the
administrator is arduous in general PoA consensus algorithms. However, in the proposed
technique, the screening process for all nodes joining the blockchain network is completed
in the registration layer, which minimizes the screening time.
The proposed sharded healthcare blockchain uses Aura, which is a PoA algorithm
implemented in an earlier study [54]. It works in two rounds [45]. In the first round, the
leader proposes the new block to the authority nodes within the shard. The second round
is the block acceptance step wherein each authority node sends the block to its peers within
the shard and receives a minimum (n/2 + 1) acceptance and the block is validated and
ready to append to the distributed ledger. Algorithm 3 presents the modified algorithm for
the proposed technique.
Algorithm 3. PoA Consensus within Shard
1: Leader ← NS(in) # Shard initiator is selected as leader of the shard
2: Qtxn ← Null #Transactions queue
3: Trans(Qtxn) → block
4: for step i do
5: Leader(block) →VN(i)
6: VN(i) ← block # Shard node receives block from leader
7: VN(i) →SN − 1 # Each node sends block to its peer nodes
8: end for
9: if (all shard nodes receive the same block) then
10: BlockAccept
11: else
12: Discardblock
13: end if
14: block → global ledger

4.1.4. Smart Contract Layer
Smart contracts are executable codes that process the requests occurring in the
blockchain network. Smart contracts trigger all processing in the blockchain network
because the blockchain itself does not execute any code. In the proposed network, smart
contracts trigger the various events that serve as a bridge among various layers in layered
models, ranging from node registrations, shard formation, query transactions, data search,
responding to the query node, triggering the consensus process, and appending block to
the blockchain network. The functions to be performed by the smart contracts include the
following:

•
•
•
•
•
•
•
•

Determining the validity of the participating nodes
Initiating a shard
Assigning nodes to the specific shard
Determining whether a specific node has the permission to access data
Notifying the relevant nodes about data-sharing requests
Forwarding requests to the owner of the data source
Granting access to the EHR in the respective storage via the obtained hash of the record
Sending EHR reference pointer to the query node.

5. Theoretical Analysis of the Proposed Solution
In this section, we analyze our proposed scheme from the following three aspects:
security and privacy, scalability, and cross-shard communication exclusion.
5.1. Security and Privacy
The proposed solution uses a consortium blockchain model, which is a permissioned
network among healthcare organizations, allowing only legitimate nodes in the network
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to participate. The process of registration through SM provides security and privacy to
the network nodes. At the time of registration, the participating nodes (hospital, doctor,
patient) are verified to ensure that the nodes are legitimate and provided the required
encryption keys. The nodes proceed with their pseudo identities instead of true identities.
Thus, user privacy is protected in the network.
The proposed scheme uses a static setting for configuring the shard membership.
Shard formation refers to the criteria used to allocate nodes to join a shard. The patient’s
public key is used for shard formation, which refers to the static sharding. In a static
shard formation setting, the shard members are not intermittently assigned, and they
have known and trusted identities; therefore, it is not vulnerable to Sybil attacks [13]. If
any of the participating nodes act maliciously, the SM is authorized to discard the node
from the network. Moreover, the transactions are processed within the shard among the
concerned nodes only, which can prevent unauthorized nodes from accessing medical
information. Therefore, the proposed scheme provides better security and privacy measures
in a healthcare ecosystem.
5.2. Scalability Performance Analysis
Scalability is a major concern in any fast-growing technology. In the case of blockchain
networks, scalability is defined in terms of throughput, latency, storage, and block size.
This section analyzes the proposed scheme using a performance matrix in blockchain
network, such as throughput, consensus latency, and the number of transactions processed
for each appointment. The analysis is performed based on the proposed sharding technique
compared with the unsharded techniques used in healthcare blockchain. The more verifiers
involved in the block verification phase, the higher is the level of security; however, it also
increases latency (owing to verification delay). Healthcare requires security with minimal
delay in the verification process. Therefore, the proposed system using PoA, which ensures
security by deploying honest verifiers in the consensus and number of verifiers, is reduced
by the sharding technique.
Consensus Latency: Latency refers to the delay between the time when a transaction is
added in a block by a consensus participant and the block is validated by a majority of the
consensus nodes. As the number of transactions increases in the blockchain, the verification
and confirmation time of transactions increase rapidly. In an unsharded blockchain, several
nodes participate in the consensus step for a transaction to be verified. In a healthcare
blockchain, the network latency should be reduced for faster processing of transactions.
The proposed sharded blockchain runs a PoA consensus among the shard nodes locally
with SN number of nodes (where SN ⊂ BN ); therefore, the waiting time for the verification
of a transaction is minimized by carefully choosing the number of verifiers within the
shard. Our scheme eliminates the leader selection step as the shard initiator is appointed
as the leader of the shard. We analyze the consensus latency of each appointment. By
increasing the number of shard nodes, the consensus latency also increases based on the
number of validating nodes in each shard. Let CT be the confirmation time and ST the
submission time of the transaction for consensus, respectively, with a network delay ND .
Then, the consensus latency LT per shard is represented by Equation (1) which is used for
the calculation of latency in our proposed blockchain network.
LT = ((CT + ND ) − ST )

(1)

Throughput: Blockchain throughput is defined as the successful transactions per
second (TPS) given a particular network size. Transaction latency and throughput are
inversely proportional to each other as the confirmation in blockchain depends on the
consensus mechanism. Considering an unsharded blockchain network processing Tc
number of transactions per second, as the transactions are broadcasted to the entire network
nodes, BN , the throughput drops as time evolves. This is because the computing complexity
of block validation increases as more blocks are appended to the network. As the number of
appointments in the network increases, the number of transactions increases as well. In this
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case, the number of transactions reaching the maximum threshold of the network capacity
causes a delay in processing the remaining transactions. However, in the proposed scheme,
the entire network is divided into K shards, where K depends on the number of active
appointments in the healthcare consortium model. Each shard processes a distinct set of
transactions; therefore, as the number of transactions increases in the network, they are
processed in parallel within the shards. Thus, all transactions are processed in the shards
within a unit time and the overall network capacity to process transactions improves.
The number of shards is not constant in the network, as it depends on the number of
active appointments/requests for service. When an appointment is completed, the shard is
discarded. Hence, our proposed solution ensures a scalable network with high throughput
compared with unsharded models in blockchain-based healthcare.
5.3. Cross-Shard Communication
The proposed sharding-based healthcare blockchain uses a sharding mechanism to
share a patient’s EHR within the shard. The sharding technique has been used successfully
in many domains for a scalable blockchain development. However, resolving the scalability
issue has an overhead of cross-shard communication where a node in one shard needs to
communicate with the nodes in another. Cross-shard communication overhead is more
complex, which makes the verification process more challenging [31]. The proposed
sharding technique in healthcare uses a transaction-based shard formation technique to
minimize the network overhead. The shards are formed based on the presence of patients’
records in the participating nodes. Therefore, all nodes having the same patient’s public
key are grouped in a shard. During the appointment between a caregiver and patient,
any record can be requested through transactions within the shard only. As a result, it
forms complete shards for an appointment; therefore, the shard nodes do not need to
communicate with nodes in other shards.
6. Performance Evaluation
This section evaluates and compares the performance of our proposed sharded
blockchain healthcare algorithm with previous work (unsharded blockchain-based healthcare systems). A discussion on the results obtained by varying the parameters is also
presented with regard to the number of appointments processed, consensus latency, and
throughput to analyze the scalability of the proposed architecture.
6.1. Experimental Setup
The experiments were performed by simulating the proposed sharded and unsharded
healthcare blockchain using Python 3.6 on Windows 10, Intel(R)® Core(TM) i5-8256U CPU,
64-bit operating system. Table 2 presents the simulation parameters. The caregiver nodes
are the authorized blockchain nodes and participate in the consensus step to validate
the transactions for each appointment. In this setup, the appointment follows a Poisson
distribution, such that each appointment arrives at an arbitrary positive time. We simulated
a minimum of 50 caregiver nodes and examined the scalability of the network by increasing
the number to 100, 150, 200, and 250. A block size of 1 MB was used, which consists of
transactions for each appointment. A block in blockchain is comprised of a header and
the body. The block header includes the metadata information (previous block’s hash
value, Merkle root hash value, block number, and timestamp) and the body part of the
block includes the transactions related to patient’s EHR. SHA 256 was used as a hashing
algorithm in our experiments. For each appointment a random number of shard sizes
were generated in the range of 2 to 20. The shard size implies the number of caregivers
previously visited by the patient; therefore, we used a random shard size for each patient.
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Table 2. Simulation parameters.
Parameters
Simulation time
Caregiver nodes
Patient nodes
Hashing algorithm
Block size
Transactions delay
Min nodes in a shard
Max nodes in a shard

Values
100,000 units
{50, 100, 150, 200, 250}
40
SHA 256
1 MB
60 Time units
2
20

6.2. Scenario 1
In this scenario, we tested the scalability of the proposed sharded healthcare blockchain
against the unsharded network to check the number of appointments processed in both
networks in a fixed simulation time. Figure 5 shows the number of appointments processed
by our proposed technique against the unsharded within the same simulation time with
50 caregivers. It shows that the sharded healthcare blockchain processed 112 appointments
and the unsharded healthcare blockchain processed 28 appointments with the same simulation settings. There is a significant increase in the number of appointments processed in
the proposed sharded healthcare blockchain because the block validation time is reduced
when using the PoA consensus algorithm and multiple appointments are being processed
in parallel using the sharding technique.

Figure 5. The average number of appointments, within the same time period, processed in the
proposed sharded healthcare blockchain versus unsharded healthcare blockchain with the total
number of blockchain nodes = 50.

In the same scenario, we increased the number of blockchain nodes (caregiver nodes)
from 50 to 150, 200, and 250 nodes to check the scalability performance of our proposed
technique. Figure 6 shows a comparative result of sharded healthcare blockchain against the
unsharded. We examined the effect of increasing the number of caregivers in the proposed
network on the number of processed appointments and found it to be insignificant as
long as the patient has not previously visited the added caregiver nodes. Transactions are
processed within the shards that are formed based on the patient’s medical history. Only
shard nodes participate in the block validation for each appointment; therefore, increasing
the blockchain nodes has no effect on the performance because not all nodes participate in
the consensus process. However, as the number of blockchain nodes increases, the number
of processed appointments in the unsharded healthcare system decreases as the new nodes
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joining the network participate in the consensus step for block validations; therefore, the
performance of the unsharded network in terms of the number of appointments processing
is degraded.

Figure 6. Average number of appointments processed using sharded healthcare and unsharded
healthcare blockchain with increasing number of blockchain nodes.

6.3. Scenario 2
In the second scenario, we measured the consensus latency of our proposed technique.
Consensus latency measures the delay between the time a transaction is added to the block
by a leader (current caregiver) until the block is validated by blockchain nodes. Figure 7
shows the consensus latency for query transactions in a proposed sharded healthcare
blockchain against previous work, with the same simulation setting of 50 caregiver nodes.
It shows that the consensus latency of the sharded healthcare blockchain is significantly less
than that of the unsharded healthcare approach. This is because in the proposed sharded
healthcare blockchain, only the shard nodes participate in the consensus mechanism to
reach an agreement for validating the block. However, in unsharded healthcare models, all
network nodes are involved in the consensus step, resulting in high consensus latency.

Figure 7. Consensus latency of proposed sharded healthcare blockchain versus unsharded
healthcare blockchain.
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This setup shows that consensus latency is directly proportional to shard size in
the proposed model. As the size of the shard increases, the consensus latency also increases linearly. This increase depends on the number of validating nodes participating in
the shard.
Figure 8a,b show that consensus latency is inversely proportional to the number of
appointments processed in the blockchain network. The average number of appointments
in Figure 8a decreases as consensus latency increases in the unsharded healthcare model
by increasing the number of blockchain nodes. However, the impact of consensus latency
on the number of appointments in our proposed sharded healthcare blockchain is insignificant. The variation in Figure 8b is due to the shard size when the number of blockchain
nodes increases.

Figure 8. Appointments processing and consensus latency, (a) Average number of appointments processed in unsharded
healthcare model with average consensus latency. (b) Average number of appointments processed in the proposed sharded
healthcare blockchain with average consensus latency.

Figure 9 shows the average consensus latency of our proposed sharded healthcare
blockchain against that of the unsharded healthcare models for query transactions with an
increasing number of blockchain nodes from 50 to 100, 150, 200, and 250. As the number of
nodes increases in the network, there is a significant increase in the consensus latency of
the unsharded healthcare blockchain. This is because the new nodes joining the network
are directly involved in the consensus step. However, increasing the blockchain nodes
in the proposed sharded model is insignificant as the consensus is run by only the shard
nodes within the shard.

Figure 9. Average consensus latency of sharded healthcare blockchain versus unsharded healthcare
blockchain with an increasing number of blockchain nodes.
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6.4. Scenario 3
Next, we evaluated the throughput scalability of our proposed technique. Figure 10
shows the average network throughput of both models, sharded and unsharded, with an
increasing number of blockchain nodes. A significant decrease in the network throughput
of unsharded healthcare blockchain was observed compared with our proposed sharded
healthcare model. This is because the network throughput is inversely proportional to
the consensus latency, which in turn is directly proportional to the number of nodes
participating in the consensus mechanism. Increasing the number of network nodes results
in higher consensus latency and leads to lower throughput. However, in the sharded
healthcare blockchain, appointments are handled in independent shards. Increasing the
number of network nodes is insignificant on sharded models as consensus runs within
the shard and depends on the number of shard nodes instead of network nodes, resulting
in low consensus latency and high throughput. Furthermore, the appointments in a
sharded healthcare blockchain are processed in parallel as shards process appointments
independently. Therefore, in unit time, a sharded healthcare blockchain can process
multiple appointments compared with unsharded healthcare models, resulting in high
throughput with a factor K, where K is the number of shards in a blockchain network.

Figure 10. Throughput of the proposed sharded healthcare blockchain and unsharded healthcare
blockchain.

To summarize the obtained results from the various simulated scenarios, we examine the impact of our proposed sharding technique on the performance of a healthcare
blockchain and compared the results against the unsharded model. The performance of
the proposed sharded-based model was examined in terms of the number of appointments
processed, consensus latency, and throughput. The results demonstrated a significant
increase in appointment processing in sharded-based healthcare as compared to the unsharded network. Our proposed technique processed appointments in parallel within
shards, resulting in low latency and high throughput. Next, we analyzed the scalability of
our proposed technique when increasing the number of blockchain nodes. The obtained
results showed that our proposed model is more scalable as increasing the number of nodes
had no significant impact on the performance since transactions were processed within
each shard with the minimal number of shard nodes participating in the consensus process.
7. Conclusions
EHRs are important assets in a healthcare ecosystem and should be shared among
healthcare entities to ensure better treatment and diagnosis. The use of blockchain technology in healthcare can revolutionize EHRs sharing. Many researchers have adopted
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blockchain in the healthcare ecosystem to improve interoperability. Blockchain can enhance
EHRs sharing because of its distributed, immutable, decentralized, and secure architecture.
However, scalability is a significant bottleneck in blockchain network owing to its replication of distributed ledger among all participating nodes and consensus mechanisms and it
must be carefully managed in a healthcare blockchain. This study proposes a sharding technique in healthcare blockchain to resolve scalability issues. A “transaction-based sharding”
technique is used to form shards depending on patients’ previously visited entities. The
proposed model improves the performance of healthcare blockchain by parallel processing
of a patient’s appointments within shards.
In this study, we present a sharding-based healthcare blockchain model and compare
its performance with an unsharded healthcare blockchain model. The simulation results
showed improved performance of our proposed model in terms of consensus latency,
throughput, and number of appointments processed. The proposed work eliminates crossshard communication, which degrades system performance in any sharded model. With
the successful implementation of sharding in healthcare blockchain, many refinements
from a practical perspective should be considered in future research, including modeling
associated security threats, emergency case handling, EHRs management, and efficient
patient record updates.
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