
 
 

 

 
Sustainability 2021, 13, 8553. https://doi.org/10.3390/su13158553 www.mdpi.com/journal/sustainability 

Article 

Urban Data Dynamics: A Systematic Benchmarking Framework 
to Integrate Crowdsourcing and Smart Cities’ Standardization 
Vaia Moustaka 1,*, Antonios Maitis 1, Athena Vakali 1 and Leonidas G. Anthopoulos 2 

1 Department of Informatics, Aristotle University of Thessaloniki, 54124 Thessaloniki, Greece; antonis-
maitis@gmail.com (A.M.); avakali@csd.auth.gr (A.V.) 

2 Department of Business Administration, University of Thessaly, 41110 Larissa, Greece; lanthopo@uth.gr 
* Correspondence: vmoustag@csd.auth.gr 

Abstract: Urbanization and knowledge economy have highly marked the new millennium. Urban-
ization brings new challenges which can be addressed by the knowledge economy, which opens up 
scientific and technical innovation opportunities. The enhancement of cities’ intelligence has heavily 
impacted city transformation and sustainable decision-making based on urban data knowledge ex-
traction. This work is motivated by the strong demand for robust standardization efforts to steer 
and measure city performance and dynamics, given the growing tendency of conventional cities’ 
transformation into smart and resilient ones. This paper revises the earlier so-called “cityDNA” 
framework, which was designed to detect the interrelations between the six smart city dimensions, 
such that a city’s profile and capacities are recognized in a systematic manner. The updated frame-
work implements the widely accepted smart city (ISO 37120:2018) standard, along with an adaptive 
Web service, which processes urban data and visualizes the city’s profile to facilitate decision-mak-
ing. The proposed framework offers a solid benchmarking service, at which the value of 
crowdsourced data is exploited for the production of urban knowledge and city transformation 
empowerment. The proposed benchmarking approach is tested and validated through relevant case 
studies and a proof-of-concept scenario, in which open data and crowdsourced data are exploited. 
The outcomes revealed that cities should intensify their KPI-driven data production and exploita-
tion along with a set of solid standards for cities to enable cities with customizable scenarios en-
riched with indicators that reflect each city’s vibrancy. 
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1. Introduction 
The high urbanization that strongly characterizes the new millennium urges cities to 

address economic, environmental and social challenges at a local level, and obliged poli-
cymakers to define goals and design long-term strategies in their attempt to achieve urban 
sustainability. As part of tackling these challenges, the establishment of Smart and Sus-
tainable Cities (SSC) was identified by the United Nations Development Program 
(https://www.undp.org/content/undp/en/home/about-us.html (accessed on 28 December 
2020)) as one of the Sustainable Development Goals (SDGs) to be fulfilled by 2030. SSC, 
which focus on the transformation of conventional cities and their processes into resilient 
and smart, deal with interdisciplinary challenges that engage different scientific fields, 
since they progress with the developments at architectural, modeling, design and imple-
mentation levels [1–5]. The achievement of this goal attracted the interest of several schol-
ars and practitioners, who proposed various solutions, both specific (e.g., for a specific 
city, problem, need, etc.) and generic (e.g., multipurpose services, architectures, etc.), 
based on their research interests and their expertise. A systematic review on smart cities 
(SC) revealed that the majority of services, which were designed and developed until 
2017, focused mainly on the dimensions of mobility and environment compared to the 
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rest (economy, governance and living), which appear to require citizen engagement [4]. 
More recent studies view SSC as a service-oriented environment, where smart services, 
such as smart health, smart energy, smart food, etc. [6,7], are being deployed between 
producers, consumers and prosumers (i.e., those who consume and produce), while the 
interest of several scholars has turned to studying and addressing social and ethical issues 
that emerged in cities, such as behavior analysis, security and privacy, etc. [8–10]. As it 
turns out, the solutions that were designed and proposed to achieve city transformation 
concern the entire city ecosystem and are determined by the demands of each city. 

As the SSC field grows, standardization bodies seek to homogenize solutions and 
clearly define SSC standards to assist policymakers to plan the cities of tomorrow and to 
measure the results of their interventions. In the context of standardization, several inter-
national and European standardization organizations, such as ITU 
(http://www.itu.int/en/ITU–T/focusgroups/ssc/Pages/default.aspx (accessed on 19 Janu-
ary 2020)), ISO (https://www.en-standard.eu/iso-standards/ (accessed on 19 January 
2020)), CEN (https://www.cen.eu/Pages/default.aspx(accessed on 19 January 2020)), 
CENELEC (https://www.cenelec.eu/(accessed on 19 January 2020)), etc., attempted to de-
fine and propose standards and Key Performance Indicators (KPIs) to measure city per-
formance in terms of achieving smartness, resilience and sustainability. According to [11], 
city performance is the capacity of a city program to create and disseminate public value. 
A comparative analysis of standardized indicators for SSC was conducted in [12], where 
it was argued that the collection of data to measure all these indicators is particularly hard 
and the selection of the most important ones is mainly determined by the purpose of their 
use. In this regard, some scholars and companies designed and proposed frameworks and 
tools to assist in selecting KPIs and measuring city performance. A KPI-driven perfor-
mance measurement system for SC by utilizing city open data was developed in [13], 
while [14] presented a performance dashboard for municipalities’ benchmarking and sug-
gested ways in which a SC can use ICT-derived data to improve the benchmarking pro-
cess. Additionally, TM Forum (https://www.tmforum.org/(accessed on 19 January 2020)) 
launched the SC Benchmark, an application based on BSI (https://www.bsigroup.com/(ac-
cessed on 19 January 2020)) aiming to enable city managers to find and share information 
and best practice between cities [15], while a few scholars developed ontologies and dash-
boards in an attempt to identify and visualize the indicators proposed by standardization 
bodies [16–20]. Specifically, Reference [18] proposed a context-aware and energy-efficient 
IoT/big data/cloud platform based on ISO 37120:2014 [21] that allows city planning and 
forecasting, while specific ontologies for each of the indicator themes of ISO 37120:2014 
[21], such as: Education, Shelter, Health, Transport and Innovation, were proposed in 
[16,17,20]. On the other hand, SC vendors developed several platforms that depict the 
performance of their own KPIs, which introduced another area for standardization 
(https://www.itu.int/en/ITU-T/ssc/united/Pages/default.aspx(accessed on 19 January 
2020)). Based on the above, up to now, the many standardization efforts evolve in a frag-
mented and isolated manner, since most of them focus on the effect of individual indica-
tors in city performance, and they are not adaptive to each city’s profile. 

An essential prerequisite for the synthesis of the above-mentioned KPIs is the exist-
ence and availability of urban data, i.e., produced in the city’s operation context [13]. This 
data, which is generated daily by multiple data sources, such as the Internet of Things 
(IoT), crowdsourcing activities, Web/mobile applications, GIS, statistical services, private 
and public organizations, etc., contains valuable information about city vibrancy, and the 
amount produced depends on the urban policy and infrastructure of each city [4]. How-
ever, a small amount of this data is made available to the public through open data plat-
forms developed by municipalities, and this data is usually archival data that is published 
on a monthly, quarterly or annual basis [13,18]. Although open data platforms are increas-
ing, the exploitation of open data for the synthesis of indicators encounters fundamental 
barriers. The origin of the data, the rate and duration of data collection, their relevance to 
performance metrics, their processing methods, metadata, etc., are factors that need to be 
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taken into account by municipalities when designing their open data platforms so that the 
synthesis of indicators from open data is feasible [16–18,20]. In this context, the ISO/IEC 
30182:2017 Standard was developed, which sets out the requirements that need to be met 
by urban data in order to be used for the synthesis of indicators and the acquisition of 
knowledge in cities. Additionally, the World Council on City Data (WWCD 
(https://www.dataforcities.org/ (accessed on 19 January 2020))), which implements the 
ISO 37120:2018 Standard (Sustainable cities and communities—Indicators for city services 
and quality of life) [22] that proposes indicators for city services and quality, attempts to 
help cities to standardize the data they publish on their open data platforms. ISO 
37120:2018 is the most widely accepted standard for cities, since it constitutes the first 
standard to be developed as part of a comprehensive set of standards for sustainable com-
munity development by ISO/TC 268 in 2012, and it is proposed by an accredited body 
with a long experience and indisputable contribution to standardization and includes 
measurable and consistent indicators covering the majority of urban aspects [12,23–25]. 
From the above, it is evident that larger amounts of urban data are required, which should 
be standardized to enable the synthesis of indicators which are solid and uniformly ex-
ploited. 

Taking into account the above issues, it is obvious that: (i) individual KPIs cannot 
lead to a global SSC performance characterization when decision-making is needed, and 
(ii) it is necessary to increase the amount of urban data produced along with their system-
atic standardization, so that open data platforms are enriched and the synthesis of indica-
tors becomes feasible [4,13,20]. As [12] pointed out, city managers are concerned with the 
“big picture” of the city, as they have limited time and monetary resources and want to 
get a snapshot of the city’s performance in different areas without being interested in tech-
nical or methodological details. Therefore, there is a strong demand for cross-KPI interre-
lation and dynamic urban data feed updates that allow instant alerting and effective de-
cision-making. Aiming to address this issue, this paper proposes a novel framework that 
aims to provide a comprehensive view of a city’s performance by utilizing both open ur-
ban data and the ISO 37120 KPIs. The selection of ISO 37120:2018 is due to the fact that it 
is a mature and tested standard as it is a revision of ISO 37120:2014 Standard, is widely 
recognized by many researchers and practitioners, as previously mentioned, is imple-
mented by WWCD [26] and is the parent of ISO 37122:2019 (Sustainable cities—Indicators 
for smart cities) [27] and ISO 37123:2019 (Sustainable cities—Indicators for resilient cities) 
[28] Standards, which will be discussed in Section 3. The proposed approach allows for a 
flexible KPI synthesis by exploiting: (i) urban data from open data platforms, and (ii) data 
from a citizens reporting service that enables citizens to submit their requests to the mu-
nicipality. The proposed framework builds on the earlier “cityDNA” framework [29], 
which is redesigned and extended to identify potential interrelations between SC dimen-
sions, in an attempt to shape the cities’ profiles and to facilitate city monitoring and policy-
making. The evolution of SSC over the last three years and the emerging needs for urban 
data utilization and cities’ standardization have inspired the authors to redesign the 
“cityDNA” framework by adopting the ISO 37120:2018 Standard [22], which offers a suit-
able set of indicators to steer and measure the city’s performance. The revisited framework 
aspires to model, generate and visualize the city’s profile by offering a Web service which 
enables the production of standardized urban data, highlighting the importance of the 
participation of citizens (crowdsourcing). Specifically, KPI-driven urban data is collected 
and analyzed, synthesizing the “cityDNA” profile that is visualized by providing valua-
ble information about the city performance to SSC stakeholders. 

The contribution of this paper is three-fold: (i) systematically synthesizes urban data 
and the city’s KPIs, to respond to cities’ transformation and standardization under the 
widely adopted ISO Standard [22], (ii) introduces a flexible and adaptive benchmarking 
framework along with its Web service that implements the ISO 37120:2018 Standard with 
the aim of modeling, synthesizing and visualizing city profile and facilitating decision-
making, and (iii) showcases the feasibility of synthesizing a city’s ISO KPIs from urban 
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data derived from both open data platforms and a citizens reporting service, under a case 
study and a proof-of-concept (PoC) scenario. To the best of our knowledge, “cityDNA” is 
the first framework that attempts to synthesize city profile and measure city performance 
using KPI-driven data and KPIs interrelations by implementing the ISO 37120:2018 Stand-
ard. The proposed framework along with a Web service aim to enhance citizen engage-
ment and benefit SSC stakeholders (i.e., city managers, developers, researchers, etc.), since 
it aims to leverage user-generated content and constitutes a tool that provides easy con-
clusions and can help to optimize decision-making. Both the proposed framework and the 
Web service are dynamic and scalable, since they can be enriched with new features, be 
used for the implementation of city standards proposed by other standardization bodies, 
be used for profiling and performance measurement of other entities such as buildings, 
etc. 

The remainder of this paper is organized as follows: Section 2 deals with the need for 
urban transformation and the concepts of smart cities and resilient cities. The important 
role of urban data and crowdsourcing in urban transformation and the related challenges 
to be faced by city managers are discussed in Section 3. Section 4 includes the recent efforts 
for cities’ standardization, which is necessary for urban transformation and cities’ bench-
marking, as well as ISO standards for smart and resilient cities. The proposed framework 
and methodology that were designed to build the “cityDNA” model, which is an organic 
model that synthesizes and depicts the city profile and reveals city performance, are de-
scribed in Section 5. A Web service, which was developed for data registration and 
“cityDNA” profile generation, along with a case study that concerns cities of Boston and 
London, which was designed to investigate the feasibility of KPI synthesis from open data 
and to test and validate the proposed model, are presented in Section 6. Section 7 provides 
a demonstration of a PoC scenario designed to investigate whether crowdsourcing data 
retrieved from a complaints service can be used to synthesize ISO indicators. Finally, Sec-
tion 8 contains the final remarks, the limitations identified and future potentials. 

2. Smart to Resilient Cities’ Transformation Principles 
Many cities around the world are striving to leverage their resources to modernize 

the traditional mechanisms of their operation and to acquire dynamic behavior to deal 
with the urban problems arising from anarchic urbanization and urban aging, and to be-
come a pole of attraction for citizens and investors. City transformation is a complex and 
multidimensional process as it depends on the collective integration of governance, tech-
nology, institutional and transitional components [30]. As [31] pointed out, city transfor-
mation is based on four key areas, which are: (i) urban planning, (ii) physical infrastruc-
ture, (iii) ICT infrastructure and (iv) smart solutions’ deployment, and aims at cultivating 
sustainability, smartness and resilience in cities. In the context of city transformation, par-
ticular emphasis is placed on modern governance models’ application, the exploitation of 
disruptive technologies, strengthening of communities and citizen participation, environ-
ment and resources’ protection and emergency management [31,32]. 

The concept of SC, which was launched about 20 years ago, significantly influenced 
the city managers and paved the way for the transformation of cities to achieve their sus-
tainability [4]. More than 40 definitions and 30 conceptual models were proposed to clar-
ify the term “smart city” that differ from each other due to the different perspectives and 
approaches developed for its modeling and design. Many SC definitions emphasize the 
use of ICT to effectively combine resources to make the city more interconnected, smart 
and viable, while some other sustainability oriented definitions focus on combining soft 
infrastructure (i.e., people, knowledge, communities, business processes, etc.) and the 
hard infrastructure (i.e., ICTs, buildings, city facilities, etc.) to provide a viable, efficient 
and sustainable city [33]. In the latter case, the term SSC is often used instead of the term 
SC. Reference [34] considers a smart (sustainable) city as an innovative city that exploits 
ICTs and other means, with the purpose of improving the quality of life, the efficiency of 
urban services and operation and competitiveness, while ensuring the needs of present 
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and future generations regarding economic, social and environmental aspects. The im-
provement of the quality of life and the economy, the development of efficient urban in-
frastructure, ensuring social inclusion, sustainable management and conservation of nat-
ural resources and ensuring good governance are the main goals of SC [4]. According to 
the conceptual model of [35], the SC ecosystem consists of six dimensions, which are: (i) 
smart economy, (ii) smart governance, (iii) smart environment, (iv) smart people, (v) 
smart mobility and (vi) smart living. 

Along with the establishment of smart city, the concept of resilient city (RC) emerged 
[36,37]. The term “resilience” came to the fore in 2012, after Hurricane Sandy, which 
caused a total of about USD 19 billion in damage, and is associated with risk management, 
ecology and political sciences [36]. In this context, international organizations and city 
associations promoted the term “resilient city” to improve cities’ capabilities to deal with 
risks and external pressures, ranging from climate change and environmental degradation 
to poverty and congestion. As pointed out in [32], RCs are those that have the ability to 
absorb, recover and prepare for future shocks (economic, environmental, social and insti-
tutional) and promote sustainable development, well-being and inclusive growth. The 
COVID-19 crisis that spread around the world intensified the need to integrate resilience 
into local government recovery strategies [38]. The achievement of resilience in cities is 
driven by four interrelated areas, which are: (i) economy, (ii) environment, (iii) govern-
ance and (iv) society [32]. Citizen engagement and co-creation are also considered essen-
tial to achieving resilience in cities. Regarding this, the authors of Reference [39] proposed 
the redistribution of power and the redesign of urban services with the purpose of en-
hancing citizen participation and equality. Taking into account the abovementioned and 
the relevant literature [37,40], it appears that RCs, through the mechanisms they develop, 
aim at preventing natural disasters (e.g., floods, earthquakes, hurricanes, etc.), managing 
emergencies (e.g., health crises, fires, etc.) effectively, civil protection and maintaining so-
cial cohesion and economic development. 

Although the concepts of SCs and RCs have different roots and missions, they have 
many similarities, and there is an overlap of their key features, some of which are: effi-
ciency, flexibility, learning and innovation capacity, participation, awareness, etc. The fea-
tures that are unique to RCs and contribute to their adaptability are the following: persis-
tence, modularity, redundancy, memory, robustness, resourcefulness and transformabil-
ity. As far as SCs are concerned, their key features are: equity, monitoring capacity, relia-
bility and anticipation [37]. In this respect, the McKinsey Institute [41] pointed out that 
“smarter cities are resilient cities”, since city monitoring through smart infrastructure 
leads to the acquisition of profound knowledge and timely decision-making and execu-
tion of actions. Studying the differences and similarities between SCs and RCs, the authors 
of Reference [42] concluded that the impact of RCs is positive on smart cities from a phys-
ical, social and environmental point of view, while the impact of SCs on RCs can be both 
positive and negative from the above three aspects. Additionally, both SCs and RCs are 
equally important for urban planning and can complement each other through proper 
planning and governance. Therefore, city managers need to devise transformation strate-
gies that will lead to the realization of both smart and resilient cities, to meet the challenges 
of rapid urbanization and to achieve sustainable urban development. Since each city has 
its own needs and characteristics (intrinsic and extrinsic) and there is no highroad to 
achieve city transformation, the acquisition of profound knowledge that will come from 
urban data and the use of relevant standards to steer and measure city performance are 
proving necessary. 

3. Cities as Data-Driven Ecosystems: Urban Data Exploitation and Crowdsourcing 
Cities act as “data prosumers”, since huge amounts of data are generated and con-

sumed on a daily basis [4]. The main driving force behind the urban data production is 
human activity, as people live and work in cities and manage them. The authors of Refer-
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ence [4], conducting a systematic review on SC data analytics, found that the design, de-
velopment and maintenance of smart services requires the exploitation of data from vari-
ous urban data sources. Urban data constitutes a valuable asset of cities as its exploitation 
provides insights into their operation and performance, which are necessary for decision-
making and urban planning [31], and as aptly pointed out by [43], “the city of tomorrow 
is designed using the data of today”. In this context, several conventional cities that strive 
to transform into smart and resilient ones have recognized the important role of urban 
data and developed infrastructure for their collection and utilization [44]. However, the 
efficient use of urban data raises new issues related to: (i) urban data sources, (ii) data 
ownership and (iii) data storage and processing [44–46]. 

With regard to urban data sources, the majority of urban data comes from organiza-
tions, both public and private are included, that have monitoring and data recording sys-
tems or conduct surveys. The use of IoT technologies, despite the investments made in 
recent years, the value of which will exceed 2 trillion US dollars by 2025 [47], remains 
prohibitive for several cities due to their limited budgets [5,48,49]. Moreover, the record-
ing of human activity that has great potential is almost negligible, since few tools have 
been developed for data collection by citizens, citizens have not been motivated to partic-
ipate in the production of urban data that will benefit cities and themselves, while Online 
Social Networks (OSNs) offer limited opportunities for the exploitation of OSN data 
[4,44]. Several scholars, attempting to address these limitations, highlighted the dynamics 
of crowdsourcing (or crowd-sensing), since the majority of urban activities are performed 
and can be recorded by human capital [50–53]. Crowdsourcing, which is also known as 
Internet of People (IoP), constitutes a valuable and low-cost urban data source that can be 
used either independently or in conjunction with IoT to provide real-time data [54,55]. 
Citizens, using their personal devices such as smartphones, wearables, etc., act as social 
sensors, and create and provide valuable and real-time information and social content (or 
User-Generated Content (UGC)), that is impossible to be derived from other technologies 
(e.g., IoT, GIS, etc.) [50,52]. UGC, which is produced in three different user-centric ways 
(i.e., participatory sensing, opportunistic sensing, opportunistic mobile social networks), 
is also used to verify and validate sensor data [4,53]. According to the authors of [56], who 
conducted a systematic review on crowdsourcing exploitation in SC, crowdsourcing ap-
plications are used in the fields of environment, disaster management, public safety, city 
innovation, transportation and health, while their feasibility is affected by systems’ char-
acteristics that are cost, duration, scalability, technical support and uncertainty. UGC is 
often exploited in Intelligent Transport Systems (ITS), in which real-time and valid infor-
mation on traffic conditions is required [48,57–59]. Specifically, the authors of Reference 
[48] pointed out that crowdsourcing is a key mechanism for enhancing citizen participa-
tion and collecting urban data, which is necessary for transportation planning and opera-
tions. The authors of Reference [58] proposed a multi-agent system which uses UGC and 
IoT data to address the problem of Vulnerable Road Users (VRUs), while the authors of 
[60] presented a mobile crowdsourcing-based system, entitled CrackSense, which detects 
urban road crack, estimating its damage degree. Beyond ITS, crowdsourcing contributes 
to the improvement of public services and urban life, while enhancing citizen engagement 
and co-creation [4,61,62]. Therefore, as [63] pointed out, crowdsourcing should be utilized 
by cities as it effectively contributes to their transformation by enhancing citizen engage-
ment and the exploitation of untapped data that captures and reveals the vibrancy of cities 
and enables real-time decision-making. However, issues related to the citizens’ privacy 
protection, data usage rights, citizens’ incentives to participate and the possible malicious 
involvement of some citizens in crowdsourcing activities should be carefully considered.  

In terms of data ownership, most of the urban data belongs to municipalities and 
private organizations, where it remains locked and is utilized based on their purposes and 
interests. As part of open government, several cities, such as London, Boston, New York 
City, Amsterdam, Copenhagen, Barcelona, etc., set up open data platforms and dash-
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boards to allow urban data to be accessed and used by cities’ stakeholders [26,64]. How-
ever, the open data platforms of most cities contain archival data from other public or 
private organizations that are updated monthly or annually, and usually do not cover the 
full range of activities in cities, and especially human activity. This results in the provision 
of limited information that is insufficient for the composition of the urban profile and its 
evolution over time, and reduces the potential of city managers who need rich and quali-
tative datasets for knowledge acquisition and policy-making. Cities should invest in the 
development of digital applications that citizens can use to provide feedback to govern-
ments quickly and inexpensively through crowdsourcing, which will be interconnected 
with open data platforms, to increase their interaction with citizens and to improve the 
quality and quantity of urban data [61]. 

Regarding the methods of urban data exploitation, it is common to store it in data-
bases and then retrieve and process it and visualize the results of its analysis. This time-
consuming sequence is a brake on instant data visualization and real-time decision-mak-
ing [4,45,46]. Data interoperability and integration constitutes one of the most difficult 
problems facing cities, as pointed out by [65]. With the purpose of addressing this issue, 
the large volumes of urban data generated by IoT devices and crowdsourcing activities 
need to be harnessed to help city applications make informed decisions on the fly. In this 
respect, the authors of Reference [45] presented the IES Cities platform, which was de-
signed to streamline the development of urban applications that integrate heterogeneous 
datasets provided by different entities, such as citizens, municipality, IoT infrastructure 
and other data sources. In addition, the authors of [65] proposed a conceptual framework 
that aims to integrate data across the various systems of the city, urban data analytics and 
creation of value-added services using edge computing, cloud computing, data analytics 
and semantic integration. Of particular interest is the work of [46], which introduced a 
framework for a real-time decision support system for response during a crisis or disrup-
tion of critical infrastructure based on in-memory database technologies and urban data 
sources. Specifically, data that include decisions and strategies concerning urban resili-
ence are better to be collected from the database according to current urban status and the 
type of disruption. 

As evidenced from the above, and as the authors of [44] pointed out, the aforemen-
tioned three factors that determine both the quality and quantity of acquired urban 
knowledge that are necessary for the successful city transformation are highly volatile and 
depend on technological advancements. Cities are called upon to develop mechanisms for 
effective urban data management and to answer questions about urban data ownership 
and reliability, urban data protection, the usefulness and purpose of data collection and 
urban data processing and analytics methods to lay the foundations for achieving their 
smartness and resilience and for measuring their performance [44]. Moreover, local au-
thorities should work closely with citizens and city stakeholders to prioritize needs, de-
velop low-cost services that are delivered on time and achieve city transformation that 
accelerates urban smart growth. Special emphasis should be placed on the exploitation of 
crowdsourcing activities, since it offer many benefits, such as strengthening citizen par-
ticipation, enhancing the city’s vibrancy, decreasing costs of data production, etc. [56,63]. 
Consequently, cities need to invest in the development of data infrastructures and define 
the standards for the collection, utilization and ownership of urban data to ensure their 
fruitful exploitation and gain comparative advantages over other cities. 

4. Standards for Smart and Resilient Cities 
This section deals with cities’ standardization, which is necessary to define the guide-

lines for urban transformation, to make feasible the measurement of cities’ performance 
and to facilitate decision-making. Initially, the efforts made to define cities’ indicators are 
discussed and then the focus is on the city standards proposed by ISO. 

4.1. Smart Cities’ Standardization and Profiling 
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With the purpose of achieving cities’ transformation and their effective management, 
it is necessary to identify the urban opportunities and threats and to use metrics to evalu-
ate policy actions and measure their impact. Since cities differ significantly in geophysical, 
social, economic and other characteristics, a representative set of KPIs should be created 
for each city [66]. These indicators enable the diagnosis and address challenges, facilitate 
urban design and offer cities the opportunity to monitor the progress and impact of inter-
ventions aimed at achieving smartness and resilience [67]. The importance of defining in-
dicators is reflected in the work of the authors of [68], who conducted a literature review 
on research efforts to establish a framework of indicators for monitoring and evaluating 
the performance and sustainability of cities. Their findings revealed that 1152 indicators 
were proposed, which are categorized into six smart dimensions and the majority of them 
are related to the environment. According to OECD [69], indicators contribute to the pol-
icy-making process in two different ways, which are the following: (i) informing those 
responsible about the current conditions in the city, and (ii) providing information on the 
implementation of policies and their performance. Two main types of indicators were pro-
posed: the policy-making indicators and baseline indicators (i.e., measurements of de-
mographics, labor market, etc.). The policy-making indicators in turn are divided into four 
categories, which are the following: (i) input indicators which monitor effort, (ii) output 
indicators which monitor efficiency, (iii) outcome/result indicators which monitor effec-
tiveness and (iv) process indicators that measure the implementation of actions [69]. 
Therefore, both intrinsic and extrinsic characteristics of cities that are the result of policy-
making can be measured through the indicators to provide an overall view of the city by 
synthesizing its profile. 

Regarding the aforementioned, the city profile, which consists of the city character 
profile and city operation profile, is a way of presenting information about cities and is 
created using urban data, to analyze and visualize the requirements of urban services and 
to provide direct or indirect decision support to stakeholders in cities [70]. The city profile 
that emerges from the use of indicators as a unit of information aims to improve 
knowledge about structural changes in urban environments and measures the impact of 
these transformations on the quality of life in cities [71]. In this context, several organiza-
tions and research groups involved in urban planning and sustainability developed and 
proposed various tools and sets of indicators for evaluating the performance of cities [67]. 
The proposed indicators were examined by several scholars in their attempt to evaluate 
and compare urban strategies and their impact on cities’ evolution and sustainability 
[11,12,33,72–74]. The findings revealed that although the proposed indicators are effective 
in benchmarking, their selection is often difficult, and in many cases they do not provide 
a comprehensive view of city performance since they focus on specific services or dimen-
sions [67,72,73]. According to [12], their selection is usually determined by factors such as 
the spatial scale (country, region, city and neighborhood), the development phase of the 
city (planning, operation), the time scale of the evaluation (annual, periodic, real-time) 
and the purpose of the evaluation (planning, monitoring, marketing, benchmarking). 

The need to simplify the selection of indicators that will allow their profiling and 
benchmarking led to efforts for cities’ standardization. In this regard, several standardi-
zation bodies developed standards that propose indicators for measuring city perfor-
mance in terms of achieving sustainability, smartness and resilience. Specifically, ITU 
drafted the ITU-T Y.4903/L.1603 (https://www.itu.int/rec/T-REC-L.1603/en (accessed on 
10 February 2020)) Recommendation, that offers general guidance to cities and provides 
KPIs for SSCs, and the ITU-T Y.4904/L.1604 (https://www.itu.int/rec/T-REC-Y.4904/en (ac-
cessed on 10 February 2020)) Recommendation for SC maturity measurement, aiming at 
helping cities to achieve SDGs. On the other hand, the joint IEC and ISO working group 
drafted the ISO/IEC 30146 Standard in October 2019, which provides evaluation indicators 
and evaluation methods for measuring the functionality of different ICT systems within 
a city. In addition, these organizations are preparing ISO/IEC 21972, which will set out the 
general principles for a higher-level indicator ontology that allows the representation of 
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the indicator definition and the data used to export the index, as well as ISO/IEC 30146, 
which provides evaluation indicators and evaluation methods for measuring the func-
tionality of different ICT systems within a city [24]. The contribution of ISO in the stand-
ardization process and in the definition of appropriate indicators is also excellent, since 
its specialized Technical Committees, after a thorough investigation into cities, developed 
three city standards—for city services and quality, smart cities and resilient cities—whose 
indicators cover the majority of urban aspects [75]. The above standards present both sim-
ilarities and differences between them, as they relate to cities, but differ in approaches, 
objectives and definition of indicators [12]. Since these standards have been recently de-
veloped, case studies need to be designed to investigate the success of their implementa-
tion and the demand for their revision and improvement. 

4.2. ISO Standards and Indicators for Smart Cities: A Synopsis 
ISO is significantly involved in cities’ standardization by developing standards for 

both cities and the urban data required for the synthesis of KPIs. These standards are 
widely accepted, since they provide well-defined indicators, evaluation methods and 
guidance on data sources [12,26]. Focusing on city indicators, a family consisting of three 
different complementary standards was developed and proposed (Figure 1). The ISO 
37120:2018 Standard [22], which is a revised version of the ISO 37120:2014 Standard and 
proposes indicators for city services and quality in cities [21], constitutes the basis for the 
development of ISO 37122:2019 [27] and ISO 37123:2019 [28] Standards, that proposed 
indicators for smart cities and resilient cities, respectively. These sustainability-driven 
standards can be used in combination to provide a holistic approach to urban sustainabil-
ity and their indicators can be used by each city that undertakes to measure its perfor-
mance in a comparable and verifiable way, regardless of its size and location. 

 
Figure 1. Sustainable development of communities—relationship between the family of city indica-
tors’ standards [22]. 

The indicators of the above three standards are classified into 19 themes aiming to 
cover all aspects of the city. Additionally, the indicators of ISO 37120:2018 per theme are 
divided into three subcategories, which are the following: 
1. Core indicators: required to assess the effectiveness of urban services and quality of 

life. 
2. Supporting indicators: recommended to assess the effectiveness of urban services 

and quality of life, and depend on the city’s objectives. 
3. Profiling indicators: proposed for the acquisition of statistics and the extraction of 

good practices resulting from the comparison between cities. 
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The definition of core and supporting indicators is required by the different resources 
and capabilities of cities worldwide. The core indicators are considered essential for guid-
ing and evaluating the performance of cities, while the supporting indicators are used 
only in cities where their composition is feasible, in addition to the core ones. 

ISO 37120 includes a total of 111 indicators, while ISO 37122 and ISO 37123 include 
80 and 68 indicators, respectively. Taking into account the conceptual model for SC of [35] 
and the typology of SC core functions suggested in [2], a mapping of the ISO themes and 
their corresponding indicators to six SC dimensions was performed and is presented in 
Table 1. 
1. The economy dimension, as defined in [35], concerns the competitiveness of a city, 

which includes entrepreneurship, innovation, productivity, the labor market, interna-
tional integration and the capacity for transformation. The proposed indicators pre-
sented in Table 1Α aim at measuring the abovementioned aspects of economy by ap-
proaching them from 3 different perspectives: ISO 37120 focuses on measuring the 
prosperity of the city, ISO 37122 focuses on measuring innovation and digitalization 
of services and ISO 37123 focuses on assessing the financial resilience of the city, and 
investing in the maintenance of urban assets and emergency response. 

2. The governance dimension includes the interaction of city managers with citizens, the 
provision of public and social services, transparent governance and policy-making 
[35]. The ISO themes and corresponding indicators proposed for its evaluation are 
presented in Table 1B. ISO 37120 indicators concern the assessment of voting partici-
pation and achievement of gender equality in politics, as well as the quality of social 
services provided to citizens, ISO 37122 indicators concern the evaluation of e-gov-
ernance, transparency and the involvement of citizens in municipal e-services and ISO 
37123 indicators relate to the evaluation of urban planning for the prevention and 
dealing with emergencies and the achievement of urban resilience. The data required 
for the synthesis of these indicators is collected by and owned by municipalities. Ad-
ditionally, archival data is used mainly for the synthesis of ISO 37120 and 37123 indi-
cators, while real-time and periodic data generated by crowdsourcing activities is 
used for ISO 37122 indicators. 

3. The environment dimension concerns the sustainable management and protection of 
natural resources and the environment. The issues and corresponding indicators pro-
posed for this dimension are presented in Table 1C. Specifically, ISO 37120 proposes 
31 indicators related to energy production and consumption, environmental quality, 
municipal waste and wastewater management, ISO 37122 proposes 24 indicators re-
lated to the exploitation of ICTs for monitoring and management of energy, the envi-
ronment, solid and liquid waste and the use of alternative energy sources, with the 
aim of sustainability and improving the quality of life, and ISO 37123 proposes 13 
indicators related to the management of extreme weather conditions and situations 
that threaten the ecosystem and the energy efficiency and the stability of the electricity 
supply network. 

4. The people dimension, which includes human and social capital, the proposed theme 
and its indicators are presented in Table 1D. ISO 37120 proposes indicators for as-
sessing the level of citizens’ education and the provided education services, ISO 37122 
proposes indicators for the evaluation of e-learning services and ISO 37123 proposes 
indicators for evaluating the readiness of citizens in cases of emergency and the treat-
ment of educational interruption. 

5. The mobility dimension is associated with transport and ICTs in a city, and the pro-
posed ISO themes and their indicators are presented in Table 1E. ISO 37120 proposes 
10 indicators concerning the availability and provision of both ICTs and transport ser-
vices, ISO 37122 proposes 17 indicators concerning the use of ICTs in transportation 
management aiming at sustainability and ISO 37123 proposes 2 indicators concerning 
the assurance of the operation of the ICT infrastructure and the evacuation of the 
roads in case of emergency. 
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6. The living dimension includes all services related to quality of life, such as cultural 
and education facilities, housing quality, health conditions, safety, etc., and the pro-
posed ISO themes and their indicators are presented in Table 1F. Specifically, ISO 
37120 proposes 41 indicators related to the availability of urban facilities and the pro-
vision of services aimed at the well-being and happiness of citizens, ISO 37122 pro-
poses 22 indicators that are related to the digitalization of urban services and the use 
of smart metering systems for the collection of data that is necessary for urban plan-
ning and improvement of service quality and ISO 37120 proposes 23 indicators, con-
cerning preventive actions in order to ensure the uninterrupted provision of civil ser-
vices and the well-being of citizens as well as the prevention of dangerous situations 
that threaten the city’s prosperity. 

Table 1. Overview of ISO indicators and their mapping to city dimensions 

A. Indicators for economy 
ISO Themes ISO 37120:2018 ISO 37122:2019 ISO 37123:2019 

Economy 

9 KPIs (5.1–5.9) for: 
- labor market 
- entrepreneurship 
- urban productivity 
- household income 
- patents 

4 KPIs (5.1–5.4) for: 
- new business 
- labor force in ICTs, the education, 

research and developments sectors 
- service contracts providing city ser-

vices which contain open data  

7 KPIs (5.1–5.7) for: 
- insurance coverage of the total value 

of the assets that exist in the city and 
disaster losses as a percentage of city 
product 

- employment concentration, labor 
force in informal employment and 
household disposable income 

Finance 

5 KPIs (9.1–9.5) for: 
- debt services and taxes 
- capital spending 
- own-source revenue 
- gross capital and operating 

budget 

2 KPIs (9.1–9.2) for: 
- city revenues collected from the dis-

tribution of the economy compared 
to own resources revenues 

- electronic payments and invoices 

7 KPIs (9.1–9.7) for: 
- expenditures on upgrades and mainte-

nance of city, social and community 
services, green and blue infrastructure 
and emergency management planning 

B. Indicators for governance 
ISO Themes ISO 37120:2018 ISO 37122:2019 ISO 37123:2019 

Governance 
4 KPIs (10.1–10.4) for: 
- voter participation 
- election of women to city 

council 

4 KPIs (10.1–10.4) for: 
- city’s IT infrastructure downtime 
- accessible city services that can be 

requested online 
- response time to inquiries of citi-

zens  
- traffic of the municipal open data 

portal 

6 KPIs (10.1–10.6) for: 
- disaster management plans’ design 

and implementation 
- existence of secure and remote 

back-up storages for city electronic 
data 

- public meetings dedicated to resili-
ence in a city 

Urban 
planning 

5 KPIs (21.1–21.5) for: 
- informal settlements 
- green area 
- jobs–housing ratio 
- basic service proximity 
- city population and built-up 

density 

4 KPIs (21.1–21.4) for: 
- citizen engagement in the plan-

ning process 
- building permits (spent time for 

approval, electronic submission 
system)  

6 KPIs (21.1–21.6) for: 
- risk assessment in planning and in-

vestment of city departments  
- city area covered by publicly avail-

able hazard maps 
- emergency management (expendi-

tures on water retention measures, 
expenditures on water retention 
measures, etc.) 

C. Indicators for environment 
ISO Themes ISO 37120:2018 ISO 37122:2019 ISO 37123:2019 

Energy 

8 KPIs (7.1–7.8) which for: 
- energy consumption in pri-

vate and public buildings 
- end-use energy derived from 

renewable sources 
- electrical service interrup-

tions 

10 KPIs (7.1–7.10) for: 
- electrical and thermal energy pro-

duction from solid and liquid 
waste 

- city electricity produced using de-
centralized electricity production 
systems 

- storage capacity of the city’s en-
ergy grid 

3 KPIs (7.1–7.3) for: 
- energy supply capacity 
- critical facilities served by off-grid 

energy services 
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- street lighting management  
- buildings with smart energy me-

ters 
- vehicle charging stations 
- public buildings renovation  

Environment 
and climate 

change 

9 KPIs (8.1–8.9) which 
relate for: 
- noise pollution 
- gas emissions 
- air quality 
- change in number of native 

species 

3 KPIs (8.1–8.3) for: 
- real time remote air quality moni-

toring 
- public buildings equipped for 

monitoring indoor air quality 
- buildings built or refurbished in 

conformity with green building 
principles 

9 KPIs (8.1–8.9) for: 
- management of extreme weather 

conditions (heat events, cold 
events, flood events, etc.) 

- management of urban heat islands 
effect and its mitigation through 
high-albedo materials in city area 

- soil restoration and ecological 
evaluation of natural urban areas 
for their protective services 

Solid waste 

10 KPIs (16.1–16.10) for: 
- solid waste generation and 

management (collection, re-
cycling, disposal, etc.) 

- hazardous waste manage-
ment 

6 KPIs (16.1–16.6) for: 
- recycling of plastic and electrical 

and electronic waste 
- sensor-enabled garbage bins and 

drop-off center equipped with te-
lemetering 

- energy generation from urban 
waste 

- door-to-door garbage collection 
with an individual monitoring of 
household waste quantities 

1 KPI (16.1) for active and 
temporary waste management 
sites available for debris and 
rubble 

Wastewater 
4 KPIs (22.1–22.4) for 
wastewater management 
and sanitation  

5 KPIs (22.1–22.5) for: 
- treated wastewater and bio solids 

reuse 
- energy generation from 

wastewater 
- wastewater pipeline network mon-

itoring by real-time data-tracking 
sensor systems 

(–) 

D. Indicators for people 
ISO Themes ISO 37120:2018 ISO 37122:2019 ISO 37123:2019 

Education 
6 KPIs (6.1–6.6) for: 
- educational attainment level 

of citizens 
- teacher capacity 

3 KPIs (6.1–6.3) for: 
- digital learning devices’ usage 
- STEM higher education 
- city population with professional 

proficiency in more than one lan-
guage 

4 KPIs (6.1–6.4) for: 
- training on emergency prepared-

ness and disaster risk management 
- educational disruption 

E. Indicators for mobility 
ISO Themes ISO 37120:2018 ISO 37122:2019 ISO 37123:2019 

Telecommunic
ation 

2 KPIs (18.1–18.2) for 
Internet and mobile phone 
connections 

3 KPIs (18.1–18.3) for: 
- Internet services speed and quality 
- public Internet access 

1 KPI (18.1) for emergency 
equipment able to operate reliably 
during a disaster event 

Transportatio
n 

8 KPIs (19.1–19.8) for: 
- public transportation 
- commuting 
- bicycle paths and lanes 
- transportation deaths 

14 KPIs (19.1–19.14) for: 
- parking spaces equipped with e-

payment and real-time availability 
systems 

- autonomous vehicle and roads 
conforming with autonomous 
driving systems 

- public transport services covered 
by a unified payment system and 
equipped with accessible real-time 
systems 

- sharing economy transportation 
- bicycle-sharing  
- smart street lighting 

1 KPI (19.1) for available evacuation 
routes in a city 

F. Indicators for living 
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ISO Themes ISO 37120:2018 ISO 37122:2019 ISO 37123:2019 

Health 

6 KPIs (11.1–11.6) for: 
- life expectancy and mortality 
- suicides 
- medical and paramedical 

staff capacity 

3 KPIs (11.1–11.3) for: 
- e-patient services (online unified 

health file, remote medical ap-
pointments) 

- city population access to real-time 
public alert systems for air and 
water quality advisories 

4 KPIs (11.1–11.4) for: 
- population immunization and 

health insurance 
- adequacy of electricity supply to 

hospitals 
- infectious disease outbreaks 

Housing 5 KPIs (12.1–12.5) for: 
- housing quality  

2 KPIs (12.1–12.2) for smart 
energy and smart water meters 

6 KPIs (12.1–12.6) for: 
- vulnerability of residential build-

ings in high-risk hazards (flood, 
disasters) and residential cities not 
in conformity with building stand-
ards 

- capacity of designed emergency 
shelters 

- restoration of buildings damaged 
by disasters 

Population 
and social 
conditions 

4 KPIs (13.1–13.4) for: 
- poverty and inequality  

4 KPIs (13.1–13.4) for: 
- improvement of lives of persons 

with special needs (mobility aids, 
devices and assistive technologies, 
accessibility to public buildings, 
etc.) 

- digital divide bridging 

5 KPIs (13.1–13.5) for: 
- vulnerable population 
- population affected by natural haz-

ards 
- population enrolled in social assis-

tance programs 
- neighborhood with regular and 

open neighborhood association 

Recreation 
2 KPIs (14.1–14.2) for 
indoor and outdoor 
recreation spaces 

1 KPI (14.1) for online booking 
of public recreation services (–) 

Safety 

10 KPIs (15.1 –15.10) for: 
- civil protection (police, fire 

service, etc.) 
- deaths caused by natural haz-

ards, industrial accidents, 
crimes, homicides, etc. 

- violent crimes against 
women 

- response time for emergency 
response services from initial 
call 

1 KPI (15.1) for city area 
covered by digital surveillance 
cameras 

4 KPIs (15.1–15.4) for: 
- multi-hazard early warning sys-

tems and local hazard warnings is-
sued by national agencies that are 
received in an on-time fashion in a 
city 

- emergency responders with disas-
ter response training 

- hospital beds destroyed by natural 
hazards 

Sport and 
culture 

3 KPIs (17.1–17.3) for 
cultural and sport facilities 
and cultural events 

4 KPIs (17.1–17.4) for: 
- online booking for cultural activi-

ties 
- digitalization of city’s cultural 

records 
- public libraries and e-book titles 

(–) 

Urban/local 
agriculture 
and food 
security 

4 KPIs (20.1–20.4) for: 
- malnutrition and overfeeding 

of the population 
- urban agriculture and local 

food production 

3 KPIs (20.1–20.3) for: 
- municipal budget spent on urban 

agriculture initiatives 
- composting of collected municipal 

food waste 
- city’s land area covered by an 

online food-supplier system 

2 KPIs (20.1–20.2) for: 
- citizens’ proximity to grocery 

stores 
- capacity of city food reserves in 

case of emergency 

Water 

7 KPIs (23.1–23.7) for: 
- domestic water consumption 
- water quality (water service 

interruptions, city population 
with potable water supply 
service, etc.) 

4 KPIs (23.1–23.4) for water 
quality monitoring and water 
distribution using smart meters 
and smart water systems which 
provide real-time data 

2 KPIs (23.1–23.2) for: 
- alternative water sources 
- alternative methods for drinking 

water 

The number of indicators per dimension for each of the ISO Standards is shown in 
Figure 2. Considering the total number of indicators per dimension, it appears that the 
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majority of indicators are associated with the dimensions of the living and environment, 
followed by the dimensions of the economy and mobility, governance and people. A sim-
ilar trend is followed by the indicators of ISO 37120, which concerns city services and 
quality of life. With regard to ISO 37122, which concerns SCs, it appears that the majority 
of its indicators relate to the dimensions of environment, living, mobility and governance. 
This fact is justified, since ICTs have been widely used in recent years, aiming at the de-
velopment of smart services related to these dimensions, and the measurement of cities’ 
performance is considered necessary. Finally, as expected from the definition and aspects 
of RCs, the majority ISO 37123 indicators are associated with the dimensions of living, 
economy, environment and governance. 
Regarding the urban data required for the synthesis of the indicators proposed by ISO 
standards, the following conclusions are drawn: 

1. Indicators related to the dimensions of economy and people mainly require archival 
data that are collected by public organizations (e.g., municipalities, chambers, labor 
organizations, tax services, ministry of education, etc.) and belong to local, regional 
and national authorities. 

2. The indicators proposed by ISO 37120 and ISO 37123, which concern the dimensions 
of governance, environment, mobility and living, require mainly archival data (e.g., 
data related to installed electric power, number of landfills, power generation mix, 
statistics for air pollution, etc.), which is collected and belongs to local, regional and 
national authorities. Additionally, the synthesis of some indicators requires the exploi-
tation of real-time data, which is generated and collected by urban infrastructure and 
belongs to either local authorities or private companies. 

3. The indicators proposed by ISO 37122, which concern the dimensions of governance, 
environment, mobility and living, require mainly real-time data generated from the 
installed infrastructure owned either by local authorities or private companies, and 
from personal devices that are used by citizens to record their activities (e.g., energy 
consumption, amount of discarded solid waste, online booking, e-payments, etc.). This 
demand for real-time data utilization is due to the fact that these dimensions include 
services that affect the quality of life and performance of the city on a daily basis, and 
therefore real-time monitoring is required to enable immediate interventions. 

 
Figure 2. Number of KPIs per city standard and SC dimension. 

Based on the previous discussion on the demand for cities’ standardization and the 
standards for cities proposed by ISO, the next core observations and open issues require 
further consideration: 
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1. Different indicators are included in each standard aiming at the evaluation of different 
aspects of cities. Specifically, ISO 37120 includes indicators that measure mainly the 
quality of life and services in cities, ISO 37122 includes indicators that measure the 
exploitation of ICTs in urban services, while the indicators of the standard ISO 37123 
aim at measuring the readiness of the city in dealing with emergencies and its resili-
ence. Therefore, these standards can be used either separately by synthesizing the city 
profile and measuring city performance based on the indicators they include, or in 
combination by synthesizing the overall profile of the city and measuring its overall 
performance. 

2. The proposed indicators, which were defined and proposed after a thorough investi-
gation and study by the ISO Technical Committees to provide a comprehensive view 
of the cities, focus unilaterally on specific urban services and aspects, ignoring the rest, 
which are probably important for other cities. As pointed out in [12], further analysis 
of the needs of cities and the enrichment of existing standards with new indicators is 
required to capture the overall city profile. 

3. The identification of the proposed indicators requires the existence and exploitation 
of relevant KPI-driven urban data. In this respect, it appears that the majority of indi-
cators are determined by archival data, which is collected by various organizations 
(i.e., local authorities, private companies, citizens, etc.) and becomes available to local 
authorities for consumption and sharing through their open data platforms [18]. In 
addition, real-time data is required for the synthesis of the indicators proposed by ISO 
37122. However, the existence and availability of KPI-driven urban data remains lim-
ited in several cities worldwide. This is due either to the lack of resources required to 
develop the appropriate infrastructure for data collection and management, or to the 
lack of standardization of urban data and to the limited exploitation of crowdsourcing 
activities. Recognizing the demand for city standardization and benchmarking, 
WWCD, which is the global leader in standardized city data aiming at creating smart, 
sustainable, resilient and prosperous cities, has developed the WCCD Global Cities 
Registry (https://www.dataforcities.org/global-cities-registry (accessed on 10 Febru-
ary 2020)), that is the internationally recognized list of cities certified according to ISO 
37120 and its certification system. The certification concerns the cites’ data that are 
verified and comply with ISO 37120, which are then published in the WCCD Open 
Data Portal for a period of one year, offering city-to-city comparisons, data analytics 
and visualization. 

4. The proposed indicators are common to all cities that differ in their intrinsic and ex-
trinsic characteristics. As [19] pointed out, each city has its own peculiarities, and for 
this reason, they have to adapt the ISO standards and international best practices 
based on them, in order to achieve their transformation. As a result, the synthesis of 
ISO indicators may not be feasible for some cities since they may not support the ser-
vices listed in these standards or may not have relevant data. 

5. In the context of urban standardization, it would be practical to study and to set up a 
city model, which will become the reference city, and the indicators will have the ideal 
values for achieving smartness and resilience. According to [20], the standards devel-
oped in ISO 37120 do not provide recommended values or thresholds for cities, but 
provide what and how to measure ambitiously to help cities compare and evaluate 
performance metrics. The definition of a reference city requires a lot of effort since 
cities differ from each other, and they should be categorized based on their common 
characteristics (e.g., size, location, socio-economic situation, etc.). However, it will fa-
cilitate benchmarking of cities and the adoption of best practices for urban improve-
ment. 
In the context of addressing the aforementioned open issues, the “cityDNA” frame-

work was designed and developed, which is discussed in detail in the next section. 

5. An Organic Model for Smart City Benchmarking 
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The proposed “cityDNA” framework is presented herein. Initially, the basic princi-
ples of the revised framework and its differences from the original “cityDNA” framework 
on which it was based are discussed, and then the design and development of the 
“cityDNA” model is presented. 

5.1. The cityDNA Framework Principles and Outline 
Taking into account the evolution of SSC and the current challenges associated with 

city transformation and standardization and the demand for urban data production and 
exploitation, the idea of the “cityDNA” framework [25] came back to the forefront. This 
framework, inspired by biology and human DNA, considers that a city is a “living organ-
ism” whose life and evolution are shaped by multiple interactions and reciprocities. In-
deed, the “green” or “eco” [76] (and the “circular” [77], recently) city SSC approaches in-
troduced the concept of “healthy city” [78]: “the city that continually creates and improves 
its physical and social environments and expands the community resources that enable 
people to mutually support each other in performing all the functions of life and develop-
ing to their maximum potential.” In other words, the city should aim to improve the local 
community’s well-being, health and livability, and in this respect, interventions address 
improving the city system’s behavior (transportation, water, food, emission, energy effi-
ciency, coherence) and resilience. Under this lens and following the way human DNA 
provides information about human health that changes over time as the body matures 
[79], the proposed “cityDNA” framework models, synthesizes and visualizes the city pro-
file, providing valuable information about city performance and its evolution. Since the 
city acts as a living organism, the term “city health” is used instead of the term “city per-
formance”. The visualized “city profile” that contains the profound information about city 
health is expected to facilitate the work of SSC managers and to lead to the savings of 
resources such as time, human effort, etc. The basic principles on which the design and 
development of the “cityDNA” framework were based are the following: 
1. City is a “living organism” that inherits its past (economy, environment, governance, 

people, living, mobility) and shapes its future based on its current conditions (infra-
structures) and choices (planning). 

2. City is considered as a six-dimensional system, as it were defined by [35]. 
3. KPIs proposed by ISO 37120:2018 Standard [22] are used for “cityDNA” synthesis. 
4. KPI-driven urban data retrieved from open data platforms is used for KPI synthesis. 

The revisited “cityDNA” framework is presented in Figure 3. As shown, the “heart” 
of the “cityDNA” framework is a Web service through which the data registration and 
processing were performed for the purpose of synthesis and visualization of the city pro-
file, which is offered to SSC stakeholders (i.e., city managers, urban planners, researchers, 
practitioners, engineers, etc.). Specifically, heterogeneous data retrieved from various data 
sources, such as open municipal data platforms, crowdsourcing activities, IoT, etc., is reg-
istered into the Web service through a custom rule-based uploader to ensure the selective 
input of urban data that will allow the synthesis of the indicators. The synthesis of KPIs is 
carried out using numerical data, which relates exclusively to KPIs for which it is used 
and is available for at least the last two years. The “city profile” is then synthesized auto-
matically according to the “cityDNA” model (see the next subsection) and displayed on a 
dashboard from which it is made available to SSC stakeholders. The “city profile” is de-
picted in the form of the “cityDNA” double helix (Figure 3), which changes color based 
on the health of the city (i.e., green: healthy (ideal) cityDNA, red: mutated cityDNA, yel-
low: unhealthy cityDNA) and evolves over time, reflecting the changes that occur in the 
city. 
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Figure 3. The integral “cityDNA” framework overview. 

The revisited framework differs significantly from the original “cityDNA” frame-
work presented in our previous work [25], since it aspires to contribute to SSC standardi-
zation and measurement of “city performance,” as well as focus on the exploitation of 
UGC. The core idea on which these two frameworks are based is the synthesis and visu-
alization of the city profile using heterogeneous urban data and adopting the basic prin-
ciples of the DNA model, as it is defined in biology. However, the original “cityDNA” is 
a conceptual framework that aimed to utilize data from OSNs, open data platforms and 
an optional mobile application to synthesize the city profile, while the revisited 
“cityDNA” is a well-defined and implemented framework that is based on ISO 37120 and 
exploits KPI-driven data from valid open data platforms and crowdsourcing activities to 
synthesize the city profile and measure city performance through a custom Web service. 
This Web service is the “heart” of the revisited framework, since it constitutes the 
“cityDNA” profile generator, performing and monitoring all the required processes. 

5.2. “cityDNA” Model Building 
Inspired by the original “cityDNA” model [25], the revisited “cityDNA” model was 

designed and implemented by adopting the basic principles of human DNA and exploit-
ing the KPIs introduced by ISO 37120 Standard. The proposed model is an “organic” 
model [80] that combines urban data with ISO standards into a unified whole and inves-
tigates interrelations of SC dimensions aiming to profile a city, which is a living organism 
that evolves over time. ISO 37120 was selected for the following reasons: (i) it was devel-
oped by ISO, which is a leading standardization body, (ii) it constitutes the revised version 
of ISO 37120:2014 that has already been tested, (iii) it is the parent of ISO 37122 and 37123 
Standards, which follow a similar philosophy offering the opportunity to expand the ex-
ploitation of the proposed model, and (iv) it is widely recognized [24,26,75]. 

The human DNA is the basic unit of heredity and evolution, which stores information 
about the state of human health and reveals any potential disorders [79]. DNA, also 
known as double helix, consists of two intertwined strands forming a spiral (Figure 4a). 
These strands are held together by the bonds that exist between four chemical bases: ade-
nine (A), guanine (G), thymine (T) and cytosine (C). The DNA bases are combined with 
each other, forming complementary pairs (A with T and C with G), and the order or se-
quence of their pairs determines the available information for the construction and 
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maintenance of a human organism [81]. The adoption of the aforementioned concepts of 
human DNA led to the design and development of the “cityDNA” model (Figure 4b,c), 
which synthesizes and visualizes the “city profile” (i.e., “cityDNA” profile) and provides 
information about “city performance” (city health) through the exploitation of KPI-based 
data related to cities’ dimensions and services. Specifically, Figure 4b illustrates a snap-
shot of a healthy “cityDNA”, where the bonds between the dimensions are strong and the 
double helix is well-formed, while Figure 4b depicts a snapshot of a mutated “cityDNA”, 
where bonds between the dimensions do not develop and its helix shape is de-formed. 

 
Figure 4. Human DNA vs. cityDNA: (a) human DNA, (b) healthy cityDNA, (c) mutated cityDNA. 

Since the synthesis and behavior of human DNA is very complex and it is not feasible 
to simulate it, the modeling of the city DNA was carried out using “heuristics” [82]. The 
assumptions made about the design and development of the model that is used for 
“cityDNA” profile synthesis are as follows: 
1. The “cityDNA” profile, similar to human DNA, is a snapshot of the “cityDNA” dou-

ble helix that reflects the current city profile and reveals the state of city health. 
2. The “cityDNA” double helix consist of two strands that are held together by bonds. 
3. Each strand consists of three city dimensions (triplet) whose states change over time. 
4. Each city dimension is described by a single KPI rather than multiple KPIs, as in re-

ality. Since cities are complex ecosystems and the identification of each of the six di-
mensions requires the exploitation and combination of many KPIs, this simplification 
is performed to avoid the complexity of the calculations in this initial phase of the 
“cityDNA” model development. 

5. Each city dimension is described by at least one KPI which is defined as follows: 
• Di = (x/y)×100, where i = 1 (ecn), 2 (gov), 3 (ppl), 4 (env), 5 (liv), 6 (mob) and Di ∈ 

[0,1], y: strategic objective defined by the city to address the SSC challenges, and 
x: the achieved value. For instance, in the case of KPI 7.1 (ISO 37120), that is 
related to total end-user energy consumption per capita (GJ/year), x is defined 
as the actual value, while y is defined as the ideal value of end-user energy per 
capita that should have been consumed based on the municipality’s energy pol-
icy. 

6. Definition of reference cities (city with the best/worst performance) for the develop-
ment of a benchmarking metric between them and the city under consideration. 

7. The data used for the synthesis of the indicators come from well-intentioned users 
who are interested in the city in which they live. 
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Following the above assumptions, the development of the “cityDNA” model is as 
follows: 

Initially, a KPI is selected for each of the six dimensions, and then the correlations 
between the three individual dimension pairs are calculated since the two triplets form 
the strands of the “cityDNA” helix. For instance, assuming that the pairs of dimensions 
are: economy–mobility, living–environment, people–governance and KPIs 5.7, 19.2, 13.1, 
7.1, 6.3 and 10.3 (ISO 37120) are selected, then the correlations of the indicators 5.7–19.2, 
13.1–7.1 and 6.3–10.3 are calculated, respectively. It is noted that the selection of dimen-
sion pairs and KPIs is determined exclusively by the user based on the purpose of his 
research. Taking into account that correlation coefficient (r) values range from -1 to 1, the 
result of this calculation leads to the determination of the bond types of six dimensions 
shown in Figure 5, which are defined as follows: 
• Positive and weak bond (PW bond): 0 ≤ r ≤ 0.5. 
• Positive and strong bond (PS bond): 0.5 < r ≤ 1. 
• Negative and weak bond (NW bond): -0.5 ≤ r < 0. 
• Negative and strong bond (NS bond): -1 ≤ r < -0.5. 

 
Figure 5. The “cityDNA” bond types. 

Then, the combination of bond types between the dimensions’ pairs is investigated 
to determine how strongly the two strands are connected. It is noted that if the values of 
dimensions’ bond types (r) change in the same direction (increase, decrease), then the 
strands’ bond is strong and there is no mutation. On the contrary, when they change in 
opposite directions, then a mutation is detected. For instance, if the pairs of six dimensions 
form PS bonds, then the connection between two strands is very strong, whereas if the 
pairs of six dimensions form NS bonds, then the connection between two strands is very 
weak. Therefore, as the bonds between the dimensions change from PS to NS, the bond 
(connection) between the two strands of the helix becomes weaker and the shape of the 
double helix deteriorates. The helix mutation begins when one of the bonds of the three 
pairs of dimensions becomes NS. 

Subsequently, the indicators of each dimension are compared with the correspond-
ing indicators of the examined (reference) cities’/countries’ dimensions (Di, r+, Di, r-) to 
determine the sign that will characterize the “cityDNA” helix and the deviation of the 
examined indicators from the respective reference indicators. However, every city system 
is different, and no “ideal city” exists, but, like the SSC standards, the performance of 
specific indicators varies. Given that reference cities are not yet defined by the proposed 
standards, the reference cities were selected for each KPI based on recent city rankings. It 
should be noted that reference cities may change annually, since performance metrics may 
change. In addition, in case of a lack of data for the reference cities, the next city is selected 
from the ranking list. Additionally, in case there is no data for a city, then data for a coun-
try is used, as it is a larger entity for which there is usually data. 

The final sign of the helix is determined by combining the individual signs of dimen-
sions, as presented in Table 2. If the majority of these KPIs is closer to the corresponding 
KPIs of the best reference city/country, then the final sign is positive (+), otherwise the 
final sign is negative (-). Aiming to build a strict model, it was considered that the neutral 
sign (<>) is achieved when four of the six indicators are closer to the values of the respec-
tive indicators of the reference cities. Regarding the measurement of the deviation be-
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tween the indicators, two metrics were defined, called “Level” and “Risk”, which are char-
acterized by the values of the intervals [A-J] and [J-A], respectively (i.e., Level A, Risk A, 
etc.) (Table 3). These metrics, which indicate the value of the sum of the percentages of 
distances of Di from Di, r+ and Di, r-, were defined starting from the determination of 
Level A and Risk J, for which the percentage distance is 10% for each dimension, and 60% 
for six dimensions were set (the best cases). For instance, if the percentage distance of five 
of the six dimensions from Di, r+ is 10% and for the sixth city dimension is 50%, then their 
total sum is 100%, so the helix is classified as Level B. Similarly, if the percentage distance 
of five of the six city dimensions from Di, r- is 20% and for the sixth city dimension is 80%, 
then their total sum is 180%, so the helix is classified as Risk H. The use of Level and Risk 
metrics is very important since they provide a clear view for the comparison of the exam-
ined cities from the reference cities and enrich the proposed “cityDNA” model with more 
characteristics to better reflect the city’s profile and performance. 

Table 2. Sign identification based on comparison with the reference cities. 

Di Closest to Di, r+ Di Closest to Di, r- ciyDNA Helix Sign 
6/6 0/6 + 
5/6 1/6 + 
4/6 2/6 <> 
3/6 3/6 - 
2/6 4/6 - 
1/6 5/6 - 
0/6 6/6 - 

Table 3. Sum of percentage distances (SPD) of Di from Di, r+ and Di, r-. 

SPD of Di from Di, r+ Level SPD of Di from Di, r+ Risk 
0–60% A 540.01–600+% A 

60.01–120% B 480.01–540% B 
120.01–180% C 420.01–480% C 
180.01–240% D 360.01–420% D 
240.01–300% E 300.01–360% E 
300.01–360% F 240.01–300% F 
360.01–420% G 180.01–240% G 
420.01–480% H 120.01–180% H 
480.01–540% I 60.01–120% I 

540.01–600+% J 0–60% J 

Finally, the combination of the above cases leads to the definition of thirteen different 
states of the cityDNA model. These states fall into four categories, which are the following: 
(i) ideal (healthy), (ii) normal (healthy), (iii) abnormal (unhealthy) and (iv) mutated. The 
overall description of the “cityDNA” model is presented in Table 4. The thirteen different 
states in combination with the metrics “Level” and “Risk” create a wide set of “cityDNA” 
profiles, offering an accurate depiction of “city health”. 

Table 4. “cityDNA” model description. 

State Category Bond Types of Pairs of Dimensions cityDNA Sign + cityDNA Sign - Level Risk 
A ideal 3xPS ✓  

[A-J] [J-A] 
B+ 

normal 
(2×PS and 1×PW) or (1×PS and 2×PW) 

✓  
B-  ✓ 
B 3×PS  ✓ 

C+ abnormal ✓  
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C- 1xNW and (2xPS or 2xPW or (1xPS and 1x 
PW)) 

 ✓ 

C 
3xPS or 3xPW or (2xPS and 1xPW) or (1xPS 

and 2xPW) <> 

D+ 

mutated 

1xNS and (2xPS or 2xPW or (1xPS and 1x 
PW)) 

✓  
D-  ✓ 
E+ 

(2xNW and 1xNS) or (1xNW and 2xNS) 
✓  

E-  ✓ 

F+ 3xNS or 3xNW or (2xNS and 1xNW) or 
(1xNS and 2xNW) 

<> 

F- 3xNS  ✓ 

The “cityDNA” profile and the “city performance” change over time, depending on 
changes in KPI values, as does human DNA that changes over time, revealing the state of 
health of the human body. Monitoring these changes over time will provide an oppor-
tunity to measure the maturity of cities in terms of achieving smartness and resilience, as 
indicators can be compared and conclusions drawn. 

6. “cityDNA” Framework Implementation and Verification 
This section provides a brief overview of the development of the “cityDNA” Web 

service and a case study that exploits this service as part of the experimentation and test-
ing of the proposed framework. 

6.1. “cityDNA” Model Realization as a Web Service 
The design and development of the “cityDNA” Web service was carried out identi-

fying its input, output and effective operation. The proposed Web service is dynamic and 
expandable, since it offers flexibility and allows the exploitation of data coming from var-
ious sources (e.g., open data, UGC, etc.). The proposed Web service is an open architecture 
software [83], and therefore, its development can be performed by exploiting alternative 
technologies. The design of the back-end framework, which is the backbone of Web ser-
vices as it determines their effectiveness, interactions and, finally, their quality, and the 
front-end framework, which determines the user interface (UI), was carried out with the 
aim of developing a user-friendly service that is scalable and flexible. Taking into account 
that software development is beyond the scope of this paper, no further technical details 
are provided for the proposed Web service. However, it is worth describing the custom 
rule-based data uploader through which users feed the service with data (Figure 3). Well-
structured texts in the form of JSON files (.json) are available to the users that want to 
register their data to produce the “cityDNA” profile on the fly. This format follows rules 
so that the Web service can consume the input as if the file is from a real-time data source 
or the file is uploaded by the user as ready to be processed. The establishment of rules, 
which is based on the ISO 37120 Standard, is necessary to collect and enter in the service 
only data that are related to KPIs, so that it is feasible to measure city performance and 
save valuable resources (e.g., memory, money, energy, etc.). The data that the user enters 
in the service is already in the form of a validated JSON, and only information such as 
rates and time period to which every rate refers to must be modified by the user. The data 
is processed as long as the user uploads it, and in case of an error, the system displays 
informative messages to user. If the data entry process is completed successfully, the user 
will be able to see the “cityDNA” profile being generated. In addition, the use of APIs that 
will transfer data from open data platforms is under investigation. 

6.2. Use Case for Model Verification 
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A case study on the use of the proposed Web service designed as part of the experi-
ment to test and verify the proposed “cityDNA” model is presented herein. Specifically, 
the case study concerns the synthesis of ISO KPIs and “cityDNA” profiles through the 
proposed Web service for the cities of Boston and London. Given that data collection from 
crowdsourcing activities was not feasible at this early stage of the “cityDNA” framework 
development, urban data derived from open data platforms (i.e., ANALYSE BOSTON 
(https://data.boston.gov/ (accessed on 10 March 2020)), LONDON DATASTORE 
(https://data.london.gov.uk/ (accessed on 10 March 2020), etc.) were utilized. Thus, after 
a relevant research on the available urban data, the cities of London and Boston were se-
lected for our case study. These cities, being two representative examples for America and 
Europe respectively, are considered among the smartest cities in the world, have rich and 
up-to-date open data platforms, as well as their data are suitable for the synthesis of ISO 
KPIs since they were certified by WWCD [26]. The indicators selected for each of the six 
dimensions and data for the reference cities and the cities of London and Boston are pre-
sented in Table 5. 

Table 5. Data and KPIs for synthesis of “cityDNA” profile (Sources: [s1–s15] in Appendix A). 

City 
Dimension KPI Reference City + Reference City - 

Boston London 
Previous Last Previous Last 

Economy 

5.1—Unemployment rate 
(https://www.statista.co

m/statistics/381057/unem
ployment-rate-in-

luxembourg/ (accessed 
on 20 July 2020)) 

Luxembourg Kinshasa 

2.3% [s1] 2.0% [s1] 4.3% [s2] 4.7% [s2] 
5.41% 10.4% 

Governance 

10.4—Voter participation 
in last municipal election 
(https://worldpopulation

review.com/country-
rankings/voter-turnout-
by-country (accessed on 

20 July 2020)) 

Brussels Santiago 

28.0% [s3] 16.5% [s4] 70.1% [s5] 53.8% [s6] 
83.5% 48.0% 

People 
6.2—Percentage of 

students completing 
primary education 

Praia 
(https://tradingeco
nomics.com/cape-
verde/net-intake-
rate-in-grade-1-
male-percent-of-

official-school-age-
population-wb-

data.html 
(accessed on 20 

July 2020)) 

Harare 
(http://mopse.co.z
w/sites/default/file
s/public/download
s/Annual%20Educ
ation%20Statistics
%20Report%20201
8.pdf (accessed on 

20 July 2020)) 

54.2% [s7] 76.4% [s7] 99.9% [s8] 99.9% [s8] 

97.48% 37.69% 

Environment 

23.5—Total water 
consumption per capita 
(https://www.statista.co

m/statistics/263156/water
-consumption-in-

selected-
countries/(accessed on 20 

July 2020)) (liters/day) 

Kampala Buenos Aires 

302 [s9] 246 [s10] 154 [s11] 164 [s12] 
24 336 

Living 
11.1—Average life 

expectancy 

Bern 
(https://www.stati
sta.com/statistics/9

Mbanane 
(https://en.wikiped
ia.org/wiki/List_of

80.2 [s13] 78.0 [s13] 82.0 [s14] 82.6 [s14] 
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74697/life-
expectancy-at-

birth-in-
switzerland-by-

gender/(accessed 
on 20 July 2020)) 

_countries_by_life
_expectancy(access

ed on 20 July 
2020)) 

85.7 50.9 

Mobility 
18.1—Number of Internet

connection per 100,000 
population 

Oslo 
(https://www.inter
networldstats.com
/top25.htm(accesse
d on 20 July 2020)) 

Tegucigalpa 
(https://en.wikiped
ia.org/wiki/List_of
_countries_by_nu
mber_of_Internet_
users(accessed on 

20 July 2020)) 

93.0% 95.0% 91.0% [s15] 93.0% [s15] 

98.4% 32.3% 

The following steps are taken by the user (SSC stakeholder) to create the “cityDNA” 
profile of a city through the Web service: 
1. Enter the name of the preferred city (e.g., Boston) and press the “Start the process of 

discovering” button (Figure 6). 
2. Select the preferred pairs of dimensions through an easy-to-use “drag and drop” 

menu that includes the six city dimensions (Figure 7). KPIs of ISO 37120:2018 were set 
and are available for each of the six dimensions. These indicators are displayed by 
selecting the pairs of dimensions, as depicted in Figure 7. It is noted that due to the 
complexity due to the existence of many indicators per dimension, this version sup-
ports the selection of only one KPI per dimension. 

3. Select the preferred KPI for each dimension (e.g., 5.1, 10.4) and upload a JSON file or 
create the JSON file by filling in the appropriate fields in the content box of the Web 
service. The KPI selection and the data entry for the dimensions of economy and gov-
ernance are presented in Figure 8, while for the rest of the dimensions, are presented 
in Figures A2 and A3 of Appendix B. The validity of the file or the content that the 
user uploads to the service is checked by the rules set in the Web service (rule-based 
uploader) to ensure the synthesis of ISO KPIs. 

4. Complete the procedure by pressing a button, entitled “Start Analysis” button. Then, 
all the necessary calculations are performed and the “cityDNA” profile is generated 
and visualized (Figure 9). 

 
Figure 6. City selection. 
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Figure 7. Formation of “cityDNA” strands based on the selected city dimensions. 

 
Figure 8. KPIs’ selection and data entry for their synthesis. 

 
Figure 9. The “cityDNA” of Boston, based on KPIs of ISO 37120:2018. 

Thus, the Web service, using the KPIs of Table 5 and data for Boston city, returns the 
“cityDNA” profile of Boston, that is a snapshot of the city profile which reveals the current 
“city health” (city performance). The “cityDNA” profile of Boston is characterized as “B” 
with Level E and Risk D, and falls into the normal category with strong bonds between 
the dimensions (Table 4). The current city performance is quite satisfactory for Boston, 



Sustainability 2021, 13, 8553 25 of 43 
 

and can be further improved by leveraging the knowledge gained from the Web service 
and taking appropriate action. It should be noted that the synthesis of a comprehensive 
city profile via the proposed Web service, which reveals the global performance of the city 
(city health), requires the exploitation of all KPIs, which are proposed for the six dimen-
sions of the city. Therefore, the generated “cityDNA” profile is expected to be changed 
and determined by the KPI values, which change over time. In addition, the service re-
turned the evolution of KPI values in the last two years in the form of charts (Figure A4a–
d in Appendix B). According to these outcomes, the change in KPI 10.4 (Voter turnout in 
the last municipal elections) reveals a decrease in voter turnout, which has a negative ef-
fect on city performance, while the change in KPI 5.1 (Unemployment Rate) reveals a de-
crease in the unemployment rate, which has a positive effect on city performance. More-
over, the positive change in KPI 6.2 (Percentage of students completing primary educa-
tion) and in KPI 23.5 (Total water consumption per capita) led to improved city perfor-
mance. 

Subsequently, the city of London was selected, for which the corresponding KPIs 
were calculated (Figures A5–A7 in Appendix B). The Web service returned the current 
“cityDNA” profile, which is characterized as “B” with Level B and Risk A, and falls into 
the normal category with strong bonds between the dimensions (Figure 10). The current 
city performance is quite satisfactory for the city of London and can be further improved 
by leveraging the knowledge gained through the proposed service for improving urban 
services. Similar to the case of the city of Boston, it is noted that the generated “cityDNA” 
profile is a snapshot of the London city profile based on the indicators that were used. The 
synthesis of the comprehensive “cityDNA” profile that reveals the global city perfor-
mance (city health) requires all the KPIs proposed for the six city dimensions and is as 
dynamic as most indicators that describe cities. In addition, the service returned the evo-
lution of KPI values in the last two years in the form of charts (Figure A8a–d in Appendix 
B). According to these outcomes, the changes in KPI 10.4 and KPI 5.1 reveal a decrease in 
voter turnout and in the unemployment rate that have a negative effect on city perfor-
mance. In addition, KPI 6.2 remains unchanged, while KPI 23.5 shows an increase that 
leads to the deterioration of the performance of the city. 

 
Figure 10. The “cityDNA” of London, based on KPIs of ISO 37120:2018. 

Therefore, the profiles of both cities are healthy, as evidenced by the positions of 
these cities in the recent rankings of SC [84]. The synthesis of the “cityDNA” profile 
through the proposed service is feasible for each city as long as data is available. It should 
be noted that the proposed “cityDNA” framework and the corresponding Web service are 
in the experimental and testing phase, and the capabilities for its improvement and up-
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grade are being investigated. Their design and development began with common as-
sumptions derived from the use of existing literature, ISO standards for cities and archival 
data from open data platforms to explore the feasibility of urban data and indicators’ ex-
ploitation for city profile synthesis and measurement of city performance. Although the 
proposed “cityDNA” framework includes the exploitation of various urban data sources 
such as IoT, crowdsourcing, etc., aiming at citizen engagement, only open data was used 
due to a lack of resources. Some new features that are being explored in the context of 
improving the proposed service are the following: 
• Exploitation of data retrieved from various data sources, some of which will provide 

real-time data, will lead to the extraction of impartial and updated KPIs, and conse-
quently to the synthesis of a comprehensive and representative “cityDNA” profile 
that will evolve over time. 

• Design and development of algorithms for the data and KPI analysis and forecasting 
that will be integrated in the proposed service aiming at real-time data exploitation, 
maintenance forecasting and urban planning facilitating. 

• The presentation and comparison of “cityDNA” profiles for two or more cities in a 
single Web page. This feature, which will facilitate the benchmarking of cities, is ex-
pected to help researchers and local authorities to draw conclusions, to seek for best 
practices and to improve city performance. 

• Experimentation with the use of other standards for cities such as ITU standards and 
comparing them with the ISO standards aiming to investigate and identify similari-
ties and differences. 

7. Proof-of-Concept: Exploring the cityDNA at a Smart City Context 
This section includes a PoC scenario designed to demonstrate the feasibility of the 

proposed “cityDNA” model and to investigate whether crowdsourcing data from a city 
complaints service can be used to synthesize ISO KPIs. Specifically, a case study is pre-
sented, which concerns evidence from Trikala city. Trikala, located in the center of Greece, 
is a typical medium-sized city that became the first Greek digital city in 2004 and recently 
entered the list of the 21 top SCs in the world [85]. Trikala, aspiring to become a data 
prosumer and cultivate its smartness and resilience, adopted an architecture that follows 
the BSI model [86] and consists of the following four layers (Figure 11): 
1. First layer: Physical Environment. 
2. Second layer: Telecommunications and Electronics (hard ICT facilities). 
3. Third layer: Information Technologies (soft ICT facilities). 
4. Fourth layer: Infrastructure-based sectors and service-based sectors (end-users and 

applications). 
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Figure 11. The architecture of Smart Trikala. 

The first layer includes the physical environment and the utilities (i.e., people, net-
works of electricity or water, buildings, vehicles, etc.), while the second layer concerns 
telecommunications and electronic infrastructures (i.e., IoT, CCTV systems, etc.), which 
are necessary to collect and store data. The ICT infrastructures (i.e., databases, Cisco Smart 
and Connected Digital Platform (Kinetic), Geographic Information System (GIS), etc.) are 
located in the third layer, where the data storage, process and control of all (coming from 
the second and fourth layers) are carried out. The fourth layer includes all the smart ser-
vices that have been deployed in the city: such as smart lighting and smart parking sys-
tems, e-KEP (citizen self-service center), city’s official app (Trikala Check App 
(https://play.google.com/store/apps/details?id=com.egr.civreq.trikala&hl=en) (accessed 
on 30 July 2020)) (i.e., for complaints registration and information retrieval), school app 
for registration of requests for school units, metro Wi-Fi with a simple social logger, tele-
care services, etc., are only some of the available smart services in the testing case. OSN 
(e.g., Twitter, Facebook, YouTube, etc.,) that are exploited as an alternative channel for 
connecting the municipality with the citizens are also included in the fourth layer. These 
layers interact with each other, while the data flow takes place between all the architecture 
layers. 

The development and exploitation of the aforementioned infrastructure led to the 
achievement of the goal of digitalization of the city, and enabled the creation of the city’s 
open data platform. The Open Data Portal (https://data.trikalacity.gr/en (accessed on 30 
July 2020)) of Trikala, which is harmonized with the ISO 37120 Standard [26], recognizes 
the value of free access to data and encourages each to explore data resources and become 
involved in data production and the development of innovative products that will con-
tribute to further improving the city. In this context, data retrieved from the Open Data 
Portal was used, aiming at testing and validating the proposed “cityDNA” model. The 
selection of the KPIs 5.1, 10.4, 6.2, 23.5, 11.1 and 19.1 of ISO 37120 and the entry of the 
respective data for their synthesis (Figures A9–A11 in Appendix B) returned the 
“cityDNA” profile of Trikala, which is characterized as “B” with Level H and Risk C (Fig-
ure 12). 

 
Figure 12. The “cityDNA” of Trikala, based on KPIs of ISO 37120:2018. 

The Municipality of Trikala, besides the data published in the Open Data Portal, has 
data from the complaints registration service that is available to citizens via phone, via the 
municipal website and via the Trikala Check App. Launched in October 2015, this 
crowdsourcing service aims to strengthen citizen participation and enhance urban data 
collection, with the purpose of enhancing the municipal response against documented 
complaints and in accordance with improving the local quality of life. The data collected 
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by the complaints service revealed that the civic participation increases progressively 
every year, since the number of citizens’ complaints in 2019 were more than double com-
pared to 2016. This fact indicates the gradual increase of the citizens’ interest and partici-
pation in the improvement of their city, as well as the strengthening of their cooperation 
with the local authorities. The most important complaint categories, the issues that need 
to be addressed and the annual number of corresponding complaints are also shown in 
Table A1 (Appendix C). As it turns out, the citizens, acting as social sensors, informed 
their municipality about the problems they identified and requested their treatment. The 
majority of complaints concern public lighting issues, solid waste management, urban 
cleanliness and streets’ maintenance. In addition, citizens register issues regarding public 
facilities’ maintenance, water and sewerage infrastructure and streets’ conditions, as well 
as regarding recycling and unattended animals or other animal issues. These complaints 
are mainly related to the quality of life, safety and emergency (i.e., protection against 
floods, storms, fires, etc.). 

The availability of the abovementioned data that came from the complaints service 
led to the idea of their utilization for the synthesis of the “cityDNA” profile of Trikala 
through the proposed Web service, as this data comes from an alternative data source 
from the one that was already used previously. Attempting to use this data for the syn-
thesis of some KPIs of ISO 37120, it was found that only data related to solid waste man-
agement (i.e., 16.1–16.10) could be used. However, even in this case, the number of com-
plaints about solid waste is not enough, but numbers are required that provide infor-
mation on the quantity and quality of waste and the citizen participation rates, etc. In 
addition, the exploitation of this data for the definition of some KPIs of the ISO 37122 and 
ISO 37123 was investigated. Findings show that the synthesis of KPIs 7.7 (Energy) and 
16.4 and 16.6 (Solid Waste) of the ISO 37122 looks reasonable, as long as the municipality 
provides additional information on the number of the replaced public lights and the quan-
tities of plastic and electrical waste that are collected. Therefore, although the registered 
complaints data provide valuable knowledge about the city conditions and contribute ef-
fectively to the maintenance of urban infrastructure and the improvement of quality of 
life, this information is not sufficient to calculate the ISO KPIs that measure the city per-
formance. 

The PoC scenario, which was presented above, highlighted the practical potential of 
the “cityDNA” model and led to the extraction of useful findings regarding the urban data 
required for the KPIs population and the ISO standards that measure city performance. 
By selecting the preferred standard (e.g., ISO standards) and specific KPIs for which data 
is available, city performance can be measured and “cityDNA” profile can be synthesized 
using the proposed model. The most appropriate data for the synthesis of these KPIs are 
aggregated, normalized and static data (i.e., archival data), derived mainly from official 
agencies such as open data platforms, municipalities, national statistical authorities, etc. 
On the contrary, in the case where the synthesis of KPIs based on the available data is 
attempted, difficulties arise. This outcome generates the question that although many cit-
ies around the world measure standardized KPIs (e.g., WWCD), and even Trikala does, 
KPIs are not fed dynamically and smart services are not KPI-oriented. If this observation 
is true, as it is for the case of Trikala, an interrelation analysis has to be carefully per-
formed, and probably be different for each city. 

Data collected by crowdsourcing processes such as the complaints registration ser-
vice are useful for cities for enhancing service performance and citizen satisfaction. For 
instance, the complaints registration service in Trikala decreased the response time of the 
municipal services from 6 months to 10 days to serve citizens’ requests [5]. However, the 
purpose of use and the urban data features (i.e., volume, velocity, variety, veracity, value, 
integrity, correlation, etc.) that determine the quality of the results of the analysis should 
be determined in advance so that crowdsourcing activities can be properly planned and 
yield greater benefits [87]. Additionally, with regard to the existing standards and focus-
ing on the ISO Standards used in this paper, it was found that there are restrictions on the 
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exploitation of the data, and it is not possible to apply them in all cities, since each city has 
different needs and SSC policies. In particular, the proposed KPIs focus on specific urban 
services and their synthesis requires the existence of processed data by IoT or official or-
ganizations. Nevertheless, these requirements do not meet reality, since many cities do 
not have infrastructure for data collection, and the exploitation of data from crowdsourc-
ing that offers the benefits previously discussed is not promoted. Therefore, the effective 
use of KPIs requires the revision of city standards to meet the needs and infrastructure of 
cities and to highlight their vibrancy. 

8. Conclusions and Future Work 
This paper deals with the demand for KPI interrelation and dynamic feeds to con-

tribute to the fulfilment of SSC promise in terms of instant information on the city perfor-
mance and decision-making. For this purpose, a novel framework was proposed that gen-
erates and visualizes the city profile and provides valuable information on the city per-
formance (city health), through the exploitation of open urban data, in combination with 
the ISO 37120 KPIs. The idea for this framework came from the combination of the revised 
version of the “cityDNA” framework [29] with the ISO 37120, which was developed to 
steer and measure the city performance. The revisited “cityDNA” framework aspires to 
lay the foundations both for the registration of KPI-driven urban data, which is necessary 
for the synthesis of KPIs, and their interrelations, with the purposes of shaping SSC profile 
and facilitating city monitoring and policy-making. Moreover, this framework, along with 
a Web service, aims to highlight the value of crowdsourcing in urban data production and 
empower civil participation, and to reveal the weaknesses and the need for a partial revi-
sion of the ISO standards for cities, so that KPI synthesis will be feasible and the profile of 
the city will reflect its vibrancy. 

Initially, the need for urban transformation and the concepts of SC and RC were dis-
cussed. Next, the important role of KPI-driven urban data and crowdsourcing in urban 
transformation and the related challenges that city managers have to face in order to take 
full advantage of them were analyzed. Additionally, the recent urban standardization ef-
forts for urban transformation and benchmarking as well as the city standards proposed 
by ISO [22] were discussed. Subsequently, the design and implementation of the proposed 
framework and Web service were presented and a case study involving the cities of Bos-
ton and London was conducted for testing and validation. The exploitation of the Web 
service for the selected ISO KPIs and the corresponding open data, returned as a result 
the “cityDNA” profiles of Boston and London, which reveal their city performance (city 
health). These profiles verify the reputation and quality of life of these cities, while also 
highlighting the capabilities of their improvement to SSC stakeholders. It should be noted 
that the “cityDNA” profile can be changed both with the addition or selection of other 
KPIs, as well as with the change of KPIs over time. The use of additional KPIs will lead to 
the synthesis of a more comprehensive “cityDNA” that will better reflect the city perfor-
mance, while the change of KPIs over time will allow the measurement of SC maturity. 
Finally, a PoC scenario is presented regarding the city of Trikala, in order to investigate 
the feasibility of the synthesis of KPIs and the city profile from data that are KPI-driven. 
The findings revealed that KPI synthesis is feasible, when open KPI-driven data such as 
those for London and Boston are used. However, in the case where the data comes from 
a crowdsourcing activity, such as a complaints service, then the KPI synthesis is difficult 
because the collected data may not be relevant to the indicators. Therefore, when a 
crowdsourcing activity is planned, KPIs to be measured and the data to be collected for 
this purpose should be specified. 

The limitations that emerged during the design and development of the “cityDNA” 
model are mainly related to the availability and appropriateness of urban data. Ideally, 
the development of a model that presents, synthesizes and visualizes the city health in 
real time requires the exploitation of data streams to provide information about all the 
dimensions and the services included in them. Since at present no such option is provided, 
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periodic (annual) data from open platforms were used, resulting in the city profiles being 
static rather than in real-time. In addition, there are no data available for the synthesis of 
all KPIs, while citizen participation in data production and exploitation of OSN data are 
limited, and in many cases impossible. Moreover, there are no historical data for all cities 
to allow them to be compared and used as reference cities, and therefore, the reference 
countries were used for comparing and determining the dimension’s sign in our model. 
The complex ecosystem of SSC also brought limitations to the design and development of 
the proposed model, since the ideal “cityDNA” model should visualize the global city 
profile that includes all KPIs of all city dimensions. However, data retrieval for all KPIs 
and the correlation between them for the synthesis of “cityDNA” was not possible in this 
initial version of the model. Thus, in this experimental version, six KPIs were used, each 
of which corresponds to a smart dimension, while the model is expected to be expanded 
to include more KPIs and become more comprehensive. 

Since “cityDNA” is a promising framework with a great potential, our future 
thoughts are focused on optimizing the “cityDNA” model and enriching the Web service 
with new features, as discussed earlier. In addition, the extension of the “cityDNA” 
model, to enable the integration of more KPIs for each dimension aiming at providing a 
comprehensive view of cities’ performance, will be investigated. The modeling and im-
plementation of ISO 37153, which will provide the ability to track and monitor the ma-
turity level of cities, are also in our plans. Moreover, the documented outcome from the 
PoC in Trikala that “smart services are not necessarily KPI-oriented and KPI feed is hard” 
has to be investigated further, and potential correlation testing has to be performed in SC 
cases. Suggestions for both the smart service developers and the standardization bodies 
can be extracted from this investigation. A case study which will utilize the crowdsourc-
ing activities for the collection of urban data to enhance citizen participation is also 
planned. As part of this, the registration of ISO KPI-driven data in the “cityDNA” Web 
service will be assigned to the students of the School of Informatics and the issues of per-
sonal data protection adopting the General Data Protection Regulation (GDPR) [88] will 
be investigated. Finally, further extension of the proposed framework through the exploi-
tation of advanced AI techniques for managing and predicting city performance is being 
considered. 
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Data entry for the synthesis of ISO 37120:2018 KPIs. 
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Figure A1. Data for the synthesis of 5.1 and 10.4. 

 
Figure A2. Data for the synthesis of 6.2 and 23.5. 

 
Figure A3. Data for the synthesis of 11.1 and 18.1. 
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(d) Water consumption per capita 

Figure A4. Statistical analysis results for Boston. 

Appendix B.2. London City 

 
Figure A5. Data for the synthesis of 5.1 and 10.4. 

 
Figure A6. Data for the synthesis of 6.2 and 23.5. 
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Figure A7. Data for the synthesis of 11.1 and 18.1. 

 

(a) Voter participation in last municipal election 

 

(b) Unemployment rate 
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(c) Students completing primary education 

 

(d) Water consumption per capita 

Figure A8. Statistical analysis results for London. 

Appendix B.3. Trikala City 

 
Figure A9. Data for the synthesis of 5.1 and 10.4. 



Sustainability 2021, 13, 8553 37 of 43 
 

 
Figure A10. Data for the synthesis of 6.2 and 23.5. 

 
Figure A11. Data for the synthesis of 11.1 and 19.1. 

 

(a) Voter participation in last municipal election 
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(b) Unemployment rate 

 

(c) Students completing primary education 

 

 

(d) Water consumption per capita 

Figure A12. Statistical analysis results for Trikala. 

Appendix C 

Table A1. Categorization of the most important complaints of the citizens of Trikala. 

Complaints’ Category Issues 
Number of Complaints/Year 

2016 2017 2018 2019 

Facilities maintenance 
Park maintenance 0 1 1 3 

Playground maintenance 2 12 11 57 
School building maintenance 1 5 1 8 
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Square maintenance 6 11 5 11 
Green maintenance 67 80 139 89 

Public spaces maintenance 28 117 268 285 
Total Number of Complaints 104 226 425 453 

Lighting maintenance 

Replacing light bulbs 1660 1468 1694 2884 
Installation of new lighting fixtures 6 13 24 24 

General lighting problems 199 257 405 818 
Total Number of Complaints 1865 1738 2123 3726 

Street maintenance 

General road problems 29 60 87 105 
Asphalting of roads 14 28 38 66 

Cement paving/paving of sidewalks 12 29 40 68 
Road construction problems (potholes) 94 292 230 264 

Traffic signaling problems 1 46 38 43 
Total Number of Complaints 150 455 433 546 

Maintenance of water supply 
and sewerage infrastructure 

General water supply problems 0 9 21 37 
Water pipe leak 0 12 13 24 

General drainage problems 3 21 21 32 
Clogged drainage sump 10 10 8 21 

Clogged rain well 15 64 79 167 
Total Number of Complaints 28 116 142 281 

Grounds maintenance Total Number of Complaints 437 869 976 2187 

Solid waste management 

Collection of bulky waste 1277 1283 1274 971 
Waste collection 140 123 180 187 

Waste bin management 151 362 261 542 
Total Number of Complaints 1568 1768 1715 1700 

Urban cleanliness 

Road cleaning 213 265 359 360 
Plot cleaning 6 12 42 395 

Riverbed cleanliness 4 15 13 12 
General problems of municipal 

cleanliness 118 111 119 192 

Total Number of Complaints 341 403 533 959 

Recycling 

Recycling of electrical appliances 5 21 10 4 
Plastic recycling 1 2 1 1 
Paper recycling 5 10 10 9 

Total Number of Complaints 11 33 21 14 

Animals 
Collection of dead animals 29 39 73 90 

Unattended animals 4 21 60 219 
Total Number of Complaints 33 60 133 309 
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