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Abstract: An intrusion behavior recognition method based on deep learning is proposed in this
paper in order to improve the recognition accuracy of raster perimeter intrusion behavior. The
Mach–Zehnder fiber optic interferometer was used to collect the external vibration signal sensing
unit, capture the external vibration signal, use the cross-correlation characteristic method to obtain
the minimum frame length of the fiber vibration signal, and preprocess the intrusion signal according
to the signal strength. The intrusion signals were superimposed and several sections of signals were
intercepted by fixed window length; the spectrum information is obtained by Fourier transform of
the intercepted stationary signals. The convolution neural network was introduced into the pattern
recognition of the intrusion signals in the optical fiber perimeter defense zone, and the different
characteristics of the intrusion signals were extracted, so as to realize the accurate identification of
different intrusion signals. Experimental results showed that this method was highly sensitive to
intrusion events, could effectively reduce the false alarm rate of intrusion signals, and could improve
the accuracy and efficiency of intrusion signal recognition.

Keywords: deep learning; grating perimeter; intrusion behavior; pattern recognition; short time
Fourier transform; convolution neural network

1. Introduction

The optical fiber sensing unit can measure parameters such as temperature, stress,
and sound [1]. At present, the optical fiber perimeter system based on optical fiber sensing
technology has the advantages of strong electromagnetic interference resistance, high
sensitivity, high reliability, corrosion resistance, and small size. Small size has become a
research hotspot in the field of remote perimeter invasion defense. The optical fiber sensor
takes the optical fiber as the transmission medium, perceiving the change of external signal
through the degree of optical fiber phase shift, and analyzing the signal of normal optical
fiber signal fluctuation, so as to obtain the measured spatio-temporal change information.
The optical fiber sensor is mainly composed of a light transmitter, an optical fiber, and
a light receiver [2]. The light transmitter sends out the modulated pulse light, which is
transmitted to the receiving end through the optical fiber for receiving. When the cable
is illegally invaded, the cable will vibrate, the modulation phase of the light transmitted
on the optical fiber will change, and the signal received by the receiving end will trigger
the alarm system [3]. At present, the distributed optical fiber sensing system has been
able to realize the measurement of temperature, electromagnetic field, radiation, force, and
other traditional physical quantities, which greatly meets the needs of various security
environments.

Nowadays, the research on the hardware system of the optical fiber perimeter system
has essentially been completed, and optical devices are no longer the core problem that
affects and restricts its development. At present, the simple mathematical model cannot
meet the requirements of recognition. The optical fiber perimeter system has in essence
realized the efficient recognition of a single intrusion signal, and the pattern recognition of
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intrusion behavior has become a research topic of wide concern for researchers in the field
of optical sensing.

In [4], an intrusion signal recognition method based on echo state network is proposed.
Sagnac interferometer was used to simulate the sensing optical fiber to obtain various event
signals. The preprocessed signals were input into training electronic serial number (ESN)
to identify different types of intrusion events. This method can realize more accurate and
effective intrusion recognition. In [5], a hierarchical recognition algorithm for continuous
intrusion events based on the stress response process was proposed. Using the continuity
of intrusion events, a heuristic staged recognition process was established, and the stress
response degree of intrusion events was analyzed. This realized the hierarchical recognition
of continuous intrusion events. The processing speed of this algorithm is relatively fast,
which can effectively shorten the verification time.

However, the above recognition algorithm ignores the extraction of pixel features,
resulting in low recognition accuracy. Therefore, in order to improve the accuracy of
intrusion signal preprocessing, we have adopted the deep learning method for intrusion
behavior pattern recognition. This is because the deep learning method can use fewer
parameters, thus reducing the training cost and obtaining a higher recognition accuracy in
a relatively short time. This article is divided into fiber perimeter security system design,
optical signal preprocessing, feature extraction, and identification model of deep learning
invasion method section states building three parts. Finally, the experimental simulation
analysis verified that the method can effectively reduce the false alarm rate of invading
signal, can improve the sensitivity of intrusion response, and can improve the accuracy of
the invasion of signal recognition and efficiency.

Firstly, the perimeter security system of optical fiber was designed. On the basis of the
principle of optical sensor, we represented optical phase shift and optical intensity data
by interferometric optical fiber sensor. Then, the typical structure of the fiber perimeter
security system was analyzed, and the signal was collected by using the Mach–Zehnder
fiber interferometer. Finally, the architecture of the optical fiber perimeter system was
designed.

Secondly, fiber signal preprocessing and feature extraction were carried out. In this
part, the minimum frame length of the optical fiber vibration signal was obtained by cross-
correlation method, and the intrusion signal was preprocessed according to the distribution
characteristics of the optical fiber signal, so as to extract the time-domain characteristics of
the optical fiber signal.

Thirdly, the deep learning model of intrusion identification was constructed. In this
part, according to the fixed window length, we intercepted multi-segment signals for
Fourier transform to obtain the spectrum information. By introducing the convolutional
neural network into the pattern recognition of the intrusion signal in the circumscribed
defensive area of optical fiber, we extracted the different features of the intrusion signal
and obtained the deep learning model of the intrusion recognition.

Finally, the experimental simulation analysis was carried out. In this part, the ampli-
tude of the intrusion vibration signal was measured by the experimental environment, and
the noise problem was also considered. The method in this paper was compared with the
method in [4,5], and the accuracy of intrusion signal recognition, the iteration loss value of
training set, the identification efficiency of intrusion events, and the response sensitivity of
intrusion events were compared and analyzed. The results showed that the accuracy and
efficiency of this method were high, the false alarm rate of the intrusion signal was greatly
reduced, and the overall stability of the recognition system was improved.

2. Optical Fiber Perimeter Security System Design

The optical fiber perimeter security system is mainly composed of light source, sensing
optical fiber, optical fiber sensor, and terminal system. Its basic structure is shown in
Figure 1.
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Figure 1. Structure of optical fiber perimeter security system.

The light source is the signal source of the system and is generally a narrowband
light source. Optical fiber sensor is a sensing unit for collecting external vibration signal,
which is used to capture external vibration signal [6]. The sensing optical fiber is arranged
in the surrounding area and is the transmission medium of optical signal. The terminal
equipment processes the optical fiber signal, judges according to the processing result, and
generates the corresponding system response. Among them, according to the different
surrounding environment and security requirements, there is a need to choose different
optical fiber sensors and optical fiber layout.

2.1. Principle of Optical Fiber Sensor

An optical fiber is a dielectric optical waveguide. The optical signal can propagate
along the axial direction of the optical fiber. The core of the optical fiber is made of silica
material, which confirms that the optical fiber has good anti-electromagnetic interference
and anti-corrosion properties.

Compared with other sensors, optical fiber sensors can be better applied in very
harsh environments and have better durability and more extensive applications. The basic
principle of an optical fiber sensor is to convert the light emitted by the laser into the corre-
sponding changes in the intensity, wavelength, frequency, and phase of the corresponding
optical signal according to the changes of the measured external environment [7]. The
affected light signal is transmitted to a light detector in the optical fiber, and the event in
the sensing region is obtained by changing different measurement parameters. The optical
fiber sensor used in this paper is an interferometric optical fiber sensor. This technology
uses the interference distance to represent the optical phase shift of the light, and then
realizes the phase modulation of the optical signal.

2.2. Typical Structure of Optical Fiber Perimeter Security System

With the development of optical fiber manufacturing technology and related fields,
optical fiber sensing technology as a new sensing technology is becoming more and more
mature. Optical fiber sensor takes light as signal transmission carrier and sensing optical
fiber as transmission medium. Compared with the traditional electrical sensor, optical fiber
sensors have the characteristics of high sensitivity and anti-electromagnetic interference,
and have been widely used in the perimeter security field. Interferometric optical fiber
sensors mainly include Mach–Zehnder optical fiber interferometer (MZI), Michelson optical
fiber interferometer, Sagnac optical fiber interferometer, etc.

Sagnac fiber interferometer: A fiber interferometer designed and manufactured using
the Sagnac effect. The basic principle is that light waves are emitted by a light source
converge and interfere when they travel clockwise and counterclockwise in the same loop.
Under the interference of external environmental factors, the light waves in the two optical
paths will produce different phase shifts. The phase information of the interference signal
is obtained by phase analysis. The structure of the optical fiber perimeter security system
based on Sagnac optical fiber interferometer is shown in Figure 2.



Symmetry 2021, 13, 87 4 of 16

Symmetry 2021, 13, x FOR PEER REVIEW 4 of 17 
 

 

ence signal is obtained by phase analysis. The structure of the optical fiber perimeter se-
curity system based on Sagnac optical fiber interferometer is shown in Figure 2. 

 
Figure 2. Structure of optical fiber perimeter security system based on Sagnac optical fiber inter-
ferometer. 

The light beam from the light source is divided into two beams, clockwise and 
counterclockwise, through the 3 dB coupler. Due to the interference of the external vi-
bration signals, the phase of a certain beam changes, and the two beams interfere at the 
coupler, transforming the phase change into the change of light intensity. The photoe-
lectric detector captures the interfered light, and the signal processing equipment ana-
lyzes and processes the collected signal, and finally realizes the recognition of different 
signals. 

When the transmission fiber catches the external disturbance, the interference phase 
change produced can be expressed as 

hh h h h m h r
h m r

δ δφ δ δ δ Δ ∂ ∂     Δ = Δ + Δ − + Δ + Δ     ∂ ∂     
 (1)

In Equation (1), φΔ  represents the phase change of the optical signal, δ  repre-
sents the propagation constant of the fiber, r  represents the radius of the fiber core, m  
represents the refractive index of the light in the fiber core, h represents the fiber length, 

hh
h

δ Δ −  
   represents the light wave caused by the change of the fiber length caused by 

the vibration signal phase change, 
h m

m
δ∂ Δ ∂   represents the phase change caused by the 

change in the refractive index of the fiber, and 
h r

r
δ∂ Δ ∂   represents the phase change 

caused by the Poisson effect. 
The advantages of fiber perimeter security system based on Sagnac fiber interfer-

ometer are that the optical path of two coherent beams is equal, andis not subject to ex-
ternal interference and has a higher signal-to-noise ratio than other interferometers. At 
the same time, when Sagnac interferometer is working, the light source should be mod-
ulated or the demodulated optical path should be scanned in order to determine the ze-
ro-frequency position. If the intrusion occurs at the midpoint of the loop, the system will 
not be able to detect it [8]. Therefore, the fiber perimeter security system based on Sagnac 
fiber interferometer is more suitable for small-scale and relatively simple system struc-
ture. 

Michelson fiber interferometer: Composed of laser, photodetector, coupler, and two 
optical fibers coated with high reflectivity film. The structure of its Michelson fiber in-
terferometer is shown in Figure 3. 

Photodetector

Light source

Delay ring

Coupler

Sensing 
optical fiber

Intrusion point

Figure 2. Structure of optical fiber perimeter security system based on Sagnac optical fiber interfer-
ometer.

The light beam from the light source is divided into two beams, clockwise and coun-
terclockwise, through the 3 dB coupler. Due to the interference of the external vibration
signals, the phase of a certain beam changes, and the two beams interfere at the coupler,
transforming the phase change into the change of light intensity. The photoelectric detector
captures the interfered light, and the signal processing equipment analyzes and processes
the collected signal, and finally realizes the recognition of different signals.

When the transmission fiber catches the external disturbance, the interference phase
change produced can be expressed as

∆φ = δ∆h + h∆δ− δh
(

∆h
h

)
+ h
(

∂δ

∂m

)
∆m + h

(
∂δ

∂r

)
∆r (1)

In Equation (1), ∆φ represents the phase change of the optical signal, δ represents the
propagation constant of the fiber, r represents the radius of the fiber core, m represents
the refractive index of the light in the fiber core, h represents the fiber length, −δh

(
∆h
h

)
represents the light wave caused by the change of the fiber length caused by the vibration
signal phase change, h

(
∂δ
∂m

)
∆m represents the phase change caused by the change in

the refractive index of the fiber, and h
(

∂δ
∂r

)
∆r represents the phase change caused by the

Poisson effect.
The advantages of fiber perimeter security system based on Sagnac fiber interferometer

are that the optical path of two coherent beams is equal, andis not subject to external
interference and has a higher signal-to-noise ratio than other interferometers. At the same
time, when Sagnac interferometer is working, the light source should be modulated or
the demodulated optical path should be scanned in order to determine the zero-frequency
position. If the intrusion occurs at the midpoint of the loop, the system will not be able
to detect it [8]. Therefore, the fiber perimeter security system based on Sagnac fiber
interferometer is more suitable for small-scale and relatively simple system structure.

Michelson fiber interferometer: Composed of laser, photodetector, coupler, and two
optical fibers coated with high reflectivity film. The structure of its Michelson fiber interfer-
ometer is shown in Figure 3.
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Monochromatic light is produced by lasers. After the monochromatic light passes
through the 3dB coupler, it is divided into two beams with the same intensity and divided
into two optical fibers on the right side of the coupler. The optical signal is reflected on the
reflection surface and the end surface of the fiber. Because the two fibers are of the same
length, the optical path difference between the two beams is the same. After two beams
of reflected light pass through the coupler, one is transmitted to the optical detector and
the other to the laser. Interference is generated at the photodetector, assuming that the
optical fiber L2 in Figure 3 is the reference arm and the optical fiber L1 is the sensing arm.
When there is an intrusion action on the sensing arm, the phase of the optical signal in the
sensing arm will change, and the optical signal in the two arms of the optical fiber sensor
will produce phase difference, which will produce Michelson interference in the coupler.
The signal received by the optical fiber detector will change accordingly.

Because the structure of the optical fiber interferometer is a double beam interference
structure, the intensity of the two beams is positively correlated with the cosine value of
the phase difference between the two fibers. Due to the influence of external factors, the
length L of the middle sensing arm of the fiber interferometer and the refractive index m of
the light in the fiber core will change, because

φ = δo ·mL (2)

In Equation (2), δo represents the propagation constant of light in vacuum, and L
represents the optical path.

According to Equation (2), the phase change of the signal in the optical fiber can be
calculated as

∆φ = δo(∆m · L + ∆L ·m) (3)

Mach–Zehnder fiber interferometer: This interferometeris made on the basis of the
principle of optical phase modulation and has the characteristics of phase modulation and
double-beam interferometry. The reason for choosing the Mach–Zehnder fiber interfer-
ometer is that its phase modulation characteristics make its internal working space wide,
and there are multiple choices for the formation position of interference fringes. It is the
best choice for observing the gas flow, thereby effectively capturing external vibration
signals. Moreover, it effectively suppresses the influence of random interference signals
on measurement accuracy. The optical path structure consists of a reference arm and a
detection arm [9]. The reference arm is used for isolation, and the detection arm is located
in the detection area to receive external sensing signals. The structure of the Mach–Zehnder
fiber interferometer is shown in Figure 4.

Symmetry 2021, 13, x FOR PEER REVIEW 6 of 17 
 

 

 
Figure 4. Structure diagram of Mach–Zehnder fiber interferometer. 

The detection process is as follows. The light signal from the light source is divided 
into two beams through the beam splitter to ensure that the two beams have the same 
path. Once the probe area moves, the length of the probe arm, refractive index, and core 
radius all change, thus changing the phase of the two light signals. Their phase difference 

φΔ  can be obtained by detecting the coherent intensity of the two beams. According to 
the corresponding calculation Equation, we can calculate the force of the detected area. 

Suppose that at a certain point in space, two light vectors with the same frequency 

and phase are 1W and 2W ,  

( )
( )

1 1 1

2 2 2

cos

cos

A t

A t

ω φ
ω φ

= −

= −

W

W
 (4)

If the two vectors are parallel, the combined light vector of the two beams is 

( )cosA tω θ= −W  (5)

In Equation (5), A  represents amplitude, and θ represents angle. 
Assuming that the time interval is expressed as λ  and the average light intensity is 

expressed as Q , then 

2 2

0

1 dtQ A A
λ

λ
∝ =   (6)

If the two beams of light are coherent, the value of 1 2φ φ φ− =Δ  and φΔ  is a fixed 
value. Therefore, 

( )
( )

2 2 2
1 2 1 2

1 2 1 2

2 cos

2 cos

Q A A A A A

Q Q Q QQ

φ

φ

∝ = + + Δ

= + + Δ
 (7)

If a 3 dB coupler is used as the beam splitter of the sensor and there is 1 2Q Q=  at 
this time, then 

( )( )2 1 cosQ φ= + Δ  (8)

Therefore, as long as the value of Q  is measured, the phase change φΔ  can be 
calculated by Equation (8). Through the phase difference, the disturbance detection of the 
external event signal can be realized. 

Through the analysis of several optical fiber interferometers, combined with the 
characteristics and application effects of various optical fiber interferometers, the 
Mach–Zendell optical fiber interferometer is mainly used in this paper. In order to make 
full use of the information in the Mach–Zehnder optical fiber interferometer system, we 
established the optical fiber perimeter security system based on the Mach–Zehnder op-
tical fiber interferometer; its structure is shown in Figure 5. 

Laser Coupler 2

interfere

Coupler 1
Photodetector 1

Photodetector 2
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The detection process is as follows. The light signal from the light source is divided
into two beams through the beam splitter to ensure that the two beams have the same path.
Once the probe area moves, the length of the probe arm, refractive index, and core radius
all change, thus changing the phase of the two light signals. Their phase difference ∆φ
can be obtained by detecting the coherent intensity of the two beams. According to the
corresponding calculation Equation, we can calculate the force of the detected area.
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Suppose that at a certain point in space, two light vectors with the same frequency
and phase are W1 and W2,

|W1| = A1 cos(ωt− φ1)
|W2| = A2 cos(ωt− φ2)

(4)

If the two vectors are parallel, the combined light vector of the two beams is

|W | = A cos(ωt− θ) (5)

In Equation (5), A represents amplitude, and θ represents angle.
Assuming that the time interval is expressed as λ and the average light intensity is

expressed as Q, then

Q ∝ A2 =
1
λ

∫ λ

0
A2dt (6)

If the two beams of light are coherent, the value of φ1 − φ2 = ∆φ and ∆φ is a fixed
value. Therefore,

Q ∝ A2 = A2
1 + A2

2 + 2A1 A2 cos(∆φ)
Q = Q1 + Q2 + 2

√
Q1Q2 cos(∆φ)

(7)

If a 3 dB coupler is used as the beam splitter of the sensor and there is Q1 = Q2 at this
time, then

Q = 2(1 + cos(∆φ)) (8)

Therefore, as long as the value of Q is measured, the phase change ∆φ can be calculated
by Equation (8). Through the phase difference, the disturbance detection of the external
event signal can be realized.

Through the analysis of several optical fiber interferometers, combined with the char-
acteristics and application effects of various optical fiber interferometers, the Mach–Zendell
optical fiber interferometer is mainly used in this paper. In order to make full use of the
information in the Mach–Zehnder optical fiber interferometer system, we established the
optical fiber perimeter security system based on the Mach–Zehnder optical fiber interfer-
ometer; its structure is shown in Figure 5.
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In Figure 5, the laser is the laser source; ISO is the optical isolator; C1, C2, and C3
are 3dB couplers; and Detector1 and Detector2 are photodetectors. L1 and L2 are the
sensing arm and reference arm, respectively, and L3 and L4 are guiding optical fibers.
The laser sends a monochromatic light through the optical isolator to the coupler C1. The
coupler C1 divides the optical signal into two equal parts and sends it to C2 and C3.
The couplers C2 and C3 divide the received optical signal into two again. The shares
are transferred to the optical fibers L1 and L2. The two beams of light split by C2 pass
through the optical fibers L1 and L2 and interfere at C3, which are received by Detector2
and converted into amplitude signals; the two beams of light split by C3 interfere at C2
and interfere at Detector1 [10]. Couplers C1, C2, and C3 and fibers L1, L2, L3, and L4 form
two Mach–Zehnder fiber interferometers with opposite directions. The signals received by



Symmetry 2021, 13, 87 7 of 16

two optical signal receivers are generated by the same intrusion signal, which makes the
signal acquisition more accurate and flexible, and the signals collected by the two sensors
can be compared to confirm whether there is intrusion signal.

2.3. Optical Fiber Perimeter System Design Architecture

Optical fiber perimeter system is composed of optical fiber vibration system, signal
processing system, and terminal display system. The structure design is shown in Figure 6.
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The optical fiber vibration system is composed of optical fiber, optoelectronic devices,
sensing cables, and sensors. The sensing optical fiber is extremely sensitive, and the
vibration in the covered area generates phase shift through the sensing optical fiber. The
optical signal generated by the laser is divided into two optical fibers through the optical
fiber at the coupler. After the interference of the sensor coupler at the end point, it is
converted into electrical signals and sent to the A/D sampler for conversion into digital
signals.

The signal processing system includes time extraction module, event processing
module, and event recognition module. The system detects the digital signal obtained by
A/D sampling through the division of sampling rules, and preliminarily judges whether
there is event signal through preprocessing. If there is an event signal that exceeds the
threshold value, FFT (fast Fourier transform) is applied to the signal and the feature of the
event signal is extracted from the frequency domain. The processed features of the event
signal are classified by the corresponding pattern recognition algorithm.

The terminal display system is mainly responsible for human–computer interaction.
Users can monitor the security area in real time in the computer software. After A/D
sampling, the data will be sampled and sent to the monitoring module of the terminal
display system to display the time-domain waveform of the collected signals. Template
adjustment module is mainly responsible for recording various event templates. The
event template is obtained and stored in the database through cluster analysis of recorded
event information through machine learning algorithm [11]. Users can view the frequency
domain waveform of the template to understand the main intrusion and environmental
noises in the environment. At the same time, the adjustable parameters in the recognition
process can also be adjusted by this module. The alarm module is responsible for timely
feedback after detecting the intrusion signal and recording the intrusion event.

3. Optical Fiber Signal Preprocessing and Feature Extraction
3.1. Optical Fiber Signal Framing Method

In the perimeter security system, the collected optical fiber signal has nonlinear and in-
termittent characteristics. In addition, the direct processing of long discrete signal sequence
will bring great computational burden to the recognition system and reduce the real-time
performance of the system. Therefore, the optical fiber signal must be reasonably divided



Symmetry 2021, 13, 87 8 of 16

into frames. On the basis of the estimation of the signal′s inherent dynamic trajectory, in
order to reduce the influence of signal nonlinearity and intermittent characteristics on the
frame length, this paper adopted the cross-correlation method to obtain the minimum
frame length of the fiber vibration signal. The calculation equation of the cross-correlation
coefficient is as follows:

γ =

Q−1
∑

m=0
(Q× λ)A(Q× θ)√

Q−1
∑

m=0
(Q× λ)2

√
Q−1
∑

m=0
A(Q× θ)2

(9)

The cross-correlation number γ describes the degree of similarity between two se-
quences, γ ∈ [−1, 1]; the larger the cross-correlation value, the higher the degree of
similarity between the sequences. In the optical fiber perimeter security system, when
the correlation coefficient of adjacent optical fiber signal frames is greater than a certain
threshold γo, it indicates that the two frames are highly similar and can be combined into
one frame.

3.2. Optical Fiber Signal Time Domain Feature Extraction

In this paper, by selecting the time-domain characteristics of short-time energy and
short-time zero crossing rate, the intrusion signal and non-invasive signal are distinguished,
and the signal features are extracted from the time-domain to construct a relatively complete
feature set of optical fiber intrusion signal. Using the voice signal processing method for
reference, we adopted the double threshold method of short-term energy combined with
short-term zero-crossing rate to extract the intrusion signal. The short-term zero-crossing
rate and short-term energy of each signal frame are calculated as follows:

Eρ =
ρ−Q
∑

ρ=1
(γ)2

Zρ = 1
2

ρ−Q
∑

ρ=1
{|sgn(γ)| − sgn(γ− 1)}

(10)

In Equation (10), ρ represents the starting point of the signal frame, sgn represents
the sign function, Eρ represents the short-term energy, and Zρ represents the short-term
zero-crossing rate. According to the above formula, the short-time energy and short-time
zero crossing rate of a frame signal are calculated. When the calculated short-term energy
and zero-crossing rate exceed the threshold at the same time, we can determine that the
signal frame is an intrusion signal, and the intrusion signal frame is recorded as Uρ.

Using the filtering characteristics of empirical mode decomposition (EMD) to Gaussian
white noise and the uncorrelation of intrinsic mode function (IMF) corresponding to
white noise sequence with zero mean value but different amplitude distribution, pulse
interference and aliasing among different intrinsic mode components are suppressed [12].
After obtaining IMF component, kurtosis is calculated as time-domain characteristic vector
of intrusion signal as follows:

Ti =
1
v

v

∑
ρ=1

Uρζ(τ)4 (11)

In Equation (11), v represents the number of points of ζ(τ), and ζ(τ) represents the
kurtosis value corresponding to the IMF component. Through the above steps, selecting
the time domain feature can effectively identify different intrusion behaviors, thereby
obtaining the time domain feature vector of the intrusion signal.
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4. Intrusion Recognition Deep Learning Model Construction
4.1. Short-Time Fourier Transform

The short-time Fourier transform (STFT) is a time–frequency analysis method for
unsteady signals. It can transform the intrusion signal applied to the surrounding system
structure of optical fiber into a time-varying characteristic spectrum of frequency. The basic
idea is to treat the intrusion signal as the superposition of a series of short-term signals,
intercept multiple signals with a fixed window length, and then conduct Fourier transform
on the intercepted stationary signals to obtain all the spectral information during this
period. The basic calculation Equation is as follows:

W(s, f ) =
∫ ∞

−∞
a(s)g(s− α)e(−j2π f s)dx (12)

In Equation (12), a(s) represents the interference signal, g(s− α) represents the time
window centered on α, and e(−j2π f s) represents the modulation operator that converts
the signal from the time domain to the frequency domain. It can be seen that the short-
time Fourier transform is to first multiply the signal a(s) by a window function g(s− α)
centered on α, and then perform the Fourier transform. In the practical application of short-
time Fourier transform, in order to reduce energy leakage and avoid loss of characteristic
frequency, different window functions and window lengths can be used to collect time-
frequency characteristics.

Choosing a good window function can effectively reduce the frequency leakage and
improve the accuracy of amplitude identification. The size of the window also affects
the resolution in the time and frequency domains. Wide windows correspond to low
temporal resolution, while narrow windows correspond to high temporal resolution and
low frequency domain resolution [13]. Therefore, choosing the right window length
can balance the resolution of time domain and frequency domain, so as to analyze the
characteristic frequency and relative position of the intrusion signal. The resolution in the
time domain and frequency domain is calculated as follows:

∆F = Ps
Np

∆T = (Nc−Nd)
Ps

(13)

In Equation (13), Ps represents the sampling frequency, Np represents the number
of Fourier transform points, Nc represents the window length of the window, and Nd
represents the number of overlap points between the window and the window.

4.2. Convolution Neural Network

Different from the traditional neural network, the convolutional neural network
includes an input layer, a convolutional layer, a pooling layer, a fully connected layer, and
an output layer, and the convolutional layer and the pooling layer are alternately connected.
The structure is shown in Figure 7.
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The main function of the convolution layer is to extract pixel features. The purpose
of the pool layer is to reduce the calculation of parameters and avoid over-fitting during
training. The function of the fully connected layer is to obtain a vector feature dimension to
be classified, where the largest element represents the proximity between the convolutional
network and the target judgment [14].

The convolution neural network is introduced into the pattern recognition of intrusion
signals in the perimeter defense zone of optical fiber. The different characteristics of each
type of intrusion signals are extracted from a large number of time–frequency diagrams,
and the accurate classification of different intrusion signals is realized. The calculation
expression of the convolution process is

H(k)
g = B

 ∑
i∈Rg

E(k)
ig ∗ G(k−1)

i + z(k)g

 (14)

In Equation (14), H(k)
g represents the connection output of the g feature map in the

k layer; B(·) represents the nonlinear activation function used for task classification; Rg

represents the input feature processed by the convolutional layer; G(k−1)
i represents the i

local feature of the k layer; ∗ represents a convolution operation; and E(k)
ig and z(k)g represent

the weight matrix value and the bias term, respectively. Choosing cross entropy as the loss
function, the expression is

Y = −1
l

l

∑
i=1

[du ln P(Du = 1|C ) + (1− du) ln P(Du = 0|C )] (15)

In Equation (15), l represents the number of samples of the u intrusion signal, Du
represents the item that is 0 or 1 in the output C of the u intrusion signal in the output
layer of the convolutional network, and du represents the u intrusion signal. The true
value of P(Du = 1|C ) represents the predicted probability of type u intrusion signals in
the fiber perimeter defense zone, and P(Du = 0|C ) represents the predicted probability of
not including type u intrusion signals.

In the training process, the first-order partial derivative of Y is calculated, and the
updated weight E′ and the offset value z′ are calculated according to the existing weight E
and offset z. The calculation Equation can be expressed as

E′ = E− σ ∂
∂E Y

z′ = z− σ ∂
∂z Y

(16)

In Equation (16), σ represents the learning rate. The smaller learning rate makes the
model converge slowly and increases the network training time. The larger learning rate
will lead to no solution or over fitting of the model [15–17].

In the construction of the model, the time–frequency diagrams of four intrusion signals
after STFT are divided into training sets and test sets. Using the training set to train the
network parameters, the gradient descent method is used to adjust the weight and deviation
value. By applying the test set to the training network model, the accurate classification of
the intrusion signals is obtained. The pattern recognition of grating boundary intrusion
based on deep learning is realized.

5. Experimental Simulation and Analysis
5.1. Set up the Experiment Environment

In order to verify the application performance of the raster perimeter intrusion be-
havior pattern recognition method based on deep learning, we used the fiber grating
vibration sensor with a distance of 30 m as the vibration signal acquisition terminal; the
data were collected through a 16Hz fiber grating demodulator, and the computer in the
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central control room was connected for subsequent data analysis and processing. In the
experiment, the fiber grating vibration sensor was used to convert the external intrusion
signal into the modulation region through the incident fiber, and the signal was adjusted
to the vibration signal of the intrusion behavior. Three typical intrusion vibration signals,
namely, shaking protection nets, knocking protection nets, and other protection fences,
were selected as non-intrusive vibration signals of wind, rain, and small animal crawling.
In the experiment, 500 samples were collected—there were 200 Shake protection net signals,
150 Strike protective net signals, and 150 Crossing fence signals. The sampling time of
2 s was set, and the sampling point length was set to 1500. The experiment was repeated
50 times and the average value was taken from it.

First, the amplitude results of the three intrusive vibration signals were obtained
through the experimental environment built, the noise problem of the signal was considered
at the same time, and the empirical mode decomposition (EMD) was used to reduce the
noise of the amplitude signal; the result is shown in Figure 8.
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In summary, the intrusion vibration signal after noise reduction processing was used
as experimental data, and the intrusion signal identification accuracy, training set iteration
loss value, identification efficiency, and response sensitivity were compared and analyzed.

5.2. Comparison of Intrusion Signal Recognition Accuracy

With reference to the above experimental setup, according to this method, the char-
acteristic of fiber vibration signal was extracted, obtaining the characteristics of intrusion
signals such as shaking protection nets, knocking protection nets, and over-protection
fences, and obtaining their respective feature sets after condensing. The method of refer-
ence from [4], the method of reference from [5], and the proposed method were used to
identify and identify the intrusion signals. The recognition results were obtained by identi-
fying and comparing the features. Dividing the correct recognition of each category by the
number of test signals and calculating the accuracy of their identification, we received the
results shown in Table 1.



Symmetry 2021, 13, 87 12 of 16

Table 1. Comparison results of different methods of intrusion signal recognition accuracy.

Different Methods Shake Protection
Net/%

Strike Protective
Net/%

Crossing the
Fence/%

Reference [4] method 75.9 78.4 85.3

Reference [5] method 72.9 75.2 81.8

The proposed method 93.5 94.2 95.6

According to the data in Table 1, the average recognition accuracy rate of intrusion
signal of reference [4] method is 79.9%, that of reference [5] method is 76.6%, and that of
the proposed method is as high as 94.4%. It can be seen that the recognition accuracy of
intrusion signals such as the shaking protection net, striking protection net, and crossing the
protection fence of the proposed method are higher than those of the reference [4] method
and the reference [5] method. The recognition accuracy rate of intrusion signals includes
the net and over the fence. Because the proposed method adopts the pattern recognition
method based on the combination of short-time Fourier transform and convolution neural
network, it retains the complete time–frequency features and extracts the easily recognized
feature information, thus improving the accuracy of intrusion signal recognition.

5.3. Comparison of Iterative Loss Values of Training Set

For perimeter protection systems, there is also a very important indicator, that is, false
alarm rate. In order to eliminate noise interference, a certain signal feature is usually lost by
cross-correlation operation and Fourier transform, which leads to inaccurate identification
and false alarm. Considering the adaptability of the network model to the dataset, in order
to make the comparison results more valuable, this paper selected the method of refer-
ence [4], the method of reference [5], and the method proposed for experimental analysis.
The training parameters batch size and epoch are 15 and 5, respectively; the number of
iterations is 300; and the learning rate is 0.003. The Hanning window with a window length
of 4500 was selected to perform short-time Fourier transform on 1000 training samples
of shaking protection net, knocking protection net, and crossing guard fence, and then
the obtained binary figure was used as a random training set to calculate the training loss
value. By comparing the loss value, we could effectively test the false alarm of this method.
The results are shown in Figure 9.
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Figure 9. Iterative loss graph of different methods when the Hanning window length is 4500.

According to Figure 9, when the number of iterations reached 300, the average loss
value of the method in reference [4] method was1.63, that of the method in reference [5]
method was0.8, and that of the proposed method was0.35. It can be seen that the iterative
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loss of the proposed method was smaller, and the convergence efficiency and fluctuation
degree of the proposed method were better than those of reference [4] method and refer-
ence [5] method. This was because the proposed method can adjust the ratio of main lobe
and side lobe, reduce the leakage of energy spectrum, have better time resolution, retain
more image features, and reduce the false alarm rate of intrusion signal.

5.4. Comparison of Intrusion Event Recognition Efficiency

In intrusion signal recognition, in addition to the need to pay attention to recognition
accuracy, there is also the need to pay attention to recognition time. The average training
time, average recognition time, and average recognition rate of a single intrusion signal
were taken as the evaluation indexes of intrusion event recognition efficiency. The dif-
ferences of input data formats of different methods under the same dataset under three
different evaluation indicators were compared. The comparison results are shown in
Table 2.

Table 2. Comparison results under different evaluation indexes of different methods.

Different Methods Average
Training Time/s

Average
Recognition Time/s

Average
Recognition Rate/%

Reference [4] method 0.94 0.35 79

Reference [5] method 0.59 0.27 76.8

The proposed method 0.35 0.18 93.9

According to the data in Table 2, the recognition rate of the input format of the
proposed method was14.9% and 17.1% higher than that of the reference [4] method and
reference [5] method. This was because the intrusion signals of the proposed method
had non-stationary characteristics, and the recognition degree between signals was easily
interfered with by external noise; moreover, the frequency and energy distribution of
intrusion signals had good regularity and they were easily extracted by convolution neural
network. According to the average training time per step and the average recognition
time, the average training time of the proposed method input was0.59s and 0.24s higher
than that of the reference [4] method and reference [5] method, respectively. The average
recognition time of the proposed method input was0.17s and 0.09s higher than that of the
reference [4] method and the reference [5] method, respectively. It can be seen that the
proposed method significantly improved the identification efficiency of intrusion events.

5.5. Response Sensitivity Comparison of Intrusion Events

In the warning events of intrusion events in the perimeter defense area, the intrusion
signals often contain different levels of noise due to the influence of external environment
noise. In this case, the recognition rate of intrusion events is quite different. In order to
verify the response sensitivity of the proposed method to external environmental noise,
we compared the method of reference [4], the method of reference [5], and the proposed
method. We added 40 dB and 60 dB Gaussian noise to 1000 intrusion signals, such as
rocking protective net, knocking protective net, and crossing guard fence, and divided
them into six groups. The comparison results are shown in Figure 10.
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Figure 10. Comparison results of the recognition rate of intrusion signals with different methods under different levels of
Gaussian noise.

According to the analysis of Figure 10, under the condition of 40 dB gauss noise hitting
intrusion signal of protection network in Figure 10a and 60 dB gauss noise hitting intrusion
signal of protection network in Figure 10b, under the condition of 40 dB gaussian noise
shaking intrusion signal of protection network in Figure 10c and 60 dB gaussian noise
shaking intrusion signal of protection network in Figure 10d, under the 40 dB gaussian
noise over guard fence intrusion signal in Figure 10e and the 60 dB gaussian noise over
guard fence intrusion signal in Figure 10f, the recognition rate of the proposed method
is higher than that of the methods in reference [4] and reference [5]. It can be seen from
Figure 10 that as the signal-to-noise ratio increased, the intrusion signal recognition rate of
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the proposed method continuously increased from 80.3% to 83.42%, and finally stabilized
at 90.26% as the signal-to-noise ratio increased. This was mainly because most of the energy
of the percussion signal is concentrated in a certain period of time, and it is more sensitive
to external noise. The proposed method uses the robustness of the convolutional neural
network to increase the types and quantities of intrusion signals with different Gaussian
noises. Further, it extracts more time–frequency characteristics of intrusion signals in harsh
environments, so as to obtain a higher recognition rate. For the proposed method, the
intrusion signal recognition rate of the shaking protection net was stable at 80.56%, and it
did not increase with the increase of the signal-to-noise ratio. This was due to the influence
of low-frequency white noise on the intrusion signal of the rocking protection network,
and the energy distribution became more uniform, which made the characteristics of the
spectrum closer to the characteristics of the external environment. Finally, the recognition
rate of the swaying protection network intrusion signal did not increase with the increase
of the signal-to-noise ratio. The recognition rate of the intrusion signal was stable at 96.86%.
This was because the energy distribution of the intrusion signal over the fence was in the
low-frequency characteristic section, and it was not sensitive to the impact of external
noise. Therefore, the recognition rate did not change significantly with the increase of the
signal-to-noise ratio of Gaussian noise. Thus, the proposed method had higher sensitivity
to intrusion events.

6. Conclusions

In this paper, the pattern recognition method of grating perimeter intrusion behavior
based on deep learning method was proposed, which can give full play to the advantages
of an optical fiber perimeter security system. It can automatically identify the vibration
signals of rocking protection net, knocking protection net, and crossing guard fence. The
intrusion signal recognition accuracy and efficiency of the proposed method are high,
which greatly reduces the false alarm rate of intrusion signals and improves the overall
stability of the system. However, in the process of model recognition, there were afew kinds
of optical fiber vibration signals collected in this paper, which may lead to the limitation of
intrusion behavior detection and determination. Therefore, in the next study, it is necessary
to extend the recognition of other kinds of signals.
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