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Abstract: An intrusion detection system (IDS) is an active research topic and is regarded as one
of the important applications of machine learning. An IDS is a classifier that predicts the class
of input records associated with certain types of attacks. In this article, we present a review of
IDSs from the perspective of machine learning. We present the three main challenges of an IDS,
in general, and of an IDS for the Internet of Things (IoT), in particular, namely concept drift, high
dimensionality, and computational complexity. Studies on solving each challenge and the direction
of ongoing research are addressed. In addition, in this paper, we dedicate a separate section for
presenting datasets of an IDS. In particular, three main datasets, namely KDD99, NSL, and Kyoto, are
presented. This article concludes that three elements of concept drift, high-dimensional awareness,
and computational awareness that are symmetric in their effect and need to be addressed in the
neural network (NN)-based model for an IDS in the IoT.
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1. Introduction
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The security of technology is a continuously developing and emerging topic. More
advancements of technologies lead to more vulnerability and threat of attacks. Traditional
methods of security are not valid, since more intelligent attacks are being launched. This
has led researchers to exploit another aspect for protecting systems from attacks, which is
data that is generated from almost every device. It is well known, that recent technologies
generate massive data from a wide range of sources, for example, smartphones which
provide a source of multistream data from their sensor sets such as accelerometers, gyros,
and global positioning system [1]. It also includes the Internet of Things (IoT), which has
supported the emergence of new concepts of stream data generation such as health care
IoT [2].
Moreover, industrial IoT [3] requires big data analysis for management of the industrial
process as well as for developing supervisory control and data acquisition based on IoT
data (SCADA-IoT) [4]. In addition, IoT applications in smart cities such as disseminating
smart sensors’ codes by using vehicles [5] and public transportation [6] to help automate
railways, roadways, airways, and marine, and therefore enhance customers’ experiences
regarding the way goods are transported, tracked, and delivered. Last but not least, sensors
in solar panels are updated based on weather conditions in the IoT to enable solar energy
outlets [7]. These tremendous amounts of continuously generated data have opened the
door to numerous applications by analyzing the data and identifying hidden patterns and
triggering needed actions accordingly.
In the last few years, the world has witnessed an impressive revolution of artificial
intelligence (AI) and its applications in various sectors [8–10]. This has enabled the creation
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of real working systems for many tasks that were considered to be a type of fiction in
the past couple of decades. Today, it is possible to develop and implement an AI system
that identifies people in airport and public locations and links their activities with their
entire life’s recorded data. Furthermore, AI-enabled security systems provide the ability to
identify human activities and trigger possible alarms in the case of suspicious behavior.
Such tasks are feasible due to the rapid development of hardware computational power
and low cost of sensing technologies, and the emergence of advanced internet protocols,
including the IoT. These complicated artificial tasks operate based on complex system
architecture from the perspective of communication, data processing, and algorithms;
however, the complex architecture makes the system vulnerable to attacks. This has
motivated researchers to extend any advanced system with a security layer or framework
that identifies the attack and provides an alarm when needed to enable required action.
Exploiting AI for developing various models that can analyze network data instantly
and predict its nature is the core of security systems. This high velocity and massive amount
of IoT-generated data have created new machine learning problems in data science. Those
problems have been defined in various topics such as clustering, classification, forecasting,
and regression [11]. Almost every year, at least one or multi attacks are launched, causing
failure of various cloud-based platforms and applications or causing a threat of data leakage.
The streaming nature of operating attacks make them a good example of stream data system
applications. Furthermore, any attack detection/identification system has to analyze the
data, extract its features, and interpret it explicitly or implicitly using machine learning.
Here, machines are trained on previous experience based on labeled data from famous and
rare attacks. This implies the stream data learning nature of attack detection systems.
IoT systems consisting of things, services, and networks are vulnerable to network
attacks, physical attacks, software attacks, and privacy leakage [12]. For example, in the
industrial IoT, it has been observed that many industrial protocols have not been immune
to attacks such as Modbus, BACnet, DNP3, and MQTT [4], and therefore new machine
learning-related applications in the IoT called attack prediction and identification have
been applied [12,13]. Another example is increasing the IoT immunity by preserving the
outsourced data’s integrity through various security technologies such as cryptosystem
and blockchain [14].
The stream data analysis has had an evolving nature that makes any learning model
subject to failure in many evolving scenarios. This becomes more severe when the application of the learning and predicting algorithm attacks the prediction of the network. Hence,
nowadays, one emerging research area is concept drift-free attack prediction systems [4]
based on the drift concept, i.e., changing the distribution of various classes of the data.
To countering this issue, better-performing prediction algorithms need to be produced.
The data in the concept drift scenarios is non-stationary; the statistical descriptors of data
are highly dynamic, making the prediction poor without any continuous update of the
algorithm’s internal parameters.
The problem of sequential learning in the IoT is considered to be a high-dimensional
problem [15], due to the massive amount of generated data. This has also motivated
researchers to develop algorithms capable of handling massive data analysis and providing predictions efficiently without consuming huge resources of computational power
and memory. For instance, installing the sensor at each junction and road in an evenly
distributed manner is expected for smart transportation in a city. Each sensor provides
raw data for certain variables such as vehicle counting and speed, location. Next, all of
these variables are gathered and provided to the cloud for analysis and decision making,
such as vehicle routing or traffic signal control. Any attack or data manipulation can
lead to false decision making, causing considerable economic damage. Thus, it is crucial
to possess good performing prediction algorithms to learn sequentially with the fewest
false predictions.
There is a real-time constraint in many sequential learning applications, in which
it important to have light computational algorithms, an additional challenge because of
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the multi-variant aspect of the problem. Hence, most developed systems for stream data
learning and prediction have a careful computational design, which meets the real-time
constraint that changes according to the application [16].
In this study, we aim to address the various stream data learning problems in general,
as well as stream data-based attack detection and identification in the IoT. Hence, the
specific challenges of stream data learning for attack detection and identification in the IoT
is addressed. They are summarized under three main challenges: vulnerability to concept
drift, high dimensionality data issues, and the issue of real-time constraint (hard or soft)
according to the application.
An intrusion detection system (IDS) is an important security topic with high association with firms’ legal, reputation, and economic concerns. Machine learning as an approach
to formulating and solving an IDS that is an effective solution for many IDS problems.
However, related to machine learning, many challenging aspects need to be addressed
when approaching an IDS. We can present them under the following three challenging and
symmetric aspects in terms of effecting the performance: first, the concept drift [17]; second,
high dimensionality [18]; and third, computational complexity [19]. Drift is caused by the
continuous update of the statistical characteristics of the distribution of data generated from
network traffic while conducting an attack, which is handled by updating the classifier. The
property of high dimensionality is normal in Internet of Things (IoT) networks. The last
one is the computational complexity caused by the considerable number of computations
for performing learning updates of the classifier. This review is the first that presents IDS
problems with the challenging aspects of machine learning as a solution for IDS.
The remaining of this article is organized as follows: In Section 2, we present the
contribution; in Section 3, a review of the intrusion detection system is provided; next, in
Section 4, we present the concept drift; in Section 5, high-dimensional aware methods are
provided; in Section 6, computational efficient awareness models are provided; the datasets
are given in Section 7; in Section 8, we present the challenges and discussion; and finally,
the summary and conclusions are provided in Section 9.
2. Contributions
The aims of this study are to address the various stream data learning problems in
general, as well as stream data-based attack detection and identification in the IoT. It
provides the following contributions:
1.
2.

3.
4.

It is the first review article that tackles the problem of IDS from three perspectives,
namely, concept drift, high dimensionality, and computational efficiency.
It discusses the evolving aspect of IDS attacks. It argues about the impact of the
changes in the statistical distribution of the data and their corresponding classes,
which requires developing concept drift-aware intrusion detection systems.
It focuses on reviewing the computational load of the approaches and their impact on
the feasibility of applying them in real-world systems.
It provides a thorough discussion of the future challenges in IDS and the solutions
that must be developed.

3. Intrusion Detection Systems
This section focuses on an IDS system. First, we present the definition of an IDS in
Section 3.1, and then provide the taxonomy of an IDS in Section 3.2.
3.1. Definition
An intrusion detection system is comprised of an audit data collection agent that
collects data on the system in question. Then, these data are either stored or processed
directly by the detector and given to the site security office (SSO), followed by additional
steps which usually start with further investigation of the reasons for the alarm.
The concept of an IDS appeared in earlier studies in the literature, starting from the
work of [20] (computer network security monitoring and surveillance) who used some
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tools to manage and review audit trails for detecting any abnormal activity in the network
system. When considering an IDS, it is important to differentiate between two functions
that exist in a typical IDS. The first function is intrusion alarming, which can detect any
abnormal activity in the system. The second function is an SSO, which responds to the
alarm and takes the appropriate action.
It is important to remember that an intrusion can take several different forms. An
intruder could, for example, steal a password, and thus have the means to prove their
identity to the machine. Such an intruder is known as a masquerader, and detecting
such intruders is a significant problem in the field. People who are legal users of the
system but misuse their rights and people who use pre-packaged exploit scripts, which are
mostly available on the Internet, to target the system via a network, are often examples of
intruders. Another example is the motion-based side-channel attack that aims to infer the
character types on the smartphone interface using vibration-based predictions from three
smartphone sensors, namely, gyro, accelerometer, and magnetometer [21]. Another type of
attack is the Sybil attack when a node illegitimately identifies and threatens various types of
networks such as wireless sensor networks [22]. This is by no means an exhaustive list, and
the classification of threats to computer systems is a hot topic in academia and industry.
3.2. Intrusion Detection System Taxonomy
IDSs are categorized into three groups, i.e., anomaly-based detection, signature-based
detection, and specification-based detection [23]. To summarize the taxonomy, we show a
conceptual diagram in Figure 1.

Figure 1. Taxonomy of intrusion detection system (IDS) systems.

1.

Anomaly-Based Technique

Anomaly detection refers to the deviation of network traffic from its normal profile.
The normal profile is captured in the network’s non-attack conditions and is represented
mostly by statistical data [24]. An example of such deviation is when a manager, who
normally accesses the network in the daytime, uses his account to access it at night, which
is regarded as a deviation of activity. Such a deviation is suspicious, and it can indicate an
attack; however, such activity might not be associated with an attack. Thus, it is possible to
have a false alarm based on this. Hence, continuous updates of the network’s user activity
patterns to avoid false alarms can be performed [25].
In this study, we are interested in an anomaly-based IDS. Therefore, we create the
following sub-taxonomy of such systems:
Statistical-based anomaly IDS The statistical-based anomaly IDS matches the periodically captured statistical features from the traffic with a generated stochastic
model of the normal operation or traffic [26]. The attack is reported as the deviation
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between the two statistical patterns, i.e., the normal memorized one and the current
captured one.
Knowledge-based anomaly IDS In knowledge-based anomaly detection, numerous
rules are provided by experts in the form of an expert system or fuzzy-based system
to define the behavior of normal connections and attacks. In fuzzy-based anomaly
detection, the rule-based is connected to inputs. A subset of the rules is enabled based
on the input values [27], sometimes heuristics or an UML-based description of the
attack’s behavior is provided [25].
Machine learning-based anomaly IDS An explicit or implicit model of the analyzed patterns is developed in a machine learning-based anomaly IDS. These models
are revised regularly to boost intrusion detection efficiency based on past results.
Sections 4 and 5 include more information and an analysis of the machine learning
models for IDS.
2.

Signature-Based Technique

A signature-based technique is also referred to as knowledge-based or misuse detection. It uses the signature of the attack and performs matching between the current traffic
and the signature, and then reports an attack on the existence of matching, otherwise, it
does not report an attack. Such an approach does not suffer from a high rate of false alarm
like other approaches. However, it requires a continuous update of the signature [25].
3.

Specification-Based Technique

A specification-based technique uses the specification or constraints to describe a certain program’s operation and report any violation of such specification or constraints based
on matching with the prior determined and memorized specification and constraints [28].
4. Concept Drift
The prediction should tolerate concept drift in the field that does not have prior
knowledge for predicting concepts such as weather or finance. This happens when a noise
at a certain time becomes information at another time or vice versa, as proposed by [29].
For a more formatted definition, we use the work of [30].
Assuming we have a stream data D = ( x, y), where x denotes the feature and y
denotes the class label. The definition of concept drift is the change of the joint probability
pt ( x, y) = pt+1 ( x, y). According to the Bayes theorem p( x, y) = p( x ) p(y| x ) , the change
might occur because of drifting in p( x ) over time, or it might occur when the prior probability changes with time pt (y). The third reason for concept drift is a change in the posterior
probability pt (y| x ) .
Concept Drift Aware Machine Learning Models
One of the typical problems of machine learning models is when the model falls
into concept drift, which is due to the dynamic characteristics of real-world data and
the non-stationary nature of its processes [31]. In the context of intrusion detection, the
concept refers to the process of the predicted value of the state of the traffic connection
or record [4]. It can be predicted as normal, or an attack, based on input variables that
represent the features. The issue of concept drift happens due to changing the behavior of
conducting the attack and inventing new methods or ways. This makes the problem of
attack identification highly dynamic and characterized as a non-stationary process. Some
researchers have described concept drift in an IDS as sudden concept drift [32]. In addition,
researchers have considered IoT data to be subject to concept drift [33]. Some researchers
have developed solutions for special cases of concept drift, for example, when the number
of clusters changes [34].
The literature contains numerous approaches for dealing with the problem of concept
drift. Some researchers [35] have proposed preparing a pool of classifiers, each trained on
certain concepts and adopting a dynamic or time-based selection to subset them according
to the test sample to counter the concept drift. Other researchers have proposed dealing
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with concept drift in the same clustering model instead of adopting a separate block
to deal with it. For example, [36] proposed an algorithm that maintains and updates
online micro-cluster to distinguish evolution and concept drift from noisy data. Adopting
online approaches to deal with concept drift has motivated researchers to propose an
alternative model with an online nature to replace the offline models used in clustering
and classification.
An example is by [37], where the concept drift has been reflected online to obtain
the principal component analysis’s eigenvalues. Overall, the general trend of studies in
the literature is to develop clustering and classification models for network security and
IDS, in particular, for handling the evolving nature of random variables and processes
through dealing with concept drift. Unfortunately, IDS literature for handling concept
drift is still non-significant and needs lots of developments. In the work of [38], an approach for detecting concept drift caused by dynamical significant feature changes was
proposed. The concept drift detection is based on real-time feature selection using tracking
adaptive statistical summaries of the data and class label distributions. In the work of [39],
an online adaptation of an ensemble of deep neural networks was used to counter the
concept drift and enable steady long-term performance. However, this work faces an
issue of computational complexity. Table 1 shows the previous approaches for handling
concept drift.
Table 1. Existing approaches for handling concept drift.
Reference
[35]
[36]

Description

Limitation

According to the test sample, a pool of classifiers is trained on certain
concepts and adopts a dynamic or time-based selection to subset them
according to the test sample to counter the concept drift.
An algorithm that maintains and updates online micro-cluster to distinguish
evolution and concept drift from noisy data.

It assumes that prior knowledge
of the concept is not a valid
assumption in the practical world.

[37]

Concept drift has been reflected in an online way to obtain the principal
component’s analysis’s eigenvalues.

[38]

Concept drift detection based on real-time feature selection using tracking
adaptive statistical summaries of the data and class label distributions

[39]

An online deep neural network model relies on an ensemble of varying depth
neural networks that cooperate and compete to enable the model to steadily
learn and adapt as new data, allowing for stable and long-lasting learning.

It handles only clustering.
It assumes concept can be
captured by data reduction only,
which is not always true.
It is limited to only one type of
concept drift, i.e., feature
changing caused concept drift.
Concern about the computational
complexity.

5. High Dimensional Aware Machine Learning
High dimensionality is one issue in machine learning in general, and in IDS applications in particular. High dimensionality becomes more challenging when the data
are streamed due to the inability of storing the data to perform an analysis [40]. Some
researchers have described the high dimensionality of IDS data as the curse of dimensionality [41] and have adopted various approaches to solve the issue. The concepts of
core mini-clusters and grid are useful for summarizing the data, which provides a smaller
version of the data, making it feasible to provide storage and computation for clustering [42]. Other researchers have also used separated approaches for reducing data, for
example, [43,44]. An existing challenge is how to handle high dimensionality without
affecting the quality of clustering. The concept of grid projection as a stage of data reduction was initially proposed by [45]. It separates the data space along all dimensions into
intervals, and instead of storing the data, a statistical summary of the data projection in
each interval is stored.
One of the most popular approaches, which used grid mapping, is the work of DStream [46], where a framework for clustering stream data using a density-based approach
was developed. The framework proposed two phases, i.e., online and offline. The online
phase’s goal is to map the data into a grid, while the offline phase’s goal is to compute the
final clusters based on the grids. Micro-clusters as another stage of data reduction have
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also been proposed in this framework, which was initially proposed by [47]. It builds small
data structures that summarize the density and distribution of data points in space, called
micro-clusters. Other researchers have extended the micro-cluster concept from a single
level to multiple levels or hierarchical [48]. To support data stream clustering, a hierarchical
tree is presented to dynamically store the micro-clusters at different granularity levels,
depending upon the data arrival time. Various recent algorithms have relied on the concept
of micro-clusters and integrated them with optimization algorithms. In [49], the authors
proposed an ant colony stream clustering (ACSC) that is based on identifying a group of
micro-clusters. The algorithm uses a tumbling window model and stochastic method to
find rough clusters. Next, the rough clusters are refined using ant colony optimization.
Astudy by [50] also used the concept of micro-clusters to update the micro-cluster radius
recursively with an approach that uses a buffer for storing and filtering out irrelevant
micro-clusters. Furthermore, their algorithm used an energy updating function based on
the data stream’s spatial information.
Some of the frameworks have focused on stream speed and handling different speeds
of the data stream. For example, in the work of [51], a framework for stream data clustering,
named as ClusTree, was proposed to handle different speeds of the stream. It also uses
the concept of micro-clusters based on statistical modeling (mean and variance). The
framework has been extended by [52] to the distributed framework. Another way of
dealing with high dimensional data, grids, and the micro-cluster concept is the principal
component analysis, used by numerous researchers. Table 2 shows the previous approaches
for handling the issue of high dimensionality.
Table 2. Existing approaches for handling high dimensionality.
Reference
[42]
[48]
[49]

[50]

[51]

Description
The concepts of core mini-clusters and grid are useful to summarize the
data, which provides a smaller version for the data to make it feasible in
providing the storage and computation for clustering.
Extended the concept of micro-clusters from single level to multiple levels
or hierarchical.
An ant colony stream clustering (ACSC) is based on identifying a group of
micro-clusters. The algorithm uses a tumbling window model and
stochastic method to find rough clusters. Next, the rough clusters are
refined using ant colony optimization.
Used the micro-cluster concept and updated the micro-cluster radius
recursively with an approach that uses a buffer for storing and filtering
out irrelevant micro-clusters. Furthermore, their algorithm used an energy
updating function based on the spatial information of the data stream.
A framework for stream data clustering, named as ClusTree, was
proposed to handle different speeds of the stream. It also uses the concept
of micro-clusters based on statistical modeling (mean and variance).

Limitation
It is still limited in the case of high
dimensional data.
It causes a complicated architecture
of storing the data.
It has a computational concern
because of running the optimization
inside the clustering.
It is useful for reducing computation
more than memory consumption.
It assumes a normal distribution of
data, which is not a valid assumption
in all real-world problems.

6. Computational Efficient Machine Learning
One of the issues of an intrusion detection system based on intelligent algorithms is the
real-time constraint, which requires adopting computationally light approaches to enable
fast prediction. The literature has tackled this aspect but without a big focus. The majority
of the approaches were evaluated from the accuracy of prediction perspective without
reporting the execution time of both the learning and the prediction. In addition, while
many approaches aim to achieve real-time performance by enabling parallel execution, such
as [53], they have not focused on modifying the inside algorithm to make it computationally
lighter. Other researchers have improved the real-time aspect of the ensemble learningbased IDS. The real-time in such type an IDS is affected by feedback waiting time for
another IDS when a consultation is made. Building a neural network trained on partial
IDS feedback predicts the feedback and makes the decision making faster [54]. Other
researchers have considered a lightweight IDS for enabling them on fog networks, such
as [55], where a multi-layer perceptron model was used and execution on raspberry pi was
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performed. Notably, the approach of building a lightweight IDS has mostly been used for
IoT applications. For example, [56] used a support vector machine (SVM) assisted by two
or three incomplete features for an IDS, yielding fast detection time. The authors have used
this as an indicator of the algorithm’s lightweight and the CPU execution time.
In [57], the authors proposed an artificial bee colony integrated with a lightweight
IDS to detect Sybil attacks. The algorithm works in real-time to track the arrival time of
control messages for low power and lossy network (RPL). However, such an algorithm
is customized for the mentioned protocol, making it non-applicable for the general IDS
system. In the work of [22], various methods for detecting Sybil attacks, such as radio
resource testing, key validation for random key predistribution, position verification, and
registration, were introduced.
To summarize, we present each of the approaches in Table 3, presenting their limitations.
Table 3. Existing approaches for handling computational complexity.
Reference

Scope

Contribution

[54]

General IDS

Enabling parallel execution

[55]

IDS

Ensemble learning based

[56]

Fog IDS

[57]

IoT IDS

[58]

Low power and lossy
network (RPL) IDS

Multi-layer perceptron model was used and
execution on raspberry pi was performed
Support vector machine SVM assisted by two
or three incomplete features
Tracking of the arrival time of
control messages

Limitation
Lacking focus on modifying the inside
algorithm to make it computationally lighter
Partial IDS feedback is not adequate in
ensemble learning
Back-propagation training is iterative and
requires time
SVM is the most efficient classifier
Protocol dependent

7. Dataset
In this section, we look at some of the most well-known datasets in IDSs and IDSs
for IoT. We provide each one with statistical details on the number of records, classes, and
decomposition of those records.
7.1. KDD99 Dataset
The KDD99 dataset has been the most widely used dataset for network intrusion detection, since 1999; [57] generated this data collection based on the data collected during the
DARPA IDS assessment program in 1998. DARPA’98 consists of approximately 4 gigabytes
of compressed raw (binary) TCP dump data from seven weeks of network traffic, which
can be processed into approximately five million link records, each containing about one
hundred bytes. There are approximately two million link records in the two weeks of test
results. Each of the nearly 4,900,000 single link vectors, in the KDD training dataset, has
forty-one features and is classified as either regular or an attack of a specific kind.
1.

2.

3.

4.

A denial of service (DoS) attack occurs when an attacker makes the computing or
memory resource too busy or complete to handle legitimate requests or denies a
legitimate user access to a computer.
A user-to-root attack (U2R) is a type of exploit in which the attacker gains access to
a system’s regular user account (possibly through password sniffing, a dictionary
attack, or social engineering) and exploits a vulnerability to gain root access.
A remote-to-local attack (R2L) occurs when an attacker can send packets to a computer
over a network. Still, no account on that machine exploits a vulnerability to gain local
access as that machine’s user.
A probing attack is an effort to collect information about a network of computers to
obfuscate its security controls.

Figure 2 shows the distribution of the classes based on the sample sizes in a bar graph.
There is an imbalance in the dataset, as can be observed. The problem of classification or
clustering becomes extremely difficult as a result of this imbalance.
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Figure 2. Classes’ distribution in terms of sample sizes for the KDD99 dataset.

7.2. NSL Database
The NSL-KDD dataset [58], consisting of selected records from the entire KDD dataset,
is proposed. The benefit of the NSL-KDD dataset is the statistical analysis revealed significant problems in the dataset that have a significant impact on system efficiency. This
includes redundant records in the train set, duplicate records in the test set, and the number
of selected records from each difficult level category not related to the percentage of records
in the original KDD dataset. In NSL, certain problems were resolved.
Out of the 37 attacks present in the test dataset, 21 are included in the training dataset.
The recognized attack forms are those found in the training dataset, while the novel attacks
are not found in the training dataset.
We provide the classes’ distribution in the data based on the sample sizes in the bar
graph provided in Figure 3. It can be observed that the classes are distributed non-equally
in terms of the number of samples.

Figure 3. Classes’ distribution in terms of sample sizes for the NSL dataset.
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7.3. Kyoto Dataset
There are 24 statistical features in this dataset, i.e., 14 traditional features and ten
additional features. On the basis of the KDD Cup 99 dataset [59], the first 14 features
were extracted from the 41 original features using honeypot systems installed at Kyoto
University. In addition to those 14 features, they have extracted an additional ten features,
making them investigate what happens on the network more effectively.
The classes’ distribution according to the sample sizes is provided in the bar graph in
Figure 4. As we observe, the data is a combination of three classes; the largest size is 82%,
the second largest being 16% of the total data, while the smallest one is 2%.

Figure 4. Classes’ distribution in terms of samples sizes for the Kyoto dataset.

8. Challenges and Discussion
Reading the literature, we conclude that an IDS for the IoT based on stream data
analysis requires dealing with three main challenges:
(1)

(2)

(3)

In concept drift, attacks are not conducted using the same way. Hence, it is needed to
handle their evolving aspect. The evolving aspects of attacks imply changes in the
statistical distribution of the data and their corresponding classes. Such change is
named concept drift. The approaches for solving concept drift can be summarized
as follows: (1) They assume that prior knowledge of the concept is not a valid
assumption in a practical world. (2) They also assumes concepts can be captured
by data reduction only, which is not always true. (3) Some of them do not handle
sequential classification, which is an essential part of IDS theory.
High dimensionality IoT-based systems are categorized as high-dimensional systems,
and therefore the issue of high dimensionality must be handled in IDSs for the IoT. The
approaches developed in the literature for high dimensionality suffer from the following: (1) They can cause a complicated architecture of storing the data. (2) Moreover,
they have only considered the computational aspect of analyzing high-dimensional
data with less attention to memory consumption. (3) They also assume a normal
distribution of data, which is not a valid assumption in all real-world problems.
One significant issue of IDSs for the IoT systems is computational concerns. Studies in
the literature have taken numerous approaches for addressing this concern. However,
they still suffer from a lack of focus on modifying the inside algorithm to make it
computationally lighter with less attention for the iterative training approaches such
as backpropagation.

9. Summary and Conclusions
In this article, we presented a literature survey on the topic of an intrusion detection
system (IDS) and its challenges. The focus of the article was on using machine learning
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for a IDS in the Internet of Things. Hence, we investigated three main challenges of
machine learning when dealing with an IDS for the IoT, i.e., evolving and concept drift,
high dimensionality, and computational complexity. We dedicated a separate section
for presenting each of these challenges in general, and their relationships with machine
learning in particular. Furthermore, we presented three main datasets, namely KDD99,
NSL, and Kyoto. Finally, we presented the main challenges in the IoT and IDSs and
approaches for dealing with them according to the existing literature on this topic.
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