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Abstract: Deepfake is one of the applications that is deemed harmful. Deepfakes are a sort of im-
age or video manipulation in which a person’s image is changed or swapped with that of another
person’s face using artificial neural networks. Deepfake manipulations may be done with a variety
of techniques and applications. A quintessential countermeasure against deepfake or face manip-
ulation is deepfake detection method. Most of the existing detection methods perform well under
symmetric data distributions, but are still not robust to asymmetric datasets variations and novel
deepfake/manipulation types. In this paper, for the identification of fake faces in videos, a new multi-
stream deep learning algorithm is developed, where three streams are merged at the feature level
using the fusion layer. After the fusion layer, the fully connected, Softmax, and classification layers
are used to classify the data. The pre-trained VGG16 model is adopted for transferred CNN1stream.
In transfer learning, the weights of the pre-trained CNN model are further used for training the new
classification problem. In the second stream (transferred CNN2), the pre-trained VGG19 model is
used. Whereas, in the third stream, the pre-trained ResNet18 model is considered. In this paper, a
new large-scale dataset (i.e., World Politicians Deepfake Dataset (WPDD)) is introduced to improve
deepfake detection systems. The dataset was created by downloading videos of 20 different politi-
cians from YouTube. Over 320,000 frames were retrieved after dividing the downloaded movie into
little sections and extracting the frames. Finally, various manipulations were performed to these
frames, resulting in seven separate manipulation classes for men and women. In the experiments,
three fake face detection scenarios are investigated. First, fake and real face discrimination is studied.
Second, seven face manipulations are performed, including age, beard, face swap, glasses, hair color,
hairstyle, smiling, and genuine face discrimination. Third, performance of deepfake detection system
under novel type of face manipulation is analyzed. The proposed strategy outperforms the prior
existing methods. The calculated performance metrics are over 99%.

Keywords: deepfake; fake face detection; face manipulations; multi-stream CNNs

1. Introduction

Artificial intelligence (AI) technologies have become one of the most popular appli-
cations in recent years. Today, these technologies have a wide variety of applications.
However, some of these practices are now described as a threat or danger. One of the
applications considered dangerous is Deepfake. Deepfakes are a type of manipulation in
which a person’s image is altered or swapped by another person’s face via artificial neural
networks in an image or video [1]. The manipulation of Deepfakes can be performed
using different algorithms or applications. Generative adversarial networks (GANs) [2]
algorithms are at the top of these methods. These methods achieve surprising results and
give examples of faces that are almost indistinguishable from the real ones. In addition,
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many public applications such as DeepFake, Face2Face, FaceApp, and Face Swap Live have
emerged with the rapid increase of social media use. The aforementioned applications and
software can be used to change a person’s facial age, gender, hair color, or facial expression;
to swap two faces with each other; or to create synthetic facial specimens of a person not in
the real world.

Deepfakes are attributed to manipulated videos or other digital representations pro-
duced by advanced AI and Deep Learning (DL) that generate fake images and sounds that
perform to be real. Although this technology may seem amusing and harmless, it can lead
to significant risks and dangers through the use of applications and software by malicious
people. For example, it can be used to produce audio and video imitations for theft, fraud,
or revenge porn. The cyber wars and digital disasters in today’s world, deepfake can be
used to trigger social events and for perception management. Similarly, trial processes can
be manipulated by using false evidence in courts; people are thereby accused of crimes that
they did not commit. Therefore, innocent people can go to jail unfairly. Besides, malicious
actors can use Deepfake algorithms as a tool to produce and spread fake news about a
company being involved in consumer fraud, bribery, sexual harassment, or such crimes.
They can show you or someone from your company as the person that committed these
crimes. This kind of unrealistic news can damage your company’s reputation and make it
difficult for you to prove otherwise.

The conventional countermeasure against deepfake is deepfake detection methods.
Several datasets were published to overcome deepfake detection, such as UADFV [3],
DeepFake-TIMIT [4], and Celeb-DF [5]. In addition, some companies released large-scale
datasets to support researchers against this phenomenon. Google created a large-scale
dataset, which is called DeepFakeDetection [6], to promote researches in developing new
methods for deepfake detection. Furthermore, Facebook and Microsoft presented a new
dataset that has been included in the Deepfake Detection Challenge (DFDC) [7].

Many studies have been conducted on deepfake detection. For example, Afchar et al. [8]
presented a convolutional neural network (CNN)-based deepfake detection method. The
method in [8] concentrated on the mesoscopic properties of images via a deep neural
network (DNN) with few layers. It was trained on the datasets that were collected by
authors and were composed of hyper-realistic forged videos. The authors obtained 98.4%
and 95.3% accuracy for deepfake and Face2Face datasets, respectively. In [9], the authors
integrated a new DL-based approach for detecting deepfake videos. The method detected
the artifacts by matching the synthesized facial areas and their neighborhood regions
with a CNN model. Exclusively, they used a residual network with a 50-layer (ResNet-
50) [10] model to detect the deepfake videos by highlighting the facial warping artifacts
introduced by rescaling and interpolation processing in fundamental deepfake generation
algorithms. Researches were implemented on UADFV and DeepfakeTIMIT low quality
(LQ) and DeepfakeTIMIT high quality (HQ) datasets and they achieved 97.4%, 99.9%,
and 93.2% accuracy rate, respectively. Zhou et al. [11] utilized two-stream CNNs with the
underlying GoogleNet model [12] for face manipulation detection. While the first stream
detects interfering artifacts on a face, the second one is a trained patch-based triple net.
Experiments were performed on the unpublished dataset, which was composed by authors
helping of SwapMe and FaceSwap applications. Their method attained a 99.9% detection
accuracy rate.

In [13], the authors investigated the GAN pipeline for the detection of varied artifacts
among real and fake images. They suggested a detection technique dependent on color
characteristics and a linear support vector machine (SVM) for classification. The method
was applied on the NIST MFC2018 [14] dataset. They reached 70.0% of the area under
the curve (AUC). Nataraj et al. [15] presented a detection method based on natural image
statistics and steganalysis. The suggested technique has especially relied on a compound of
pixel co-occurrence matrices and CNNs. The method was first tested on a dataset of various
objects composed using the CycleGAN [16] structure. Moreover, the authors performed an
interesting analysis to notice the validity of the proposed method to fake images generated
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through two GAN structures (CycleGAN and StarGAN [17]) with good generalization
outcomes. Next, in [18], the authors performed this detection method on the 100K-Faces
dataset and gained an EER result of 7.2%.

Nguyen et al. [19] utilized capsule structures [20] that rely upon a VGG19 [19] net-
work to detect crafted facial pictures and videos. The method obtained 97.05% accuracy
rate on the FaceForensics++ [21] dataset. The work in [22] presented a detection tech-
nique that tried to capture visual artifacts in the eyes, teeth, and face circumferences of
the crafted faces. Two different processes were performed, i.e., multilayer feedforward
neural network and logistic regression (LogReg) model classifiers. The suggested method
was obtained a 0.866 AUC value on an unpublished dataset with deepfake videos from
YouTube, and frames were cropped from CelebA dataset [23]. In [24], the authors pre-
sented a fake detection approach that relied on the analysis of the convolutional traces.
They used Expectation-Maximization (EM) algorithm [25] to extract features. Classifiers
such as k-Nearest Neighbors (k-NN), Support Vector Machine (SVM), and Linear Dis-
criminant Analysis (LDA) were used in the study. The introduced approach was tested
using forged images created through AttGAN [26], GDWCT [27], StarGAN, StyleGAN,
and StyleGAN2 [28], obtaining a 99.81% accuracy rate for the best performance. In [29],
the authors presented DeepFakesONPhys, which is the backdemanded physiological
measurement for detection of Deepfake. The suggested method particularly relied on a
Convolutional Attention Network (CAN) that is trained for heart rate estimation utilizing
remote photoplethysmography (rPPG). The offered CAN structure comprises two parallel
CNN networks that extract and share temporal and spatial information from video frames.
The proposed method was performed on Celeb-DF and DFDC datasets and obtained
98.7%, and 94.4% accuracy values, respectively. A summary of Deepfake manipulation
detection methods is presented in Table 1. Despite remarkable progress in deepfake and
face manipulation detection, the majority of the existing techniques are effective only for
symmetric data distributions. However, their performance degrades under asymmetric or
novel datasets and deepfake/manipulation types not used in the training process.

Table 1. A representative list of deepfake detection methods.

Methods Techniques Dataset Year

Afchar et al. [8] Designed CNN Private dataset 2018
Li et al. [9] Face Warping Features UADFV and DeepfakeTIMIT 2019
Zhou et al. [11] GoogleNet model Private dataset 2017
McCloskey and Albright [13] GAN-Pipeline Features NIST MFC2018 2018
Nataraj et al. [15] Steganalysis Features 100K-Faces 2019
Nguyen et al. [19] Capsule Network FaceForensics++ 2019
Matern et al. [22] CNN and Logistic Regression Model Private dataset 2019
Guarnera et al. [24] GAN-Pipeline Features Private dataset 2020
Hernandez-Ortega et al. [29] Convolutional Attention Network (CAN) Celeb-DF and DFDC 2021

This paper presents a new large-scale dataset (i.e., World Politicians Deepfake Dataset
(WPDD)) to improve deepfake detection algorithms. Videos of 20 different politicians
were downloaded from YouTube to create the dataset. These downloaded videos were
divided into small parts and over 320,000 frames were obtained. Finally, these frames were
grouped and various manipulations were applied as seven different manipulation classes
for men and women. In addition, a novel multi-stream deep learning method is proposed
for fake face detection in a given video. The proposed architecture consists of three
streams, which are combined in the fusion layer. After the fusion layer, the classification is
carried out through the fully connected, Softmax, and the classification layers, respectively.
The original image is used in the first stream to learn broad features like head shape and
hair color. The blurred picture is utilized as input in the second stream, which focuses
on the skin color. The last stream is concerned with the sharpened input image’s local
characteristics of the face. Face detection, face blurring, and face sharpening techniques
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are used in the preprocessing step. The detected face regions are initially cropped and
then are resized to 224 × 224. Sharpness is described as the contrast between two or more
colors. The pre-trained VGG16 model is adopted for transferred CNN1stream. In transfer
learning, the weights of the pre-trained CNN model are further used for training the new
classification problem. In the second stream (transferred CNN2), the pre-trained VGG19
model is used and in the third one, the pre-trained ResNet18 model is considered.

The remainder of the paper is as follows. In the next section, the methodology and the
related theory together with CNN, transfer learning, and dataset are introduced. In Section 3,
the experimental works and results are examined. The paper is concluded in Section 4.

2. Proposed Mutli-Stream Deepfake Detection Methodology

The proposed multi-stream deep learning method is depicted in Figure 1. As seen
in Figure 1, the proposed architecture consists of three streams, which are combined in
the fusion layer at feature level. The first stream uses the original image to learn general
characteristics such as head shape and hair color. The second stream is used to focus
on the skin color, where the blurred image is used as input. The last stream deals with
the local features of the face that are provided by the sharpened input image. In the
preprocessing stage, face detection, face blurring, and face sharpening operations are
applied. The detected face regions are initially cropped and then are resized to 224 × 224.
Sharpness is described as the contrast between two or more colors. A smooth transition
from black to white is appealing. The transformation from black to gray to white is vague.
When images are sharpened, the contrast around the edges where different colors intersect
is increased. For blurring of the detected face images, the guided filter is considered.
The radius of the square window of the guided filter is chosen as 12.

The pre-trained VGG16 model is adopted for transferred CNN1stream. In transfer
learning, the weights of the pre-trained CNN model are further used for training the new
classification problem. In the second stream (transferred CNN2), the pre-trained VGG19
model is used, and in the third one, the pre-trained ResNet18 model is considered.

Simonyan et al. [30] developed the VGG16 model, which is a deep CNN model.
The VGG16 model has a total of 41 layers, 16 of which have learnable weights. The learn-
able layers are made up of 13 convolutional layers and three completely linked layers.
Both convolutional layers in the VGG16 model use tiny 3 × 3 kernels, and max-pooling
layers come after convolutional layers. VGG19 was developed as a deeper version of the
VGG16 model [30]. It contains 47 layers where there are 16 convolutional layers, 18 ReLu
layers, 5 max-pooling layers, 2 dropout layers, 3 fully connected layers, softmax, and
classification output layer. The pretrained ResNet18 is another deep CNN model with
71 layers. The ResNet18 model is composed of 20 convolutional layers, 17 ReLu layers,
20 Batch Normalization layers, 8 addition layers, 1 Max pooling layer, 1 global pooling
layer, softmax and classification output layer. The outputs of fully connected layers from
each stream are then concatenated using the fusion layer. Average pooling is employed to
the output of the fusion layer. The results are used as input to the last fully connected layer
that has either eight or two output neurons. To classify, the softmax layer is used.

2.1. CNN and Transfer Learning

Convolutional Neural Networks (CNNs) are a type of neural network that are becoming
increasingly common due to their high success in several image-based object recognition
applications [31,32]. With its end-to-end learning architecture, CNN can extract features
and classify them. Convolution, pooling, normalization, and fully connected layers are
among the layers that make up a general CNN architecture. To construct the network,
convolution, pooling, and normalization layers are embedded in sequential order. Con-
volution and pooling operations are used in succession to create high-level features on
which classification is done. The classification is done in the CNN architecture’s fully
connected layer. During CNN preparation, a large number of parameters must be modified
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in the CNN architecture. The traditional back-propagation algorithm is commonly used to
train CNNs.

Transfer Learning (TL) is classified as the process of transferring information from
one domain to another for classification and feature extraction [33]. TL is performed
using a deep CNN model that was previously trained on a large dataset in the deep
learning perspective. The pre-trained CNN model is fine-tuned using a new dataset with a
lower number of training images than the previously trained datasets. As fine-tuning a
pre-trained CNN model is normally much faster and easier than training a CNN model
with randomly initialized weights from scratch, TL has recently been used in many deep
learning applications.

 

Preprocessing

Transferred  
CNN1

Transferred 
CNN2

Transferred 
CNN3

Fusion layer

Fully connected 
layer

Softmax layer

Classification 
layer

Original image Sharpened image Blurred image 

Figure 1. The illustration of the proposed multi-stream CNN for deepfake classification.

In general, the initial layers of CNN models learn features like edges, curves, corners,
and color blobs, and the final layers of CNN models reflect abstract and unique features [31].
In functional implementations, the fully attached layer, softmax layer, and classification
output layer of the pre-trained CNN model are discharged, and the remaining layers are
passed to the current classification mission.
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2.2. Dataset

To create the related (i.e., World Politicians Deepfake Dataset (WPDD)) dataset,
the videos of twenty world-famous politicians, nine of them women and eleven of them
men, were downloaded from YouTube. These videos, the actual lengths between the range
of 5 to 16 min, were divided into 946 videos with a length of 10 to 20 s. Then, the frames of
these videos were extracted and a total of 320,499 images (frames) were obtained. These
images were grouped and various manipulations were applied, including 7 different classes
which are makeup (for women only), hairstyle, hair color, age, smile, glasses, beard (for
men only), and face swap. For each manipulation class, different types of manipulations
were applied to belong to the related class. For instance, the different hairstyle types such
as curly, straight and wavy were used for the hairstyle manipulation class. Figure 2 shows
a sample of the dataset.

Figure 2. Sample frames from our WPDD dataset. The first row shows real images of different
politicians. The following rows depict fake images of manipulation classes, i.e., makeup (only for
women)/beard (only for men), hairstyle, hair color, age, smiling, glasses, and face swap, respectively.
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3. Experiments

In this section, we provide the experimental evaluations of the proposed deepfake
and face manipulation detection framework. Furthermore, a comparison of the proposed
method with prior techniques, performance under novel face manipulation types, and per-
formance on existing datasets are presented.

3.1. Experimental Protocol

The experimental works were performed on MATLAB with a workstation that con-
tains the NVIDIA Quadro M4000 GPU. As it was mentioned earlier, the detected face
regions were resized to 224 × 224 for being compatible with the input of the pre-trained
deep models. The well-known Viola–Jones detection algorithm was used for face region
detection [34]. Randomly selected 70% of datasets were used in training of the proposed
method, and the rest 30% of datasets were used for testing of the proposed method. In the
fine-tuning of the pre-trained CNN models, the number of epochs was set to 5. The dropout
probability was set to 0.2. The MiniBatch size, Gradient Threshold, and the initial learning
rate were chosen as 32, 2, and 0.001, respectively.

In the experimental works, two different scenarios were considered. In the first one,
the discrimination between the real and fake faces was carried out, and in the second
scenario, the discrimination between the seven fake faces and real faces (eight-class classifi-
cation problem) was considered. The classification performance was measured by using
the accuracy, sensitivity and specificity criteria.

3.2. Experimental Results
3.2.1. Scenario 1

Figure 3 shows the training and the loss progress of the multi-stream CNN model for
Scenario 1. As seen in Figure 3a, the multi-stream CNN for the first scenario was trained
for 250 iterations, where the elapsed time was 54 min. The initial performance of the CNN
model was ~50%, and it dropped to 40% at the beginning of the training. It increased
towards 90% at the 50th iteration, and after the 100th iteration, the training accuracy was
100%. The loss value (Figure 3b) was around five at the beginning of the training, and it
increased to 10 after a few iterations. After the 50th iteration, it dropped around 0.1 and
after the 100th iteration, the loss value was quite close to 0. Figure 4 shows the obtained
confusion matrix for Scenario 1. While the columns of the confusion matrix show the
predicted classes, the rows show the true classes. From Figure 4, it is seen that 120 fake
faces were classified as real and 160 real faces were classified as fake faces.

 
 

(a)              (b)  
Figure 3. The training accuracy and the loss curves for the training of Scenario 1.
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Figure 4. The obtained confusion matrix for Scenario 1.

Besides, 47,915 fake and 47,955 real faces were correctly classified by the proposed
multi-stream CNN approach. In Table 2, the performance evaluation measures were given
for Scenario 1. As seen in Table 2, the calculated accuracy, sensitivity, and specificity scores
were 99.71%, 99.67%, and 99.75%, respectively.

Table 2. The calculated performance measures for Scenario 1.

Accuracy Sensitivity Specificity

Scenario 1 99.71% 99.67% 99.75%

3.2.2. Scenario 2

Figure 5 shows the training and the loss progress of the multi-stream CNN model for
Scenario 2. While Figure 5a shows the training accuracy curve, i.e., the loss curve through
the training. As seen in Figure 5a, the multi-stream CNN for the first scenario was trained
for 700 iterations, where the elapsed time was 81 min. The initial performance of the CNN
model was around 10% and it increased toward 90% through the 100th iteration. In addition,
after the 100th iteration, the training accuracy was approximately 100%. The loss value
was around 13 at the beginning of the training and it dropped to around zero at the 100th
iteration. The loss value was quite close to zero after the 100th iteration.

Figure 6 shows the obtained confusion matrix for Scenario 2. The columns of the confu-
sion matrix show the predicted classes, while the rows show the true classes. From Figure 6,
9212, 11,494, 20,083, 10,304, 8505, 9191, 5130, 11,781, and 11,739 faces from Age, Beard,
Face swap, Glasses, Hair color, Hairstyle, Makeup, Smiling, and Real classes were correctly
classified by the proposed multi-stream CNN approach. As seen in Figure 6, 14 samples
from Face swap, Smiling, and Real classes were predicted as Age class. In addition, 63, 7, 7,
and 49 samples from Hair Color, Hairstyle, Smiling, and Real were misclassified.
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Figure 6. The obtained confusion matrix for Scenario 2.

In Table 3, the performance evaluation measures were given for Scenario 2. As can
be seen in Table 3, the calculated accuracy, sensitivity, and specificity scores were 99.82%,
99.83%, and 99.97%, respectively.

Table 3. The calculated performance measures for Scenario 2.

Accuracy Sensitivity Specificity

Scenario 2 99.82% 99.83% 99.97%
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3.2.3. Performance under Novel Type of Face Manipulation

We performed further experiments to evaluate the generalization capacity of the
proposed method across different manipulation types. The accuracy of the proposed deep
stream method was evaluated considering only one manipulation type as the training set,
while the dataset obtained by the other manipulation type was used as the testing set,
e.g., samples only with age manipulation were used as train set and samples with beard
manipulation as test set. In Table 4, the obtained results were reported. As seen in Table 4,
age, face swap, glasses, hair color, hairstyle, and smiling manipulation types were used in
training and tested with the other manipulations. When the age manipulation type was
used in training, and tested on the other manipulation types, an 84.84% average detection
accuracy score was the obtained.

For the Face swap manipulation type, an 86.47% average detection accuracy score
was the obtained. The Beard manipulation type was detected with the highest accuracy
score where a 97.81% accuracy score was obtained. The average accuracy score for Glasses
manipulation type was 77.01%. For Glasses manipulation type, the best accuracy score
86.30% was obtained for the Age manipulation type. For Hair color manipulation type,
the obtained average detection accuracy score was 73.57%. An 88.37% accuracy score
was produced for Hairstyle manipulation type when the Hair color manipulation type
was used in training. Similarly, for Hairstyle manipulation type, the highest accuracy
score 83.26% was obtained for the Hair color manipulation type. The average testing
accuracy score for Hairstyle manipulation type was 75.37%. Last, for Smiling manipulation
type, a 77.12% average accuracy score was obtained. The results in Table 4 show that the
proposed method is capable of obtaining notable generalization capability, even being a
simple straightforward method inspired by ensemble learning. The proposed method can
capture diverse and more distinctive features for manipulation types not present in the
training. Namely, the combination of different streams led to better manipulation-invariant
representations. Moreover, the proposed framework can achieve higher generalization
accuracy rates on manipulated video samples than the deep models adopted in [35] for
manipulated image samples.

3.2.4. Comparison with the Existing Deepfake Detection Methods

We compared our accuracy with some of the existing methods. The comparisons
can be seen in Table 5. Different methods were considered for comparisons. For instance,
Yang et al. [3] suggested a methodology to detect deepfake videos using inconsistencies
in the head poses of the synthesized videos based on an SVM structure on estimated 3D
head orientations from each video. The UADFV dataset is used to train the SVM model
in this method. The best areas under receiver operating characteristic curve (AUROC)
relied on videos and frames were obtained 0.974% and 0.89%, respectively. An attribution
network structure was presented by the authors of [36] to map an input image to its
associated fingerprint image. As a result, they found out a model fingerprint for each
source (each GAN instance plus the actual world), and the correlation index between one
picture fingerprint and each model fingerprint is used as the softmax logit to classify. Their
suggested method was examined on real faces from the CelebA dataset as well as synthetic
faces made using some GAN techniques (ProGAN [36], SNGAN [37], CramerGAN [38],
and MMDGAN [39]).
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Table 4. Proposed deepfakes detection method’s accuracy under novel manipulation type testing.
The average row is average value of that particular cross manipulation performances.

Trained on Manipulation Type Tested on Manipulation Type Performance (%)

Age

Beard 88.20
Face Swap 86.25
Glasses 89.60
Hair Color 76.21
Hairstyle 75.23
Makeup 86.30
Smiling 92.10
Average 84.84

Face Swap

Age 95.26
Beard 97.81
Glasses 94.30
Hair Color 75.46
Hairstyle 77.28
Makeup 69.80
Smiling 95.40
Average 86.47

Glasses

Age 86.30
Beard 82.14
Face Swap 80.63
Hair Color 75.26
Hairstyle 72.44
Makeup 71.50
Smiling 70.78
Average 77.01

Hair Color

Age 84.65
Beard 66.36
Face Swap 69.82
Glasses 75.35
Hairstyle 88.37
Makeup 67.20
Smiling 63.27
Average 73.57

Hairstyle

Age 82.36
Beard 73.26
Face Swap 78.20
Glasses 75.60
Hair Color 83.26
Makeup 65.46
Smiling 69.45
Average 75.37

Smiling

Age 77.85
Beard 79.80
Face Swap 82.99
Glasses 73.21
Hair Color 68.47
Hairstyle 75.80
Makeup 81.70
Average 77.12
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Table 5. Accuracy scores (%) of various methods on WPDD dataset. Bold face corresponds to the
top performance.

Method Accuracy

Yang et al. [3] 98.62%
Afchar et al. [8] 99.21%

Li et al. [9] 99.36%
Yu et al. [36] 99.63%

Proposed Method 99.80%

As seen in Table 5, the proposed method outperformed other methods in terms of
accuracy. Yang et al. [36] used the 3D head poses to detect deepfake, where the central
face region was particularly considered. Though the work in [36] was good for face swap
detection, other types of manipulations were not considered. The authors of [8] proposed
two deep networks for face tampering detection. The authors of [8] particularly focused
on the mesoscopic properties of images with a low number of layers with only two class
classification, but multiclass deepfake detection was not considered. Li et al. [9] presented
a deep CNN model for deepfake detection. The authors of [9] exclusively concentrated on
the resolution of the video to develop their methodology. They did not use any challenging
datasets. Yu et al. [36] used GAN’s fingerprints to detect manipulated face samples.
However, the work in [36] did not study multiclass face manipulation detection. Regarding
performance, the method of Yu et al. [36] produced the second-best accuracy score, where a
99.63% accuracy score was obtained. Besides, a 99.21% accuracy score was obtained for the
work in [8]. The methods by Li et al. [9] and Yang et al. [3] produced 99.36% and 98.62%
accuracy scores, respectively.

In this work, we considered and studied a multi-stream approach for both binary and
multiclass deepfake detection. Three CNN models were incorporated in the multi-stream
structure for improving the accuracy of the proposed method. The obtained results showed
that the proposed structure was efficient enough to improve the obtained accuracy. Such
improvement of accuracy is quite significant in real world applications, where millions
of the samples are subjected to checking authenticity. One of the main reasons for the
proposed method attaining higher accuracy is that it is based on ensemble learning mecha-
nism utilizing complementary information/features. As ensemble learning classification
mechanisms, which combined several base features/algorithms, have shown better per-
formances compared to traditional methods, especially the ones using only one kind of
features/algorithm [40].

3.2.5. Performance of the Proposed Method on Existing Datasets

We also analyzed the proposed method on some of the existing datasets (i.e., DeepFake-
TIMIT HQ and Celeb-DF), and the performance in terms of accuracy is reported in Table 6.
In [41], the authors presented the FakeCatcher for detection of deepfake. FakeCatcher takes
advantage of the difference of biological signals hidden in videos to discriminate forged
videos from real videos. They performed the proposed method on Face Forensics [42], Face
Forensics++, CelebDF, and on a new deepfakes dataset, resulting with 96%, 94.65%, 91.50%,
and 91.07% accuracies, respectively. Jafar et al. [43] introduced a deepfake detection model
with mouth features (DFT-MF) that uses the mouth as a biological signal to detect deepfake
videos. The proposed method evaluated on DeepfakeTIMIT LQ, DeepfakeTIMIT HQ,
and Celeb-DF datasets, achieving 98.7%, 73.1%, and 71.25% accuracy rate, respectively.
The robustness of our proposed method has been demonstrated by the very good results
achieved, accuracy values of 99.9% and 98.2% for the DeepFake-TIMIT HQ and Celeb-DF
datasets, respectively. Our results also outperformed the state-of-the-art fake detectors
in [28,41,43] for the DeepFake-TIMIT HQ and Celeb-DF datasets.

As it is seen in the Table 6, the proposed method produced 99.98% and 99.95% accuracy
scores for DeepFake-TIMIT HQ and Celeb-DF datasets, respectively. As our proposed
method used original, blurred and sharpened versions of the input face images on a multi-
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stream CNN structure, the obtained results thus were a bit improved then the compared
methods. The kind of manipulations present in the dataset also affect the accuracy of the
deepfake detection method, e.g., DeepFake-TIMIT HQ [4] used straightforward GANs-
based algorithm to generate the manipulated samples, which are comparatively having
lower quality and higher artifacts than Celeb-DF [5] dataset. Therefore, the performance of
the proposed method is better for DeepFake-TIMIT HQ dataset.

Table 6. Accuracy scores (%) of proposed deep stream method on various datasets.

Dataset Accuracy

DeepFake-TIMIT HQ [4] 99.98%
Celeb-DF [5] 99.95%

4. Conclusions

In this paper, a novel approach is proposed for fake face detection in a given video.
In the proposed approach, a multi-stream deep CNN approach was developed. In the multi-
stream CNN architecture, three pre-trained CNN models were combined by using a fusion
layer. The inputs to the pre-trained CNN models are original, blurred, and sharpened
images, respectively. Three fake face detection scenarios are considered in the experimental
works. First, the fake and real face discrimination was considered. Second, seven face
manipulations (i.e., age, beard, face swap, glasses, hair color, hairstyle, smiling, and real
face discrimination) were carried out. Third, performance of deepfake detection system
under novel type of face manipulation is evaluated. The experimental results show that the
proposed method outperformed the prior methods. As a future work, we will investigate
the robustness of the proposed system against adversarial attacks and face orientations,
and thereby devise more robust frameworks.
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