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Abstract: Water distribution networks (WDNs) are critical contributors to the social welfare, economic
growth, and public health in cities. Under the uncertainties that are introduced owing to climate
change, urban development, aging components, and interdependent infrastructure, the WDN
performance must be evaluated using continuously innovative methods and data acquisition.
Quantitative resilience assessments provide useful information for WDN operators and planners,
enabling support systems that can withstand disasters, recover quickly from outages, and adapt to
uncertain environments. This study reviews contemporary approaches for quantifying the resilience
of WDNs. 1508 journal articles published from 1950 to 2018 are identified under systematic review
guidelines. 137 references that focus on the quantitative resilience methods of WDN are classified
as surrogate measures, simulation methods, network theory approaches, and fault detection and
isolation approaches. This study identifies the resilience capability of the WDNs and describes
the related terms of absorptive, restorative, and adaptive capabilities. It also discusses the metrics,
research progresses, and limitations associated with each method. Finally, this study indicates
the challenges associated with the quantification of WDNs that should be overcome for achieving
improved resilience assessments in the future.
Keywords: water distribution networks; resilience; surrogate measures; simulation; network theory;
fault detection and isolation

1. Introduction
Water distribution networks (WDNs) are critical infrastructure systems [1]. They supply water
with sufficient pressure and flow to the points of consumption, ensuring social welfare, economic
growth, and public health. WDNs are assembled using numerous components, including pipes and
valves, which are connected in a large spatial accumulation, in a similar manner to other infrastructure
such as power grids and transportation networks. In WDN models, for planning and analysis, the
parameters, such as tanks, reservoirs, and end-users, are represented as nodes, and the pipes, pumps,
and valves are represented as links.
WDNs are sensitive to failures and disturbances. The failure of one or more components in a WDN
can adversely affect the system operations or cause a chain reaction of failures in other components.
For example, the San Francisco earthquake in 1906 [2] destroyed three major pipes, rupturing thousands
of smaller pipes and cutting off the water supply; this made the fire caused by the earthquake continue
for three days, causing 800 deaths and property losses accounting to 400 million dollars. The Tangshan
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earthquake in 1976 [3] stopped the water supply for more than one week, whereas the Northridge
earthquake in 1994 [4] destroyed 74 water main pipes, resulting in approximately 1200 leaks and
stoppage of water supply for several weeks. The Kobe earthquake in 1995 [5] damaged more than
4000 incidents of damage to water pipes and cut off 1.2 million end users. Only one-third of the
WDN was repaired after one week, and the complete period required for repair was two and a half
months. The Wenchuan Earthquake in 2008 [6] affected 181 cities in the Sichuan Province and damaged
47,642.5 km of water pipes. Some cities (such as Dujiangyan and Mianzhu) remained deprived of their
normal water supply for a year after the occurrence of this earthquake.
The emerging uncertainties have introduced new risks with respect to WDN operation and
planning. The impacts of climate change, which are already being felt in the water systems in various
communities, will become increasingly severe and intense in the future [7,8]. The WDN planners
must re-evaluate the balance between water supply and demand under climate-change events such
as increase in sea level, earthquakes, storms, and heatwaves [9]. Meanwhile, the WDNs in several
industrialized counties and existing systems exhibit endogenous problems such as aging components,
increasing their vulnerability to extreme events. Furthermore, the rapid development of cities has led
to the high concentration of population in cities as well as the emergence of cities as financial hubs.
The cascading failures caused by the closely associated interactive infrastructures can exacerbate the
impact and destructiveness of disasters [10,11].
Improving the system performance and addressing new challenges have attracted the attention of
system engineers, water utility managers, and operators [12–16]. To improve the performance and
reduce the risk of the WDNs, the WDN designs are assessed by researchers based on their reliability,
risk, vulnerability, and resilience.
Reliability and risk describe the failure conditions from a probabilistic perspective. The reliability
of a WDN defines the probability of satisfying the flow and pressure requirements under a given
condition at any given time [17]. Water planners commonly use reliability to reduce the risk of a system
failure. Risk defines the probability of failure and can be understood as 1 minus the reliability [18].
Vulnerability describes the severe or serial consequences of a failure. Even a low-probability
disturbance can result in severe consequences because few systems have sufficient redundancy to
resist all possible failures in case of limited investment [19]. An example is the scale-free network
concept considered in complex network research. Because a node in a scale-free network can accept any
number of connections, it is extremely resistant to random failures but extremely vulnerable to targeted
attacks. This robust yet fragile property of the scale-free networks [20,21]. has been verified using
various infrastructural systems, including those in power grids [22], transportation networks [23], and
WDNs [24–26].
Resilience determines the mechanism and time of recovery from a failure condition. Resilience was
initially defined by ecologists [27] as the ability of the ecosystems to maintain their multispecies structure
under a pressure scenario [28]. Further, engineering resilience is defined as the time required for the
system to regain equilibrium after the occurrence of a disturbance event [29]. Critical infrastructure
resilience defines the ability of a system to resist or prevent possible disasters, absorb losses, and return
to normal conditions [30]. Water resource resilience assesses how quickly the system can return to a
satisfactory state after the occurrence of failure [18]. In their report, the National Research Council of
the United States defined resilience as “the ability to prepare and plan for, absorb, recover from, or
more successfully adapt to actual or potential adverse events” [31]. Socio–ecological resilience extends
the ecological resilience concept to the capacity to adapt to changes as well as the self-organizing
capacity [32,33]. The principles, related concepts, characteristics, and measurements of resilience have
been established in different research fields [34–36].
WDN resilience assists the designing and planning of WDNs that can effectively resist internal and
external disturbances, quickly respond to disturbances, and adapt to uncertain future conditions. New
methods and technologies are emerging in this field. WDN resilience, especially the initial and potential
states before and after disturbances and their durations, can be measured using quantitative methods.
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The decision makers can then analyze and compare different resilience-enhancing strategies to ensure
effective WDN operation. However, considerably less attention has been devoted to the resilience
reviews of WDNs using quantitative methods. Li et al. [37] discussed important factors with respect to
disinfectant residual stability, and Bello et al. [38] reviewed the mathematical models that resolve the
management problems with respect to water infrastructure. Gupta et al. [39] provided a comprehensive
analysis of the leak management techniques. Mala-Jetmarova et al. [40] systematically reviewed the
formulation, method selection, and data post-processing of WDN optimization. Gheisi et al. [41]
classified the mathematical methods of WDN reliability into three groups (i.e., analytic approach,
systemic-holistic approach, and heuristic approach) by focusing on the failure methods. Xu [42]
reported potential approaches for water-leakage control and their benefits in terms of environmental
conservation. Shin et al. [11] reviewed quantitative approaches with respect to the water infrastructure
systems, including the water resource and distribution systems.
To understand the quantitative research related to WDN resilience, this study surveys the literature
on the quantification of resilience in water distribution networks. We identified 1508 journal articles
published from 1950 to 2018 by following systematic review guidelines. Among these articles, 137
focused on the quantitative resilience methods of WDN. Thus, this study denotes three basic capabilities
associated with the resilience of WDNs. The references are clustered into four major groups, and their
metrics, research progresses, and limitations are discussed. Finally, this study proposes challenges that
are encountered while quantifying the WDN resilience for obtaining improved resilience assessments
in future work.
The remainder of this study is organized as follows: Section 2 presents the questions, search
protocol, and analysis approach. Section 3 presents the filtering results and further clusters the
references, and Section 4 discusses the quantitative resilience methods, i.e., the surrogate measures,
simulation methods, network theory approaches, and fault detection and isolation (FDI) approaches.
The surrogate measures focus on network redundancy with respect to energy and flexibility. Further,
the simulation methods evaluate uncertainties with respect to the time, scenarios, and demand changes.
The network theory approaches provide solutions on large-scale networks based on the graph theory
or the complex network theory. The FDI approaches diagnose failures in terms of leakage and water
quality. Section 5 offers directions for future assessments of WDN resilience in the context of resilience
capabilities along with the challenges that may be encountered while using quantitative methods.
Section 6 concludes this study.
2. Methods
We followed the guidelines of systematic review in the conservation and environmental
sciences [43]. The steps in these guidelines are widely adopted in ecological science [44–46] and water
systems [47–49].
2.1. Questions Definition
When surveying the existing literature on resilience in WDNs, we focused on the following
questions:
1.
2.
3.
4.

What are the capabilities of resilience in WDNs?
What quantitative methods for determining WDN resilience were adopted in the existing studies?
What are the advantages and disadvantages of the surveyed quantitative resilience methods?
What are the challenges and gaps facing the future use of resilience methods in WDNs?

2.2. Search Protocol
Papers related to WDN resilience were searched in academic databases and publishers. The Web
of Science database is among the most multidisciplinary reference search platforms. Publishers such as
ScienceDirect, SpringerLink, and Taylor & Francis Journals Online were also searched. The paper type
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and search method were input as “journal article” and “topic search”, respectively. The search was not
limited to geography or scale. The language was English, and the search time interval was 1950–2018.
The search protocol was set to (“resilien*”) AND (“water distribution*”). The asterisk ‘*’ in the
search protocol indicates that the succeeding letter was not limited. For example, “resilien*” retrieved
articles with either “resilience” or “resiliency” in their contents. These keywords limited the research
scope of the papers to review.
2.3. Analysis
The search process yielded the possibly relevant references. We merged the reference records from
the database and publishers, eliminating the duplicate items. The first filter was the field. References
discussing water resources and civil engineering were included by reading their titles. These items were
classified into qualitative and quantitative methods by reading the abstracts and keywords. Qualitative
methods assess the WDN resilience without numerical descriptors [50], whereas quantitative methods
require mathematical calculations. The remaining references were further filtered by WDN-related
terms, excluding papers on water resource systems, rainwater, wastewater, irrigation, and desalination.
The quantitative methods in WDN resilience were clustered by CiteSpace [51]. The clustering process
of using CiteSpace was described as follows:
Step 1: Data collection.
Downloaded each bibliographic record from Web of Science and publishers, then saved them in
the data files.
Step 2: Keyword co-occurrence network.
CiteSpace generated a merged network based on the corresponding time-sliced networks. The node
type and term source in the CiteSpace setting were set to “keyword” and “title, abstract, author
keywords, and keywords plus,” respectively.
The references were analyzed by pathfinder network scaling and pruning slice networks.
Pathfinder network scaling is a link reduction technology [52,53]. It uses a triangle inequality
test to recognize whether a link should be preserved or eliminated [54]. CiteSpace has two link
reduction technologies, i.e., pathfinder network scaling and minimal spanning trees. Chen and
Morris [55] demonstrated that pathfinder network scaling was superior than minimal spanning trees
in maintaining the cohesiveness of the critical links.
Also, Citespace provides two pruning strategies to improve the clarity of critical nodes and links.
Pruning slice networks prunes the network with individual time-sliced networks while pruning the
merged network focuses on the synthesized network [56]. Pruning slice networks was used in the
paper to capture the important links in each time interval.
Step 3: Clustering.
The clustering and automatic labeling [57] processes are introduced briefly. The cosine coefficients
measure the co-citation similarities between references i and j [58]. It is the ratio of the number of times
that they are cited together to the citation counts of i and j respectively. An optimization problem with
cut function and cosine coefficients groups strongly connected nodes together and divides loosely
connected ones separately [59–61]. The optimal cut then delivers to determine the number of clusters
uniformly by the spectral clustering algorithm [59–61].
Cluster labels are characterized from noun phrases in each cluster. Keyword lists was chosen as the
source. The algorithms for automatic ranking extracted terms in CiteSpace are tf*idf [62], log-likelihood
ratio (LLR) tests [63], and mutual information [64]. LLR tests were used in the paper because they
reflected the best cluster labels with high uniqueness and convergence [58,65]. LLR tests depend on
the asymptotic distribution [63]. They access the goodness of fit of two statistical models with the ratio
of their likelihoods. More information about the clustering process in CiteSpace can be found in [58].
Step 4: Classification.
The cluster labels were further filtered. Two filter criteria were defined to analysis the labels.
The first filter criterion was that labels should focus on the quantitative methods. For example, labels
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labels were further filtered. Two filter criteria were defined to analysis the labels.
The first filter criterion was that labels should focus on the quantitative methods. For example, labels
described about the field were excluded. The second filter criterion was that labels were not a part of
described about the field were excluded. The second filter criterion was that labels were not a part of
others. For example, if the quantitative method label #A belonged to label #B, then label #A combined
others. For example, if the quantitative method label #A belonged to label #B, then label #A combined
into label #B. The cluster labels assigned to each reference was further confirmed by full-text reading.
into label #B. The cluster labels assigned to each reference was further confirmed by full-text reading.
Also, each paper was required to address one or more of the key research questions in Section 2.1.
Also, each paper was required to address one or more of the key research questions in Section 2.1.
Finally, the information pertinent to the proposed questions was extracted from the references.
Finally, the information pertinent to the proposed questions was extracted from the references.

3. Results
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Figure 1.
1. The cluster labels visualized by CiteSpace.

3.2. Classification of Quantitative Resilience Methods
3.2. Classification of Quantitative Resilience Methods
We merged the six cluster labels into four groups according to the filter criteria. The top label was
We merged the six cluster labels into four groups according to the filter criteria. The top label
water distribution system, which presented the field but not quantitative resilience method. The other
was water distribution system, which presented the field but not quantitative resilience method. The
five labels marked the quantitative resilience methods. However, the resilience index belonged to the
other five labels marked the quantitative resilience methods. However, the resilience index belonged
surrogate measures [66]. We combined it into the surrogate measures to enhance the clarity. WDN
to the surrogate measures [66]. We combined it into the surrogate measures to enhance the clarity.
performance indicators offer information about the system capability. Some indicators require high
WDN performance indicators offer information about the system capability. Some indicators require
computational cost. For this reason, researchers proposed indirect evaluation methods as surrogate
high computational cost. For this reason, researchers proposed indirect evaluation methods as
measures [41,67–69]. One of the most employed surrogate measures is the resilience index [70,71].
Four labels emerged ultimately. The surrogate measures were the resilience index, modified
resilience index, network resilience, flow entropy, and surplus energy factor. Network resilience
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surrogate measures [41,67–69]. One of the most employed surrogate measures is the resilience index
[70,71].
Water 2019,
1189 emerged ultimately. The surrogate measures were the resilience index, modified
6 of 27
Four11,labels
resilience index, network resilience, flow entropy, and surplus energy factor. Network resilience
improved the resilience index. Although it has the name of “network”, it belonged to the surrogate
improved the resilience index. Although it has the name of “network”, it belonged to the surrogate
measures due to it rewarded reliable loops with surplus power [68]. The simulation method included
measures due to it rewarded reliable loops with surplus power [68]. The simulation method included
a demand-driven analysis and a pressure-driven analysis. The network theory approaches included
a demand-driven analysis and a pressure-driven analysis. The network theory approaches included
graph theory and complex network theory. The FDI approaches included hydraulic-based and water
graph theory and complex network theory. The FDI approaches included hydraulic-based and water
quality-based FDIs.
quality-based FDIs.
The existing quantitative methods on WDN resilience were then grouped and reviewed. There
The existing quantitative methods on WDN resilience were then grouped and reviewed. There
were 70 references on surrogate measures, 34 on simulation methods, 20 on network theory
were 70 references on surrogate measures, 34 on simulation methods, 20 on network theory approaches,
approaches, and 13 on FDI. The metrics, research progresses, and their limitations will be discussed
and 13 on FDI. The metrics, research progresses, and their limitations will be discussed later in
later in the review.
the review.
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most widely used methods, whereas FDI and network theory approaches appeared later. The
second-most widely used methods, whereas FDI and network theory approaches appeared later.
network theory approaches trended upward after 2013, indicating their increasing application to
The network theory approaches trended upward after 2013, indicating their increasing application to
WDN resilience evaluations.
WDN resilience evaluations.

Figure
Figure 2.
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papers by
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of publication.
publication.

4. Quantitative Resilience Methods
4. Quantitative Resilience Methods
This subsection presents the three key capabilities of WDN resilience. It also discusses the
This subsection presents the three key capabilities of WDN resilience. It also discusses the
resilience metrics, research progresses, and limitations of the classified methods.
resilience metrics, research progresses, and limitations of the classified methods.
4.1. Three Capabilities of WDN Resilience
4.1. Three Capabilities of WDN Resilience
A unified definition of WDN resilience appears to be lacking in the literature. Individual
A unified
definition
WDN
resilience
to be research
lacking concerns
in the literature.
Individual
researchers
have
defined of
WDN
resilience
to appears
fit their own
and measurement
researchers [72–75].
have defined
WDNthe
resilience
fit their own
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and measurement
approaches
However,
diverse to
definitions
shareresearch
a few common
Xu
approaches
[72–75].
However,
the
diverse
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share
a
few
common
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Xuby
and
and Kajikawa [34] statistically compared the critical terms of resilience in numerous fields
a
Kajikawa
[34] statistically
compared
the
critical
ofthat
resilience
in numerous
fields
a natural
natural
language
processing
approach
[76].
Theyterms
found
“recovery”
appeared
morebyfrequently
language
processing
approach “transformability”,
[76]. They found that
“recovery” appeared
more“resistance”,
frequently than
than
“stability”,
“adaptability”,
“vulnerability”,
“robustness”,
and
“elasticity”, especially in water systems engineering. In resilience, recovery means the ability to bounce
back from a failed or unsatisfactory state during a specific timescale. Given its interdisciplinary nature,
resilience does not necessarily mean that the system recovers its previous state from a disturbed state.
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For example, in ecosystems, a state change is difficult or impossible to reverse. In this case, resilience
must be contextualized for multiple stable states [77]. In this paper, resilience is discussed in the
engineering context, in which equilibrium typically presents as a single static state [34]. WDNs can
recover to the pre-disturbance equilibrium or guarantee effective water supply functions [78,79].
WDNs are resource-related infrastructure systems. In the planning and management of WDNs,
resilience means a low impact of failures as well as failure resistance. The most important requirements
are failure recovery and the provision of basic services. Resilience in WDNs is a systematic concept
demanding long-term evaluation and urgent attention to the interdependency between the resources,
social factors, and technology. Considering the resilience capabilities in various disciplines and water
system applications [11,30,33,34,50,80,81], we define WDN resilience as the ability to absorb local
failures, to quickly recover and maintain the essential service functions, and to adapt to long-term
changes in the environment and uncertainty disturbances. In other words, the three major capabilities
of resilience are absorptive capability, restorative capability, and adaptive capability. These capabilities
are described below:
•

•

•

Absorptive capability is the ability of a system to absorb local failures within an acceptable range
and maintain its performance during such failures. The absorptive capacity can be evaluated
in normal service and at the functional threshold. Two related states were identified: (1) the
normal service state (the baseline of the WDN’s service); and (2) the functional threshold states
of the WDN occurring at the maximum bearable disturbance. When the disturbance exceeds
the threshold, the service performance degrades and the WDN cannot self-heal. To improve this
capability, researchers have proposed the following strategies: (1) Strengthening the protection of
the crucial components, making them resistant to random failures [73,82,83]; (2) strengthening the
real-time monitoring and management of WDNs [84–86]; and (3) increasing the redundancy and
flexibility of the system to improve its uncertainty absorbing capacity [67,87–89].
Restorative capability defines the ability of a system to recover after service degradation. Restoration
is judged complete when the system returns to its pre-disaster state, or satisfies the users’ needs
after identification and repair of the failed component. Restorative capacity can be further
divided into degree of recovery and recovery time. The degree of recovery expresses the final service
performance of the WDN after adopting recovery strategies. This measure is limited by the repair
budget (i.e., funds, repair materials, and other consumables) [90]. The recovery time refers to the
period between service degradation and return to normal state. The recovery time depends on
the amount of recovery resources, the adopted recovery strategies, and the recovery schedule [79].
Depending on the recovery degree and recovery time, the restorative capacity is further divisible
into emergency recovery and post-disturbance rebuilding. Emergency recovery restores the
basic service functions within a short time after a disturbance. Post-disturbance rebuilding
slowly returns the system to its pre-disturbance state. Proposed improvement strategies for this
capability include: (1) Designing an emergency response in management and organization [91,92];
(2) rapid identification of failure locations and service reduction; (3) effective isolation of failure
sections [26,93,94]; (4) formulation of emergency strategies [73,83,95]; and (5) efficient allocation
of recovery resources and repair of failed components [96].
Adaptive capability is the long-term adaptability of the system to changing environments and
disturbances. For example, historical rainfall data cannot accurately predict the probability of
future high-intensity rainfall and floods under climate change. WDNs must adapt to uncertainties
at different evaluation levels and in various scenarios. Proposed improvement strategies for this
capability include: (1) Optimizing the components to adapt to natural disasters caused by climate
change, such as earthquakes and floods [97–100]; (2) increasing the absorptive capacity of crucial
components to resist targeted attacks and cascading failures in WDNs [24]; (3) strengthening
the connection points of the interdependent infrastructure to reduce the number of large-scale
cascading failures [99,101,102]; and (4) periodically identifying and updating the service status of
aged WDNs components.

capacity of crucial components to resist targeted attacks and cascading failures in WDNs [24];
(3) strengthening the connection points of the interdependent infrastructure to reduce the
number of large-scale cascading failures [99,101,102]; and (4) periodically identifying and
Water 2019,
11, 1189the service status of aged WDNs components.
8 of 27
updating
A system responding to disturbances such as disasters and climate change may exist in any of
several
possible
states. In to
ecosystems,
a system
changeand
from
one configuration
to another
A system
responding
disturbances
such ascan
disasters
climate
change may exist
in any
qualitatively
different
configuration,
implying
multiple
states
[77].
from ecosystems,
of
several possible
states.
In ecosystems,
a system
canstable
change
from
oneDifferent
configuration
to another
resilience in engineering
systems is measured
the time
between
disturbance
and the
return to
qualitatively
different configuration,
implying by
multiple
stable
statesthe
[77].
Different from
ecosystems,
normal functionality
[29,34].
WDNs
are a class
of time
engineering
that must
their
resilience
in engineering
systems
is measured
by the
between systems
the disturbance
and recover
the return
to
functionfunctionality
to the pre-disturbance
equilibrium.
Figure
3 visualizes
the
temporal
progression
of the
normal
[29,34]. WDNs
are a class of
engineering
systems
that
must recover
their function
absorptive,
restorative,equilibrium.
and adaptiveFigure
capabilities
in WDN
as describedofinthe
theabsorptive,
references
to
the pre-disturbance
3 visualizes
theresilience,
temporal progression
[96,103,104].and
A WDN
system
with high
absorptive
capability
could resist
failures
and small
restorative,
adaptive
capabilities
in WDN
resilience,
as described
in thelocal
references
[96,103,104].
disturbances
during
daily
operation
in
the
period
T
0
–T
1
.
At
time
T
1
,
operations
were
disrupted
by an
A WDN system with high absorptive capability could resist local failures and small disturbances
extremedaily
event.
At this in
time
reduced
the levelwere
of service
to below
predefined
during
operation
thepoint,
periodservice
T0 –T1 .failure
At time
T1 , operations
disrupted
by anthe
extreme
event.
performance
threshold
[104].
The reduced
performance
was of
minimal
2. Restoration
was then
begun, and
At
this time point,
service
failure
the level
serviceattoTbelow
the predefined
performance
proceeded[104].
overThe
two
periods: emergency
during Twas
2–T3,then
which
improved
the service
threshold
performance
was minimalrecovery
at T2 . Restoration
begun,
and proceeded
over
performance
but did notrecovery
recover the
normal
and
post-disturbance
rebuilding
during
T
3did
–T4,
two
periods: emergency
during
T2 –Tstate,
,
which
improved
the
service
performance
but
3
which
fullythe
restored
service
performance (i.e.,rebuilding
the post-disturbance
Adaptive
capability
not
recover
normalthe
state,
and post-disturbance
during T3 –Tstate).
,
which
fully
restored
the
4
focusesperformance
on the long-term
capacity of the
WDNAdaptive
under climate
change
or extreme
The
service
(i.e.,response
the post-disturbance
state).
capability
focuses
on theevents.
long-term
period after
T4 represents
resilience
enhancement
strategy,
forT4uncertainty
response
capacity
of the WDNthe
under
climate change
or extreme
events.implemented
The period after
represents
resistance
to future
extremestrategy,
events. implemented for uncertainty resistance to future extreme events.
the
resilience
enhancement

Figure
Temporal progress
Figure 3.
3. Temporal
progress of
of absorptive,
absorptive, restorative,
restorative, and
and adaptive
adaptive capabilities
capabilities in
in WDN
WDN resilience.
resilience.

To
3, we
an example
from Zhuang
and Buzna
[105].Buzna
The performance
Toillustrate
illustrateFigure
Figure
3, borrow
we borrow
an example
from [83]
Zhuang
[83] and
[105]. The
of
a
WDN
designed
to
absorb
failures
fluctuated
between
P
and
P
after
a
pipe
Normal
Loss
performance of a WDN designed to absorb failures fluctuated between PNormal and PLoss after aburst.
pipe
The
performance
threshold
at T1 was
triggered
by an extreme event such as an earthquake, or when a
burst.
The performance
threshold
at T
1 was triggered by an extreme event such as an earthquake, or
small
evolved into
large-scale
failures. After
several
pipeseveral
bursts, pipe
the service
when disturbance
a small disturbance
evolved
into large-scale
failures.
After
bursts,performance
the service
dropped
to
P
.
During
the
T
–T
period,
the
pressure
reduced
and
the
flow
rate
of
the water
1
2
Min
performance dropped to PMin. During the T1–T2 period, the pressure reduced and the flow rate
of the
delivered
to
customers
decreased.
A
main
pipe
breakage
would
cut
the
water
supply
to
a
whole
area.
water delivered to customers decreased. A main pipe breakage would cut the water supply to a whole
The
pressure
caused
hydraulic
failures.
WaterWater
utilityutility
managers
invested
theirtheir
resources
into
area.reduced
The reduced
pressure
caused
hydraulic
failures.
managers
invested
resources
quick
and
effective
repair
from
T
to
T
,
and
the
service
performance
bounced
back
to
P
.
During
2
3
Loss
into quick and effective repair from T2 to T3, and the service performance bounced back to PLoss.
TDuring
the T
water
utility managers rebuilt or optimized the destroyed WDN, and restored the
3 and T
T43, and
4, the water utility managers rebuilt or optimized the destroyed WDN, and restored
performance
to the
pre-disturbance
level
PNormal
. However,
the performance
to the
pre-disturbance
level
PNormal
. However,under
undernew
newchallenges
challengessuch
such as
as climate
climate
change
and
increased
water
demand,
WDNs
must
run
more
efficiently
and
stably
than
in
the past.
past.
change and increased water demand, WDNs must run more efficiently and stably than in the
Long-term
measures
for
demand-meeting
and
uncertainty
adaptation
could
be
implemented
after
Long-term measures for demand-meeting and uncertainty adaptation could be implemented after T
T44..
4.2. Surrogate Measures
4.2. Surrogate Measures
Surrogate measures are reliable agent-based methods that evaluate the surplus energy, redundancy,
Surrogate measures are reliable agent-based methods that evaluate the surplus energy,
and flexibility of WDNs in network-redundancy analyses. Surrogate measures can be combined into
redundancy, and flexibility of WDNs in network-redundancy analyses. Surrogate measures can be
single-objective or multi-objective optimizations. They have been extensively investigated and applied.
combined into single-objective or multi-objective optimizations. They have been extensively
investigated
4.2.1.
Metricsand applied.
The resilience index (RI) and flow entropy have been widely introduced in surrogate measures.
The RI was first proposed by Todini [72] to describe the surplus head at each node. The total available
power is the power dissipated in the pipes plus the power delivered to users. The RI is a global
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performance index, which cannot evaluate the resilience of each node. Prasad and Park [106] developed
RI to network resilience considering the effect of redundancy. It evaluated the surplus energy and
reliable loops. Jayaram and Srinivasan [107] defined the modified resilience index (MRI) as the
ratio of surplus energy to the demand energy. Unlike the RI, the MRI can evaluate the resilience at
individual nodes.
The flow entropy measures the redundancy and flexibility in WDN resilience
evaluations [67,87,88,108–112]. Redundancy means that multiple supply paths are available in the
network. When a specific supply path fails, the water is diverted through other supply paths to meet
the requirements of the water demand node. Awumah et al. [113] first applied the entropy concept
to WDN analysis. Tanyimboh and Templeman [108,112] further developed flow entropy in resilient
WDN design.
4.2.2. Research Progresses
Surrogate measures have been improved, optimized and compared by various researchers.
Creaco et al. [114] introduced a pressure-driven analysis of RIs that improves the estimation of leakage
effects. To reduce the MRI, Jeong et al. [115] considered the increase in demand head with increasing
elevation. They recalculated the elevation at each node to improve the result accuracy. A surrogate
measure can also be combined into single-object or multi-object optimization. The multi-object
optimization schemes of Zheng et al. [116], Wang et al. [117], Bi et al. [98], and Suribabu [118] maximize
the resilience while minimizing the cost. Other researchers (Alvisi and Franchini [119], Di Nardo and
Natale [120] and Campbell et al. [121]) combined surrogate measures with graph theory for water-loss
detection and pressure management in district metered areas (DMAs). Meanwhile, Raad et al. [66],
Baños et al. [71], Greco et al. [122], and Tanyimboh et al. [123] compared the performances of surrogate
measures, mixed reliability index, flow entropy, network entropy, and the surplus energy factor.
4.2.3. Limitations
Surrogate measures are efficiently calculated and can be embedded in multi-objective optimization
to ensure WDN resilience. They provide an effective strategy for scenario-based analyses and can
integrate other modeling techniques to support resilient decision making. Surrogate measures
belong to the class of deterministic models. The outcome of a deterministic model is precisely
determined through the inputs and their interrelationships, with no room for random variation.
In uncertainty-response evaluations, deterministic methods must be integrated with other methods.
For example, Baños et al. [71] noted that surrogate measures do not consider the over-demand or
the capability in delivering demand under uncertainty. Also, while surrogate measures ensure high
resistance and absorptive capacity of failure, they do not consider the resource use of the WDNs during
recovery from failure conditions.
4.3. Simulation Methods
Simulation methods handle various uncertainties such as time, multi-failure scenarios, and
demand changes.
4.3.1. Metrics
Depending on their calculation process, simulation methods adopt either discrete [82,83,124–138]
or continuous [79,90,96,103,129] metrics. Both types of methods capture the evolving water demand
and water quality in the system, but differ in when the information is relayed (at time points or during
time periods). Discrete metrics compute the resilience at discrete time points separated by an artificial
time step that depends on the iteration process [14]. Hashimoto et al. [18] defined resilience as the
average probability of recovery from failure during a time step. Zhuang et al. [83] defined availability
as a measure of system resilience, obtained by summing the resilience at each node. They expressed
node resilience as the ratio of total available demand to the total required demand during the time
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steps of system failure. On the contrary, continuous metrics compute the resilience during time periods.
The performance of a WDN is expressed as the area under the performance curve over a certain period.
Ouyang and Dueñas-Osorio [103] quantified the time-dependence resilience metric as the area ratio of
the real performance curve along the time axis to the target performance curve along the time axis.
4.3.2. Research Progresses
Ouyang and Dueñas-Osorio [103] assessed the resilience performance of a WDN at the disaster
prevention stage, the damage propagation stage, and the recovery stage. Zhao et al. [96] introduced
this time-based resilience measure to two post-disaster rebuilding strategies, as part of identifying
the recovery actions related to resilience. Their local rebuilding strategy focused on enhancing the
components, such as extra-power support for pumps. They also evaluated the short-term emergency
resilience assisted by recovery budgets and recovery resources [90]. Zhuang et al. [83] defined
availability as a quantifiable metric of WDN resilience, namely, the fraction of demand supplied during
disruptions. Cimellaro et al. [79] divided the control time surrounding a given extreme event into five
periods: the normal operation period (baseline), the period immediately after the extreme event, the
period before the first emergency, the transition period with partial service, and the normal operation
period after the repair operations. These studies additionally modeled the evolution and dynamics of
the WDN resilience.
Failure scenarios consider not only the damage caused by a single disaster such as an
earthquake [97] or fire [130], but also multi-failure scenarios. The global resilience analysis developed
by Diao et al. [73] tests a WDN’s responses to pipe failure, excess demand, and substance intrusion, and
identifies the relationship between multi-failure modes and stress magnitude. Klise et al. [74] simulated
the component damage (tank and pipe leaks and consequent pump failure) after an earthquake.
They included post-earthquake fires because the water utilities require sufficient capacity to meet the
firefighting demands and durations.
Changes in WDN demands are commonly calculated by demand-driven and pressure-driven
approaches [128,131–133]. Demand-driven analysis provides reasonable and reliable calculation
results under normal operation, when the node demands in WDNs are fully satisfied. However,
when the available demands are less than the required demands (as in pressure reduction scenarios),
demand-driven analysis yields inaccurate results. For this reason, researchers later developed
pressure-driven analysis, which assumes pressure-dependent node demands. This analysis obtains a
more realistic number of critical nodes and their pressure distribution [134]. Also, pressure-driven
analysis effectively avoids a negative water pressure under failure conditions. The screening results
of our search protocol yielded two open-source software packages developed for hydraulic and
quality-assessment simulations.
EPANET is the primary open-source software for analyzing WDN operations. EPANET simulates
the hydraulics and water quality of the WDN. Its extended-period analyses evaluate the future changes
in WDNs. The Toolkit dynamic library of EPANET allows developers to customize the software to
their specific needs. Although based on demand-driven analysis, EPANET can embed pressure-driven
analysis for more accurate results [135,136].
Another open-source package, Water Network Tool for Resilience (WNTR), was introduced by
Klise et al. [74]. This software simulates the topology, hydraulics, and water quality after multiple
disasters (such as earthquakes, contamination incidents, and power outages). WNTR was developed
to extend the capabilities of EPANET. It simulates disruptive incidents, provides multiple resilience
enhancement strategies, and obtains the pressure and flow by a pressure-driven analysis. The EPANET
and WNTR packages are compared in Table 1.
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Add Response/Repair/Mitigation Strategies

Run Probabilistic Simulations

Compute Resilience

Hydraulic Simulation Method

√
√

Add Disruptive Incidents

√
√

Time-Varying Demands

√
√

Analyze Results and Generate Graphics

Modify Network Operation

√
√

Simulate Network Hydraulics and Water Quality

Modify Network Structure

EPANET
WNTR

Generate Water Network Models

Software

Table 1. Comparison of EPANET and WNTR.

√
√

√
√

√

√

√

√

demand-driven
pressure-driven

4.3.3. Limitations
Simulation methods obtain accurate results, and also identify the sensitive factors. The indicators
emphasized as part of the analysis generate different system—performance outcomes. For instance,
system simulations with pressure and demand indicators yield very different resilience evaluations.
Moreover, the WDN performance under various threats—earthquakes, contamination, and extreme
heat—can depend on the specific network structure and demands. Because WDNs can be more
resilient to one failure condition than another, the resilience must be simulated under multiple failure
conditions before optimizing the resilience operations.
Simulation methods for estimating WDN resilience face several challenges. First, these methods
require complicated calculations requiring delicate design. Second, many parameters are involved
in the simulation method. The combination of hydraulic parameters and failure modes significantly
increases the computational costs. More detailed simulations provide accurate results but are very
time-consuming. Therefore, large-scale WDNs should consider the acceptable degree of simulation
accuracy within a reasonable simulation time. Finally, the choice of parameters (such as water demand
factors) in the simulation needs further discussion, and the simulation results must be verified in
calibrations of real WDNs.
4.4. Network Theory Approaches
The indicators of network theory approaches are obtained from graph theory or complex network
theory. Network theory analyzes the connectivity by abstracting WDNs as node–link representations.
Network theory approaches have attracted much attention because they can process large-scale WDNs.
4.4.1. Metrics
Resilience metrics in network methods are divided into two groups:
network
connectivity [75,119,121,137,138] and network redundancy [100,104,139–141]. Network connectivity
was proposed for dividing DMAs [75,121,137]. The most widely used network-redundancy metrics
are the link density and node degree from complex network theory [104,140–143], which focus on the
network topology. Yazdani et al. [139] expressed the pressure and flow requirements in WDNs using
the demand-based node degree.

Water 2019, 11, 1189

12 of 27

4.4.2. Research Progresses
WDNs are typically represented as networks of nodes (i.e., reservoirs, tanks, and consumers)
and links (i.e., pipes and valves). Whereas performance is often assessed using typical operational
parameters, additional indices for design and performance evaluation can be derived from collections
of network metrics, developed in the general study of network structure and function. Network theory
approaches adopt the metrics of graph theory or complex network science, such as robustness,
vulnerability, and network efficiency. Resilience enhancement strategies increase the network
redundancy. Combining statistical structure measurements (link density, average node degree,
network diameter, average path length, clustering coefficient, meshed-ness coefficient, central-point
dominance, density of articulation points, and density of bridges) with spectral metrics (spectral gap,
algebraic connectivity), Yazdani et al. [142] obtained useful information on WDN resilience in local
sections and global expansions. Improving the redundancy is necessary for enhancing the resilience and
import in low-cost but accurate analyses with limited-scale expansion strategies. To combine topology
with the flow features in WDNs, Yazdani and Jeffrey [139] further developed the entropic degree metric,
which considers both the connectivity and the flow passing through each pipe. Di Nardo et al. [140]
provided a two-stage model that first evaluates the WDN topology, and then quantifies the resilience
with a surrogate measure.
Another application developed through network theory approaches is network sectorization
for DMAs. WDNs are usually partitioned by a two-step process. The first step is clustering,
which aims to define the network subsets. Among the various clustering methods are breadth-first
search [119], depth-first search [137], K-shortest paths [75], spectrum clustering algorithms [144,145],
and multi-level-recursive algorithm [146]. The second step is division, which partitions the network by
inserting flow meters or valves. Heuristic optimization techniques such as genetic algorithms [145,147]
can minimize the economic investment while maximizing the hydraulic performance. Combined
resilience metrics reflect the pressure and flow requirements.
4.4.3. Limitations
Network theory approaches based on topological structure provide quick and practical resilience
results. However, WDNs include several non-topological characteristics that must be integrated into
the network analysis, such as the demand factors, valve distribution, pipe length and diameter, aging
factors, and contaminants. These WDN characteristics differ from the metrics of graph theory and
network science. The calibration and comparison between network metrics and WDN characteristics
need further discussion.
Topological disruptions not only lead to connection failures, but also indirectly cause variations in
nodal pressure or water quality. These variations compromise the service performance and public health.
However, topological measures describe only the network structure, and cannot reveal the network
properties of the whole network. Resilience in WDNs depends on both the topological measures and
the hydraulic properties along with the consumer demands. A realistic evaluation of WDN resilience
must shift from purely topology-based methods or hydraulic analyses to a combined topological and
hydraulic viewpoint [148]. An example is the two-tiered approach of Zarghami et al. [149], which
measures the local and global redundancies by the cospanning edge betweenness and the entropy-based
cospanning redundancy index, respectively. Meng et al. [104] studied the interplay between global
resilience analysis and topological attributes. They pointed out that only the spatial and temporal
scales were strongly influenced by some topological attributes. Metrics for topological attributes alone
cannot support WDN resilience design. Farahmandfar and Piratla [150] compared the topology-based
and flow-based methods in optimal rehabilitation schemes after an earthquake. They reported that
the topology-based method reduced the computational time of the simulation (to 55% that of the
flow-based method), but also reduced the serviceability of the rehabilitation (to approximately 80%
that of the flow-based method).
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Although topology-based methods usually lower the computational time, flow-based methods
release more appropriate results, which is important for performance evaluations. The correlation
between the topology-based metrics and flow-based metrics requires further discussion. Moreover, the
usefulness of WDN resilience can be improved by targeting the function and level of the resilience.
For instance, the resilience requirements depend on the country, region, city, population distribution,
and industrial needs of the service. The fundamental process in WDN simulations is building the
node–link representations and exploring the connectivity and redundancy of the network. More
in-depth searching of resilience assessments that meet different user demands and varying requirements
is warranted.
4.5. Fault Detection and Isolation (FDI) Approaches
FDI approaches, which detect and locate failures in WDNs, are crucial for improving the resilience
of WDNs. FDI assists the monitoring and event identification by water utility staff.
4.5.1. Metrics
FDI approaches monitor the water hydraulics and quality in real time, usually by time-varying
metrics. Pressure and flow are commonly used for leakage detection in water hydraulics [84,151,152],
while water quality is commonly assessed by the volume of contaminated water consumption and the
number of infected individuals in the population [85,153,154].
4.5.2. Research Progresses
FDI approaches are suitable for leakage detection and isolation. Pipe breaks or loose joints
cause water losses by leakage, ultimately leading to WDN failure [155]. Leakage control is a main
challenge for water utilities, as leakage imposes a heavy economic burden and negatively impacts on
consumers [156]. Eliades and Polycarpou [84] formulated an automated fault-diagnosis framework that
captures the structural changes (leakages) by Fourier analysis of the discretized DMA inflow signals.
Based on the difference between the measured and estimated pressures, Pérez et al. [151,152] improved
the fault isolation in WDNs by a residual fault-sensitivity analysis. Cuguerò-Escofet et al. [157]
developed a validation and reconstruction method, using spatial and time-series models to guarantee
the sensor data.
FDI approaches can also monitor contamination events in water-quality evaluations. The mathematical
framework of Eliades and Polycarpou [85] diagnoses faults in the data of sensors placed in large-scale
WDNs, treating the contaminants as measures to increase consumer protection. The authors also
developed a real-time decision support system based on decision trees [153]. They isolated the
contamination source area and evaluated its possible impact. Lambrou et al. [154] implemented a
low-cost method that detects local water quality.
For monitoring both leakage and quality, the sensors must be optimally placed in the WDN.
Hagos et al. [158] optimized the meter location by a binary integer program that maximizes the
detection effectiveness. Using robust mixed-integer optimization and a robust greedy approximation,
Sela and Amin [159] optimized the sensor input when some sensors were interrupted.
4.5.3. Limitations
WDNs have evolved into large-scale networks with interconnected components. FDI approaches,
which handle the dynamics of structural and hydraulic uncertainties, propagation, and reaction [85],
are compromised by budget constraints and sensor quality. High performance in model-based FDI
requires the placement of numerous high-quality sensors, which may be prohibitively costly to water
utilities. Some water utilities can afford only the measurement of standard quality indicators (such
as pH and chlorine amount) by a small number of sensors. The cost–benefit optimization of sensor
placement needs further attention. The tradeoff between the detection probability (DP) and the rate
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of false alarm (RF) must also be considered [158]. Especially, the DP should be maximized while
simultaneously minimizing the RF and detection time.
5. Discussion
Water systems are built using available technologies to satisfy social demands, and are funded
by public and private investments. Technological and managerial measures imposed on the systems
reduce the failure risks. Under the emerging uncertainties of urban expansion, aging infrastructures,
and climate change, today’s WDNs must be more resilient than those in the past. These uncertainties
dramatically increase the performance standards and functionality complexity. Such new demands on
WDN resilience presents new challenges to both engineering and social sciences.
To identify these new challenges, we revert to the three basic capabilities of WDN resilience, which
are closely related to the quantitative resilience methods. The new challenges must be incorporated
in the existing quantitative resilience methods and then measured by a matching solution design.
The four groups of quantitative resilience methods exhibit distinctive characteristics in their selected
models, formulations, and data processes. By understanding these new challenges, researchers and
decision makers can choose the most suitable quantitative method for their purpose. However, solving
the new challenges may require dual or multiple quantitative approaches, necessitating a combined or
hybrid quantitative method. Recognizing these new challenges will help us utilize the characteristics of
the various quantitative resilience methods, supplementing their limitations to realize comprehensive
responses to new challenges. The new challenges, focus areas, and effects are summarized in Table 2.
5.1. Absorptive Capability
5.1.1. Targeted Failures
Random failures have been tackled in several studies [73,82,83]. However, infrastructure systems
are both robust and fragile, as confirmed in complex network theory [20,21]. That is, infrastructure
systems can resist random failures but are vulnerable to targeted failures, which may trigger large-scale
cascading failures. Chemical/biological, cyber, and physical attacks are the main types of targeted
failures [160]. Chemical/biological attacks threaten the water quality with life-threatening agents.
Cyber-attacks target the information and data captured on the Supervisory Control and Data Acquisition
system. Burns et al. [161] pointed out the high probability of physical attacks on targeted pipes, pumps,
tanks, and other components in WDNs. Studies of WDN resilience should address these targeted
failures in more depth to identify the critical components in WDNs.
5.1.2. Expert Knowledge
The most commonly used metrics in WDN resilience are the nodal pressure and water age, which
represent the hydraulic efficiency and water quality, respectively. The effectiveness of each metric
depends on its threshold, which judges whether a failure has occurred. For example, a high nodal
pressure increases the maintenance costs and leakage risks [144], while a low nodal pressure leads to
customer dissatisfaction. Meanwhile, aged water tends to harbor microbial growth that compromises
the health of consumers [162]. Setting a threshold for each of these important measures is obviously
important for assessing the system performance of a WDN, but such thresholds differ across countries,
states, cities, and buildings [163]. For example, the nodal-pressure threshold is 120 psi in a 20-story
building, and 42 psi in a 3-story building [164]. The threshold must also be adjusted for the operation
conditions. For example, an old pipe may burst under high water pressure that would be easily
withstood by a new pipe. The current nodal pressure is too low to meet the new demands of large
factories and skyscrapers. Water quality can also decline in corroded pipes. Therefore, the threshold
setting should be aided by site-specific and expert knowledge. Expert knowledge can be derived from
two sources: WDN surveys that identify and analyze the consumers’ needs and responsibilities and
establish a long-term user feedback mechanism, and analysis of the WDN threshold setting by invited
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experts. The latter is based on the demands inferred from the survey data, and from inspection and
monitoring reports.
5.1.3. Multi-Scenario Coupled Analysis
WDNs are spatial networks with both geographical features and demand requirements. WDNs
also change over short- and long-term timeframes. WDN operations adjust the network structure
or replace the components to meet different social demands. Given the many current and future
configurations across cities, single scenario analyses cannot fully reflect the dynamic nature of resilience.
Increasing the resilience of one failure scenario may reduce the resilience of another failure scenario [73].
Multi-scenario coupled analysis is warranted under three conditions. Under the first condition,
one or more closely timed extreme events trigger(s) secondary and even tertiary impacts. For example,
an earthquake disables a large number of pipes, and the water supply cannot meet the demand.
An earthquake can also cause post-earthquake fires, further increasing the burden on water.
This situation, called the amplification effect of disasters, dramatically reduces the post-disturbance
performance of WDNs.
The second condition requiring multi-scenario analysis is multiple failure types of a WDN.
The typical WDN failure modes are structural failure modes (which disconnect part of the WDN) and
functional (service performance) failures. Both failure modes must be evaluated in WDN resilience;
focusing on either mode yields a non-comprehensive result. For example, graph theory and network
analysis metrics can quantitatively estimate the resilience within a fast time, but (as shown in electric
grid operations) the structural failure mode is inconsistent with the functional failure mode [165,166].
Therefore, the structural and functional failure modes should be correlated in WDN resilience studies.
Functional failures in WDNs must usually be evaluated in hydraulic calculations, which provide the
details of the demand changes and insights into the component design. The combined structural and
functional failure modes can be investigated by treating WDNs as heterogeneous networks with supply
nodes, transmitted nodes, and consumer nodes. Such a treatment would realistically distinguish the
dynamic failure process.
The third condition requiring multi-scenario WDN analyses is interdependency between the
failure modes. According to Diao et al. [73], increasing the resilience of a failure mode sometimes
reduced the resilience of another failure mode. For example, water-conservation tanks can be accessed
when pipe failure causes a supply shortage, thus satisfying the demand variation and improving the
flexibility and capacity of the WDN. However, large tanks can negatively affect the WDN resilience by
harboring contaminants. A contaminated tank will spread pollutants along the pipe and seriously
reduce the resilience of contaminant intrusion. The correlations among and sensitivity of different
failure modes and their impacts on WDN resilience should be considered.
5.2. Restorative Capability
5.2.1. Emergency Recovery
Emergency recovery focuses on maintaining the basic service and avoiding secondary disasters.
The usual timeframe of emergency recovery is several days to several weeks. The short-term
(days-to-weeks) resilience of post-disturbance WDN resilience has been relatively little studied.
Emergency recovery is defined as the short-time improvement in service performance after a disaster.
Although a system can be fully restored to its pre-disturbance level during a short time period, it is
usually repaired to provide the necessary baseline services. Planning the emergency recovery capacity
in a WDN will boost the WDN performance during a short timeframe and reduces the possibility of
secondary disasters. Emergency recovery can be promoted by quickly and accurately identifying the
scale and degree of the disaster. Emergency strategies are effective immediately and the emergency
resources are actively allocated. For example, valves help to isolate the broken pipes. Large amounts
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of water are lost if the valves fail to close in time, reducing the service performance of other nodes, and
possibly delaying the implementation of the emergency strategy.
Post-disturbance emergency recovery critically depends on the emergency strategy, emergency
resources, and repair rate of the WDN. The numbers of resources (repair trucks, replacement pipes,
manpower, and work hours) impose constraints on the recovery efforts. The repair rate evaluates
the possibilities of speeding up the repair process. Efficient emergency strategies can be formulated,
treating the emergency resources and required repair time as the input parameters, and the service
performance recovery and disaster blocking effect as the output parameters. The emergency strategies
can then be prioritized by their efficiency. The number of emergency resources depends on the
availability of local budgets (funds, repair materials, and other consumables) and resources (human
resources, and mechanical equipment resources such as repair trucks and replacement pipes) [90].
Accelerating the repair process will lower the impact of the disaster.
Time is important for evaluating the repair rate. The time is commonly represented by a time
step, defined as the number of iterations in which the recovery process and the repaired components
are recorded in each iteration. However, the time step in a model is only a substitute of the days,
hours, minutes, and seconds that constitute real time. The actual time can be captured by combining
the resource distribution in post-disturbance WDNs with the attributes of the emergency resources.
The recovery rate can then be estimated in real-time.
5.2.2. Post-Disturbance Rebuilding
Following a disaster or significant reduction in performance, post-disturbance rebuilding aims
to return the system operation to its normal conditions. For this purpose, it rehabilitates and
enhances the performance of the original system over timeframes of months-to-years. Fundamentally,
post-disturbance rebuilding restores the WDN performance to its pre-disturbance level. Based
on the disturbance experience, further restoration enhances the critical components, redundancy, or
multiplicity of sources. The resilience of post-disturbance rebuilding has four facets, as described below.
G

G

G

G

Optimization of spatial distribution. The objective function of the multi-objective optimization
model maximizes the WDN resilience while minimizing the engineering cost. Constraints on
the structural and service function loss of the WDN are imposed under the disaster conditions.
The optimal solution is solved by an intelligent optimization algorithm.
Redundancy of design. The WDN flexibility can be enhanced by increasing the redundancy or
reducing the connection density of the critical components, and by rewiring branching sections
as loop structures or a meshed grid structure.
Backup support system. A backup support system will prevent failure of the identified critical
components. Support strategies include backup pumps and extra-power support systems that
provide pumps with sufficient pressure. Specially designed valves can isolate substance intrusion.
Post-disturbance reconstruction. Severely damaged and unrepaired parts in WDNs can be
reconstructed to maintain the water supply. Disaster data can reveal the optimal reconstruction
locations that will reduce the impact of the next possible disaster.

Bruneau et al. [92] suggested four interrelated dimensions in promoting and evaluating
post-disaster resilience: technology, organization, society, and economy. Evaluation along these
four dimensions will obtain a comprehensive measure of WDN resilience. Analysis of any one
dimension cannot clarify the WDN resilience, because the resilience dimensions are not necessarily
positively correlated; some dimensions may be negatively related or unrelated to other dimensions.
For example, Chang and Shinozuka [167] studied the rapidness property in WDNs. They found
that WDNs in Memphis are not technically resistant to seven-degree earthquakes, but have adequate
organization resilience. Therefore, the technological, organizational, social, and economic perspectives
are all important in WDN resilience analysis. An online monitoring and early warning system with
real-time control can identify failures quickly and accurately, and reduce the failure impact on the
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WDN performance. The local resilience [168] to water stress under post-disaster conditions requires a
population, social and economic analysis. Behavior and government policies may adapt to the needed
requirements under water stress. For example, under severe drought conditions, the authorities can
adjust the water-supply scheme to provide water at certain hours instead of daylong, and instruct
citizens to preserve water in bottles or bathtubs. Restricting the water-supply hours causes a sharp
increase in demand during the water supply period; the corresponding drop in water pressure is
followed by a series of changes.
The behavioral changes spurred by an outage or disaster also influence the WDN resilience.
For example, the demand reduces when residents are evacuated or switch to bottled water consumption.
Such behavioral uncertainty can cause dramatic changes in local demands, exacerbating the reduced
service performance of the WDN. Pre- and post-outage planning and recovery strategies can help
shape consumer behavior, and hence refine the incorporation of such uncertainties into WDN
performance assessments.
5.3. Adaptive Capability
5.3.1. Effects of Climate Change
Under current climate trends, the frequency of extreme climate events such as droughts, floods,
and heavy precipitation storms is expected to increase. Extreme events lie on the tail end of the eventprobability distribution. The Intergovernmental Panel on Climate Change defines climate or weather
extremes as “the occurrence of a value of a weather or climate variable above (or below) a threshold
value near the upper (or lower) ends of the range of observed values of the variable” [8]. Sea level
rises, earthquakes, floods, winds, storms and temperature extremes are examples of extreme events
correlated with climate change.
Whereas leaking WDNs and other low-loss, high-probability failure events have gained much
attention, high-loss low-probability failure events (which cause serious losses) have been relatively
neglected by decision makers due to their low occurrence probability. However, as extreme events
will become more common under today’s climate changes, they cannot be ignored in WDN resilience
analysis. The modeling should consider the maximum loss scenario.
Furthermore, urban scales, urban populations, and urban functions must be dynamically adjusted
to climate change. Urban development under climate change will increase the uncertainty in WDN
resilience. For example, the coordinated development of Beijing, Tianjin, and Hebei requires an
expansion of the single-city level WDN resilience analysis to region level, necessitating a hierarchical
analysis of WDN resilience to urban development.
5.3.2. Coupled Society and Technology Analysis
WDNs belong to the class of technical systems. The design, construction and operation of a
technical system depends on the investment response to social demands. WDNs can be treated as
socio-technical systems containing technologies, policies, markets, consumers, culture, science, and
knowledge. Policy and public attitudes can influence WDNs from the social side. Evaluation and
enhancement strategies of WDN resilience should be analyzed not only from the technical perspective,
but also from political, organizational, economic, social, and environmental perspectives. For example,
models may show that WDN failures reduce the service performance, but do not reveal the changes on
consumer’s behavior with water use. Such behavioral changes, along with climate changes such as
heat waves, will further impact on the failure analysis.
Changes in social and technological elements cannot be fully separated [169]. Future research
should focus on the uncertainties in consumer behavior and policy. The results will help policy
makers to better understand WDN resilience and select strategies that meet both the technical and
social demands.
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Table 2. New challenges with resilience capability type.
New Challenges

Focus Areas

Effects

Targeted failures

Absorptive capability

•
•

Reduce vulnerability.
Identify the critical components in WDNs.

Expert knowledge

Absorptive capability

•
•

Analyze qualitative factors such as operation condition and public confidence.
Help to evaluate thresholds with uncertainties.

Multi-scenario coupled analysis

Absorptive capability

•
•
•

Evaluate the amplification effect of disasters.
Grasp the dynamic progress realistically under multi-failure type.
Understand the correlation and sensitivity of multi-failure mode.

Restorative capability

•
•
•
•

Focuses on the supply of basic service.
Provide supports to post-disturbance.
Boost WDNs performance.
Reduces the possibility of secondary disasters

Post-disturbance rebuilding

Restorative capability

•
•
•
•
•

Return service performance to normal operating conditions.
Optimize the spatial distribution.
Increase redundancy to enhance WDNs flexibility.
Add back-up support system.
Reconstruct WDNs to reduce the impact of the next possible disaster.

Effects of climate change

Adaptive capability

•
•
•

Strengthen resilience addressing climate change.
Pay attention to high-loss but low-probability failure events.
Adopt a hierarchical analysis of WDN resilience with urban development.

•
•

Provide insights both in technical and social domains.
Involve political, organizational, economic, social, and environmental impacts in evaluation
and enhancement strategy.
Focus on the uncertainties about consumer’s behavior in picking strategy.

Emergency recovery

Coupled analysis with society and technology

Adaptive capability

•
•
Data availability

Adaptive capability

Interdependency infrastructures

Adaptive capability

•
•

Build virtual WDNs model with data from topology, geography, operation, leakage, emergency
resources, and consumer’s demand.
Calibrate virtual WDNs model.
Give supports in long-term analysis with historic data.

•
•

Reduce the impact from WDNs to other infrastructure systems.
Reduce the impact of cascading failures and avoid large-scale failures.
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5.3.3. Data Availability
The long-term data collection and data availability of WDNs is crucial. Virtual WDN models can
be built from topological structure data, geographic information, operational status, leakage statistics,
and emergency resources. This basic model can be improved into a WDN that satisfies consumer
needs (its ultimate goal) by incorporating consumer data. Consumers’ demand and satisfaction data
provide additional support for improving the WDN resilience. Data are also useful for calibrating
the virtual model and improving its accuracy. For example, using the emergency-time record of
investing resources to restore water services, researchers can calibrate the recovery rate in the resilience
model. A calibrated model improves the accuracy and effectiveness of newly developed resilience
improvement strategies. Historical event data not only provides the past operation and expansion
strategies, but also reveals the environmental, political, and economic changes in the WDN. Although
similar to static systems in the short-term, WDNs dynamically adjust to changes in social demand.
Therefore, evaluation of the current state alone is insufficient. Historical analysis establishes a firm
foundation of WDN resilience.
5.3.4. Interdependency Infrastructures
In infrastructure systems, WDNs sit alongside power systems, communication systems and
transportation systems. When failure in one system triggers failure in another system, the infrastructure
systems are said to be interdependent.
Resilience evaluation in WDNs should consider the interdependency effect. For example, a heavy
WDN leakage can cause a road closure. An interrupt in the power system can stop the WDN pumps.
Several studies have evaluated and analyzed the interdependency in infrastructure systems. WDNs
and other infrastructure systems are usually abstracted as node–link networks. More realistic operating
details are required to add to these abstractions. Moreover, arresting cascading failures among the
infrastructure systems is important for preventing large-scale failures
6. Conclusions
WDNs are one of the critical infrastructure systems. Failures in WDNs not only decrease system
performance and deprive urban residents of a critical delivered resource, but they can also spread to
other infrastructure systems. The desire to reduce the impact of failures and improving the response to
failures has lent to increasing attention on methods to assess system resilience.
The aim of this paper was to provide a contemporary review of approaches to quantify resilience in
WDNs. The systematic review guidelines were introduced to filter the references. CiteSpace was used
to show the cluster tags with the information of titles, abstracts, author keywords, and keywords plus.
We classified the quantitative resilience methods into four groups according to CiteSpace cluster
tags and reviews on modelling in infrastructure resilience and WDNs. By full-text reading, we first
described the three basic capabilities in WDN resilience, i.e., absorptive capability, restorative capability,
and adaptive capability. We then provided the metrics and the research progresses in surrogate
measures, simulation methods, network theory approaches, and fault detection and isolation (FDI)
approaches. The limitations of each types of methods were also summarized.
Today, uncertainties in WDN performance have evolved with the increasing complexity of the
systems and the increasing performance standards, posing new challenges for quantitative WDN
resilience studies. Facing these challenges is demanded in future works. The new challenges, focus
areas, and effects were discussed in terms of the absorptive, restorative, and adaptive capabilities.
Evaluating WDN resilience has attracted much interest in the past few decades, evolving into quick
response to disturbance, long-term optimization, and multi-scenario and multi-stage coupled analyses
in recent years.
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