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Abstract: Throughout the past years, governments, industries, and researchers have shown increasing
interest in incorporating smart techniques, including sensor monitoring, real-time data transmitting,
and real-time controlling into water systems. However, the design and construction of such a smart
water system are still not quite standardized for massive applications due to the lack of consensus on
the framework. The major challenge impeding wide application of the smart water network is the
unavailability of a systematic framework to guide real-world design and deployment. To address this
challenge, this review study aims to facilitate more extensive adoption of the smart water system, to
increase effectiveness and efficiency in real-world water system contexts. A total of 32 literature pieces
including 1 international forum, 17 peer-reviewed papers, 10 reports, and 4 presentations that are
directly related to frameworks of smart water system have been reviewed. A new and comprehensive
smart water framework, including definition and architecture, was proposed in this review paper.
Two conceptual metrics (smartness and cyber wellness) were defined to evaluate the performance
of smart water systems. Additionally, three pieces of future research suggestions were discussed,
calling for broader collaboration in the community of researchers, engineers, and industrial and
governmental sectors to promote smart water system applications.
Keywords: smart water system; framework; smartness; cyber wellness

1. Introduction
The world’s urban population has grown rapidly from 1.019 billion in 1960 to 4.117 billion in
2017 [1]. It is estimated that the population will reach 9.7 billion by 2050 [2]. The excessive population
growth will cause urgent water problems like water shortage and water quality degradation in urban
areas. In the 21st century, the global water sector faces quality and quantity challenges, which are
highly related to climate change and population growth [3]. The 2018 Global Risk Report shows that
most of the high risks (high-likelihood and high-impact) issues are water-related either directly or
indirectly and are currently being exacerbated by climate change [4]. Water crises have become one of
the five most significant risks in terms of their societal impacts. Additionally, the breaking of economic
growth and unbalanced urbanization can also contribute to water shortage [5,6]. It is predicted that
due to population and industrial growth the percentage of water scarcity will increase by 50% in
developing countries and decrease by 18% in developed countries by 2025 [7]. One upcoming water
scarcity event will occur in Cape Town, where it is supposed to be the first city to experience day zero
but will not be the last if these threats still hold [8,9].
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However, due to the growing complications of water-related issues such as water shortage, water
deterioration, and aging infrastructure, traditional techniques, and management for drinking water
supply have gradually shown their drawbacks and incapability to address these water issues [10].
Climate change and anthropic activities exacerbate the water issues by reducing water quantity
and deteriorating water quality. Especially, the limited effort on ecological maintenance results in
the pollution being increasingly found in the water distribution system for the public around the
world. There is an urgent need for modernized water supply technologies to alleviate current water
concerns by improving water supply efficiency and approaching sustainable water management
globally [11]. Traditionally, engineers and researchers get used to re-sizing water supply systems.
However, upgrading the existing water distribution network is time-consuming and costly. Instead,
retrofitting the water system with smart components such as sensors, controllers, and a data center
can achieve real-time monitoring, transmitting, and controlling in water systems for decision-makers,
which is a more cost-effective and sustainable approach to address the water challenges [12].
To date, automated control technology (ACT) and information communication technology (ICT)
are applied to tackle existing problems in water distribution networks, where both technologies play
critical roles in large-scale ACT and ICT applications. A number of study cases around the world
consider using smart water metering to monitor the water consumption and further track leakage and
pipe burst issues in water distribution networks [7]. The real-time measurements can be utilized to
improve the accuracy of hydraulic model calibration and forecasting. Real-time control is commonly
applied in pumping, valve operation, and scheduling. The water supply efficiency significantly benefits
from automatic control technology but the electricity energy efficiency needs optimization in practical
applicability. If matched with appropriate and effective ICT or ACT solutions, in the form of a smart
water system (SWS), city-wise water issues can be appropriately addressed and managed [13]. In SWS,
progress can be made via smart metering (real-time monitoring that transmits data to the utility) and
intelligent controlling (real-time feedback and action). For example, the Western Municipal Water
District (WMWD) of California utilities have used the SCADA system to manage real-time alarms and
automatically operate plants and networks [14]. The implementation of SCADA has been associated
with 30% savings on energy use, a 20% decrease in water loss, and a 20% decline in disruption [15].
In Brisbane City, Australia, the web-based communication and information system tools are used
by governments and municipalities to deliver relevant water information to the public, as well as
to provide early warnings [16]. Another SWS case is in Singapore, where a real-time monitoring
system called WaterWiSe was built, utilizing wireless sensor networks and data acquisition platforms
to improve the operational efficiency of the water supply system [17]. Moreover, in San Francisco, the
automated real-time water meters are installed among those communities for more than 98% of their
178,000 customers to transmit hourly water consumption data to the billing system via wireless sensing
networks [18]. This access to frequently updated water consumption information allows engineers
to detect water quality events and localize pipe leaks faster than traditional water systems that are
still using existing manually-read meters [19]. Given these ACT and ICT applications in water sectors,
smart water concepts therefore emerge and inspire SWS to be widely accepted by large amounts
of stakeholders.
The terms “smart water grid,” “smart water supply system,” “smart water system” or “smart
water network” have been widely spread. The concept of SWS in the urban water field is gaining
great impetus among academia, government, and industry, drawing attention from international
communities (SWAN, EWRI, HIC, and CCWI) to top-level organizations (IWA, AWWA, AWC-Asian
Water Council). Other international collaboration projects (e.g., i-WIDGT from EU [20], CANARY
from US [21], SEQ from the Australian water resources department [22], and Smart City reports [23])
are providing professional support to smart urban water infrastructure all over the world [24–26].
Although researches on SWS are speeding up to meet the demand of industry and government, the
conceptual, technical and practical gaps between providers and clients are still not well bridged.
The influences of SWS could be more significant and essential if priorities are precisely defined and
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implemented into sensing technology domains in water contexts [27]. As a consequence of the lack of
a systematic consensus from conceptual, technical, and practical perspectives, investigating the current
architectures, initiatives, and applications of SWS around the world must be required to help generate
a better understanding of the definitions, characteristics, and future trends of SWS. While review
studies related to SWS and smart grid areas have already been undertaken [28–31], a review of SWS in
conceptual and comprehensive prospects, with a further notification on the definition, architecture,
and metrics, is missing. To address this research gap, this paper is going to analyze the existing SWS
concepts, identify the possible metrics for SWS, and establish a more systematic SWS architecture, to
enlighten future research on its implementations.
This review paper is structured as follows: firstly, the current definitions and historical development
of SWS are presented and discussed in the introduction section, reviewing the evolution of SWS from
the past to the date and analyzing the weakness of the current water system. Secondly, given the
previous literature of SWS, a new architecture of SWS with five layers is put forward and demonstrated
explicitly. Then, by reconciling definitions and architectures, two metrics of SWS are proposed to
characterize its properties. Finally, recommendations on future research directions are given for smart
water system development.
2. Literature Review of SWS
SWS is a multidisciplinary term. A ScienceDirect search for “Smart” or “Intelligent” in the title,
abstract, and keyword gave a total of 31,527 article results. However, most of them belong to smart
transportation, smartphone, and smart grid fields. If “water” is included in the search, the number
goes down to 9847. Further searching “Smart Water System” made the results decline to 9517. By
adding “framework” to the “Smart water system” only 4026 articles remained. Given that searching
results, we conducted the literature review by considering relevant references from the selected papers.
The step-by-step literature searching rules were summarized below: (1) “Smart” or “Intelligent” in title,
abstract, and keyword with 31,527 article results; (2) “Smart Water” in title, abstract, and keyword with
9517 article results; (3) “Framework” and “Smart Water” in title, abstract, keyword, and body with
4026 article results; (4) “Structure”, “Layer”, “Framework” and “Smart Water” by manual filtering with
32 article results. These 32 final pieces of literature, including four article forms such as forums, papers,
reports, and presentations gain high popularity in multiple sources like Google Scholar, SCOPUS, and
ScienceDirect. All the papers come from the recent 10–15 years; they provide a wide presentation
of the smart water system for the readers, which include the typical arguments of the framework
of SWS. With insight from these literatures in Table 1, there are 17 papers, 10 technical reports from
different well-known organizations including the International Telecommunication Union [32], U.S
Environment Protection Agency [33], UK Department for International Development [34], UN Global
Opportunity Committee [35–38], and Colorado State University [39]. Four key presentations and one
International forum [40,41] are also taken into consideration in this review. As the number of studies
that we reviewed is limited, this paper does not cover all aspects of SWS.
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Table 1. Classification of the literature considering the framework in SWS.
Smart Water Structure

Reference
Number

Smart Water Definition

[42]

Instrument
Layer

Property
Layer

Function
Layer

Smart water is also called Smart Water Grid
(SWG4), Internet of Water5, Smart Water
Management, etc.

•

•

•

[43]

Smart water grid is based on the Internet of
Things and the structure of smart water system.

•

•

•

[44]

A smart water system (network) in water
context comprises smart meters, smart valves,
smart pumps, data communication, data
management, data fusion, and analysis tools.

•

[45]

A smart water network should comprise smart
meters, smart valves, and smart pumps.

•

[46]

An advanced and intelligent water supply
system and includes ICT integration of the
water supply network.

•

[17]

Water management technologies converging
with ICT have been called Smart Water
Management (SWM) distinguished from
traditional water management technologies.

•

•

•

[47]

A Smart Water Grid system integrates
information and communications technologies
into the management of the water distribution
system.

•

•

•

[48]

Smart water system illustrates many of the
ways technology, middleware, and software
help maximize the value of Smart Metering
data to all stakeholders.

•

[33]

Not specified

Benefit
Layer

Application
Layer

Smart Water
Metrics

•

•

•

•

•

•

•

.•

•

•

•

•

•

•

•

•

•

Future
Research

•

•

•

.•
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Table 1. Cont.
Smart Water Structure

Reference
Number

Smart Water Definition

[34]

A smart water system offers a mechanism to
capture and communicate data on water
resources through hydro informatics systems.

[36]
[37]

Instrument
Layer

•

•

•

•

[41]

A smart water system is an integrated set of
products, solutions, and systems.

•

[49]

A smart water system is based on the smart
metering system to collect real-time water data.

•

[40]

Smart water networks are layered, as any data
ecosystem is, starting from sensors, remote
control, and enterprise data sources, through
data collection and communications, data
management and display, and up to data fusion
and analysis.

•

•

•

•

•

•

•

•

•

•

•

•

Not specified
Not specified
Not specified

A smart water system uses data-driven
components to help manage and operate the
physical network of pipe.

•

Future
Research

•
•

•

[53]

•

Smart Water
Metrics

•
•

[39]

A smart water system is designed to gather
meaningful and actionable data about the flow,
pressure, and distribution of a city’s water.

Application
Layer

•
•

Smart water networks is a system composed of
automation, sensing and communication tools.

[52]

Benefit
Layer

•
•

[38]

[23]

Function
Layer

•

Not specified
Not specified
Not specified

[50]
[51]

Property
Layer

•

•

•

•

•
•

•

•

•

•

•

•
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Table 1. Cont.
Smart Water Structure

Reference
Number

Smart Water Definition

[54]

Smart water system aims to deploy the Internet
of Things (IoT) technology throughout the water
supply infrastructure and consumers’ usage.

•

[43]

Smart water grid is based on the Internet of
Things, mainly including hierarchy framework,
technical system, and function framework.

•

[20]

An assortment of components and procedures
for the continuous monitoring and evaluation
of water use.

[55]

A smart water architecture can be characterized
by five layers: physical layer, sensing, and
control layer, communication layer, data
management layer, and data fusion layer.

[56]

A smart water grid is an innovative way to
monitor water distribution networks.

[57]

A water smart grid would direct the innovative
technologies suite to create a data-driven system
for intelligent water resources management.

[58]

Smart water networks need online water
monitoring for the collection and analysis of
data.

[59]
[60]

[61]

Not specified
Not specified
Smart water system requires many digital
devices (sensors and actuators) to be deployed
across the water distribution network to enable
near real-time monitoring and control of the
water grid components.

Instrument
Layer

Property
Layer

•

Future
Research

Benefit
Layer

Application
Layer

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

Smart Water
Metrics

Function
Layer

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•
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A graphical statistical data overview of the 32 selected literature is presented in Figures 1–4.
In Figure 1, these pieces of literature are classified into four types including the forum, presentation,
report and paper based on their literature formats. In Figure 2, they are reclassified into three
types—academia, industrial, and governmental based on their published organizations. As Figure 1
shows, paper and report take up the highest percentage while key presentations and forums occupy
only a small portion, which shows that current SWS studies are mainly documented by papers and
reports for efficient sharing. The 22 publications out of a total of 32 from academia in Figure 2 imply
that most SWS researchers are from universities and academic research institutions. There is a lack
of industrial and governmental inputs for such interdisciplinary work in the SWS field. In Figures 3
and 4, it is clear how the percentages of each type of publication weight in each classification group.
For example, in Figure 3, among those SWS papers, the highest percentage of publications are from
academia. In contrast to the data presented in Figure 3, Figure 4 shows the different picture that there
Water 2020, 12, 412
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The following is a list of works of literature related to the framework of the smart water system in
Table 1. We categorized these papers according to the smart water definition, structures (Instrument
layer, Property layer, Function layer, Benefit layer, Application layer), and metrics, which correspond
with the components of the proposed SWS framework below. The definition provides theoretical
support for SWS structures, and the metrics can be used to evaluate the SWS performance. These five
basic layers inside structures consist of a comprehensive SWS architecture. The relationship among
definitions, layers, and metrics make SWS work, which is considered as the reason for the literature
classification in this study. In Table 1, “Instrument” represents the instrument layer of SWS including
the physical and ACT and ICT components. “Property” means the property layer of SWS containing
the components like systems attributes. “Function” represents the function layer of SWS such as data
fusion in the data center. “Benefit” represents the benefit layer including features like water quality
security and energy saving. “Application” represents the application layer such as commercial and
educational applications. “Metrics” relate to the methods applied to evaluate the smart water system.
“Future research” stands for research direction recommendations regarding the smart water system.
Each reference might include but not all components (definition, layers, and metrics) of the smart water
system. A black solid circle was used to mark the elements that references have covered. It can be found
that most of the pieces of literature have definitions of SWS. However, none of them have covered all
key layers. Since SWS is built for different purposes, the structure of SWS may vary from case to case.
Furthermore, among all those pieces of literature that we reviewed, only 7 of them discussed metrics
for SWS. How to assess the performance of SWS was not fully explored based on currently available
literature. It was evident that there is still great potential to improve the consensus and understanding
of SWS. Table 1 also shows that over 90% of the relevant literature has recommended future research
directions for SWS. This paper will summarize these suggestions later in Section 5.
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3. A Systematic Framework of SWS
A systematic architecture of SWS is comprised of various layers working synergistically to perform
useful functions and applications [62]. Such a system can be represented as a set of components, with
specific properties and benefits. In past years, previous studies proposed various versions of SWS to
meet their particular demands. The combinations of SWS that are water management technologies and
ICT distinguished from traditional water management technologies were put forward [54]. However,
the scopes and characteristics of such SWS were not identified. Further, the term “SWG” refers to an
advanced smart water grid that includes real-time information sharing through smart measurement
and networking and a sustainable water distribution infrastructure [46]. The smart components in
SWG imply that a smart water network should comprise smart meters, smart valves, and smart
pumps by definition [28]. These smart elements including physical electronic parts, like sensors and
microcontrollers, communication protocols, and embedded systems are all folded in the concept of the
Internet of Things (IoT), which is the foundation of SWS [46]. The structure of SWS, therefore, should
contain three frameworks: the hierarchy framework, technical system, and function framework [61].
In the hierarchy framework and technical system, there are also numerous pieces required. An
easy-to-understand architecture of SWS would be preferred. The principals of the smart water network
were then explained [44]. This research can be segmented in various layers: (1) physical layer (like
pipes); (2) sensing and control layer (like flow) sensors and remote control; (3) data collection and
communication layer (like data transfer); (4) data management and display; (5) data fusion and analysis
(like analysis tool and even detection, leakage detection, and decision making). Nonetheless, these
layers still only contain physical and cyber components and a lack of improvement to the service
level. It was proposed that SWS contains 5 layers: physical layer, sensing layer, and control layer,
collection and communication layer, data management and display layer, and data fusion and analysis
layer [53]. They also put forward a bottom-up framework of SWS with 5 layers: sensing layer, transport
layer, processing layer, application layer, and unified portal layer, which are based on IoT and cloud
computing [53]. Another SWS composed of 4 stages was established to secure the vast amounts of
high-resolution assumption data and customized information [20].
The most widely accepted smart water architecture is characterized by five layers: the physical
layer, sensing, and control layer, collection and communication layer, data management and display
layer, and data fusion and analysis layer. Each segment covers a distinct function in the network [62].
However, all SWS introduced above are under debate since most of them are defined for one particular
purpose without complete demonstration. Some of them are for smart water targets, some stress
the innovation of mechanism, while others emphasize the application of ICT. Very few of in situ
frameworks for understanding SWS are comprehensive and directly applicable for education, research,
and public. They lack some critical elements like properties, metrics and case studies, and the ability to
guide future research directions. Hence, it is necessary to build a systematic framework of SWS to
further the understanding of SWS and accelerate the implementation of SWS. In this study, we adopt
and integrate some of the existing architectures to propose systematic architecture. Figure 5 illustrates
the authors’ conceptual representation of an orderly architecture of SWS within a systematic smart
water framework. There are five layers (from bottom to top: instruments layer, function layer, property
layer, benefits layer, and application layer) that are proposed in order to understand how systematic
architecture is implemented in the SWS framework. Although such a conceptual framework has not
been tested in the field, this provides the guidance for engineers to replicate the SWS according to their
purposes and application. For instance, a smart water test-bed for educational purposes can be built
on the lab by following the SWS framework, while the application layer might be unnecessary in this
case [63].

Water 2020,
2020,12,
12,412
412
Water

of 25
24
109 of

Figure 5. A New Framework of Smart Water System.

3.1. Instruments Layer

Figure 5. A New Framework of Smart Water System.

Typically, the
3.1. Instruments
Layerinstruments layer of SWS should be composed of physical infrastructure
(network-level components) and cyberinfrastructure (internet-related hardware, software, and services).
Typically,
the instruments
layer
of basic
SWS structure
should be
composed
of physical
infrastructure
Although
the physical
instruments
are the
of the
water system,
they cannot
make it
(network-level
components)
and
cyberinfrastructure
(internet-related
hardware,
software,
and
smart or even data-enables only by itself. The cyberinfrastructure includes multiple intelligent devices
services).
the physical
are the basic
structure
of theroles
water
system,
they cannot
like
smartAlthough
sensors, smart
pumps,instruments
and smart valves,
etc. Their
primary
and
application
goals
make
it
smart
or
even
data-enables
only
by
itself.
The
cyberinfrastructure
includes
multiple
are summarized in Table 2. The smart components of cyberinfrastructure are the elements in
which
intelligent
smart sensors,
smart pumps,
and smart
valves, traditional
etc. Their primary
roles and
SWS
differsdevices
from thelike
traditional
water distribution
system.
For example,
water distribution
application
goals
are
summarized
in
Table
2.
The
smart
components
of
cyberinfrastructure
arewith
the
systems with only physical instruments carry on pressure or flow data. Conversely, the SWS
elements
in
which
SWS
differs
from
the
traditional
water
distribution
system.
For
example,
cyber instruments not only sends a flow or pressure signal, but their data steam including diagnostic
traditional water
distribution
systems
physical
instruments
carry on pressure
or flow
information
also makes
the SWS
detectwith
leaksonly
more
efficiently
and automatically.
Additionally,
fordata.
the
Conversely,
the
SWS
with
cyber
instruments
not
only
sends
a
flow
or
pressure
signal,
but
their
data
integrated SWS, the interaction and relationship between physical and cyberinfrastructure should not
steam including diagnostic information also makes the SWS detect leaks more efficiently and
be ignored. Showing in Figure 5 below, physical instruments, including pipes, valves, and pumps
automatically. Additionally, for the integrated SWS, the interaction and relationship between
provide the structural basement for the placement and installation of cyber instruments like smart
physical and cyberinfrastructure should not be ignored. Showing in Figure 5 below, physical
meter and intelligent sensors (e.g., electromagnetic or ultrasonic). Meanwhile, physical infrastructures
instruments, including pipes, valves, and pumps provide the structural basement for the placement
are elements that produce the required data and information, which would be collected, transferred,
and installation of cyber instruments like smart meter and intelligent sensors (e.g., electromagnetic
processed, and fused by internet-related hardware, software, and services. In return, the cyber
or ultrasonic). Meanwhile, physical infrastructures are elements that produce the required data and
instruments can instruct the operation and maintenance of physical components by analyzing the
information, which would be collected, transferred, processed, and fused by internet-related
newly produced data and forecasting the system condition. For example, the automated meters are
hardware, software, and services. In return, the cyber instruments can instruct the operation and
bi-direction communication devices that can execute actions on devices (e.g., valve turn off and on) [23].
maintenance of physical components by analyzing the newly produced data and forecasting the
Furthermore, the different smart sensors might be designed to solve various problems (shown in
system condition. For example, the automated meters are bi-direction communication devices that
Figure 6) by operating systems discriminatively. Therefore, the components layer of SWS should
can execute actions on devices (e.g., valve turn off and on) [23]. Furthermore, the different smart
achieve both of the roles of physical infrastructure and cyber-infrastructure.
sensors might be designed to solve various problems (shown in Figure 6) by operating systems
discriminatively. Therefore, the components layer of SWS should achieve both of the roles of physical
infrastructure and cyber-infrastructure.
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Table 2. Components of Cyber-Infrastructure.
Components

Roles

Problems Solved

Smart Flow Sensors
Smart Pressure Sensor
Smart Valves
Smart Pumps
Smart Irrigation Controllers
Smart Contaminant Sensor
Smart Flood Sensor

Monitor flow
Monitor pressure
“Bi-direction” operation
“Bi-direction” operation
“Bi-direction” operation
Monitor water quality
Monitor flood volume

Water leakage, Pipe burst
Pressure instability, Water Loss, Energy Loss
Water leakage, Pipe burst
Pressure unbalance, Energy loss
Water loss, Energy loss, Water Overuse
Pipe deterioration, Water aging, Contaminant intrusion
Flood disaster, Water quality issues

Note: Bidrirection communication denotes the ability of the meter operator to “at a minimum, obtain meter reads
on-demand, to ascertain whether water has recently been flowing through the meter and onto the premises, and to
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The property of SWS canTable
be understood
as the
to respond to threat, withstand attack, and
2. Components
of ability
Cyber-Infrastructure.
adapt more readily to failure risks, like connectivity, real-time, security, resourcefulness, and robustness.
Components
Roles
Problems Solved
These
properties can be considered
indicators of how
smart the SWS is, and have to be quantified
Smart Flow Sensors
Monitor flow
Water leakage, Pipe burst
either
qualitatively
or
quantitatively
through
metrics.
Theinstability,
metrics applied
in the
SWSLoss
assessment,
Smart Pressure Sensor
Monitor pressure
Pressure
Water Loss,
Energy
such
as
smartness,
how
efficient
the
SWS
is
towards
real-time,
and
cyber
wellness,
how
defensible
Smart Valves
“Bi-direction”
Water leakage, Pipe burst
the SWS is against cyberattack,
would be discussed in the next section. In this work, we proposed
operation
Smart
Pumps
“Bi-direction”
unbalance,
Energy loss (2) Resourcefulness;
that
SWS
based on components
layer should have 4Pressure
properties:
(1) Automation;
operation
(3) Real-time; (4) Connectivity.
We designed the interaction between each other within the property
Smart
“Bi-direction”
Water loss,toEnergy
loss,
Water Overuse
loop
in Figure 7. Irrigation
For instance,
automation is the foundation
achieve
real-time
and also real-time is
Controllers
operation
facilitated by connectivity. Resourcefulness is ensured by the automation and connectivity among
Smart Contaminant Sensor Monitor water quality
Pipe deterioration, Water aging, Contaminant
various IoT. One common sense is that these four properties might not be applied to each case of SWS,
intrusion
and
also, some researchers may
consider SWS withFlood
otherdisaster,
extra features,
but these four demonstrate
Smart Flood Sensor
Monitor flood volume
Water quality issues
what most SWS look like.
Note: Bidrirection communication denotes the ability of the meter operator to “at a minimum, obtain
meter reads on-demand, to ascertain whether water has recently been flowing through the meter and
onto the premises, and to issue commands to the meter to perform specific tasks such as disconnecting
or restricting water flow” [58].

3.2. Property Layer
The property of SWS can be understood as the ability to respond to threat, withstand attack, and
adapt more readily to failure risks, like connectivity, real-time, security, resourcefulness, and
robustness. These properties can be considered indicators of how smart the SWS is, and have to be
quantified either qualitatively or quantitatively through metrics. The metrics applied in the SWS
assessment, such as smartness, how efficient the SWS is towards real-time, and cyber wellness, how
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Resourcefulness is the final property, which means the SWS not only owns massive data storage
but also aims to timely exchange data for further analysis. This property of data exchange can also be
interpreted
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3.3.
Functions of
of SWS
SWS can
can be
be determined
determined by
by the
the instrument
instrument layer
layerand
andproperty
property layer
layer since
sincedifferent
different
Functions
components and
and properties
properties lead
lead to
to different
different functions. For
For example,
example, one
one SWS
SWS installed
installed with
with flow
flow and
and
components
pressure sensor
featured
with
resourcefulness
and and
can verify
the pressure-driven
pressure
sensorwould
wouldconsider
considerbeing
being
featured
with
resourcefulness
can verify
the pressuremodeling
analysis
with enormous
data collection
resources
[69]. In
contrast,
SWS SWS
is equipped
with
driven
modeling
analysis
with enormous
data collection
resources
[69].
In contrast,
is equipped
temperature
sensors
functions
predicting
thethe
infiltration
rate
ininthe
available
with
temperature
sensors
functions
predicting
infiltration
rate
thewater
watersystems
systems with available
temperature data
data [70].
[70]. Within
Within the
the architecture
architecture of
of SWS,
SWS, the
the function
function layer
layer is
islocalized
localized in
inthe
theconnection
connection
temperature
point between
between system’s
system’s property
property and
and metrics
metrics and
and plays
plays aa role
role in
in linking
linking these
these two
two (shown
(shown in
in the
the
point
frameworkFigure
Figure5).5).Thus,
Thus,
function
can
be interpreted
as the backbone
of SWS
that
framework
the the
function
layerlayer
can be
interpreted
as the backbone
of SWS that
includes
functionalities
of intelligent
sensing,sensing,
simulation,
diagnosis,
warning,
dispatching,
disposal,
and
includes functionalities
of intelligent
simulation,
diagnosis,
warning,
dispatching,
disposal,
control
[43].[43].
However,
this this
study
does
notnot
demonstrate
thethe
status
ofof
a afunction
and control
However,
study
does
demonstrate
status
functionlayer
layeron
onthe
thewhole
whole
framework.
framework. Based
Basedon
onthis
thisfunction
functionlayer,
layer, this
thispaper
paperre-designs
re-designs and
and specifies
specifies the
the function
function layer
layer shown
shown
in
in Figure
Figure 8,
8, which
which includes
includes data
data producing,
producing, data
data sensing,
sensing, data
data processing,
processing, simulation
simulation operating,
operating, and
and
application
application supporting.
supporting.

Figure 8. Function layer designing.
Figure 8. Function layer designing.

3.4. Benefit Layer
3.4. Benefit Layer
Retrofitting the traditional water supply system with smart devices brings many benefits such
Retrofitting
traditional water
supply
system
withfor
smart
devices
bringsloss
many
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such
as bill
reduction the
for consumers,
operation
cost
decreases
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and water
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[10].
In
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bill
reduction
for consumers,
operation
costfour
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[10].
In
this
study,
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3.4.1. Prolong Asset Life Cycle andFigure
Cost Saving

real-time property states, an SWS can integrate and analyze real-time monitoring data from
3.4.1.As
Prolong
Asset Life Cycle and Cost Saving.
various instruments for decision-making support. Especially, monitoring data regarding pipelines,
As pumps,
real-timeand
property
states, an SWS
can
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and analyze
real-time monitoring
data from
valves,
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can be
used
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model for instrument
various
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decision-making
support.
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used to develop
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for instrument
of the asset
program
efficiently
as well
asbe
effectively
so that the
right assets canmodel
be replaced,
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to
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and
schedule
the
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and rebuilt in a timely manner. Thus, the real-time monitoring of asset status could be regarded
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program
efficiently
as
well
as
effectively
so
that
the
right
assets
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be
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replaced,
repaired,
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[74–76].and rebuilt in a timely manner. Thus, the real-time monitoring of asset status
could be regarded as indicators of preventive maintenance and predictive replacement to prolong
3.4.2.
Reduce
Loss
and
Improve
System Efficiency
the
assets’
life Energy
cycle and
cost
savings
[74–76].
Energy is needed to extract, deliver, treat, and heat water for municipal, industrial, and agricultural
3.4.2. Reduce Energy Loss and Improve System Efficiency
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Real-time data allows SWS to enhance system planning and operations by monitoring the
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the
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Water 2020, 12, 412

15 of 25

chlorine, total organic carbon, pH, conductivity, and turbidity, assist the effective response to a
water contamination incident and to mitigate further consequences. For example, the real-time
water quality issue detection system called CANARY can use advanced monitoring technologies and
enhanced surveillance instruments to collect, integrate, analyze, and communicate information that
provides a timely warning of potential contamination events [82].
3.4.4. Obtain Real-Time Water Consumption and Consumer Billing
SWS connected with the billing system and consumption system can display the metering
information on the end-user’s platform, like laptops, smartphones, or tablets via internet connection.
This real-time water consumption information helps customers to save water and costs [83,84]. As
the crux elements of SWS, the automated meter readings (AMR) and automatic meter infrastructure
(AMI) provide real-time feedback on water usage for customers. This enables customers to make
informed choices towards water-consuming habits and join in the water management activity. In
reverse, the change of demand pattern would help the engineers and operators to calibrate their model,
optimize pump and valves schedules [85], and modify the boundary conditions timely as efficiently as
accurately [47].
3.5. Application Layer
In the application layer, there are three aspects generally classified as the Public application,
Government application, and Business application shown in Figure 10. The application layer is
mainly user-oriented for decision-making support finally. These three kinds of applications can receive
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feedback
the corresponding users like consumers, utilities and markets, or other terminals shown
in Figure 10 below.

Figure 10. Application layer designing.
Figure 10. Application layer designing.

The public application aims to share real-time data and information with consumers for their
feedback
billing
4. Metricsonfor
SWS and consumption, which is beneficial for water conservation and costs saving.
Besides, public awareness about this SWS and water conservation should be stressed. More community
The technical structure of SWS has a pyramid structure with core information on the top to
involvement might be eliminated by providing citizens with more information regarding water
ensure system efficiency and security [87]. Figure 11 illustrates the features of such a technical
conservation and SWS. Manual flow meters reading and installation may cause problems like the
structure. In this general structure of SWS, the configuration of components and connections can be
embarrassing access of individuals and invasion of government on private property [86]. SWS’s
interpreted as a network of cyber information (e.g., leak detection, discharge control, and noise
technology development, combined with public awareness improvement, can reduce those risks.
recognition), data compiling (e.g., real-time modeling, real-time controlling, and real-time sampling),
and physical instruments (e.g., sensors and loggers) domain. In Figure 11, nodes represent system
components while the links stand for the functional relationship between nodes. For instance, the
bottom nodes are connected with the intermedia nodes, which optionally means that the data from
the sensor is transmitted to SCADA via links. To better assess the SWS’s efficiency and security within
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The government application targets water utilities, different users from public applications. As
the construction work of the water system, such as pipe replacement, instruments installation, and
data center establishment, is the responsibility of the water utility, the sensors deployed by the water
utility are helpful to take an insight of what is happening in SWS, and the collected sensor data would
be adopted to support government decision.
The last application is the business application. The current smart water market mainly focuses
on developing sensors and real-time software. But there are only a few standards or guidelines to
evaluate these intelligent products. The application and development of SWS can accelerate the
speed of evaluating the system on market feedback and build the rules of the smart water market.
Additionally, the application layer is dependent on the purpose of data acquisition. However, there is
no single protocol that can adequately suit all the applications and communication processes, and an
overall application protocol would be too complex to support efficient business processes. Therefore,
another business application is the on-going multi-protocol handing devices for specific purposes since
one proprietary single-manufacturer
protocol
would not layer
be thedesigning.
best for interoperability in SWS. These
Figure
10. Application
devices can stimulate communications by using the existing or coming protocols and also allow open
programmable
4. Metrics
for SWSinterfaces that can be customized for market tests and feedback [55].
4.
Metrics
for SWS
The
technical
structure of SWS has a pyramid structure with core information on the top to

ensure system
efficiency
andofsecurity
Figure
11 illustrates
the features
technical
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(e.g.,
leak detection,
discharge
and noise
this general
SWS,
the configuration
components
and connections
cancontrol,
be interpreted
recognition),
dataof
compiling
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the nodes
data from
are connected with the intermedia nodes, which optionally means that the data from the sensor is
the sensor is transmitted to SCADA via links. To better assess the SWS’s efficiency and security within
transmitted to SCADA via links. To better assess the SWS’s efficiency and security within these
these domains, it is necessary to develop the metrics [45].
domains, it is necessary to develop the metrics [45].

Figure 11. Illustration of a smart water system technical structure.

Before moving to the metrics discussion, the relationship between property and metrics should
Illustration
of a properties,
smart waterand
system
be clarified. While Figure
metrics11.
are
refined from
bothtechnical
metrics structure.
and properties might be
connected by functions, the application of SWS ultimately aims to assess the performance of SWS.
Therefore, properties can be seen as the inherent components of SWS whilst metrics are the manual

Before moving to the metrics discussion, the relationship between property and metrics should
be clarified. While metrics are refined from properties, and both metrics and properties might be
connected by functions, the application of SWS ultimately aims to assess the performance of SWS.
Therefore,
properties
can be seen as the inherent components of SWS whilst metrics are the
manual
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product. Additionally, properties might determine the assessment indexes on a given SWS, while
metrics are those elements to achieve the terminal performance. For example, real-time modeling is
product. Additionally, properties might determine the assessment indexes on a given SWS, while
a crucial
property
of elements
SWS, which
makesthe
measuring
the efficiency
SWS one
indicator
for smartness.
metrics
are those
to achieve
terminal performance.
Forofexample,
real-time
modeling
is a
Furthermore,
the
performance
of
data
processing
in
the
context
of
resourcefulness
is
related
to
crucial property of SWS, which makes measuring the efficiency of SWS one indicator for smartness.
informational
security.
theofeffects
of property
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are not certain
without
Furthermore,
theHowever,
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in the
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specific
analysis ofsecurity.
a givenHowever,
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section,
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andofdiscusses
threats
SWS. how to define these two metrics and how they can be objectively built to deal with
threats
SWS.
A briefofinvestigation
of 27 reviewed academic studies was conducted to analyze the SWS metrics
A brief investigation of 27 reviewed academic studies was conducted to analyze the SWS metrics
shown in Figure 12, showing the number of studies (report and paper) for smartness scope and cyber
shown in Figure 12, showing the number of studies (report and paper) for smartness scope and cyber
wellness scope. Smartness and cyber wellness are seldom discussed directly in previous articles and
wellness scope. Smartness and cyber wellness are seldom discussed directly in previous articles and
reports.
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need two steps to finish work: pausing execution and waiting for the new SCADA measurements to
reload and to update the boundary condition [93]. The Pausing and Waiting takes typically 10
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Thus, the time interval between system input and output, which is characterized as a time lag
equation, can be used to assess how much smart it is. Overall, to define the SWS is to establish
the mechanism for reducing time lag among those processes like real-time monitoring, real-time
transporting, real-time processing, real-time sampling, and real-time simulation in SWS. In this study,
the term “Smartness” is introduced to quantify the time lag reduction. The optimal levels of smartness
require trade-offs from the source to the end [87]. This way, the smartness used in Equation (1)
aims to minimize the system time costs from start input and terminal output. As smartness ensures
performance, efficiency, and expediency, the maximum of smartness will revolutionize the interaction
relationship between systems and engineers.
Smartness = min (Time lag: system input, system output)

(1)

The unit for smartness is minutes; a smartness below 15 min can be acceptable while a smartness
over 15 min is unfavorable. Smartness can be used to assess the efficiency of the smart water system
when dealing and interpreting measurements from real-world systems.
4.2. Cyber Wellness
The scale IoT devices are growing even faster than the world’s population. There will be 20.4
billion connected devices by 2020, compared with 7.8 billion global population [95]. These numbers
highlight IoT’s significance in the fourth industrial revolution, also known as the digital economy,
where IoT is expected to deliver the “smarts” needed to address common everyday challenges in areas
such as education, healthcare, utilities, transportation, and public and residential buildings [96].
SWS has a number of logical sub-layers in the integration of physical components and IoT, where
sensors and actuators are deployed across the water distribution network to enable significant data
processes and real-time performance. However, the pursuit of smartness without considering data
authenticity and reliability would lead to information security issues. Many information safety issues
are from system integration [42]. Thus, security at both IoT and network-level is critical to the operation
of SWS [61]. Compared with physical network level components, these data-related smart sensors
and intelligent devices with larger importance are the heart of SWS, occupying the decision-making
resources. In comparison with the physical network level, the related data are easier to be chosen as the
hitting points and even more vulnerable to cyberattacks because the hackers or cyberattackers might
tend to crush the critical components of SWS or to steal the most crucial data saved in the database.
In this paper, we propose cyber wellness as one of the metrics to evaluate the information security
of SWS. Cyber wellness is first put forward in the International Telecommunication Union (ITU) to
describe the health level of information and communication technologies [97]. Continuously, cyber
wellness is also introduced into the education field to describe the health level of Internet users [88]. In
terms of information security, the emphasis from all cases is on how many of the IoT works well to
extract data and how long it will last to defend itself when a cyberattack happens. In this work, we
define the well-being level of information as “cyber wellness” in SWS. The goal of cyber wellness is,
therefore, to store data as much as possible before a cyberattack and to withstand cyberattacks as long
as possible at the same time shown in Equation (2):
Cyber wellness = max(Information security: capacity, endurance)

(2)

Cyber wellness is unitless, usually ranging from 0% to 100%. The higher cyber wellness reflects that
the smart water system has more capacity to be against system failure and to prevent information loss.
5. Future Research Recommendations
A few challenges in the application of SWS are still waiting to be solved before the wide application
of a smart water system [47]. More coordination is needed for collective work from the academia,
industry, and government to enable smart techniques for public adoption. Based on the results of
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this review paper and the work from different water organizations, several research directions are
recommended to help engineers, researchers, and the public to work on those challenges in a more
efficient and focused way.
5.1. Cyberattack to Smart Water Micro-Components
As the latest information and data center systems are vulnerable to hackers switching off the
power easily, the smart equipment being connected to the wider internet is revealed to be exposed to
cyberattack risks [98]. This finding reflects the current security problems in the IoTs are a significant
public concern. SWS, which is also on the basis of IoT, should not ignore this concern, and it is required
to build a strong defensive wall to cyberattacks [52]. However, there are few studies discussing the
protection of smart water micro-components. Different smart devices such as sensors, loggers, samplers,
and controllers play roles of varying importance in water systems, meaning that cyberattackers might
select the attacking intentionally in one specific case. In this way, we need to develop efficient methods
and technologies to benchmark the smart water micro-components protection efficiency. This will
budget the investment in the water system retrofitting where identical smart water micro-components
are required for different defense costs.
5.2. Resilience Incorporation into Smart Water System
The resilience concept has been incorporated into the traditional water distribution system,
rainwater harvesting system, storm drainage system, and wastewater system in some papers and
projects [99–102]. However, there are few papers discussing how to implement resilience in the
smart water system. The smart water system needs to be resilient since it involves more recovery
not only in physical components but also in the intelligent ones. In contrast to traditional water
systems, a smart water system has more complex connections with automatic and online operations.
Thus, the performance of SWS is determined by water, energy, and electricity availability. The
necessity of incorporating resilience into the smart water system to evaluate their recovery ability
and function efficiency are therefore very important. Incorporating the sub-resilience into the smart
water micro-components would also be a better way to quantify the recovery capacity of the whole
water system.
5.3. Smart Water (End-User) Data Disaggregation and Analysis
Real-time meter readings generate massive data that require good organization and powerful
analytics to extract useful information [103]. The high-resolution water data sampling can enable
end-user disaggregation to efficiently recognize the peak demand, pipe leakage, and breakage [104,105].
However, the smart water system field is still lacking proper data disaggregation and analysis tools.
The development of data analysis tools that utilize the processed data to obtain water consumption
information such as peak hourly consumption, end-uses, or comparative analysis is still at the formative
stage [106]. Multi-Resolution data availability can assist utilities in obtaining benefits from data
sampling and the cost of high-resolution metering, real-time data-model coupling, and maintaining
metering infrastructures [67,72]. These are the most critical challenges requiring urgent research
attention as the efficient end-user data analysis approach can benefit the customers’ billing and costs.
Such work will provide insight into future big water data management research and commercial
applications [107–109].
6. Conclusions
This paper has conducted a critical review of studies that deal with smart water techniques
applied in water systems, with a particular focus on the understanding of how to address the key
components for the framework of the smart water system (SWS). Four critical components composed
of the SWS (instrument layer, property layer, function layer, benefit layer, and application layer) and
two metrics (smartness and cyber wellness) are proposed to characterize SWS. In this review, a total
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number of 32 literature including 1 international forum, 17 peer-reviewed papers, 10 reports, and 4
presentations, explicitly supporting the smart water system’s definition, architecture, and metrics, are
analyzed. The main conclusions drawn from this study can be summarized as follows:
1.

2.

3.
4.

The lack of consensus in the definition and architecture of a smart water system and metrics of
intelligent water system assessment is hindering the process of smart techniques entering the
water sector;
A systematic and comprehensive smart water system framework is put forward including critical
elements like the definition, architecture, metrics, and research directions, which can be directly
applicable for education, research, and public knowledge;
Two conceptual metrics (smartness and cyber wellness) to evaluate the performance of the smart
water system are proposed to characterize system efficiency and information security;
Existing challenges drive concentration on future research directions, and these future tasks can
be viewed as a synthetic work where the academia, industry, and government will join in together.

Overall, this review has defined what SWS is and established a systematic framework for SWS,
including architecture and metrics of SWS, which also shows that SWS has great potential to maximize
the benefits in water sectors over the coming decades. This study is useful for designing assessing, and
rehabilitating SWS when different goals are required in practical applicability in the field or lab. Future
research directions are also clarified for this cross-disciplinary work, to assist the water areas to move
towards a smarter future. As smart water technologies are under development, more real-world tests
will be needed to realize the full benefits of smart water system.
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