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Abstract: Video surveillance systems (VSS), used as a measure of security strengthening as well
as investigation, are provided principally in heavily crowded public places. They record images
of moving objects and transmit them to the control center. Typically, the recorded images are
stored after being encrypted, or masked using visual obfuscations on a concerned image(s) in the
identification-enabling data contained in the visual information. The stored footage is recovered to its
original state by authorized users. However, the recovery entails the restoration of all information in
the visual data, possibly infiltrating the privacy of the object(s) other than the one(s) whose images
are requested. In particular, Artificial Intelligence Healthcare that checks the health status of an
object through images has the same problem and must protect the patient’s identification information.
This study proposes a masking mechanism wherein the infiltration of visual data privacy on videos
is minimized by limiting the objects whose images are recovered with differential use of access
permission granted to the requesting users.
Keywords: surveillance; masking identification; access permission; video surveillance; CCTV

1. Introduction
Video surveillance systems (VSS), which increase protection against physical infiltrations in public
places or private buildings/facilities or monitor fire incidents inside buildings/facilities, are installed
principally in heavily crowded areas to help prevent violent crimes or incidents/accidents such as cases
of lost children or property and kidnapping. Video images recorded on VSS are stored real-time on
storage devices. The recorded visual information is sent to a closed circuit television (CCTV) control
center that supervises the VSS device concerned, and to administrator(s) there with proper access
rights. The information is then made available for preventing possible incidents/accidents in target
area(s), and for understanding the root cause of and investigating any incidents/accidents once they
have occurred, and presenting evidence for resolving situations [1–4].
CCTV control centers are authorized to control the majority of the CCTV in target area(s) that
are provided by respective local governing bodies. The centers also have access permission to video
images that are recorded. Personal information, which can identify an individual whose images
are included in the video recording, should be recoverable since it can be used for traceability later
on. With this in mind, all identification information recorded, if any, is subject to full-scale masking,
or the entirety of the visual data is encrypted to prevent leakage by a third party. However, when
images are recovered by a legitimate user with access rights, all of the masked images contained in
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the visual data will be recovered, or the entirety of the video recording will be decrypted and sent
to the administrator in the form of original visual information [5–9]. The original footage contains
recovered identification information regarding not only the target being tracked, but also the others
whose images are captured on the same video, which may seriously compromise the privacy of those
non-target individuals [10–13].
The captured images may also be used as a means to check the status of the patient in an AI-based
intelligent health care system. In this case, there is a possibility that the identification information of the
patient identified through the image is exposed, and the privacy of the subject may be infringed [14,15].
This paper aims to introduce a mechanism that will allow the administrators who access target(s)
recorded on visual data to perform individual masking to the extent that is granted to them by the level
of access right they have. The individualized masking will prevent non-accessible visual data from
being leaked, and help minimize the violation of the privacy of non-target individuals and ensure their
privacy [16–18]. The study comprises three chapters. Section 2 examines the previous technologies
while Section 3 introduces the proposed masking mechanism that specifies identification information
on surveillance footage according to the level of access permission. Section 4 compares and analyzes
the existing methodology and proposes a mechanism to present differences between the two [19–22].
2. Examination of the Existing Patented Masking Technique
A wide range of studies are in progress for protecting the privacy of individuals whose images are
exposed in video footage that is recorded on VSS. In South Korea, such efforts are being commercialized
mostly in the form of security systems that address video image clearance. The following section
examines the privacy masking systems that are commercially available in the business market.
2.1. Masking Techniques and Devices
Privacy masking techniques capture the frames that make up visual information. Then they mask
one or more pieces of identification information present in each frame, insert the masked information
into the frame, and store the visual information as a cluster of such frames [23]. A masking device
consists of a filming module where images are recorded so that the frames can be extracted, a processing
module that implements masking to each frame in the video, and a storage module for storing the
frames where the masked information has been inserted. The patented technique herein under review
performs masking on recorded images, and the specific key values used for the masking are utilized
later on for the process of unmasking. The masked information is stored in each frame that has
been masked. The target of privacy masking is the face of a person or a license plate on a vehicle
(Figure 1) [24–27].
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2.2. Face Detection-Enabled Privacy Protection Techniques and Equipment Utilized on Moving Objects
2.2. Face Detection-Enabled Privacy Protection Techniques and Equipment Utilized on Moving Objects
Techniques using face detection on a moving object that is being recorded on surveillance video
Techniques using face detection on a moving object that is being recorded on surveillance video
aim to protect the privacy of the pedestrians who are also being recorded. Those techniques break the
aim to protect the privacy of the pedestrians who are also being recorded. Those techniques break
video streams into frames that include the visual information upon which masking is to be performed.
the video streams into frames that include the visual information upon which masking is to be
Then they extract the images of a target object or objects in each frame concerned and mask them.
performed. Then they extract the images of a target object or objects in each frame concerned and
Equipment that executes the techniques is composed of: a server that stores the video images; a frame
mask them. Equipment that executes the techniques is composed of: a server that stores the video
extraction module that sequentially extracts the frames that require masking; an object extraction
images; a frame extraction module that sequentially extracts the frames that require masking; an
module that detects faces appearing in the frames that are extracted by the frame extraction module; a
object extraction module that detects faces appearing in the frames that are extracted by the frame
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watermarks from the stored keys are extracted and used later on for recovering the images [31,32].
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2.3. Video Manipulation Methods and Devices That Support Privacy Protection
2.3. Video Manipulation Methods and Devices That Support Privacy Protection
Video manipulation methods and devices that support privacy protection aim at preventing
Video manipulation methods and devices that support privacy protection aim at preventing
privacy infiltration when the images recorded on multiple VSSs are required to be sent to outside
privacy infiltration when the images recorded on multiple VSSs are required to be sent to outside
entity/entities that are beyond the jurisdiction of the VSSs. In cases where the video images are
entity/entities that are beyond the jurisdiction of the VSSs. In cases where the video images are
requested by, for example, law enforcement agencies, masking will be carried out with a receiver of
requested by, for example, law enforcement agencies, masking will be carried out with a receiver of
control signals activated (Figure 3) [33]. When motion signals are received, the VSS will compare
control signals activated (Figure 3) [33]. When motion signals are received, the VSS will compare the
the operational status of the cameras against the regulatory information and check if they match.
operational status of the cameras against the regulatory information and check if they match. If they
If they don’t, the system will transmit the match-failure result to the administrator. The invention
don't, the system will transmit the match-failure result to the administrator. The invention comprises
comprises a storage module that stores the video images; an interface module that receives user input
a storage module that stores the video images; an interface module that receives user input signals;
signals; an image processing module that performs masking on the portions of the video that are highly
an image processing module that performs masking on the portions of the video that are highly
susceptible to privacy infiltration; and a control unit that sends out the masked images to outside
susceptible to privacy infiltration; and a control unit that sends out the masked images to outside
entities [34,35]. The patented invention generates additional storage for masking within the storage
entities [34,35]. The patented invention generates additional storage for masking within the storage
module for the specific purposes of storing masked images and sending them to the user. The scope of
module for the specific purposes of storing masked images and sending them to the user. The scope
masking refers to where the identification information is contained; however, the scope is designated
of masking refers to where the identification information is contained; however, the scope is
manually [36].
designated manually [36].
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3. Proposed Masking Mechanism That Limits Accessible Video Information Based on Access
Permission Levels
3. Proposed Masking Mechanism That Limits Accessible Video Information Based on Access
The mechanism
Permission
Levels proposed by this study (hereinafter, the “Proposed Mechanism”) records the video
images, stores them in the DB which is exclusive to that purpose, extracts object(s) with identification
The mechanism proposed by this study (hereinafter, the "Proposed Mechanism") records the
information that will allow the guessing of specific individual(s) whose images are found in the images,
video images, stores them in the DB which is exclusive to that purpose, extracts object(s) with
compares the extracted information against the identification information stored in the identification
identification information that will allow the guessing of specific individual(s) whose images are
DB, and verifies if the individual(s) actually have the identification information concerned [37].
found in the images, compares the extracted information against the identification information stored
When the images are later requested by a user with proper access permission, the Proposed
in the identification DB, and verifies if the individual(s) actually have the identification information
Mechanism will implement masking to the extent that matches the level of access permission he/she
concerned [37].
has, on object(s) that exceed the permission level. Regarding the other objects in the same images
When the images are later requested by a user with proper access permission, the Proposed
that are within the scope of the access permission level, the Mechanism will provide the user with the
Mechanism will implement masking to the extent that matches the level of access permission he/she
information about them in the form of original video images [38,39]. The Proposed Mechanism consists
has, on object(s) that exceed the permission level. Regarding the other objects in the same images that
of an image collection module, an image DB module, an image services module, an object extraction
are within the scope of the access permission level, the Mechanism will provide the user with the
module, an identification DB module, an object identification module, an access permission DB module,
information about them in the form of original video images [38,39]. The Proposed Mechanism
and a masking module. Figure 4 illustrates the sequences in which the Mechanism proceeds [40–43].
consists of an image collection module, an image DB module, an image services module, an object
extraction module, an identification DB module, an object identification module, an access
permission DB module, and a masking module. Figure 4 illustrates the sequences in which the
Mechanism proceeds [40–43].
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3.1. Image Collection Module
3.1. Image Collection Module
This module collects visual information from the recording media that transmits the visual
This module collects visual information from the recording media that transmits the visual
information, which may contain videos and images. Outside entities to which the visual information is
information, which may contain videos and images. Outside entities to which the visual information
sent can include multiple CCTVs, universal serial buses (USBs), Internet protocol (IP) cameras, and
is sent can include multiple CCTVs, universal serial buses (USBs), Internet protocol (IP) cameras, and
other devices that are included in VSSs [46,47].
other devices that are included in VSSs [46,47].
3.2. Image DB Module
3.2. Image DB Module
This module is storage that retains the visual information received from the recording media used
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storage is required [48–50].
3.3. Image Services Module
3.3. Image Services Module
When a user with legitimate access permission submits a request for releasing certain visual
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userimage
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permission, as well as the accessible VSSs [51–53].
3.4. Object Extraction Module
3.4. Object Extraction Module
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methods, feature-based approaches, template-based matching techniques, and appearance-based
algorithms. Using these, one extracts the personal identification information contained in the video
information [54,55].
3.5. Object Identification Module
This module compares the data that were extracted by the object extraction module on particular
object(s) using the identification information that presumably recognizes the object(s), against the data
that are stored in the identification DB module where all identification information is retained. The
comparison allows the object identification module to calculate the similarities between the parameters
for the identification markers in the visual information extracted by the object extraction module, and
the identification information stored in the identification DB module. Based on the comparison results,
the object identification module recognizes object(s) showing similarities at or above a certain level.
The object identification module executes recognition only on the information extracted by the object
extraction module and as such, it uses system resources that are less than those that would be necessary
if the entirety of the visual information was subject to recognition [56].
3.6. Identification DB Module
The identification DB module is storage retaining the identification data that will allow the
recognition of visual information where the guessing of particular individual(s) can be made in
comparison with the object(s) concerned. The identification data to be stored in this module refer to
the information that leads to the recognition of particular object(s) based on a comparison against the
features extracted by the object extraction module. The identification data offer information that is
used to recognize object(s), including a specific individual who is recognizable as a person registered
in the system as a criminal, a marker that aims at distinguishing males from females, and information
regarding a license plate on a certain vehicle [57–59].
3.7. Masking Module
The masking module has the authorization for checking/verifying the access permission granted to
the user to ensure that he/she has the proper clearance for accessing the access permission DB module.
The masking module also checks the access permission possessed by the user, through the access
permission DB module on each object that has been extracted, and can perform individual masking
on objects to the extent that is allowed by the access rights granted to the user [60]. Additionally, the
masking module provides masking on object(s) that exceed the access rights of the user as stated in the
access permission DB module when a request for accessing visual information is approved via the
image services module, and then returns the masked images to the image services module. Masking
techniques obfuscate the images by manipulating or utilizing colors, shades, brightness, chroma,
silhouette, image mosaic, blending, and blurring. When masking any object that has been extracted,
the masking module verifies the status of the access permission granted to the user and proceeds with
the masking only on those not covered by the user’s access right. Unlike the existing methods, the
masking offered by the Proposed Mechanism obfuscates identification information contained in the
visual information in phases, i.e., according to the levels of access permission [61].
3.8. Access Permission DB Module
The access permission DB module is storage that grants access to authenticated users and has
rules for masking the video images to be sent, according to the level of access permission. As the
masking module performs masking on objects that have been recognized by the object identification
module, the access permission DB module holds authentication information that discerns the status of
the access permission granted to the user on each object (allowed vs. denied) and offers authentication
information regarding each object upon requests from the masking module. Depending on the level
of access rights stored in the access permission DB module, requesters of visual information may
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4. Comparison and Analysis of the Proposed and Existing Mechanisms
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Figure 6. Comparisons amongst privacy masking techniques and devices.

4.2.
A Face
Face Recognition-Based
Recognition-Based Privacy
Privacy Protection
Protection Technique
4.2. A
Technique and
and Equipment
Equipment Used
Used on
on Moving
Moving Pedestrians—
Pedestrians—Comparison and Analysis
Comparison and Analysis
Figure 7 shows the corresponding portion of a face-recognition-based privacy protection technique
Figure 7 shows the corresponding portion of a face-recognition-based privacy protection
and equipment that are used on moving pedestrians. Unless otherwise requested by a user, this
technique and equipment that are used on moving pedestrians. Unless otherwise requested by a user,
mechanism automatically masks the visual images being recorded and then stores the unmasking
this mechanism automatically masks the visual images being recorded and then stores the unmasking
keys in a separate DB and only the masked visual information in the regular DB. When receiving a
keys in a separate DB and only the masked visual information in the regular DB. When receiving a
user’s request for visual information, the mechanism decrypts the masked images by using the stored
user's request for visual information, the mechanism decrypts the masked images by using the stored
unmasking keys and offers the information to the user. In that process, the unmasking will apply to all
unmasking keys and offers the information to the user. In that process, the unmasking will apply to
all of the identification information contained in the visual data requested. Hence, the mechanism
ends up offering more than the minimum identification information the user has requested.
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Figure 7.
Corresponding features
features of
of a face-recognition-based
privacy protection technique and
7. Corresponding
face-recognition-based privacy
equipment used on moving pedestrians.

4.3.
A Visual
Visual Information
Information Processing
4.3. A
Processing Method
Method and
and Equipment
Equipment That
That Supports
SupportsPrivacy
PrivacyProtection—Comparison
Protection—
and Analysis
Comparison and Analysis
Figure 8 lists the corresponding feature of another mechanism in comparison with the proposed
Figure 8 lists the corresponding feature of another mechanism in comparison with the proposed
mechanism involving visual information processing methods and devices that support the protection
mechanism involving visual information processing methods and devices that support the protection
of privacy. This mechanism masks the identification information within the visual data before
of privacy. This mechanism masks the identification information within the visual data before
transmitting it when the data including the identification information are requested to be sent out.
transmitting it when the data including the identification information are requested to be sent out.
The masked images are stored separately from the unmasked original visual information, and this
The masked images are stored separately from the unmasked original visual information, and this
requires additional storage. The coverage by masking will be achieved regardless of the level of access
requires additional storage. The coverage by masking will be achieved regardless of the level of access
permission held by the requester of the visual information.
permission held by the requester of the visual information.
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Figure 9. Distinctive features of the Proposed Mechanism.
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(a) Masking process of general video surveillance system.

(b) The process of the proposed video surveillance system masking mechanism
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Table 1 lists the differences between the existing techniques and the Proposed
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Table 1. Comparison and analysis of the Proposed Mechanism and the existing methods.
Comparison Item

Patent 1

Patent 2

Patent 3

The Proposed Mechanism

Apply to mask

O

O

O

O

Processing by user request

X

O

O

O

Store only the original image in
the repository

X

X

O

O

Partial masking according to the
access authority

X

X

X

O

5. Conclusion and Future Plans
Visual images recorded on a visual surveillance system (VSS) are used by the administrators who
control the system. In that process, personal identification information contained in the video images
can be leaked, offering identification information that exceeds what is needed to be communicated
by the administrators. Typically, privacy masking is implemented on the entirety of video images,
and the process of unmasking renders all of the identification information within the visual images
decrypted non-differentially. Such practices imply that the identification information regarding third
parties and not just the target(s) being recorded can be released to users.
The main section of this study investigated the existing techniques applied to VSS and examined the
differences between those techniques and the mechanism herein proposed (the “Proposed Mechanism”).
The Proposed Mechanism masks video images recorded on a VSS as it transmits them to a user
upon request. Depending on the level of access rights granted to the requesting user, the Mechanism
views all identification information contained in the video as respective objects and as such, it masks any
identification information exceeding the access permission enjoyed by the user upon the comparison.
Such a process prevents the leakage of identification information regarding individuals/objects other
than the one(s) targeted. The main feature of the Proposed Mechanism is the implementation of
masking to the extent that matches the level of access permission.
This method aims to secure the privacy of the object by protecting the identification information
by stepwise restoring the masking area of the photographed subject in accordance with the authority
of the access requester. This method confirms the state of the patient based on the image. It can also be
applied to healthcare systems.
Non-differential unmasking approaches, now commonly adopted, can increase the channels of
identification information leakage, and this concern over privacy infiltration is being voiced increasingly
more vehemently given the increasing number of VSSs each year. To address the issue, only the
minimum of identification information within the video images requested should be released to users.
This solution is embodied in the Proposed Mechanism of masking which differentially masks personal
identification information to the level of access permission, thus minimizing the released identification
information as well as the channels of leakage.
Currently, the downside of VSS is being implicitly overlooked for the purpose of ensuring public
safety. Nonetheless, solutions should be studied taking advantage of the advancement in big data
analytics technology so that the identification information included in visual images can be contained
to minimize the channels of leaking personal information of the objects recorded on VSS. We plan to
implement more sophisticated mechanisms by updating the proposed algorithms in the future.
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