
future internet

Article

An Overview of Vehicular Communications

Fabio Arena and Giovanni Pau *

Faculty of Engineering and Architecture, Kore University of Enna, Cittadella Universitaria, 94100 Enna, Italy;
fabio.arena@unikore.it
* Correspondence: giovanni.pau@unikore.it; Tel.: +39-093-553-6494

Received: 29 December 2018; Accepted: 22 January 2019; Published: 24 January 2019
����������
�������

Abstract: The transport sector is commonly subordinate to several issues, such as traffic congestion
and accidents. Despite this, in recent years, it is also evolving with regard to cooperation between
vehicles. The fundamental objective of this trend is to increase road safety, attempting to anticipate
the circumstances of potential danger. Vehicle-to-Vehicle (V2V), Vehicle-to-Infrastructure (V2I) and
Vehicle-to-Everything (V2X) technologies strive to give communication models that can be employed
by vehicles in different application contexts. The resulting infrastructure is an ad-hoc mesh network
whose nodes are not only vehicles but also all mobile devices equipped with wireless modules.
The interaction between the multiple connected entities consists of information exchange through
the adoption of suitable communication protocols. The main aim of the review carried out in this
paper is to examine and assess the most relevant systems, applications, and communication protocols
that will distinguish the future road infrastructures used by vehicles. The results of the investigation
reveal the real benefits that technological cooperation can involve in road safety.
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1. Introduction

The transport field has noticed particular development in recent years thanks to the application
of intelligent systems. Traditional transport arrangements have been supplanted by Intelligent
Transport Systems (ITSs) [1–3]. These new technologies are assisting in solving the main problems of
transport engineering, i.e., traffic congestion and accidents. Nevertheless, these systems must be able
to cooperate, for instance, allowing the communication with and among vehicles [4]. The interaction
between the various involved entities requires the information exchange to use proper communication
protocols, such as the IEEE 802.11p [5,6] and LTE-V2V [7,8] standards, designed to support vehicle
transmissions [9,10]. In more detail, the IEEE 802.11p standard has explicitly been introduced
for Wireless Access in Vehicular Environments (WAVE). It is intended to facilitate V2V and V2I
communications. Its distinctive design facilitates the coordination and the cooperation between
vehicles and infrastructures [11]. The IEEE 802.11p gives data rate ranging from 6 Mbps to 27 Mbps
at short radio transmission distance, around 300 m. As an alternative to the IEEE 802.11p, the usage
of cellular technologies has been evaluated for vehicular communications [12]. The fundamental
enabler of such usage is the standardization of the Third-Generation Partnership Project (3GPP) which
implements effective message distribution to multiple users over a geographical area at a well-made
granularity. The third generation of mobile cellular systems is well known as the Universal Mobile
Telecommunication System (UMTS), while the fourth generation is denominated Long-Term Evolution
(LTE). It is a progression of the UMTS that increases the capacity and speed using a different radio
interface together with core network improvements. The LTE features provide downlink peak rates of
300 Mbps, uplink peak ones of 75 Mbps, transfer latency of less than 5 ms, and a transmission range
up to 100 km in the radio network.
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Other protocols that can be used in vehicular communications are Bluetooth [13] and IEEE
802.15.4/ZigBee [14], adequately revised [15]. The main aim of all the cited standards is to reduce
the connection times and to extend the transmission range, allowing proper operation in conditions
of high mobility and vehicular density. In the transport research field, the primary purpose of
these technologies is the improvement of road safety, trying to prevent any dangerous situations.
In this context, the V2V (Vehicle-to-Vehicle) [16,17], V2I (Vehicle-to-Infrastructure) [18,19], and V2X
(Vehicle-to-Everything) [20,21] technologies intends to provide communication models that can be
used by vehicles in different application contexts. The resulting infrastructure is an ad-hoc mesh
network whose nodes are not just vehicles, but all mobile devices equipped with a wireless module.

The main intention of the review carried out in this paper is to prove that the introduction of
these intelligent systems in transport engineering leads to authentic advantages for road safety. One of
the significant areas of interest in today’s vehicular industry is the development of technological
solutions aimed at improving road safety. To this end, several solutions have been installed in the cars
currently available on the market, such as anti-collision sensors [22], intelligent navigation systems [23],
driver notification systems [24], assisted parking systems [25], and autonomous driving [26]. However,
each company uses proprietary technologies that are unable to interact and cooperate with the
equipment installed in vehicles fabricated by other manufacturers. Precisely for these reasons, it is
essential to create a standardized system that can interoperate all over the world, providing an easy
and effective integration between all these services and applications on the market [27–30].

It is necessary to note that the term V2X encompasses all types of communications involving
vehicles, including V2V and V2I. However, in the review carried out in this paper, these three
communication areas are analyzed separately to highlight in more detail the distinctiveness of each of
them. This paper is organized as follows: Section 2 is focused on V2V, presenting the primary systems
and applications that best meet the requirements necessary for the realization of effective technological
cooperation among vehicles. Sections 3 and 4 introduces the main features of V2I and V2X, respectively.
Finally, Section 5 gives conclusive remarks for the paper along with future directions.

2. Vehicle-To-Vehicle

V2V technology consists of wireless data transmissions between motor vehicles. The primary
purpose of this communication is to prevent possible accidents, allowing vehicles in transit to
transfer data on their position and their speed within an ad-hoc mesh network [31]. The latter uses
a decentralized connection system, which may provide either a fully connected mesh topology or
a partially connected mesh topology (Figure 1). In the first case, each node is connected directly to
others in the network. In the second case, some nodes can be connected to all the others, while the
remaining ones are attached only to those with which they frequently exchange most of the data.
By exploiting this network topology, the nodes of a mesh network can exchange messages and
information with neighboring nodes to which they are directly connected (only one hop, in the case
of totally connected network), or they can choose one of the different paths available to reach the
destination (multi-hop, in the case of a partially connected network). This topology also increases the
robustness of the network structure. In fact, in case of collapse or temporary malfunction of a node,
the routes are recalculated within the forwarding tables to reach all destinations.

In the past, when mesh networks were only wired, this topology was very expensive and difficult
to realize, because each node had to be physically connected to the others. Today, by employing the
advantages introduced by wireless communications and with the appearance of the Wireless Personal
Area Networks (WPANs), these limitations have been overcome. In these networks, each autonomous
and mobile node, connected to the others, forms a graph of arbitrary size (partially connected
mesh network). Instead of relying on a base station that coordinates the flow of messages to each
entity in the network, the individual nodes forward the packets to each other. These nodes can
move randomly and organize themselves arbitrarily, although wireless topology varies rapidly and
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unpredictably. Furthermore, these networks can operate alone or be connected to the Internet to
provide additional services.

Partial-Mesh Topology Full-Mesh Topology

Figure 1. Mesh topologies.

Depending on how the technology is developed, the driver of a vehicle can receive a warning
in the event of an accident risk or the vehicle itself can independently take preventive actions,
such as emergency braking, if it is designed to carry out safety interventions [32]. It is expected
that V2V communications will be far more effective than current embedded systems designed by the
Original Equipment Manufacturer (OEM) since, to date, the vehicle safety is entirely dependent on
the functionality of onboard sensors, cameras, and radars [33]. The system reacts to any dangerous
situations based on specific parameters detected by these devices placed on the vehicle. Typically,
the main examined parameters are the travel speed, the distance from an obstacle or the presence
of a vehicle in the blind spot. However, although the used technologies are increasingly reliable,
the calculation errors should not be underestimated. On the contrary, V2V communication protocols
will improve the performance in the security field, since, by making all the vehicles close to interact each
other, they will help the car in danger (for instance, driver’s sleep, a component malfunction, obstacle
in the lane, and so on) to undertake a more effective choice to solve the emerging problem. Therefore,
the primary purpose of each node forming part of the mesh network will be the data collection to
guarantee good security to itself and its neighbors. This system is called cooperative awareness [34].
Anyhow, it is useful to adopt proper coding methods for real-time data access, as suggested in [35,36].

An overview of the current autonomous OEM security systems (used in the latest generation
vehicles) will provide complete knowledge of the technologies currently available on the market.
The central OEM systems today widespread are the following:

• Blind Spot Monitoring (BSM) [37]: it is an assistance system that monitors the blind spots of the
exterior rear-view mirrors, using radar sensors. This system informs the driver of a vehicle arrival
with a visual signal integrated into the two left and right rear-view mirrors, based on the side
where the vehicle in front passes.

• Anti-Schlupf Regierung (ASR), also known as Traction Control System (TCS) or Automatic
Stability Control (ASC) [38]: it is a system aimed at regulation and control of the sliding of the
wheels during acceleration which, similarly to the homologous system for the braking control,
allows to better control the traction in the starting phase (and during the cruise phase), according
to the conditions of the road surface.

• Electronic Stability Program (ESP) [39]: it is a device that acts when the vehicle shows signs of
lateral heeling (yaw), i.e., in the event of oversteer or understeer movements. Therefore, it allows
the vehicle to maintain the correct trajectory and to go not out of the way.

• Forward Collision Warning (FCW) [40]: it is a system based on radar sensors that monitor the
road. This system recognizes the objects and detects the distance between the vehicle and the
likely obstacles on the road: if the speed of travel is a risk of imminent collision, the driver can be
alerted through acoustic sensors or light signals on the onboard display.
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• Automatic Emergency Braking (AEB) [41]: it is an assisted emergency braking system that
combines advanced driver assistance with electronic stability control to slow down the vehicle
and potentially reduce the severity of the impact when the collision is unavoidable. If the driver
brakes inadequately or does not brake at all (for instance, due to a sleep blow), the pre-crash
system acts by arranging various components of the car to mitigate the impact. In this way,
for instance, the belts are stretched to the maximum, air is pumped into the airbags, the windows
and the sunroof are closed, to prevent damage to the occupants, in the event of the vehicle
overturning, and the brake intervenes slightly to reduce impact violence, also attracting the
driver’s attention. If installed in the vehicle, the active head restraints are inclined forward to
prevent whiplash injuries in the impact.

• Brake Assist System (BAS) [42]: it is an active device mounted on the vehicle’s braking system
which only comes into operation in the event of sudden emergency braking, when the brake
pedal is pressed very quickly but without the necessary pressure to activate the ABS (or anti-lock
system). It is an electronic control unit that avoids the locking of the wheels of the vehicles
ensuring the drivability during the braking. In this case, the BAS activates the automatic raising of
the pressure on the pedal, until the correct functioning of the ABS on all the wheels, thus ensuring
a better braking action.

• Lane Departure Warning System (LDWS) [43]: it is a device that warns the distracted driver of
exceeding the line that delimits its lane. It is activated through a switch on the center console and
warns the driver with a slight acoustic signal if the vehicle passes one of the lane lines without
an apparent reason, for instance, without using the direction indicator.

The V2V technology, thanks to the cooperation with these already existing security systems,
will yield efficient management of possible pitfalls in the roadways all over the world. The new
Intelligent Transport Systems (ITSs) will employ data from V2V communication to enhance traffic
management, allowing vehicles to also communicate with road infrastructures, such as traffic lights
or signs. These technologies could become mandatory in the not too distant future and contribute
to building more reliable self-driving cars on motorways. Nevertheless, the implementation of
V2V communications and an intelligent transport system involves three main obstacles: the need
for car manufacturers to agree with rules of security and operation; the guarantee of privacy and
confidentiality of data sent in broadcast and multicast; the financing necessary for the development
and dissemination of all technology.

At the moment, it is not clear whether public or private subjects will finance the creation and
maintenance of the network infrastructure. However, among the leading car manufacturers who are
working on ITS systems and V2V communications indeed it is useful to mention General Motors,
BMW, Audi, Daimler, and Volvo. In the last five years, the evaluation of prototypes concerning
V2V applications has been the focus of the research and development of many vehicles all over
the world, especially, in the USA [44]. As a result, of these works, some experimental prototypes
have been developed to estimate the environmental impacts, challenging to observe today due to
the lack of a standard, and to the potential future impacts due to a broad hypothetical adhesion
of applications in the field of vehicular communications, through a series of analytical methods.
The USDOT (Department of Transportation of the United States of America) has documented the
implementation and development of the most advanced applications, including the requirements of
systems, design documents, algorithms and source codes associated with prototypes [45]. Table 1
presents some of the applications for connected vehicles, arranged by USDOT.
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Table 1. Applications for connected vehicles.

V2V Safety Agency Data/Environment Smart Roadside/Mobility

Emergency Electronic
Brake Lights (EEBL)

Probe-based Pavement
Maintenance Wireless Inspection

Forward Collision
Warning (FCW)

Probe-enabled Traffic
Monitoring Smart Truck Parking

Intersection Movement
Assist (IMA)

Vehicle Classification-based
Traffic Studies

Intelligent Traffic Signal
System (I-SIG)

Left Turn Assist
(LTA)

CV-enabled Turning Movement
& Intersection Analysis

Signal Priority
(transit, freight)

Blind Spot/Lane
Change Warning

CV-enabled Origin-Destination
Studies

Cooperative Adaptive
Cruise Control (CACC)

Curve Speed
Warning

Work Zone Traveler
Information

Guidance for
Emergency

Do Not Pass
Warning (DNPW)

Dynamic Eco-Routing
(light, vehicle, transit, freight)

Emergency Communications
and Evacuation (EVAC)

Vehicle Turning
Right in Front of

Low Emissions Zone
Management

Connection Protection
(T-CONNECT)

Bus Warning
(transit)

Eco-ICM Decision
Support System

Freight-Specific
Dynamic Travel

Queue Warning
(Q-WARN)

Eco-Smart
Parking

Emergency Vehicle
Preemption (PREEMPT)

3. Vehicle-To-Infrastructure

Unlike the V2V communication model, which allows the exchange of information only among
vehicles, the V2I enables vehicles in transit to interface with the road system. These components include
RFID readers, traffic lights, cameras, lane markers, street lamps, signage, and parking meters [46].
Commonly, V2I communications are wireless, bidirectional, and similarly to V2V, using Dedicated
Short-Range Communication (DSRC) frequencies to transfer data [47]. This information is sent from
the elements of the infrastructure to the vehicle, or vice versa, through an ad-hoc network. In the
ITS, V2I sensors can acquire infrastructural data and provide travelers with real-time advice, sending
information on road conditions, traffic congestion, any accidents in the roadway, the presence of
construction sites and the availability of parking spaces. Likewise, traffic supervision and management
systems can use the data collected from the infrastructure and vehicles to set variable speed limits
and adjust the Signal Phase and Timing (SPaT) to achieve fuel savings and facilitate traffic flows [48].
The hardware, software, and firmware that make communication between vehicles and infrastructure
reasonable are a fundamental starting point for the development of autonomously driven cars.

In January 2017, the US Department of Transportation issued V2I guidelines for the Federal Highway
Administration (FHA), aimed at improving safety and mobility, accelerating the implementation of
communication systems [49]. These guidelines are designed to help state governments in preparing
V2I initiatives and managing the data needed to support them. For the realization of these projects,
as already mentioned, the problems of financing and obtaining resources arise from governments.
Since these costs cannot be sustained only by the income of the states, coming from fuel taxes and
motorway tolls, a partnership is needed with the primary vehicle’s manufacturers, which could benefit
for their commercial purposes of big data used in communications.

4. Vehicle-To-Everything

The V2V and V2I communication models mentioned above are completed in the V2X, which
represents a generalization. The latter consists in the data transfer from a vehicle to any entity that
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can influence it, or vice versa, and incorporates other more specific types of communication including
Vehicle-to-Pedestrian (V2P) [50], Vehicle-to-Roadside (V2R) [51], Vehicle-to-Device (V2D) [52],
and Vehicle-to-Grid (V2G) [53]. A broad representation of the V2V, V2I and V2X communications
is shown in Figure 2. According to the report on the global state of road safety [54], there are about
1.25 million people died because of road accidents every year around the world. Almost half of the
victims were identified as pedestrians, cyclists, and motorcyclists, defined collectively as Vulnerable
Road Users (VRU) [55]. It is useful to note that the defects in road design and the lack of proper
separation from traffic significantly affect the creation of an unsafe environment for drivers and
pedestrians [56]. Another issue that should not be underestimated, especially in urban centers, is the
distraction of pedestrians, caused by the use of their earphones and smartphones, frequently handled
while walking down the street [57]. Therefore, it is necessary to develop a warning system also
for pedestrians.

Figure 2. V2V, V2I, and V2X communications.

One of the main purposes of the V2X technology is precisely to support the possible and efficient
communication mechanisms between vehicles and pedestrians aimed at limiting accidents, sometimes
fatal. Recently, in this direction, the Pedestrian Collision Warning (PCW) has been developed [58,59],
which can practice wireless modules included in mobile phones, such as Wi-Fi, Bluetooth, and Near
Field Communication (NFC). In the detection system based on wireless modules included in the
PCW architecture, for instance, as the Wi-Fi module competes, an active security mechanism for
VRU, which uses beacon stuffing to alert pedestrians to imminent danger, has been introduced in [60].
The same module is employed in V2X communications, applying the Wi-Safe technology [61], but has
a fundamental limit that is a unidirectional approach, where only pedestrians receive notices. On the
contrary, Wi-Fi Direct [62], a peer-to-peer wireless standard that allows smartphones to communicate
directly with each other rather than through an access point, as in cell phone towers, is practiced in [63].
However, Wi-Fi-based approaches have some drawbacks. First of all, a high power consumption,
if using the Access Point/Client mode. Furthermore, the values of the packet delivery rate and latency
in the scanning period are not as good as in the literature. Therefore, there has been the need for
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native technologies for vehicular communications. In particular, for instance, already several years
ago, General Motors evaluated the capabilities of a car equipped with DSRC [64], in V2X contexts [65].

Regarding the V2X and PCW architectures, it can be practiced a prevention system based on
cameras and Visible Light Communication (VLC) [66–69]. Nevertheless, this solution is severely
influenced by environmental circumstances, because if the weather or road conditions are not right,
it can be difficult to obtain accurate data. Furthermore, there are various computational limits
in three-dimensional recognition and errors in image processing. Another PCW solution can be
represented by a driving assistance system, such as Adaptive Cruise Control (ACC) [70] and the
AEB [71], employing millimeter-wave radar [72], LiDAR (Laser Imaging Detection and Ranging) [73],
and other specific sensors in the vehicle. These sensors obtain relative speed and distance from
objects, calculating the difference in time and frequency respectively between the signals sent and
those received. However, a limitation is represented by any weak signals covered by noise or by
the application at high travel speeds and the distance between vehicles, which makes the system
considered inadequate in complex scenarios. It can be adopted an approach based on Bluetooth
Low Energy (BLE) [74] to overcome the limits of Wi-Fi, VLC, and control sensors. This wireless
standard can be useful in PCW environments as it allows bidirectional communications with the
lowest power consumption and with good reception values. Moreover, it is already installed in all the
latest generation smartphones and aims to be the communication standard for the Internet of Things
(IoT) [75]. Finally, considering the evolution of the LTE-V2X and the emerging 5G [76], the entirely
automated driving and innovative vehicular services can be accomplished with joint innovation
through cross-industry collaboration.

5. Conclusions

The near future is focused on the application of ITS technologies on roads all over the world.
All or parts of existing infrastructures will have to be renewed to achieve this purpose. In this
sense, all national governments will have to provide public/private partnerships that will allow
them to find the necessary funds for the modernization of the entire road network. It is desirable
that these investments will have to provide an economic return compatible with public spending.
Considering that transport systems typically depend mainly on data collected from the network,
the proper design and management of the communication network is an essential step to distribute
the most significant number of applications. This goal will be an essential step to make these systems
robust and reliable. Apparently, the timeline can be still as long as it will be necessary to develop
appropriate ITS models, more realistic concerning algorithms, analytical formulations, optimization
models, and probabilistic approaches.

In the main areas of interest in today’s vehicular industry, there is a growing trend aimed at the
cooperation between vehicles and, in general, between them and all the types of equipment of the
transport sector. The purpose is to improve the safety, comfort and, possibly, also the entertainment
of drivers and passengers. Starting from the technologies applied to today’s vehicles, which can
potentially operate independently, the review carried out in this paper has analyzed the primary
systems, applications, and protocols that best meet the requirements necessary for the realization of
effective technological cooperation at the service of the road safety. Among the models useful for this
purpose, V2V, V2I, and V2X communications play undoubtedly an essential role.

New ITS technologies will need to be integrated even more effectively with existing mobile
networks, or that will be developed in future years, in order to definitively implement the so-called
IoT, supporting new cloud-based services and Software Defined Networks (SDN), thus generating
increasingly sophisticated services. The adoption of these networks in ITS applications is necessary
to find the most extensive applicability and real implementation. As a consequence, the diffusion of
ITS technologies will have to be also applied on the less frequented roads (i.e., rural areas or zones
with low population density) to cover the entire road network of each state. When the coverage of the
network cannot be supported, it could be guaranteed by Device-to-Device (D2D) communications and
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future generation mobile communication systems, such as, for instance, the 5G. Furthermore, the use of
social networks and the application of crowdsourcing strategies could also represent valuable support
for resources management in ITS applications. Contrarily, large private companies will be able to
handle large amounts of data from connected mobile devices and vehicles, aimed at undertaking new
marketing and sales initiatives.

In conclusion, from the analysis carried out in this paper, it is possible to present in Table 2 the
purposes and the downsides that will have to be faced for widespread dissemination of vehicular
communications. A fundamental feature will be the maintenance of the road surface and signs that
will result in a better application of ITS systems operations. In this case, the main impediment is
economic costs as only a small part of the global road infrastructure, at present, could be ready for
V2X communications and significant economic resources are required for the improvement of the road
network. Another goal to be achieved will be the improvement of the technological infrastructure
which will involve the complete and total operation of the V2V, V2I, and V2X communications.
Nevertheless, the difficulty to be faced is represented not only by the potentially tricky implementation
on a large scale but also by the lack of a common standard used universally. The efficient management
and analysis of big data will certainly represent a very profitable opportunity as it could involve
not only an economic return for possible private investors but also the retrieval of more detailed
information thanks to advanced analysis tools. However, all this will have to guarantee the data
privacy. Finally, it is evident that the integration and synergy between ITS systems and the technological
infrastructure will bring advantages concerning the improvement of performance in the operation
of transport systems and the development of possible new innovative applications. Again, the main
challenges are represented by the difficult implementation on a large scale, the economic costs, and the
lack of a universal standard.

Table 2. Purposes and downsides of future vehicular communications.

Feature Advantages Downsides

Maintenance
of road surface

and signs

- Improvement of ITS
systems performance - Economic costs

Technological
infrastructure

- Full operation of V2V,
V2I, and V2X communications

- Complexity of large-scale
implementation

- Standardization

Big Data
management

- Economic returns for
possible private investors

- More information
thanks to analysis

- Ensure data privacy

Integration between
ITS systems

and technological
infrastructure

- Improved performance
in system operation

- Development of possible
new future applications

- Complexity of large-scale
implementation

- Standardization
- Economic costs
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