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Abstract: This study investigates liability issues in electronic transactions when security or privacy
breaches occur. As data is transferred using various devices, such as PCs, mobile phones, tablets,
sensors, smart meters, and cars, and various architecture, such as the cloud, IoT, as well as in
well-defined network structures in electronic commerce, privacy and security breaches happen.
These have become a major hindrance to the development and use of commercial activities on
the Internet. There have been many security breach cases, such as those of Target Corporation’s
security and payment system (2013), eBay’s cyberattack (2014), Uber’s hacking incident (2016),
Facebook’s personal data use and privacy breach (2018), and many others. Therefore, when a dispute
regarding electronic transactions arises between a customer and a firm, the allocation of liability is
very important for the sustainability of e-businesses. Many cases show that firms are held liable
for those incidents. However, the liability allocation rule tends to vary slightly from country to
country depending on the application areas. EU countries seem to favor customers. In the United
States, there are actually no uniform federal laws relating to business cybersecurity. Also, in the
case of cryptocurrency, liability tends to lie with customers. Why is the ruling different? In this
regard, this paper analyses the legal framework for security and privacy breaches for sustainable
e-businesses. In particular, this paper focuses on the optimal liability in terms of enhancing social
welfare when considering both sides—the customer and the firm (or service provider). This paper
shows that liability can be generally imposed on the firm’s side when the possibility of security or
privacy breaches is high, and the customer’s loss is relatively large. However, the liability depends
on the customer’s attitude towards risk, customer’s losses, and the efficiency of security investment.
Keywords: E-commerce transactions; Fraud transactions; Liability; Payment systems; Security breaches

1. Introduction
The Internet has led to the e-commerce revolution, which is the result of the development of
a network with increasing connectivity and functionality [1]. Forrester Research [2] predicts that
U.S. online retail sales will increase to more than $500 billion by 2020 compared with $373 billion in
2016, and online sales will account for 17% of all US retail sales by 2022, up from a projected 12.7%
in 2017. Also, mobile commerce sales account for 6% of total global retail sales and nearly 60% of
e-commerce, following a rise of 40% in 2017 [3]. International Data Corporation [4] expects smartphone
shipment volumes to grow 4.2% in 2017 and 4.4% in 2018, and will increase with a compound annual
growth rate (CAGR) of 3.8% over the period 2016–2021. Also, in recent years, social media websites
have enabled Internet users to communicate and interact with their friends, meet new acquaintances,
share user-generated content, such as photos, videos and text, and be increasingly well informed about
news and trends [5]. A Pew Research Center survey [6] shows that about two-thirds of American
adults (68%) are now social media users, and they at least occasionally get news on social media; this is
about the same share as at this time in 2017.
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However, as the size of e-business and social media increases, security and privacy remain
critical obstacles that hinder more accelerated growth of e-business. Mikalef et al. [7] elucidate
how specific aspects of social media websites foster user intention to browse products. They found
that the convenience of social media, the selection of products, trend discovery, and the feeling of
adventure are significant factors which are positively related to browsing products through social
media. Other aspects, such as information availability, customized advertisements, and socializing,
are not significant factors. However, they did not consider security and privacy factors with regard
to browsing content on social media websites. In reality, data breaches happen daily, and are all too
common. However, it is difficult to determine how much risk or damage such breaches cause for
companies, insurers, and users or account holders. According to Cybercrime Report [8], cybersecurity
ventures predict cybercrime’s global cost will reach $6 trillion by 2021. Yahoo’s breaches knocked an
estimated $350 million off Yahoo’s sale price [9]. Data breaches frequently occur in companies such
as eBay, TJX Companies, Inc., Uber, JP Morgan Chase, Sony’s PlayStation Network, Home Depot,
Adobe, and many others [9]. Also, according to cybersecurity company Carbon Black [10], $1.1 billion
worth of cryptocurrency was stolen in the first half of 2018. Target’s example of a massive data breach
in the USA shows how personal information should be secured if the business is to maintain its
integrity and reputation, because customers are less likely to shop at Target if they feel that their
credit card/debit card security has been compromised. Also, recent failures on the part of Facebook in
ensuring privacy for user data shows how privacy and security assurance is important for electronic
transactions. In addition, online fraud is becoming another major hindrance to the development and
use of commercial activities on the Internet [11]. The incidence of fraud is reported as being 20 times
higher in online trades than in offline trades [11].
In particular, the explosive growth of smart mobile devices has changed business approaches
due to the convenience of performing transactions, such as electronic banking, mobile payments,
and transmitting confidential business data [12]. For example, mobile banking and payments have
increased, with a growth projected at 50% per year [13]. The main benefit of mobile payments is that
it is convenient and more portable than even the smallest netbook. Even though mobile payments
are considered to be unsafe, customers believe that the convenience outweighs the associated security
risk. However, some customers have been reluctant to use these devices because of the inconvenience
of downloading applications, the small screen, and the possibility of loss or theft, while others
remain skittish about mobile banking because they do not believe that mobile payments are safe and
secure [14]. As observed in e-commerce, a lack of customer trust in the financial and legal infrastructure
associated with online payments poses a major issue, and unfortunately, many security vulnerabilities
are now seen as a threat to users of mobile banking [1]. Although many customers in the United
States use mobile banking, many of them do not believe mobile payments using a smartphone are
secure [15]. Therefore, it may be necessary to insure against damage caused by hacking or fraud when
it comes to mobile transactions. In this regard, sophisticated technological barriers can be broken at
the weakest link in the network security chain, i.e., the people engaged in the transaction [16]. Thus,
the components of human trust and security technology should be regarded as important aspects
of the cost involved in establishing trust in mobile transactions [16]. Kim et al. [17] suggested three
high-level categorizations of e-commerce security: security managerial issues, fundamental security
issues, and security technology issues. These three issues should be equally stressed; a lack of caution
in one could cause irreversible security incidents. In general, most literature on security in electronic
commerce or mobile networks has focused on technical issues rather than managerial or legal issues.
Changes in technology and mobile transactions require changes in jurisdiction, regulations, and
other standards associated with requirements for new or enhanced payment services [18]. Although
system security can be addressed by installing firewalls and intrusion detection systems, monitoring
security alerts and promptly implementing security patches, human factors, and liability issues also
remain a major challenge to information security [1]. Thus, this paper investigates a liability rule for
e-business transactions when security or privacy breaches occur in online transactions, considering

Sustainability 2019, 11, 715

3 of 18

both sides—the customer and the firm—and discusses how the liability rule can be applied to mobile
payments and fraudulent e-commerce transactions.
The remainder of this paper is organized as follows: Section 2 presents security issues in terms
of e-business and mobile payments, and Section 3 analyzes the optimal liability rule followed by a
discussion of some of the implications of the liability rule with cases in Section 4. Finally, in Section 5,
conclusions are offered and future research is discussed.
2. Security Issues with Regard to Mobile Payment and E-Business
2.1. Security Threats with Regard to Mobile Payment
Recently, mobile networks have aimed at high-speed, ultra-low latency, and high capacity
capability, and are capable of transmitting large amounts of data in a shorter time compared to existing
wireless networks. In particular, 5G networks are expected to emerge as new types of technologies
become available for services, such as Connected Cars, Internet of Things (IoT), and Virtual and
Augmented Reality (VR/AR). However, in spite of the excellent technical advantages of 5G networks,
recent research has pointed out problems in applying 5G technology. In particular, various experts have
pointed out 5G security-related issues. Horn introduces security issues in 5G network components and
argues that security should be considered when designing secure 5G networks [19]. Munisankaraiah
describes the security weaknesses in the physical layer that make up a 5G network [20]. The issue of
security needs to be dealt with as a matter of urgency, as there is a great deal of interest and massive
investment in 5G.
In mobile network transactions, customers can access the web-enabled services of a merchant
and order products or services and make payment using a high-speed network [21]. This information
can be transmitted from the mobile device to a base wireless station and the application gateway
of the merchant through mobile networks [22]. As mobile networks have become open and have
evolved from the simple communication of placing and receiving voice calls to users interacting using
multimedia data, the risk of security attacks has increased. However, customers and merchants should
expect transaction information and transaction data to be confidentially and securely delivered [23].
Users of mobile devices increasingly face various types of threat, such as botnets, spyware,
malicious applications, phishing, and social networking [12]. Mobile devices can be classified into
two types according to their potential usage and possible security issues: one is heavyweight devices,
which are not always operated within an organization’s intranet. The second is lightweight devices,
which are categorized by having high mobility, including wireless phones and PDAs. In addition,
there are two categories of security challenges in terms of content security, which refers to the protection
of data stored in the device, and channel security, which refers to preventing unauthorized users
gaining access to the content. Both are a function of the type of wireless technology used in these
devices [21]. Mobile devices have specific features, such as mobility, personalization, connectivity,
and technology convergence, which make them more vulnerable to security attacks [18].
2.2. Mobile Payment
Internet technology has the potential to fundamentally change banks and the banking industry
and can lead to lower banking costs [23]. Mobile payment has become a new form of e-banking
available to banks, performed preferably either through a Short Message Service system (SMS) or
the mobile internet, or via the installation of specialized programs in mobile phones. Although both
banks and customers benefit from the use of e-banking services, customers and companies must take
security into account in order for e-banking to be a valuable alternative and not a potential disaster [23].
Precautions for safeguarding the security of transactions and the identification of customers are
essential. Security may be considered the most critical factor that negatively influences prospective
customers of e-banking services [23]. People hear about hackers, crackers, computer viruses, identity
theft, phishing attacks, spyware, malware, and many other security issues regarding the Internet.
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Nevertheless, it is not only the Internet that is fraught with security breaches: there are numerous
incidents regarding fraud through the use of fake ATM cards or the theft of identity data through the
infiltration of inadequately-guarded information systems.
Mobile banking and payment services are currently under transition, with a history of numerous
unsuccessful solutions [24]. Because there is a trade-off between security and ease of use in the mobile
environment, this issue needs to be investigated from both legal and behavioral perspectives [24].
Thus, governing rules are required, as well as correct identification of the subscriber, which may be
done through mobile devices, sensors, and other devices.
3. The Optimal Liability Model
3.1. The Basic Model (No Investment Model)
The liability issue between the customer and firms is more important in the case of disputes raised
by security breaches or fraud transactions in online transactions, because privacy concerns increase, as
do security threats. When security or privacy breaches occur in online networks, the firm may have
less incentive to secure the managing process if security liability lies with a customer, and the customer
has less utility from buying products or services online. On the other hand, if security liability lies
with the firm and is favorable to the customer, the firm may invest more in securing the process to
retain its customers.
We focus on three major parties to online transactions: the firm (or data provider), the customer,
and the regulatory regime. We assume that customers’ willingness to pay is uniformly distributed
along [0, V], i.e., v ∈ [0, V]. Thus, V represents the maximum willingness to pay on the part of customers
and can be the potential market share of the product, because we assume customers are uniformly
distributed [25,26].
There are two customer segments in the market. Customers in the first segment have disutility
when they buy products or services online, because of their reluctance to expose their privacy, fear of
security breaches, the risk of hacking and viruses, and fraudulent transactions, etc. We call this group
the ‘risk averse’ segment, and assume that this first group has the proportion m in the market, and that
they will invest to protect their privacy. Security or privacy breaches occur with the probability of φ,
and customers face a risk cost, r. Then, the customers’ net expected utility is
Ur (v) = φ(v − p − r − a) + (1 − φ)(v − p) = v − p − φr,

(1)

where p is the price at which customers buy.
Customers in the second type perceive no risk when they buy products online, and thus we call
the second group the ‘risk free’ segment. Thus, this second group has the proportion 1-m in the market.
The net expected utility of the second group depends only on the price, thus it is
Unr (v) = v − p.
We assume that the firm produces a product or service with constant marginal cost. Without loss
of generality we assume no fixed costs and normalize marginal cost to zero. Then, the firm will expect
the following profits:
Π = P(mqr + (1 − m)qnr )
(2)
= P(m(V − p − φr ) + (1 − m)(V − p))
where qr represents the demand of the first group, and where qnr is that of the second group.
Table 1 explains the parameters in the models we hereafter analyse.
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Table 1. Summary of Notations in the Models.
Notation

Definition (Explanation)

x

The amount a customer invests in security

y

The amount a firm invests in security

φ

The probability of a security or privacy breach when a customer has liability and invests in any kind
of security.

θ

The probability of a security or privacy breach when a firm has liability and invests in any kind of security.

r

The risk cost, damage or psychological loss from a security incident

p

The price of a service or item.

q

The demand for a service or item on the part of the customer

v

The customer’s reservation price for a service or item: v ∈ [0, V]. V represents the maximum willingness to
pay on the part of customers

m

The proportion of the ‘risk averse’ segment.

Π

The subscript 1, 2, 3 denote case 1, 2, 3 and subscript c, f represent when the liability lies with the customer
and when liability lies with the firm. So, Π1c and Π1 f are for case 1, Π2c and Π2 f are for case 2, and Π3 for
case 3 when a government has responsibility for a sec urity breach; Πic and Πi f are for the
investment model.

CS

CS denotes consumer surplus. So, CS1c denotes consumer surplus of case 1 when the liability lies with the
customer. CS1 f for case 1 when liability lies with the firm. CS2c and CS2 f are for case 2. CS3 for case 3. CSic
and CSi f for the investment model.

SW

SW denotes social welfare. SW1c and SW1 f are for case 1. SW2c and SW2 f are for case 2. SW3 for case 3 and
SWic and SWi f are for the investment model.

3.2. Analysis of Case 1: r <

V−p
φ

3.2.1. When Liability Lies with the Customer
When liability lies with the customer, the customer’s net expected utility in group 1 is
U1 = v − p − φr.

(3)

Then, the firm sets the optimal price that maximizes its profit. The first-order condition is
∂(mp1c (V − p − φr ) + (1 − m) p1c (V − p1c ))
∂Π1c
=
= 0,
∂p1c
∂p1c

(4)

where subscript 1 denotes case 1, and subscript c represents when the liability lies with the customer.
From the first-order condition, the optimal price and profits are derived as follows:
V −mφr
2
(V −mφr )2
.
4

∗ =
p1c
∗ =
Π1c

(5)

The regulatory regime then considers the social welfare that sums consumer surplus and a firm’s
profit. The consumer surplus of the first and second groups are as follows:
CSrc

CSnrc

Rv

p1c+φr ( υ − p − φr ) dv
= m2 (V − p1c − φr )2
2
= (V −(2−8 m)φr)
RV
= (1 − m) p (υ − p)dυ
1c
= (1−2m) (V − p1c )2
2
= (1−m)(V8 +mφr)

=m

(6)
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where r denotes the ‘risk averse’ segment and nr is the ‘risk-free’ segment.
Using the optimal price, the total consumer surplus of case 1 is derived as follows:
CS1c



V 2 − 2Vmφr − 3m2 − 4m φ2 r2 )
.
=
8

(7)

Then, social welfare is derived as follows:
SW1c


3V 2 − 6mφrV + 4mφ2 r2 − m2 φ2 r2
= Π1c + CS1c =
.
8

(8)

3.2.2. When Liability Lies with the Firm
In this case, the ‘risk averse’ customer group is free from the security risk because the firm has
liability for the security loss. Therefore, customers in group 1 have the same utility as those in group 2.
Without loss of generality, the firm compensates the loss only for group 1 because customers in group
2 do not consider their security or privacy risk. The probabiliy of a security breach can be different
according to who has the liability. In this regard, θ denotes the probability of a security breach when
the firm has liability, and can be lower than φ when the customer has liability because of the efficiency
of security investment [27]. Then, the profit of the firm is derived by


Π1 f = p1 f mqr f + (1 − m)qnr f − mqr f θr






= mp1 f V − p1 f + (1 − m) p1 f V − p1 f − m V − p1 f θr



= p1 f − mθr V − p1 f

(9)

where subscript 1 denotes case 1, θ denotes the probability of a security breach, and subscript f
represents a case when the liability lies with the firm.
The firm sets the optimal price that maximizes its profit. The first-order condition is

∂
∂Π1 f
=
∂p1 f

p1 f − mθr



V − p1 f

∂p1 f



= 0.

(10)

From the first-order condition, the optimal price is derived as follows:
p1∗ f =

V + mθr
.
2

(11)

The regulatory regime then considers the social welfare that sums consumer surplus and a firm’s
profit. Consumer surplus of the first and second group is as follows:

Rv
RV 
CS1 f = CS1r f + CS1nr f = m p (υ − p1 f )dυ + (1 − m) p υ − p1 f dυ
1f
1f

2

2
(1− m )
m
V − p1 f .
= 2 V − p1 f + 2

(12)

Using the optimal price, the total consumer surplus of case 1 is derived as follows:
CS1 f =

(V − mθr )2
8

(13)

Then, social welfare is derived as follows:
SW1 f = Π1 f + CS1 f =

3(V − mθr )2
(V − mθr )2 (V − mθr )2
+
=
.
4
8
8

(14)
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3.2.3. Results and Discussion of Case 1
The regulatory regime then compares two cases and assigns liability so that that social welfare is
maximized. Comparing the above two cases of social welfare, the following proposition is obtained:
Proposition 1.
(i)
(ii)

When θ = φ, liability lies with the customer.
When θ < φ, liability lies with the firm if m > m∗ .

Proof. (i) SW1c − SW1 f =

m (1− m ) 2 2
φ r
2

> 0.

(ii) Let θ = φ − α, SW1c − SW1 f =
4rφ2 −6Vα
,
4φ2 +3α2 −6αφ

3V 2 +φ2 r2 m(4−m)−6Vmφr
8

−

3(mr (φ−α)−V 2 )
.
8

If m > m∗ =

SW1c − SW1 f < 0. 

Proposition 1-(i) states that if there are no differences in the probability of a security breach
between when customers have liability and when firms have liability, the regulatory regime can
V−p
impose the liability on the customer in the case of < φ , because the firm can raise the price when
the liability is on the firm’s side, which leads to a reduction in consumer surplus and social welfare. So,
when risk costs are low, the regulatory regime imposes the liability on the customer, anticipating more
consumer surplus with a lower price.
Proposition 1-(ii) states that if the firm has more advantage in terms of security technology than
the customer, and thus the probability of a security breach is lower, social welfare can be different
depending on the proportion of the customer’s distribution. If we regard θ as the function of a firm’s
security level when it has liability, generally θ can be assumed to be lower than φ, the security level
when the customer has liability. Consequently, the liability can be shifted, depending on how many
customers are concerned with regard to their privacy. Thus, if there are many customers who are
concerned about security or privacy (when m > m∗ ), then the regulatory regime imposes the liability
on the firm from a social welfare perspective.
3.3. Analysis of Case 2: r >

V−p
φ

3.3.1. When Liability Lies with the Customer
The first group does not buy products or service because its willingness to pay is negative. Thus,
the profit function of the firm is as follows:
Π2c = p2c (1 − m)(V − p2c )

(15)

From the first-order condition, the optimal price is derived as follows:
∗
p2c
=

V
2

(16)

Then, the regulatory regime considers social welfare that sums consumer surplus and the firm’s
profit. The consumer surplus of the first and second groups is as follows:
CS2c = (1 − m)

Z V
p2c

(υ − p2c )dυ =

(1 − m )
(V − p2c )2
2

(17)

Then, social welfare is derived as follows:
SW2c = Π2c + CS2c =

3(1 − m )V 2
(1 − m )V 2 (1 − m )V 2
+
=
4
8
8

(18)
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3.3.2. When Liability Lies with the Firm
The first group will buy the product or use the service because the firm compensates for the loss
when a security breach occurs. Thus, the profit function of the firm in case 2 is the same as in case 1
when the liability lies with the firm and is given as follows:


Π2 f = p2 f mq2 f + (1 − m)q2 f − mq2 f φr






= mp2 f V − p2 f + (1 − m) p2 f V − p2 f − m V − p2 f φr



= V − p2 f p2 f − mφr

(19)

From the first-order condition, the optimal price is derived as follows:
p2∗ f =

V + mφr
2

(20)

Thus, social welfare is the same as in case 1 when the liability lies with the firm, and is given
as follows:
3(V − mφr )2
SW2 f = Π2 f + CS2 f =
(21)
8
3.3.3. Results and Discussion of Case 2
In case 2, both consumer surplus and social welfare are the same as in case 1 when liability
lies with the firm. Comparing the social welfare differences between the two cases, we obtained the
following proposition:
Proposition 2.
(i)

If m > m∗∗ =

(ii)

∂m∗∗
∂φ

< 0 and



V
V
φr 2 − φr
∗∗
∂m
∂r < 0.

Proof. SW2c − SW2 f = −



, then SW2c < SW2 f

3m(V 2 −2φrV +mφ2 r2 )
.
8



V−p

In the case of r > φ , the liability depends on how customer groups are distributed. Proposition
2-(i) states that if the size of the ‘risk averse’ group is relatively larger than m∗∗ , the regulatory regime
imposes the liability on the firm, while if the size of the “risk averse” group is smaller than m∗∗ ,
the regulatory regime assigns the liability to the customer. This proposition implies that if more
customers are concerned with their security and privacy risk, the regulatory regime assigns the liability
to the firm, which compels the firm to invest more on security or privacy protection, aiming to obtain
increased revenue from attracting the ‘risk averse’ customer group. Proposition 2-(ii) shows how the
possibility of a security breach and the subsequent loss affects the liability assignment. It states that
the liability could be increasingly imposed on the firm as the probability of a security breach and
the amount of loss increases. This proposition explains a recent trend that governments have laid
particular stress on a firm’s responsibility for their security level as security incidents are reported
more frequently, and customers are more concerned with their security or privacy risk.
3.4. Analysis of Case 3: When a Regulatory Regime Provides Products
We consider a case in which a government itself provides products or services. For many
reasons, some governments still manage nationalized companies in industries such as banking,
telecommunications, broadcasting, electric power, oil, railroads, or transportation. Thus, we investigate
how social welfare can differ when a government itself manages firms, and is responsible for incidents
including security or privacy breaches, fraud transactions, and whether it compensates for the loss.
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Without loss of generality, we assume that the government will compensate only for the ‘risk averse’
group, because the risk-free group is not concerned with its privacy risk. We focus on comparing this
case with case 1 when the liability lies with the customer. As shown in the previous section, liability
can be imposed on the customer from the perspective of social welfare, as in case 1. Then, the profit
function when a government owns a firm is as follows:
Π3 = mp3 (V − p3 ) + (1 − m) p3 (V − p3 ) − m(V − p3 )φr
= (V − p3 )( p3 − mφr )

(22)

where subscript 3 denotes case 3 when a government has responsibility for a security breach.
The consumer surplus for case 3 is as follows:
CS3 =

Z V
p3

(υ − p)dυ =

1
(V − p3 )2
2

(23)

Then, the government finds the optimal price to maximize social welfare function as follows:
1
SW3 = ( p3 − mφr )(V − p3 ) + (V − p3 )2
2

(24)

From the first-order condition, the optimal price and social welfare are obtained as follows:
p3∗ = mφr and SW3∗ =

1
(V − mφr )2
2

(25)

Comparing case 3 with case 1 when a customer has liability, we obtained the following proposition:
Proposition 3.
(i)

If m< m∗∗∗ =

(ii)

∂m∗∗∗
∂φ

>0



1
5φr
∗∗∗
and ∂m∂r

V + 2φr − 2

p


φ2 r2 − (V − φr )V , then SW3 >SW1c

>0

Proof. Omitted because of the simplicity of the calculation. 
Proposition 3-(i) states that a government can be responsible for a security breach when the
size of the “risk averse” group is relatively small. Also, proposition 3-(ii) shows how the possibility
of a security breach and the consequent loss affects the government’s responsibility with regard to
security loss. It states that as the probability of a security breach and the amount of loss increases,
a government may be more involved in responsibility for the security breach. This result also implies
that a government may regulate a private firm’s prices, or impose liability on the firm, in order
to enhance social welfare by giving them a subsidy, even in case 1. This proposition explains
why some governments still manage their nationalized companies in industries such as banking,
telecommunications, broadcasting, electric power, oil, railroads, or transportation. Thus, it implies that
a government tends to nationalize firms and regulate prices when the possibility of a security breach
and the consequent loss increases.
3.5. The Extended Model (Investment Model)
We consider a model in which customers and firms invest in security in order to lower the
V−p
possibility of a security breach for the case when r < φ .
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3.5.1. When Liability Lies with the Customer
We consider a model in which a customer invests money in security (or makes precautionary
efforts) to lower his or her damage from a security breach. Then, his or her net expected utility is
Ur ( x ) = φ( x )(v − p − r ) + (1 − φ( x ))(v − p) − x = v − p − φ( x )r − x,

(26)

where φ is the security breach probability, r is the risk cost which customers face, p is the price, and x is
the amount of monetized value when a customer makes precautionary efforts.
Without loss of generality, we assume customers in group 2 do not mind a loss of privacy and
β
consequently do not invest in security. Let φ( x ) = 1+kx . Then, a customer will invest the amount of
√
−1+ kβr
.
x∗ =
k
Also, the firm sets an optimal price that maximizes its profit. The first-order condition is as follows:
∂Πic
∂(mpic (V − pic − φ( x )r − x ) + (1 − m) pic (V − pic ))
=
= 0,
∂pic
∂pic

(27)

where the subscript i denotes the investment case, and the subscript c represents when the liability lies
with the customer.
From the first-order condition, the optimal price and profits are derived as follows:
∗
pic
=

V − mφr − mx ∗ ∗
(V − mφr − mx )2
Πic =
2
4

(28)

The regulatory regime then considers the social welfare that sums consumer surplus and the
firm’s profit. The consumer surplus of the first and second group are as follows:

=m

CSirc

=
CSinrc

=
=
=
=

Rv

∗ +φr +mx ∗ ( υ −
pic

p1c − φr − mx ∗ )dv

m
∗ 2
2 (V − p1c − φr − mx )
2
(V −(2−m)(φr + x ∗ ))
R8 V
(1 − m) p∗ (υ − p)dυ
ic

(1− m )
∗ 2
V
−
pic
2
(1−m)(V +m(φr + x ∗ ))2
8

(29)

where r denotes the ‘risk averse’ segment and nr is the ‘risk-free’ segment.
Using the optimal price, the total consumer surplus of case 1 is derived as follows:



V 2 − 2Vmφr − 3m2 − 4m (φ2 r2 + x ∗ 2 − x ∗ 2Vm − 8mφr + 6m2 φr
CSic =
.
8

(30)

Then, social welfare is derived as follows:

=

SWic = Πic + CSic
(3V 2 −6mφrV +4mφ2 r2 −m2 φ2 r2 −4x ∗ 2 (4−m)m− x ∗ (6Vm−8mφr +2m2 φr )
.
8

(31)

3.5.2. When Liability Lies with the Firm
The firm invests the amount of money in security or privacy protection, aiming to obtain increased
revenue from attracting customers. In the investment model, the profit function of the firm is similar
to those in cases 1 and 2 when the firm has the liability and is as follows:



Πi f = pi f − mθ (y)r V − pi f − y

(32)

Sustainability 2019, 11, 715

11 of 18

where the subscript i denotes the investment model, the subscript f represents the case when the
liability lies with the firm, and y is the amount of money the firm spends on security.
The firm sets the optimal price that maximizes its profit and the first-order condition is as follows:

∂
∂Πi f
=
∂pi f

pi f − mθ (y)r





V − pi f − y

∂pi f

=0

(33)

From the first-order condition, the optimal price is derived as follows:
pi∗f =

V + mθr
.
2

(34)

Also, the firm decides the amount of security investment, y.
∗

y =

−1 +

q

kβrm(V − pi∗f )

(35)

k

To simply compare this case with the previous case when the customer has liability, we assume
that the firm invests the same amount of money on security as the customers does. Thus, the maximum
total amount of investment by the firm is as follows:
y∗∗ = x ∗ mqi∗f = x ∗ m(V − pi∗f ) > y∗ .

(36)

We safely assume that if the firm invests the same amount of money on security, the probability
of a security breach is lower than that which exists when customers have liability. Thus,
θ (y∗∗ ) = φ( x ∗ ) − α < φ( x ∗ ).

(37)

The regulatory regime then considers social welfare that is the sum of consumer surplus and a
firm’s profit. The consumer surplus of the first and second groups are the same as in the previous case,
which is as follows:
(V − mθr )2
CSi f = CSir f + CSinr f =
.
(38)
8
Social welfare is derived as follows:
SWi f = Πi f + CSi f =

3(V − mθr )2
(V − mθr )2
(V − mθr )2
− y∗ +
=
− y∗ .
4
8
8

(39)

3.5.3. Results and Discussion
The regulatory regime compares two cases of social welfare and assigns the liability that
maximizes social welfare. The following proposition is then obtained:
Proposition 4.
(i)
(ii)

If risk costs are low (high), the liability lies with the customer (firm).
As the efficiency of the security investment of the firm is high, the liability lies with the firm.

Proof. (i) Let SWi f ∗ =

3(V −mθr )2
8

− y∗∗ <

If θ = φ (or α = 0), SW1c − SW1 f ∗ =

3(V −mθr )2
− y∗ = SWi f and y∗∗ = x ∗ mqi∗f =
8
m(m( x2 +6φrx +4φ2 r2 )+2xV 2 −4x2 −4φ2 r2 −8φrx )
−
.
8

x ∗ m(V − pi∗f ).
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√ √
√ 
If r > r ∗ = φx √V − x , SWic − SWi f < 0 because 2xV 2 − 4x2 − 4φ2 r2 − 8φrx > 0. Also, if
2
√ √
√ 
∂(SWic −SWi f ∗ )
∂SWi f ∗
x √V
∂SWic
∗
r≤r = φ
− x , SWic − SWi f ≥ 0. (ii)
<
0
because
=
0
and
> 0.
∂α
∂α
∂α
2


Proposition 4-(i) states that if the customers’ risk costs are low, the liability lies with the customer,
while if the customers’ risk costs are high, the liability lies with the firm. From the perspective of
social welfare, the regulatory regime imposes liability on the customer in order to enhance social
welfare when customers face less privacy costs. This is in line with proposition 1-(i). Even in the case
when the firm’s investment efficiency is very low (θ = φ), the regulatory regime may impose liability
on the firm to enhance social welfare if the customer’s risk costs are large. These results are very
similar to the previous propositions. Proposition 4-(ii) is in line with proposition 4-(i), which states
that as the efficiency of the security investment of the firm becomes high, the liability lies with the
firm. This implies that a regulatory regime may impose liability on the firm even in the case when risk
costs are lower. This is because generally a firm has a great deal of knowledge with regard to security
technology, and its investment efficiency is likely to be higher (α is high) than that of customers who
make an effort in terms of security.
4. Implications of Analytical Results and Case Discussion
4.1. Summary of Analytical Results and Implications
Table 2 shows equilibrium prices, market share, profit, and social welfare. Generally, the equilibrium
price (market share) when the firm has liability is higher (lower) than that when a customer has liability.
The price in the investment model is higher (lower) when the firm (customer) has liability, while the
market share in the investment model is lower (higher) when the firm (customer) has liability. Also,
the profits and social welfare in case 1 and case 2 are the same when the liability lies with the firm.
However, social welfare depends on the size of the risk averse group (m) and the risk cost (r).
Table 2. Equilibrium Results.
Price, Profit, Social Welfare

Case 1

Π1c

p1c = (V − mφr )/2, q1c = (V − mφr )/2,

= (V − mφr )2 /4, SW1c = 3V 2 − 6mφrV + 4mφ2 r2 + m2 φ2 r2 /8
p1 f = (V + mφr )/2, q1 f = (V − mφr )/2,
Π1 f = (V − mφr )2 /4, SW1 f = 3(V − mφr )2 /8
p2c = V/2, q2c = (1 − m)V/2,
Π2c = (1 − m)V 2 /4, SW2c = 3(1 − m)V 2 /8

Case 2

p2 f = (V + mφr )/2, q2 f = (V − mφr )/2
Π2 f = (V − mφr )2 /4, SW2 f = 3(V − mφr )2 /8
p3 = mφr, q3 = V − mφr,
Π3 = 0, SW3 = (V − mφr )2 /2

Case 3

∗ 2
V −mφr −mx ∗
∗ = (V −mφr −mx ) ,
, Πic
2
4
2 2
2 2 2
∗
2
∗
(3V −6mφrV +4mφ r −m φ r −4x (4−m)m− x (6Vm−8mφr +2m2 φr )
.
8
2

Investment Model

SWic =

pi∗f =

∗ =
pic

V +mθr
,
2

Πi f =

(V −mθr )2
4

− y∗ , SWi f =

3(V −mθr )2
8

− y∗

Note: c denotes when liability lies with the consumer, while f denotes when liability lies with the firm.

To assign liability, the regulatory regime compares the social welfare of each model in Table 2.
V−p
Table 3 shows how the liability can be shifted, depending on different situations. In the case 1 (r < φ ),
if there are no differences in the investment efficiency between a customer and the firm (θ = φ), it is
better to impose liability on the customer. However, if the firm’s investment efficiency is high (θ < φ),
then the regulatory regime can impose liability on the firm when the size of the ‘risk averse’ group is
V−p
large (m > m∗ ). Case 2 (r > φ ) also shows similar results to case 1 when θ < φ, when the regulatory
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regime imposes liability on the firm when more customers are concerned with their security and
privacy risk (m > m∗∗ ). It does this in order to induce the firm to invest more on security or privacy
protection. Also, case 3 implies that a government may subsidize the firm and impose liability on the
V−p
firm when the size of the ‘risk averse’ group is relatively small (m < m∗∗∗ ), even when r < φ and
θ = φ. Lastly, in the investment model, the liability lies with the customer (firm) if the customer’s risk
costs are high (low).
Table 3. Analytical Results of Models
Models

Results

Case 1c: r <

V−p
φ

and θ = φ

Liability lies with the customer (when θ = φ)

Case 1f : r <

V−p
φ

and θ < φ

Liability lies with the customer (when m < m∗ )
Liability lies with the firm (when m > m∗ )

V−p
φ

Liability lies with the customer (when m < m∗∗ )
Liability lies with the firm (when m > m∗∗ )

No Investment Model
Case 2: r >
V−p

Case 3: r < φ and θ = φ
government intervention
Investment Model

r<

V−p
φ

The government has liability (when m < m∗∗∗ )
The customer has liability (when m > m∗∗∗ )
Liability lies with the customer (when r < r ∗ )
Liability lies with the firm (when r > r ∗ )

Note: m∗ denotes a threshold value for case 1, m∗∗ for case 2 and m∗∗∗ for case 3.

4.2. Case Discussion
The results of the analytical models are based on the social welfare perspective. Court judgments
for actual disputed cases can differ from the results of the analytical models and show different liability
assignments between a customer and a firm, depending on data breach situations and the country
in which the security incident occurs. Generally, whether or not the existence of gross negligence is
with the customer seems to be a key factor when it comes to allocating liability. We explore actual
disputed cases from three perspectives in the form of the security breach level, a country’s culture, and
the application area.
First, from the technical perspective, customers tend to be responsible for a security breach in
terms of access control related to the log-in process, because the court can assume that a customer’s
precaution costs are small. However, for security breach levels, such as software vulnerabilities, firm’s
poorly managed environments, and third-party integration, a firm could be liable because customers
do not have sufficient knowledge to prevent security incidents [28].
Second, the liability allocation rule tends to vary slightly from country to country. For example,
Europe’s new privacy law, known as the EU’s General Data Protection Regulation (GDPR), is in favor
of customers, and aims to protect all EU citizens from privacy and data breaches. Its impact can be far
broader, and battles with major IT companies, such as Facebook, Google, Yahoo, LinkedIn, MySpace,
and others, are anticipated [29]. In the United States, there are no uniform federal laws with regard
to security breaches. For example, the decisions of some courts in the Eastern District of Louisiana
and the Northern District of Illinois show that customers are liable when their personal information
has been compromised. In Green v. eBay Inc., the U.S. District Court for the Eastern District of
Louisiana dismissed a putative class action brought on behalf of eBay customers whose data had been
stolen when eBay user information was hacked. Similarly, in Strautins v. Trustwave Holdings, Inc.,
the U.S. District Court for the Northern District of Illinois dismissed the plaintiffs’ class action lawsuit
seeking damages due to a data breach that exposed in excess of 3.5 million social security numbers,
380,000 credit and debit card numbers, and the tax records of more than 650,000 businesses. In these
two cases, for a customer or employee whose data has been stolen, these individuals must show that
the stolen data had been used to the their financial detriment [30]. However, some courts hold that
companies may be liable for damages if client or employee data is stolen, even if the theft causes no
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harm [31]. In Korea, many cases have shown that customers may be actually held liable even if they
file lawsuits for information leakage caused by hacking.
Third, the liability issue also tends to be slightly different according to the application areas.
In the case of electronic card systems, some countries, such as England and Germany, seemingly
assume the existence of gross negligence, which implies that the card holder must prove the absence
of gross negligence [32]. However, others, including Belgium, do not assume the existence of gross
negligence on the part of the customer, and state that the bank should prove that the customer was
grossly negligent. In contrast to European countries, in the United States it seems to be irrelevant
whether the card holder acted with extreme negligence or not when it comes to allocating liability.
In the United States, the user’s liability seems to depend on the time frame within which the holder
notified his institution of the loss or theft of the instrument [32–34]. The Electronic Funds Transfer Act
and Regulation E of the United States Truth in Lending Act contain a liability regime that favors the
card holder. If notification has taken place within 2 days, the holder of a credit card can no longer
be held liable. For transactions that have taken place prior to notification, the liability of the holder
is always limited to 50 USD. If the consumer fails to report within 60 days, they will be liable for all
transactions that have occurred after this period [32].
However, in the case of cryptocurrency, the liability tends to lie with the customer. According
to a recent report from CipherTrace, hackers stole $927 million from cryptocurrency exchanges and
other platforms in the first nine months of 2018, and the total damage was predicted to be $1 billion by
the end of 2018 [35]. Recently, in Korea, the court decided that a customer should be held liable for
damages even if the account had been hacked and the cryptocurrency had been stolen. The court did
not rule in favor of the plaintiff in a lawsuit filed against a virtual currency exchange for "repayment of
$50,000" (The judgment number: 2017gadan5016023). If the exchange is hacked but there is no obvious
error on the part of the exchange, the exchange is not obligated to compensate the loss. On the other
hand, if the exchange has not properly implemented security measures, the exchange shall be liable
for damages due to breach. However, it is very difficult for the customers to prove that the exchange
has not fulfilled its obligations. In summary, liability is closely related to the burden of proof, and it’s
not easy for customers to obtain damages due to security failure on the part of the exchange.
Table 4 shows the representative security breach cases with analytical results, such that customers
(firms) take responsibility if the amount of damage caused by electronic transactions and the probability
of an incident are small (large).
Table 4. Representative Cases of Security Breach with Analytical Results.
Low m.

High m

Customer’s liability (when θ = φ): e.g., access control related to log-in process
Identity theft (eBay), Credit card numbers theft (Trustwave Holdings)
Low φ or r

High φ or r

Customer’s liability (when θ < φ):
e.g., access control related to log-in process,
online fraud transactions

Firm’s liability (when θ < φ):
e.g., Software vulnerabilities,
third-party integrations

Customer’s liability:
e.g., access control in cryptocurrency,
mobile transactions

Firm’s liability:
e.g., credit card transactions in banking system
(Target), data breaches in Facebook, Yahoo,
and others

For a general privacy breach, such as identity theft at the access control level, customers seem
to be held liable. In Korea, more than 6 billion pieces of personal information were leaked between
2007 and 2017 or used without permission. Even if some customers filed lawsuits for information
leakage caused by hacking, the court did not recognize the liability of the firm for the most part,
and consequently customers are actually held liable. Although the court recognizes the liability of the
firm, penalties for personal information infringement incidents are very low. The analytical results in
Table 4 implies that this can be the case when customers feel less privacy costs, or the relative size of
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the ‘risk averse’ group is small. However, recent liability rules tend to shift from customers to firms.
For example, two cases in the USA show that customers were held liable in 2015, while a recent case
in 2018 showed that a firm has liability. According to Javelin Strategy and Research (2018), nearly
60 million Americans have been affected by identity theft and the United States government plans to
spend $15 billion on cyber security for fiscal year 2019, which is a 4 percent increase over the previous
year [36].
In particular, in Europe, the punitive damages can be very large if information leakage occurs.
According to the Wall Street Journal, Facebook could be fined as much as $1.63 billion by a European
Union privacy watchdog for a data breach in which hackers compromised the accounts of more
than 50 million users, if regulators find the company violated the European Union’s General Data
Protection Regulation (GDPR) [36]. Yahoo also suffered a larger data breach in 2013 affecting 1bn
accounts, and has been fined £250,000 for a hack that affected more than 515,000 UK email accounts
that were co-branded as Sky and Yahoo services in the UK [37]. Such data breaches frequently
happen in companies such as eBay, TJX Companies, Inc., Uber, JP Morgan Chase, Sony’s PlayStation
Network, Home Depot, Adobe, and many others [5]. In 2018, such data breaches also happened in
companies such as Panera (37 million records), Under Armor (150 million records), and Facebook (at
least 87 million records) [38].
Recent Facebook’s failures in ensuring privacy for user data shows how important privacy
and security assurance is for electronic transactions. As was mentioned previously, online fraud
is becoming another major hindrance to the development and use of commercial activities on the
Internet [4]. Customers frequently suffer damage from online fraud transactions in general ecommerce
sites and travel sites.
In particular, customers using mobile devices in performing transactions, such as electronic
banking, and mobile payments, need to insure against damage caused by hacking or fraud with
regard to mobile transactions. This implies that customers could be held liable because the probability
of a security breach can be higher in mobile transactions. Table 4 shows that if the probability of a
security breach is high, customers may be responsible for the loss. Also, the liability issue can be
discussed according to the stages of vulnerabilities in simple mobile transactions [21]. First, in the stage
between the client and the mobile device, possession and ownership issues with regard to liability
may occur. The ownership of a mobile device can become an issue if an unauthorized person is able
to masquerade as the true owner, and engage in a transaction by assuming the identity of the owner.
Second, in the stage between the mobile device and the mobile infrastructure operator, the liability
seems to be detached from either the bank or the customer because transactions occur between the
base station operated by a service operator and not within the business model of the bank engaged
in the transaction. Many incidents, such as the introduction of malicious viruses, occur at this stage,
and customers have had losses from such security breaches. A masquerade may be used to gain access
to confidential information stored in a mobile device, modify the content of a transaction leading to
financial loss, or introduce malicious codes (e.g., a Trojan horse). For this stage, there are not many
specific liability guidelines, even though many security breaches can occur. Third, in the stage between
the mobile infrastructure operator and the wireless application gateway of the bank, transactions occur
in the network of the service operator. Although neither the bank nor the customer, generally, has any
control over the network or the manner in which data is transmitted over the network, the bank should
be concerned with protecting their information assets, as it is their responsibility. Last, in the stage
between the wireless application gateway and the web services of the bank, the mobile transaction is
likely to be under the control of the bank engaged in the transaction. Therefore, it may be beneficial
for the bank to adopt liability guidelines and prepare security strategies to cope with specific security
breaches, and to improve the trustworthiness of mobile transactions.
Liability allocation seems to differ according to areas. When a dispute regarding financial
transactions arises between a bank and a customer, the burden of proof is imposed on the bank in the
United States, which implies that the firm tends to have liability. This is supported by Chun et al. [27],
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who show that in a market in which investments in security are highly effective, a legal regime can
impose liability on the firm. However, in a dispute regarding cryptocurrency, the liability tends to
lie with the customer. Table 4 explains the case regarding cryptocurrency. In the first half of 2018,
$1.1 billion worth of cryptocurrency was stolen. This implies that the probability of a security breach
can be higher in the case of cryptocurrency, and customers must be concerned about their security.
5. Conclusions
This paper analyzed the liability rule for e-business transactions when security or privacy breaches
occur in online transactions. Although security and privacy issues are important factors with regard to
browsing content on social media websites, several studies, including Mikalef et al. [7,39], have not
considered these factors. Also, liability issues remain a major challenge to information security, and the
components of human trust and security technology are regarded as important aspects of the cost
involved in establishing trust in mobile transactions. However, previous studies have not stressed these
issues and they have focused on technical factors, such as installing firewalls and intrusion detection
systems, monitoring security alerts, and promptly implementing security patches. Thus, this paper
investigates a liability rule for e-business transactions when security or privacy breaches occur in online
transactions, considering both sides—the customer and the firm—and discusses how the liability
rule can be applied to mobile payments and fraudulent e-commerce transactions. The results and
implications are summarized as follows:
Firstly, if the amount of damage caused by electronic transactions and the probability of an
incident is small, it is desirable for customers to take responsibility for social welfare. In practice,
customers suffer losses from fraud transactions in many electronic commerce situations, including
travel sites, because of the need to provide proof that they have no faults. Although, recent liability
rules regarding privacy tends to shift liability from customers to firms, customers are liable for losses
in cases such as identity theft at the access control level. Also, customers may be held liable regarding
cryptocurrencies and must concern themselves with their own security when the probability of a
security breach is high. However, this paper suggests that the firm may be liable for a loss if more
customers are concerned about their security from a social welfare perspective. Secondly, if more
customers are concerned with their security and with privacy risks, the regulatory regime assigns
liability to the firm. When a dispute regarding financial transactions arises between a customer and
a firm, a legal regime can impose liability on the firm in order to induce the firm to invest more
in security or privacy protection. Thirdly, the investment model suggests that in a market where
investments of the firm in security are highly effective, a legal regime can impose liability on the firm,
even in the case where risk costs are lower, because a firm has a great deal of knowledge with regard
to security technology and its investment efficiency can be high. Fourthly, this paper shows that a
government may regulate a firm’s price or subsidize a firm and impose liability on the firm if the
probability of a security breach and customer losses are large. Lastly, if the probability of a security
breach is high, and customers feel less loss, customers may be held responsible for the loss. However, if
more customers are worried about loss, the government may involve and subsidize firms or customers
with regard to insuring against damage caused by hacking or fraud with regard to mobile transactions.
This paper also has a number of limitations in that more cases regarding mobile transactions
need to be analyzed because mobile transactions are rapidly increasing. In addition, the allocation of
liability can also depend on customers’ attitude towards risk when security or privacy breaches occur.
Thus, in future work, liability with regard to mobile transactions needs to be investigated in terms of
each participant when disputes occur with regard to different network levels.
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