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Abstract: Sustainable development is critical to ensure the future of humanity. Therefore,
the assessment and governance of sustainability becomes a central challenge our society is facing.
This paper provides a novel ICT framework for addressing sustainable development goals. It is
characterized by both local and global considerations, in the context of economic, ecological,
and social aspects of sustainable development. The framework consists of three modules: data
module, sustainability module, and governance module. Data module integrates data from several
sources, processes data, infers knowledge, and transforms data into understandable information and
knowledge. The second module implements SDGs at the level of municipality/city, ensures ranking of
locally transformed SDGs to arrange them in line with the values and needs of the local communities,
and proposes an integrated approach in modeling the social-ecological systems. By implementing
governance theories, the governance module permits an effective citizen engagement in governance
of SDGs. The ICT framework addresses short-term and long-term SDGs and allows for the vertical
and horizontal linkages among diverse stakeholders, as well as for their contributions to the nested
rule structures employed at operational, collective, and constitutional levels. Thus, the framework
we provide here ensures a paradigm shift in approaching SDGs for the advancement of our society.

Keywords: sustainable development goals; ICT framework; governance science; sustainability
science; data science; digital democracy

1. Introduction

At the UN Sustainable Development Summit in September 2015, the world leaders adopted a new
2030 Agenda for Sustainable Development which is “a plan of action for people, planet and prosperity”
designed to “shift the world onto a sustainable and resilient path” [1]. At the heart of this universal,
integrated and transformative Agenda are the 17 Sustainable Development Goals (SDGs) (Figure 1
depicts all 17 goals arranged into three pillars: social, environmental, and economic), 169 associated
targets, and 232 indicators. Total number of indicators listed in the global indicator framework of
SDG is 244. However, as nine indicators repeat under two or three different targets, the total number
reduces to 232.

Far more ambitious than the Millennium Development Goals (MDGs), the new SDGs framework
contains several bold objectives to be achieved by the year 2030, including the end of poverty (SDG 1),
and hunger (SDG 2), good health and well-being for all (SDG 3), universal secondary education (SDG
4), access to affordable, sustainable and modern energy (SDG 7), sustainable cities and communities
(SDG 11), actions to combat climate change (SDG 13), protecting and promoting sustainable use of
the oceans, seas and marine (SDG 14) and of the terrestrial ecosystems (SDG 15) [2]. The SDGs,
otherwise known as the Global Goals, are integrated (and indivisible) and create balance between
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the three facets (economic, social, and environmental) of sustainable development. They are unique
in that they call for action by the whole world (developed and developing countries alike) and their
constituents making them bound to perform their level best to attain a considerable reduction of
inequalities. Acknowledging that ending poverty is closely related to strategies that create economic
growth and address a range of social and environmental needs, the Goals comprise opportunities
for all stakeholders (national governments, transnational companies, and civil society) to contribute
to a more sustainable world. The 2030 Agenda also calls for a deeper participation and engagement
of the private sector and partnerships to support governments to harness all the tools necessary to
implement and deliver the required changes.

Figure 1. 17 sustainable development goals clustered into three pillars: economic, environmental,
and social.

Addressing these global ‘stretch’ goals, however, would require a transformation of societies
that is faster and far more substantive than in the past—the rate of change that a Business-As-Usual
(BAU) approach cannot deliver [3]. Information and Communications Technology (ICT), and especially
mobile broadband, is an essential infrastructure platform for the SDGs and a principal acceleration
technology that can get societies away from the BAU trajectory. The future developments in ICTs,
including the Internet of Things (IoT), advanced robotics, artificial intelligence, big data, 3-D printing,
and others, will make tools available for all new and extraordinary improvements in healthcare
and education services, energy, and environmental protection. The UN Broadband Commission for
Sustainable Development has also put emphasis on the pivotal role that ICT can play in providing
integrated, innovative and cross-sectoral sustainable development results [4]. Aside from delivering
connectivity, innovation, and productivity, ICT can also reinforce flexibility of the crucial infrastructure
and help to succeed in dealing with the social and economic exclusion [4]. Mobile broadband provides
overwhelming gains in accessibility, scalability and affordability that can permit countries to close
numerous development gaps at the highest speed ever recorded, without the outlay of traditional
infrastructure [5]. While none of the 17 SDGs is particularly about ICT and only several targets refer
to ICT and technology, the 2030 Agenda for Sustainable Development fundamentally recognizes
that the scope of ICT and global interconnectedness has a huge potential to speed up the human
progress, to bridge over the digital divide and to create knowledge societies [1]. ICTs play the
role of catalyst in all three cornerstones of sustainable development (economic development, social
inclusion, and environmental protection), but they are also critical for attaining all SDGs. To that end,
the effective implementation of the World Summit on the Information Society (WSIS) Action Lines can
help accelerate the achievement of the SDGs. The WSIS-SDGs Matrix, developed by the UN Action
line Facilitators, provides rationale and clearly indicates the linkage between each Action line and the
SDGs [6].
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Thanks to Moore’s Law, ICT has actually brought about the Information Age, the fifth great
technological age since the beginning of the Industrial Revolution. Each of these five ages, the so-called
Kondratieff Waves, has accelerated growth and development of the global economy: steam engine
and textile industry (1780–1830), railway and steel industries (1830–1880), electricity and chemistry
(1880–1930), automobiles and petrochemicals (1930–1970), and information (1970–present) [7,8]. ICT
has prompted global economic growth for at least 30 years, but its utmost gains are yet to be
attained. In other words, the Information Age is expected to clear the way for the Age of Sustainable
Development, i.e., the (sixth) surge of sustainable technologies that will make the SDGs as successful as
possible [8,9]. The ICT revolution is of course not based on one technology, but represents an interaction
of fundamental technologies, including computer design, digital wireless, statistical multiplexing,
encryption, satellite communications, machine learning, to name but a few. No less important is
the use of ICTs. Taking into account that these technologies have a major role to play in creating,
storing and transmitting information and in reducing the market failures associated with information
asymmetries [10–12], ICT has an indirect effect on productivity which is mainly visible in sectors
using them [13]. That is to say, “ICT are enablers of product, process and organizational innovation in
ICT-using sectors, and this, according to Bresnahan and Trajtenberg [14], qualifies them as General
Purpose Technologies (GPT): technologies that are pervasive—i.e., can be applied to several production
processes—allow continuous improvements and experimentation and facilitates innovation in using
sectors (through co-inventions)” [15]. The influences are so much extensive, with a huge number of
complementarities (as reported by Bresnahan and Trajtenberg), that ICT has properly been viewed as
generating an overall social transformation, the so-called Networked Society [3]. In a nutshell, ICT has
the capacity to produce a digital transformation of the entire society and a huge potential to raise the
rate of diffusion of variety of technologies, applications and platforms across the economy. Yet it is
noteworthy that there has been an emergence of literature all pointing out that ICTs are also subject
to significant rebound effects of all kinds (energy, time, and knowledge-related), especially because
they are GPT that can produce high resource savings all over the entire economy and society [16,17].
Rebound effects are actually the “negative side effects of efficiency policies and strategies that ended
up taking back the environmental gains they had permitted” [16]. The expected gain “rebounds” as a
result of behavioral and systemic reactions in a complex economy [18]. In general terms, the efficiency
strategy should not depend solely on technological change, but “must always be accompanied by a
sufficiency strategy” [19]. Other authors have also provided reasons for such behavioral changes on
the consumer side [20–23]. All things considered, it is necessary to raise the general awareness of the
rebound effects [24], including the limits of the idea, particularly at the macro level.

Achieving the SDGs, however, calls for multi-sectoral partnerships, and governments, academic
institutions, companies and people need to work together and prepare themselves for this
ICT-empowered transformation to a Networked Society. While private-sector applications of ICT
have ascended, many of the challenges of sustainable development (education, health, infrastructure,
and environmental sustainability) call for an intense role on the part of the public sector and those
responsible for policy making. This, in turn, places the focus on institutions, which are critical
for the success or failure of development. Governments are responsible for making sure that
public-sector organizations, institutions and regulatory frameworks have changed enough to support
the ICT-empowered transformation. Institutional quality will increasingly be determined by the
extent to which entities adopt innovative solutions to enable the delivery, transparency, openness
and efficiency of the public services. Against the background of the ambitious global development
agenda, demanding global challenges and ICT-enabled transformation, policy makers are required
not only to behave as socio-economic accelerators, but also to recruit the nationwide collective action
for transformation. Governments are responsible for policies and legal frameworks that regulate the
deployment of ICT. They monitor the land use, distribution of spectrum, right-of-way for fiber and
other infrastructure, and the tax and regulatory policies that, in the end, will decide the speed of rollout
of the ICT backbone and access networks, the service providers, and the acceptance of ICT-based
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solutions in the vital public services [3]. However, if not used effectively, ICTs may actually make
things worse. While there is a positive effect in terms of driving economic growth, increasing efficiency,
and extending markets, ICTs may also contribute to economic and social problems by putting emphasis
on equity divides and increasing the market power of dominant firms. Hence, managing the growth
of ICTs to make the most of the net social benefits is a complex challenge. The achievement of the
potential benefits of ICTs for SDGs depends heavily on the existence of complementary elements
(“analog” complements for the digital economy). First, the basic ICT infrastructure needs to be in place.
Nowadays, this entails a universal access to mobile broadband services, and requires that access be
available, affordable, and adopted [25]. ICT infrastructure alone, however, is not sufficient to reach the
benefits of ICTs. Consumers and workers must have an access to applications and devices, as well as the
necessary skills to use ICTs effectively. Imbalances in access to ICTs and the required complementary
assets can lead to unbalanced growth and increased economic and social disparities. At best, the poor
attention to complementary assets will render the ICT investment ineffective. At worst, ICTs may
actually damage the achievement of SDGs. For example, Communication Technology accounted for
around 14% of the global electricity usage (worst-case scenario for 2010) [26], and with the growth of
its intensity worldwide, Communication Technology is expected (viz. in the expected-case scenario)
to consume up to 21% in 2030 (or as much as 51% for the worst-case scenario) unless it becomes
more electricity efficient [26]. ICTs will need to meet this challenge if they do not want to become
an important contributor to climate change and sustainability problems in their own right. Along
with the possibility to become more energy efficient themselves, ICTs are also expected to play a
crucial role in making sure that all sectors of the economy are more energy efficient—an indispensable
requirement to achieve the global aspirations for improving quality of life in a sustainable manner.
Moreover, ICTs and the advances of global Internet impose the necessity to give a proper attention
to cybersecurity and the challenges that unreliable or insecure ICT infrastructure and services pose
for social and political sustainability. Finally, and perhaps the most important “if the ICT-enabled
economic growth proceeds without complementary improvements in the sustainability with which
we use other resources, the expansion in global consumption of resources from water to energy will
pose an even greater challenge” [25]. In other words, ICTs have the potential to increase the threats to
our environment, security, and the sense of well-being that may not be directly the result of ICTs, but
that are almost certainly deteriorated by these technologies.

These various arguments all suggest the reasons and requirements to establish a proper framework
in place, so that ICT can support delivering a change the world needs to achieve the Global Goals and
make sure no one is left behind. This paper aims at proposing an ICT framework for both addressing
the complexity of SDGs and providing knowledge for building ICT platforms. We are aware that
there is a critical reflection on the frameworks that are based on the so called “three pillars” and the
approaches to find a “balance” between the environment, economy, and society. For example, Pouri
and Hilty look at “the economic system as a part of human society and human society as a phenomenon
that has become possible due to the biological processes on earth which have been reliably carrying
it so far” [27]. The LES model, built up to structure the impact of ICT on sustainability, was actually
based on this point of view [28]. Nevertheless, we intentionally use the “three pillars” or “dimensions”
of sustainability because (alongside the environmental and economic sustainability) we would like to
lay stress on the sound public policies that support healthy governance systems (social and political
sustainability), as ICTs will progressively change the governance and delivery of every single type
of public services. With this in mind, we propose four design principles intended to (1) configure
the basic building blocks of the ICT framework provided here (data module, sustainability module,
and governance module), (2) implement coordinated efforts of various stakeholders at different spatial,
temporal, and decision-making scales, (3) allow various governance theories to be implemented in the
framework, and (4) provide incentives for individuals to take a part in the decision-making process.
Hence, this work aims to contribute new knowledge to recent literature and policy discussions on the
potential of ICT to offer an extraordinary platform for achieving the SDGs.
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The rest of the paper is organized as follows. Section 2 deals with the concept of sustainability
according to different streams of thought, examines the existing research initiatives that have addressed
SDGs from different perspectives, and provides a plan to design the paper. Section 3 describes the
fundamentals (governance science, sustainability science, data science, and digital democracy) for
addressing sustainable development. Section 4 refers to the four design principles we propose
for the ICT framework. Section 5 depicts the ICT framework for SDGs that is made up of three
modules: data module, sustainability module, and governance module. Section 6 concludes and
makes recommendations.

2. Background of the Problem and Our Contribution

2.1. A Changing-Discourse Perspective on Sustainability

The rising concerns about environmental and climate change over the past few years, as well as the
problems of poverty and disparities have placed sustainable development under the spotlight. Policy
makers, institutions and cross-country initiatives (e.g., the UN Sustainable Development Solutions
Network—SDSN—operating since 2012), together with practitioners and academics [29] have all made
the interest in social and environmental sustainability to increase rapidly. Nevertheless, the vagueness
and ubiquity of the concept [30] made the actual implementation of sustainability limited and enabled
various discourses (environmental, social, and business) to emerge over time. In an effort to go
beyond the meagre rhetoric of sustainability and follow an actual quest for sustainable development,
we believe that the concept (and its dimensions—financial, social, and environmental) need to be
precisely defined, and an integrated approach to the idea of sustainability needs to be adopted [31].
Sustainable development shall not be accomplished over separated initiatives, but calls for integrated
efforts at different points, covering environmental, social and financial prospects. In point of fact
“any foreseeable sustainable state will be the result of interactions between organizations, individuals,
societies and states” [32].

Although the multidimensionality of sustainability has never been put aside, the concept has
often been considered an environmental issue [33]. At this point, one of the leading moves was
the 1972 United Nations Conference on Human Environment held in Stockholm, which acted as
a mechanism for establishing a number of national environmental protection agencies and, more
importantly, for developing the UN Environmental Programme (UNEP). The latter emphasized
the importance of eco-development [34] and recovered the notion of sustainable yield [35] in its
definition of eco-development. In 1987, the final report of the World Commission on Environment
and Development (WCED), entitled Our Common Future (or Brundtland Report), provided the
widely-held definition on sustainable development, viz. a “development that meets the needs of the
present without compromising the ability of future generations to meet their own needs”. Perhaps more
important, however, is the 1992 UN Conference on Environment and Development (UNCED), also
known as the Rio Earth Summit, which resulted in the following key documents: the Rio Declaration
on Environment and Development, the Statement of Forest Principles and Agenda 21. Although
the latter provided advice and good practice for achieving sustainable development, the 1997 Kyoto
Conference on Climate Change saw an emergence of poor progress towards Agenda 21 goals.

Whilst the environmental discourse was evolving in the sustainable development discussions,
neither the social prospects were abandoned. In point of fact, WCED draws attention to
inter-generational equity (viz. reconciling the requirements of the existing and the generations to
come) and thus highlighted social aspects, particularly the critical facets of social equity, such as social
justice, distributive justice and equality of conditions [36]. From the UN’s point of view, after the Kyoto
Conference on Climate Change, the Millennium Development Goals (MDGs) represent a significant
step forward in addressing social concerns. The MDGs were the eight goals that all UN member
states had come to an agreement to achieve by the year 2015. They were created out of the 2000 UN
Millennium Declaration that committed the world leaders to eradicate poverty and hunger, combat
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illiteracy, diseases and child mortality, provide gender equality and environmental sustainability.
Subsequently, the negotiations at the 2002 Johannesburg World Summit on Sustainable Development
(WSSD) “demonstrated a major shift in the perception of sustainable development—away from
environmental issues toward social and economic development” [33]. This shift, which was strongly
influenced by the MDGs and driven by the requirements of developing countries, represents an
illustration of how sustainable development has been dragged in multiple directions over its (more
than two decades) long history. By integrating the MDGs with additional socio-economic aspects,
the WSSD “did make a constructive change by focusing considerably more attention on development
issues” [33].

In 2012, a 20-year follow-up to the 1992 Earth Summit was held in the form of another UN
Conference on Sustainable Development (UNCSD) which took place in Rio de Janeiro, Brazil. The
Conference, also known as Rio+20, was intended to address novel and emergent challenges, safeguard
a renewed political commitment for sustainable development, and evaluate the development and
implementation problems in meeting the prior commitments. In Rio, member states decided, among
others, to start a process to develop a set of Sustainable Development Goals (SDGs), which will build
upon the MDGs and converge with the post 2015 development agenda. In January 2015, the negotiation
process on the post-2015 development agenda began, which has ended up in the subsequent adoption
of the 2030 Agenda for Sustainable Development (with 17 SDGs at its core) in September 2015. In
essence, the main reasons for poverty and universal demand for development that works for all.
Along with the persistent development needs, such as poverty eradication, education, health, food
security and nutrition, they set forth a variety of interrelated economic, social, and environmental
aims including more peaceful and inclusive societies. In point of fact, the Rio+20 repeated once again
the many different features of sustainability. The Conference resulted in a focused political outcome
document—“The Future We Want”—which makes a reference to the three aspects of sustainable
development (economic, social, and environmental), but also to good governance as a key element for
sustainable development. This idea is also held by the Sustainable Development Solutions Network,
which considers good governance (including peace and security) to be critical for sustainability.
Nevertheless, global governance is still confronting (facing) two major obstacles. First, the global
governance arena is embedded in economic structures and regimes, in which market power has
been translated into political power. Even Global Redesign Initiative, as an attempt by the World
Economic Forum to reshape the agenda and formulate a new system of global governance, is highly
influenced by the most important and powerful businesses. Second, global governance institutions,
created in the last century, have not been adapted to the digital and networked world. Although
global governance institutions are created to steer social processes at the international level through
international laws and norms, so far they have not properly addressed sustainable development.
Nevertheless, there are few studies across a range of academic disciplines which have addressed the
global environmental challenges, such as global environmental governance [37–39] and international
environmental law [40–42]. Several reforms of the global governance institutions have also been
proposed [43], including those grounded on the concepts of global systems science [43] and complex
adaptive systems [44].

In essence, the 2030 Agenda addresses holistically environmental, social, and economic concerns,
aiming to transform the purely economic model of prosperity of our society to an integrated
and sustainable model of prosperity. The success of the 2030 Agenda, however, depends on its
implementation. Means of implementations have been outlined in [1] stressing that “quality, accessible,
timely and reliable disaggregated data” are needed “to help with the measurement of progress and to
ensure that no one is left behind” [1]. The 2030 Agenda indicators are essential for “the measurement of
progress” and “key to decision-making” [1]. In point of fact, indicators are central to many initiatives
for both generating knowledge and communicating about complex phenomena. Similarly, experts are
placed in a better position to measure an otherwise immeasurable entity by properly selecting and
estimating a predetermined group of quantified indicators that approximate the crucial components of



Sustainability 2019, 11, 1961 7 of 31

a certain concept [45]. The use of indicators in this way could be found in sustainability research [46]
where they can operate as an analytical structure that mediates between the complex (and difficult to
study) concept of sustainability, and the analytical tools appropriate for exploring the complex systems.
“While indicators remove contextual information and obscure the process through which this happens,
they also force a clarity and rigour that exposes political priorities and beliefs” [47]. This is clearly
visible in SDGs, which often refer to such wide concepts that are widely held by the global society and
consistent with the national sustainability initiatives. Nevertheless, the SDG indicators disclose very
specific perspectives on these issues, some of which are in direct conflict with national perspectives.
For example, the Goal 8 intends to promote such a worthy purpose that few would disagree with,
i.e., “decent work”. Nevertheless, the SDG indicators disclose very specific angles on these issues,
some of which are in direct conflict with national prospects [48]. Some authors use the concepts of job
satisfaction or fulfillment [49], yet there are no indicators available to reflect these ideas of “decent
work”. In short, for some indicators one needs “to operationalize the Sustainable Development Goals’
targets and evaluate the indicators’ relevance, the characteristic of utmost importance among the
indicators’ quality traits” [50]. Other indicators are able to achieve their goal of helping to make the
SDGs relevant and useful. For example, in a recent study [51], researchers have created an overall
health-related SDG index by considering the performance of a given country across all of the 37
health-related SDG indicators. Finally, the SDG indicators may also permit a quantified form of
analysis that can improve our understanding of how the broader targets may be achieved (e.g., in
the use of models) [47]. The SDGs work in highly complex, non-linear systems which are difficult to
examine without models [52]. Indicators are critical because they provide a mechanism for comparing
the model, theory and reality.

2.2. Brief Insights from the SDGs-Related Literature

The use of the transformational power of ICTs to develop more sustainable patterns of production
and consumption is well documented in the literature that is widely dispersed among different
journals, book chapters and conference proceedings [see for example, the international conference
on ICT for Sustainability (ICT4S); or the three main conference series for the development of
Environmental Informatics—Environmental Informatics (EnviroInfo), International Symposium
on Environmental Software Systems (ISESS), and the International Conference on Information
Technologies in Environmental Engineering (ITEE)]. However, we make no attempt here to summarize
the existing interdisciplinary research fields related to ICT for Sustainability, including Environmental
Informatics, Computational Sustainability, Sustainable HCI, and Green ICT (see for example, Hilty
and Aebischer [28] for the fundamental ideas and methods of ICT for Sustainability; Hilty and
Lohmann [53] for the major contributions presenting conceptual frameworks to structure this field
of research). Rather, since the focus of this paper is to propose a novel ICT framework (based on a
range of distinct principles) to address the complexity of SDGs, this section will discuss the most
prominent actions and rethinks that have been employed in the literature to study the phenomenon
from different perspectives. Tjoa and Tjoa [54] provide an overview of the selected few articles in the
area of ICT and SDGs, and appeal to all scientists, IT-professionals and their organizations to take a
holistic approach to all ICT-related activities and projects and to always include and monitor the effects
of their work on SDGs. Costanza et al. describe a novel index called Sustainable Wellbeing Index
and propose to connect the SDGs with this index by considering “a comprehensive systems dynamics
model that can track stocks and flows and make projections into the future under different policy
scenarios” [55]. Janowski’s editorial [56] concludes that Digital Government should play a key role in
implementing SDGs, but the gap between aspirations (SDGs) and capacity (Digital Government) is
affecting the majority of the UN Member States. Holden, Linnerud, and Banister [57] discuss a model
for sustainable development which, in addition to providing economic, social, and environmental
balance, establishes constraints on humans’ social and economic activities. Allen, Metternicht, and
Wiedmann [58], by reviewing the national observations in implementing the SDGs in 26 countries,
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conclude that although some initial progress is evident, nevertheless, open questions regarding the
assessment of interlinkages, trade-offs and synergies between sustainable development targets are
yet to be addressed. Wu et al. [59] discuss the influences that ICTs have in addressing the SDGs
stressing ICT’s role to accelerate the progress and construct knowledge societies. Linkov et al. [60]
review various governance strategies for addressing sustainability threats. Campagnolo et al. [61]
suggest a methodology for sustainability assessment by aggregating 26 indicators (addressing the
SDGs) and stress how much effort each country should undertake to achieve SDGs. Nerini et al. [62]
analyze SDG7 by characterizing efforts, in particular their synergies and trade-offs, in achieving SDG7.
Zimm, Sperling, and Busch [63] identify sustainability and knowledge gaps in Shared Socio-economic
Pathways (SSPs) in relation to the Agenda 2030 SDGs. SSPs, which are used by the Intergovernmental
Panel on Climate Change, do not address all SDGs, covering only some of the SDGs (e.g., SDG13).

In view of what has already been said, this paper takes a different perspective to address the
overwhelming complexity of SDGs. Strictly speaking, the ICT framework we propose here endorses
several novel features (see Figure 2) by aiming at the following:

(a) to combine three disciplines: governance science, sustainability science, and data science, all
wrapped together with the concept of digital democracy, and to act as an interactive process
reflecting the interactive character of governance;

(b) to increase awareness and understanding of SDGs, through which the societies are steered towards
collectively agreed objectives, leading to governance of SDGs on both local and global levels;

(c) to integrate data from several sources at different spatial scales (local, region, state, national,
and international), temporal scales (daily, monthly, annual) and decision making scales (individual,
group, institution), to infer knowledge and to transform data into understandable knowledge;

(d) to emphasize various governance theories (adaptive governance, network governance,
collaborative governance, and accountable governance) and suggest two novel: fair and
trustworthy governance, and to ensure actions across many levels and involving actors from
multiple sectors;

(e) to allow two-way communications between government and people and effective citizen
engagement in addressing SDGs; and

(f) to provide means for ensuring true impacts on SDGs by motivating citizens to participate in
addressing SDGs and by enabling those in positions of power to endorse the framework.

The term ‘infer knowledge’ (or more general term knowledge discovery) is used here narrowly
and refers to knowledge extraction from structured and unstructured sources. For the epistemological
questions related to the creation and dissemination of knowledge in particular areas of inquiry, we
refer the reader to Stanford Encyclopedia of Philosophy [64]. In information science, relationships
among data, information, knowledge, and sometimes wisdom are represented hierarchically [65].
However, some scholars have questioned this formulation of the knowledge hierarchy by arguing that
wisdom includes also values, ethics, and effectiveness [66,67].
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Figure 2. The ICT framework for SDGs we propose here endorses six novel approaches: holistic
approach aiming to integrate three disciplines—governance science, sustainability science, and data
science—bonded with the concept of digital democracy; increased-awareness approach ensuring
governance of SDGs on both local and global levels; data-intensive approach aiming to implement
SDGs by using state-of-the-art machine learning methods at different spatial, temporal, and decision
making scales; governance-enhanced approach implementing SDGs by considering various governance
theories: adaptive governance, network governance, collaborative governance, accountable governance,
fair governance, and trustworthy governance; two-way approach ensuring communications between
government and people and effective citizen engagement in addressing SDGs; and responsible
approach providing true impacts on SDGs by motivating citizens to participate in addressing SDGs
and by enabling those in positions of power to endorse the framework.

2.3. Research Design

This section will expose the overall strategy chosen to coherently and logically integrate the
different constituents of the paper. We will therefore specify the type of evidence needed to effectively
address the research problem and to accurately answer the following research questions:

• RQ1: What research questions regarding ICT for SDGs have already been conducted by combining
all three disciplines: governance science, sustainability science, and data science?

• RQ2: How and what ICTs have been adopted for SDGs?
• RQ3: How and what artificial intelligence (AI), machine learning (ML), and other data science

methods and tools have been used for SDGs?

Our goal is not only to provide a systematic literature review on ICT for SDGs, but also to identify
research gaps for ICT driven enhancement and implementation of SDGs. We conduct a literature
review following the PRISMA framework [68] and the suggestions for systematic literature reviews
by Siddaway [69] and Bieser and Hilty [70]. We have identified the main search terms based on
our research questions, selected the most common scientific literature databases and platforms Web
of Science, Scopus, Google Scholar, and Google for the search, found all relevant publications, and
selected a number for critical analysis. These publications are further clustered in three groups (data
module, sustainability module, and governance module) and subject to analytical discussion in the next
sections. As regards the questions RQ1, RQ2, and RQ3, our findings can be summarized as follows:

• Finding 1: The recent development of new governance theories with roots in various disciplines
ranging from social sciences to natural sciences, has led to positioning governance science as
an independent pillar when addressing SDGs. There is no article that takes a holistic view
when addressing SDGs and includes the findings from all three disciplines: governance science,
sustainability science, and data science.

• Finding 2: State-of-the-art ICTs such as autonomous things, augmented analytics, AI-driven
development, edge and fog computing, digital twins, digital lakes, and immersive technologies
have not yet been fully developed and deployed for SDGs.
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• Finding 3: Although AI and ML methods have been increasingly used to track progress toward
certain SDGs, nevertheless, the full potential of current state-of-the-art AI/ML methods and tools
have not yet been used for improving the implementation of SDGs.

Taken together, the above findings suggest that this paper is actually a first attempt to
conceptualize the SDGs (as an ICT-supported phenomenon) in the light of existing discussions in
governance science, sustainability science, and data science.

The review analysis has also been used for a “conceptual framework analysis” approach in order
to develop an ICT framework for SDGs. A conceptual framework interlinks concepts for ensuring a
comprehensive understanding of a phenomenon or phenomena [71], see also [72–74]. The goal of the
framework is therefore to indicate the key concepts of a phenomenon, which, when organized and
connected, constitute, in our case, an ICT framework for SDGs, that serves as a support or guide for
the building of something that expands the framework into a useful product such as an ICT platform.
To build a conceptual framework, Jabareen [71] suggests a multi-phase qualitative process consisting
of eight phases: (1) Mapping the selected data sources, (2) Extensive reading and categorizing of the
selected data, (3) Identifying and naming concepts, (4) Deconstructing and categorizing the concepts,
(5) Integrating concepts, (6) Synthesis, resynthesis, and making it all make sense, (7) Validating
the conceptual framework, and (8) Rethinking the conceptual framework. Examining all phases
including an overview of the literature on SDGs from sustainability, governance, data science, and ICT
(the phase 1), reading and clustering the data by discipline and importance to the above three research
questions (the phase 2), after reading the selected data and identifying and labeling the concepts
(the phase 3), the last phase involves thinking again about the conceptual framework and finalizing
the ICT framework for SDGs. The framework consists of a variety of diverse concepts grouped in three
modules (data, sustainability, and governance) as discussed in Section 5. In general, the concepts of
the data module refer to the statistical, social, and sensor data at three levels of granularity (spatial,
temporal, and decision making); the sustainability module consists of the concepts aimed at mapping
the SDGs at the local level, ensuing an inclusion of the stakeholders, providing priority ranking
of the SDGs, sharing and managing the knowledge, delivering integrated assessment models, and
implementing the SDGs at the local level; and finally, the governance module refers to such concepts as
the adaptive governance, trustworthy governance, network governance, fair governance, collaborative
governance, and accountable governance. The term ICT in our conceptual framework highlights the
fact that the framework is shaped by ICT, that is, it is enhanced by digital technologies that master
digital representation, computing, and adapting (learning) related to SGDs. As business-systems
transition analysis [75–77] and meta-analyses [78,79] reveal that digital technology is the trigger
and the catalyst for a fundamental societal transition and economic growth, we think that the ICT
framework for SDGs we propose here could offer a basis for improved implementation of SDGs.

3. Prerequisites for Addressing Sustainable Development

3.1. Governance Science

Governance is widely referred to as “the process of steering society and the economy through
collective action and in accordance with common goals” (Torfing et al. [80]). In point of fact,
“no single actor has the knowledge, resources and capacities to govern alone in our complex and
fragmented societies. Interaction is needed in order to exchange or pool the ideas, resources and
competences that are required for the production of desirable outcomes” [81]. Over the years, the
preoccupation of much of the research has been with the ‘crisis of governance’ [82–84] and ‘governance
failure’ [85,86]. At least three approaches have emerged in the governance literature to deal with
such phenomena [87]. First, there are those who consider the power being diffused among a large
number of non-state and global actors [88], with emerging patterns of “networked governance”
[89–91] and innovative techniques that facilitate the “governance of complexity” [92]. A second
stream of literature analyzes (global) networks and governance practices, and draws attention to the
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emergence of competing “global governance architectures” [91] and new governance techniques, such
as “experimental governance” [93], “transitional regulatory governance” [94], “polycentric governance”
[95,96], or “participatory governance” [97]. Finally, the third strand, which is highly critical to the
idea of ‘governance’, points to the research problems that the concept itself can produce [98,99].
These rising concerns and debates about governance have led to the development of new governance
theories with roots in political science, public administration, sociology, economics and law, ecology,
complexity science, network science and many other applied fields. The Handbook on Theories
of Governance summarizes some of the recent developments in the field and discusses various
forms of governance (e.g., network governance, corporate governance, global governance, multi-level
governance, democratic governance, adaptive governance, to name but a few), and also emphasizes
the interactive dimensions of the concept by defining governance “as the interactive processes through
which the society and the economy are steered towards collectively negotiated objectives” [81].

3.2. Sustainability Science

Sustainability science is often defined as research in the context of social-ecological systems
(SESs) [100–102] also referred to as coupled human-environment systems, coupled human and natural
systems, and coupled social-ecological systems [103–106]. SESs are complex and multi-level systems
studied at different scales and within diverse circumstances. Therefore, a number of conceptual
frameworks are necessary for understanding different characteristics of SESs that reflect the variety
of research disciplines involved in the study of SESs, including sustainability science, economics and
ecological economics, geography, and environmental science, to name but a few, which all provide
different perspectives regarding social-ecological interactions and outcomes. The SES frameworks
bring the foundation for understanding the properties of a specific SES. Scholars have used the
concept of socio-ecological systems to emphasize the integrated character of the relationships and
interactions between social and natural systems. Theories for analyzing social-ecological systems
have evolved to established and recognized paradigms for the science, the practice, and the policy of
sustainability [107]. Prominent examples include the Social-Ecological Systems Framework [108–111],
the Millennium Ecosystem Assessment Framework (Millennium Ecosystem Assessment 2003), and the
framework suggested by the Intergovernmental Platform on Biodiversity and Ecosystem Services
IPBES, aiming to extend our understanding of social-ecological systems beyond traditional Western
science thinking [112].

3.3. Data Science

Data science is becoming a common buzzword, meaning collection, preparation, analysis,
visualization, management, and preservation of data [113,114]. Moreover, some scholars chart the
evolution of science through four paradigms: experimental science, theoretical science, computational
science, and exploratory science [115]. The forth paradigm, also referred to as data science,
is data-intensive and uses statistical exploration, machine learning, and data mining. However,
other researchers, in particular those in the humanities and social sciences, given the diversity of their
philosophical foundations, argue that data science, Big Data and new data analytics are unlikely to
lead to new paradigms [116,117]. Data science presents two potential paths for research that have
divergent epistemologies: (1) empiricism (“the data deluge makes the scientific method obsolete” [118])
and (2) data-driven science that completely modifies the existing scientific methods by combining
features of abduction, induction and deduction. Given the weaknesses in the empiricist arguments,
Kitchin [116] argues that the data-driven approach will remain dominant over time, presenting a
strong challenge to the established knowledge-driven scientific method. The data, often unstructured,
heterogeneous, and networked (emerged from networks with complex relations between its entities),
has become ubiquitous in our society, leading the way towards the big data era [119]. Data analysis
combines integration, interpretation, and knowledge discovery and is based on methods and tools from
mathematics, statistics, information science, and computer science, but also from linguistics, sociology,
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and other disciplines. Data integration includes tools and technologies for data orchestration across
diverse solutions such as, for example, Amazon Elastic MapReduce, Apache Hive, Apache Spark,
MapReduce, Hadoop, and MongoDB, to mention only a few. Moreover, recent advances in AI and ML
techniques have made computers active subjects in the decision making processes by enabling them
to collect, analyze, and infer knowledge automatically. As the data generated by various electronic
devices is typically used by other computers [113], automated decision-making processes have scaled
so that it is becoming increasingly frequent for computers to make decisions. This, however, has
triggered various concerns regarding accountability, fairness, ethics and privacy, which have recently
been addressed in both computer science and social science [120].

3.4. Digital Democracy

The term digital democracy, defined simply as “the practice of democracy using digital tools and
technologies” [121], summarizes various forms of citizens’ engagements ranging from giving citizens
only on-line access to governmental information to enabling citizens to participate in decision-making
processes on-line. The last few years have witnessed a surge in digital democracy projects around
the world: there are hundreds of digital tools and platforms being used to engage citizens in order to
improve the quality, legitimacy and transparency of decision-making. Examples of digital democracy
include LabHacker and eDemocracia (Brazil), Madame Mayor, I have an idea (France), Pirate Party
(Iceland), Parlement & Citoyens (France), vTaiwan (Taiwan), Better Neighbourhoods/Better Reykjavik
(Iceland), Decide Madrid (Spain), to mention only a few. Other Internet-based democracy platforms
include [122–124]. For a recent review of digital tools used by parliaments and municipal governments
to engage citizens for improving the decision-making processes, we refer the readers to [121]. Linders
suggested a transition from e-Government (citizen as customer) to We-Government (citizen as partner),
“in which society places greater trust in—and empowers—the public to play a far more active role in
the functioning of their government” [125]. The use of the Internet of Things, cloud computing, big
data, machine learning and artificial intelligence are reshaping the values and practices of government,
triggering “new government initiatives, named Internet Plus Government, which represents a new
movement claiming to give full play to Web 2.0 in government innovation and social development in
the last decade” [126].

4. Design Principles for the ICT Framework

The actors that participate in addressing SDGs include intergovernmental organizations,
governments, enterprises, non-profit organizations, various civil society communities, and individuals,
pursuing interests at different scales with respect to the time, space, and organization, as well as in
diverse political, economic, socio-cultural, and environmental surroundings [127,128]. Governance
and decision-making processes concerning SDGs are shaped not only by a large number of normative
rules and regulations including laws, policies, agreements and technical standards, but also by
administrative, commercial, professional, cultural, ethical and interpersonal practices [127,129].
Moreover, governance and decision-making processes are influenced by relationships of power,
authority, and cooperation at multiple levels [127,130]. There are four different types of goods
classified according to excludability and rivalrousness: common resources, public goods, private goods,
and club goods. The governance of common resources is shaped by various actors at different spatial,
temporal, and decision making scales. However, jurisdictional boundaries within the spatial, temporal,
and decision making scales do not correspond with both the biophysical and spatial/temporal
characteristics of common resources [127,131].

Addressing the sustainable development goals is guided by several principles. In general,
sustainability could be considered a “thick” normative concept [132–134], i.e., it carries both normative
and descriptive content. However, the critical political documents on this concept [135–137] have
clearly contained the normative meaning and take sustainability as a guiding principle. SDGs are
widely understood as something positive; each and every country should be committed and work
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vigorously towards achieving the objectives disclosed in these goals. Hence, we believe that the
principles suggested here “ought to proceed” [138] in order to achieve the SDGs by their target date of
2030. We suggest four design principles for the ICT framework provided here, see Figure 3:

• Principle 1: SDGs performance should be shaped by three disciplines: governance science,
sustainability science, and data science;

• Principle 2: SDGs implementation should be triggered by various actors at different spatial scales
(e.g., farm, local, region, state, national, international), temporal scales (e.g., daily, monthly, annual)
and decision making scales (e.g., individual, group, institution);

• Principle 3: SDGs governance should be emphasized by various governance theories (including
adaptive governance, collaborative governance, network governance, and so on) triggering actions
across many levels and involving actors from multiple sectors; and

• Principle 4: SDGs implementation should be influenced by the human behavior.

Figure 3. Four design principles for the ICT framework. The first principle shapes the basic building
blocks of the framework: data module, sustainability module, and governance module. The second
principle implements coordinated efforts of all active subjects: individuals, groups, governments,
and intergovernmental institutions. The third principle empowers various governance theories to be
used in the framework. The forth principle provides incentives and motivations for individuals to
participate in the decision-making processes.

In the last five decades, scholars have built a solid field of sustainability science by working on
ecological systems, socioeconomic systems, and linked socio-ecological systems. From the analysis
of a variety of common resources, scholars have documented that community-based governance
systems support the existence of common resources over the range from 100 years to 1000 years,
surviving natural disasters as well as various social, political, and economical changes. How the
vast body of knowledge of governance models already accumulated in the field of sustainability
science can be transferred to SDGs? The principle 1 provides an answer to this question. Despite the
enormous success of the social-ecological systems in addressing governance of common resources,
this approach has not been adopted for SDGs and is lacking empowerment of citizens in addressing
global challenges. Moreover, the approach has not fully adopted machine learning methods and tools
for knowledge discovery and decision making tailored for SDGs. Machine learning methods have
been recently used to track progress toward certain SDGs [139]. Several examples include methods for
predicting poverty rates, housing conditions, food security or over-fishing estimations (SDG 1, 2, and
14) [140–142]. Pincet, Okabe, and Pawelczyk present a supervised learning technique to analyze text
descriptions of Creditor Reporting Systems (CRSs) with 250,000 submissions per year to OECD [139].
The methodology assigns none, one, or multiple SDGs to each CRS project, depending on the score of
the project description allowing studying the interlinkages between SDGs. As the methodology can be
used to monitor SDGs financing, it allows policy analysts to estimate “how much aid targets each SDG
and how the adoption of the 2030 Agenda has changed the behavior of donors” [139]. Nevertheless,
the full potential of machine learning methods such as, for example, supervised learning, Bayesian
approach, non-parametric modeling, reinforcement learning, graphical models, to mention only a
few, to address SDGs has not yet been reached. Moreover, machine learning poses a host of ethical
questions, including privacy and fairness [120] as well as paternalism, which will be briefly addressed
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at the end of this section. The main disadvantage of digital tools and platforms is the lack of sound
scientific social-ecological systems framework for addressing global challenges.

The principle 3 ensures that the ICT framework is developed by considering several governance
theories: Adaptive governance, Network governance, Collaborative governance, Accountable
governance, Fair governance, and Trustworthy governance. The framework incorporates governance’s
structures that support a broad range of actors to deal with (1) interrelated dynamics of resources and
ecosystems, (2) social and management systems, and (3) uncertainty and unpredictability. From an
institutional perspective, management and governance can be thought of as nested rule structures.
Ostrom [143] and Ostrom et al. [144] elaborate on the interconnected nature of rule-making structures
and how this affects resource management. They suggest three levels of decision making processes:
operational rules, collective choice rules and constitutional rules. Operational rules structure the
day-to-day decisions about how to appropriate resources, provide information, monitor actions
and enforce rules. Collective rules affect the policy and management decisions that determine the
operational rules for managing a resource. Constitutional rules determine who is eligible to participate
and the specific governance structure to be used in making collective choice rules.

When reflecting on governance for the 21st century, one of the central questions is the scale for
implementing the SDGs. The principle 2 ensures that this question is addressed properly. Scholars
have documented evidences that both institutions, the state and the market, are not successful in
governing and managing common resources, rather communities of individuals could successfully
govern common resources over long periods of time [143]. Scholars have already discussed the role
and decreasing significance of nation states in the context of governance. Ohmae [145] argues that
the nation state is an unfunctional structure for successfully organizing activities at social, economic
and environmental levels. National governance systems are considered to be an ineffective structure
when addressing challenges with respect to climate change, health care, and peoples’ everyday
problems [146]. Taleb [147] argues that cities are more optimally resistant to large changes and shocks
than nation states as a sustainable political governance structure. Moreover, cities have recognized
their transnational powers [146] and have already been organized in cooperative networks to address
global challenges on the local level [148]. The suggestion to address environmental problems at the
local (municipality/city) level was first posed in 1987 [149], triggering various activities regarding
environmental concerns in urban areas [150–153]. Moreover, SDG 11 (Make cities and human
settlements inclusive, safe, resilient and sustainable) focuses on urban sustainability [154,155]. Fuhr,
Hickmann, and Kern [156] discuss the roles of cities in climate/environmental governance [157–159].
Fenton and Gustafsson [160] argue that SDGs can be successfully implemented only at the local level,
stressing that local actions could provide both global and local attentiveness.

The principle 4 aims to address the growing interest in behavioral economics [161,162]. The
assumption that individuals are rational [163] and “have complete information about all actions
available to them, the likely strategies that others will adopt, and the probabilities of specific
consequences that will result from their own choices” [164], has to be dismissed as inadequate. Several
improvements will further enhance the governance model capabilities. One of them is concerned with
taking into account other potential correlates of emotional response—gender, culture and personality
typologies (for example, the classification of the Big Five personality traits). Moreover, Kosinski and
his co-workers have shown [165] that psychological profiles of individuals can be accurately modeled,
which, in turn, can be used to judge more accurately motivations and incentives of individuals to
address global challenges. However, since these psychological profiles could be manipulated and
used, for example, in political campaigns for delivering targeted and highly persuasive messages to
people on social media, as in the case of Cambridge Analytica, utmost care should be taken regarding
ethical questions when implementing SDGs. In the case of the Cambridge Analytica scandal, Facebook
data was used in ways well beyond what users expected or intended. Since the enlightenment,
traditional ethics consider various conditions for moral responsibility of an individual [166], three of
which are agreed upon [167,168]: causality, knowledge, and choice. ICTs have changed how these
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three conditions are perceived regarding individual decisions with specific and knowable results
towards decisions that have been taken by others (including automated decisions made by algorithms)
with unknown consequences for anyone [168]. The fact that a person does not know how the data
is collected and can be used, is an obvious drawback regarding the person’s knowledge and free
will. The Internet of Everything further enhances the distance between one person’s knowledge and
will and the other person’s source of information and power. Moreover, big data leads to a great
disproportion between various stakeholders, benefiting mostly those who can generate knowledge
from data [168]. ICTs have triggered the development of digital ethics, also known as computer,
information or data ethics [169]. Richards and King suggest [170] four high-level principles for setting
up legal and ethical big data norms. Floridi [171] discusses digital governance, digital ethics and
digital regulation, and their relationships. In particular, Floridi [171] defines digital ethics as “the
branch of ethics that studies and evaluates moral problems relating to data and information (including
generation, recording, curation, processing, dissemination, sharing and use), algorithms (including
AI, artificial agents, machine learning and robots) and corresponding practices and infrastructures
(including responsible innovation, programming, hacking, professional codes and standards), in order
to formulate and support morally good solutions (e.g., good conduct or good values)”.

Using social networks and ICTs for addressing SDGs could raise another concern regarding
autonomy [172] and paternalism [173]. ICT has triggered research activities about the concept
of “weak” or “soft” paternalism [174]. Soft paternalism uses methods and tools from behavioral
sciences to develop policies and systems of choice aiming to nudge users toward improved decisions
without restricting their options. Nudging can be most useful in contexts where users are confronted
with uncertain, subjective trade-offs and scenarios that involve weighing possibly conflicting
considerations [175]. Sustainable development is per se a contradicting concept: development involves
intervention in our environment, and hence, diminishes natural resources, while sustainability means
that natural resources should be preserved for an indefinite period. Therefore, SDGs are designed
to “mitigate this paradox and to provide a rapprochement between ecological (sustainability) and
economic (development) interests to cope with the ecological crisis without affecting existing economic
growth [176,177]” [71]. As nudging for SDGs has not been addressed so far, one should ask first
whether it is appropriate to nudge citizens at all, and if yes, toward what SDGs and how and who
should develop and deploy those nudges [175].

5. The ICT Framework Description

This section describes our approach to an ICT framework for sustainable development goals.
We follow Ostrom in using the terms “framework”, “theory”, and “model” [109,110]. Frameworks
are meta-theoretical concepts/devices for providing a general language for describing relationships
at multiple levels and scales. Theories, which are analytical tools for understanding, explaining,
and making predictions, can be generated (translated) from frameworks by making assumptions about
variables/attributes and their relationships for a particular framework of a socio-ecological system.
Models are very specific working examples of a theory. Therefore, the ICT framework aims to provide
the basic lexicon of concepts and terms [110] to be used in building ICT platforms for addressing SDGs.

The ICT framework consists of three modules, Figure 4: data module, sustainability module, and
governance module. It envisions governance systems and procedures that address SDGs on the local
level by assessing/modeling various social-ecological systems, which are connected in a network of
local platforms, ensuring global challenges to be addressed holistically. The methods from network
governance together with mixed qualitative and social network analysis can be used (1) to ascertain
the link between network governance properties, leadership positions and decision-making outcomes,
(2) to assess network management strategies and their relation to outcomes, and (3) to analyze relations
across multiple levels of networks in order to improve understanding of processes and outcomes.
Moreover, the platform links social networks, behavioral sciences, data science, governance science,
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and digital technologies to effectively address SDGs by creating intelligent governance models and
decision-making tools for citizens and governing bodies.

Figure 4. Three building blocks of the ICT framework: data module, sustainability module, and
governance module. Data module aims to collect, prepare, analyze (compute and transform), visualize,
manage and preserve data from three sources: statistical, sensor, and social data at three levels of
granularity: spatial, temporal, and decision making. Sustainability module aims to map SDGs at local
level, to ensure inclusion of stakeholders, to provide priority ranking of SDGs, to implement SDGs
at local level, and to share and manage knowledge. Governance module aims to provide adaptive,
network, collaborative, fair, and trustworthy governance.

The network of local platforms ensures that the concepts of tele-coupling and polycentric
governance are implemented. Tele-coupling, a novel interdisciplinary umbrella concept, refers to
those interactions between coupled human/natural systems that take place over distances [105].
Moreover, interactions within a system are called intra-coupling interactions, while peri-coupling
refers to environmental and socio/economic interactions between adjacent systems [178]. Ostrom [164]
has developed the concept of “polycentric governance” aiming to understand complex interconnected
governance systems by considering various decision-making actors that operate with some level
of self-governance, but are connected through processes of collaboration, coordination, and/or
conflict [179,180].

5.1. Data Module

This module aims:

• To collect, prepare, analyze (compute and transform), visualize, manage and preserve data from
three sources: statistical, sensor, and social data at three levels of granularity: spatial, temporal,
and decision making;

• To integrate linked open data, sensor network data, and data from social networks and blogs,
resulting in a context-aware realization of the SDGs;

• To collect the Agenda 2030 indicators;
• To collect data relevant to SDGs (including social data) to be used for computing other indicators

as well as proxy indicators and for analyzing citizens’ behavior regarding SDGs;
• To provide data for the Sustainability module relevant for computing integrated (composite)

indicators and for modeling social-ecological systems; and
• To provide data for the Governance module.

Data will be collected from different sources arranged in three groups [181]: (1) Statistical data
(data from national and EU statistical agencies, data from other governmental and non-governmental
agencies, various open-data available in periodical reports or in continuous mode), (2) Sensor data
(data from sensors owned by governmental agencies as well as from sensors owned by various vendors,
and data from citizens’ sensors such as wearable sensors, mobile smart-phones, in-vehicle sensors, etc.),
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and (3) Social data (data from social networks, blogs, and data from newspapers or news aggregating
portals). Levels of granularity include spatial (e.g., local, region, state, national, international), temporal
(e.g., daily, monthly, annual), and decision making (e.g., individual, group, institution). This module
analyses data and provides input data for the other two modules. By adopting machine learning
algorithms, it also incorporates several advanced behavior science concepts in order to improve the
motivation for participating on the platform. Social data will be used for providing context-sensitive
models of decision-making processes for understanding characteristics of citizens’ environmental
behavior, which could be reflected in addressing SDGs [182]. Data also generates various indicators
(including also proxy indicators): social and ecological performance measures. A proxy indicator
provides an indirect measure that approximates or is related to a quantity in the absence of a direct
measure. Therefore, proxy indicators are derived from real-time processes and could be implemented
to provide social and ecological performance measures in greater detail [181].

5.2. Sustainability Module

This module aims:

• To implement sustainable development goals/targets at the level of municipality/city and to
provide upscaling of local SGGs initiatives and actions;

• To mobilize citizens to promote practical solutions for sustainable development;
• To provide a platform for ensuring stakeholders’ engagement, partnerships, communication and

outreach, and for offering knowledge management;
• To illustrate how and in what ways a municipality/city can integrate the goals/targets in its

strategies, policies and practices;
• To ensure ranking of locally transformed goals/targets introducing primary, secondary, and so on

goals/targets;
• To provide guidance on scientific assessments of the locally implemented goals/targets,

to distinguish various paths for mitigating potential trade-offs, and to maximize synergies between
the social, economic and environmental objectives;

• To provide ranking of social-ecological systems within the municipality/city;
• To provide scientific evidence and theoretical foundation for computing integrated (composited)

indicators; and
• To ensure that sustainable development should be considered in a more general framework as

a normative value system by addressing “three moral imperatives: satisfying human needs,
ensuring social equity, and respecting environmental limits” [57].

Integrated assessment modeling is a tool used by various stakeholders for prediction and
forecasting, for enhancing the productiveness and fruitfulness of decision-making and management,
and for improving social learning as well as system understanding. Models holistically
integrate biophysical, social and economic processes, their interactions and responses to changes.
Kelly et al. [183] review five common approaches for integrating knowledge by considering various
modeling approaches ranging from differential equations to statistical modeling. Social learning
refers “to the capacity of a social network to communicate, learn from past behavior, and perform
collective action, e.g., dealing with complex technical tasks and at the same time the social relational
activities” [183], see also [184,185].

Social-ecological systems framework (SESF), developed by Ostrom and her colleagues, has been
evolved incrementally over decades by considering a large number of empirical cases [111]. Ostrom
and her colleagues collected concepts and variables across cases. Different logical categories are termed
“tiers” organized hierarchically so that lower-level tiers account for subdivisions within elements of the
next higher tier. The first-tier variables include: Social, economic, and political settings (S), Resource
systems (RS), Governance systems (GS), Resource units (RU), Actors (A), Interactions (I), Outcomes
(O), and Related ecosystems (ECO). Further development and application of the SES framework has
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discussed the formal relationships between concepts and variables of the framework [111]. McGinnis
and Ostrom [110] suggested a three-step process for an application of the SES framework to particular
cases. In the first step, a level of analysis has to be selected by considering interactions and outcomes
related to a particular resource system and related resource units, actors involved, and governance
systems that impact the actors’ behavior. In the second step, variables to be measured and indicators
to be implemented are selected. Finally, the last step enhances the effectiveness of communicating and
conveying outcomes and results across research communities.

Variables/attributes, identified for studying SESs, are organized in a nested multi-layer or
multi-tier structure. Each of the eight broad subsystems can be analyzed into their component
and further analyzed into their multiple conceptual tiers (layers). SESF helps to understand
different types of actions, activities and processes undertaken by actors and the interaction of
these actions with other variables in determining social-ecological outcomes and dynamics of
SESF. The outcomes in this framework include social performance measures (efficiency, equity,
accountability, sustainability) and ecological performance measures (over-harvesting, resilience,
biodiversity, sustainability). Therefore, the sustainability module transforms outcomes of the specific
socio-ecological system to the (dis-aggregated) indicators of the Agenda 2030.

The fifth subsystem Interaction refers to social, economical, and environmental processes through
which interactions lead to outcomes. Depending on the considered system, different models could be
employed [183]: (1) System dynamics assume formalism based on ordinary differential (or difference)
equations, representing causal relationships, feedback loops, delays, and decision rules of variables
that generate system behavior; (2) Graphical models assume that variables are represented by nodes
connected by links (random Markov fields) or arrows (Bayesian networks) representing dependences
(or casual dependences in the case of Bayesian networks); (3) Agent-based models focus on interactions
between autonomous entities (agents), representing individuals or groups, as well as the links
between agents and their behavioral patterns; (4) Knowledge-based models are (computer) programs
that use knowledge base (a method/technology for storing structured and unstructured information)
for automated reasoning and inferring conclusions (inference engine), adopting rule-based methods
(“if-then-else” rules) or logic-based methods, formalized according to a logic system; and (5) Hybrid
models involve combining models for producing an integrated outcome, including the previous four
modeling approaches.

Although SESF framework has proven capabilities of addressing common resources as
documented in many works of Ostrom and her colleagues, nevertheless, “current analytical and
quantitative modeling capabilities fall short of being able to capture all 17 SDGs and their targets” [63].
Moreover, Shared Socio-economic Pathways (SSPs), established by the climate change research
community for enhancing and facilitating the integrated analysis of future climate impacts, do not aim
to address all SDGs. For example, even the most advanced pathways such as SSP1/SSP1-2.6, do not
meet all SDGs and do not provide information on some of them [63]. Integrated assessment models
used for the development of the SSP scenarios include:

• IMAGE, the Integrated Model to Assess the Global Environment [186];
• MESSAGE-GLOBIOM, the Model for Energy Supply Strategy Alternatives and their

GeneralEnvironmental Impact combined with the Global Biosphere Management Model [187];
• AIM, the Asia-pacific Integrated Model [188];
• GCAM4, the Global Change Assessment Model [189];
• REMIND-MAgPIE, the Regionalized Model of Investments and Development combined with the

Model of Agricultural Production and its Impact on the Environment [190]; and
• WITCH-GLOBIOM, the World Induced Technical Change Hybrid model combined with

GLOBIOM [191].
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5.3. Governance Module

This module aims:

• To implement various modern theories of governance, in particular adaptive, network governance,
collaborative, and accountable governance;

• To introduce and implement novel governance theories such as fair and trustworthy governance;
• To offer new forms of citizen engagement and more flexible and integrated modes of governing

by adopting the theories of governance;
• To allow two-way communications between government and people and effective citizen

engagement by enabling citizens (a) to raise awareness of particular issues; (b) to provide ideas
for new, improved or future solutions; (c) to generate, develop and amend specific proposals
individually, collectively or collaboratively; and/or with state officials; (d) to monitor and assess
public actions and services; and (e) to make decisions e.g., through referendums, voting on specific
proposals or participatory budgeting;

• To integrate knowledge about individual incentives and barriers to collection action,
collaborative social learning and conflict resolution processes, and institutional arrangements for
cross-boundary collaboration; and

• To provide means for the framework to have true impacts of SDGs by motivating citizens
to participate in addressing SDGs and by enabling those in positions of power to endorse
the framework.

Global governance reflects the processes of governing global relationships between individuals
and institutions aiming to manage their common affairs [192]. Improving global governance for
sustainable development can only be achieved synergistically by considering “regional, national
and local circumstances, cutting across many policies, programmes, institutions and sectors” [127]
and by ensuring “more inclusive participatory processes at local community scales” [127]. The
ICT platform to be developed by using the framework described here, will ensure “transnational
sharing, discussion and synthesis of different approaches” to sustainable development governance
enabling “all participating actors to benefit from the global collective experience, and overcome
key barriers to change including knowledge gaps, capacity challenges, or the absence of supportive
political commitment” [127]. Recently some scholars argued that SDGs present a novel approach to
global governance, ‘Governance through goals’, which is marked by four characteristics [193,194]:
(1) goal-setting global governance is uncoupled to the international legal system as SDGs are
not legally binding; (2) governance through goals provides weak institutional arrangements at
the intergovernmental level; (3) goal-setting global governance ensures global inclusion and
comprehensiveness [195–197] by considering input from at least 70 governments as well as numerous
representatives of civil society; and (4) global governance through goals provides flexibility to
national/regional options, outcomes, and desires.

Reviewing various governance theories or even providing definitions of the concepts of adaptive
governance, network governance, collaborative governance, and accountable governance, is beyond
the scope of the paper. Previous literature on adaptive governance includes, for example, refs. [198–200].
Dietz et al. [201] use the term “adaptive governance” to expand the focus from adaptive management
to address the explicit institutional context that supports adaptive management. Network governance
represents a form of “social organization in which interpersonal relational aspects such as trust,
reciprocity and the pursuit of mutual benefit interact to forge jointly agreed and achieved
outcomes” [202]. As networks are an important form of multi-organizational governance [203],
network governance has been studied in [204–207]. Collaborative governance [208] includes any
“method of collective decision-making where public agencies and non-state stakeholders engage each
other in a consensus-oriented deliberative process” [209]. Koppell [210] distinguishes no less than
five different dimensions of accountability: transparency, liability, controllability, responsibility, and
responsiveness. Accountable governance has been studied in [211–213]. Proposals for implementing
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various governance theories are often made in pure normative terms. A brief description on concrete
approaches for implementing them includes:

• Adaptive governance can be implemented by addressing institutional, cross-scale challenges and
the structures and incentives, by considering Iterative decision-making mechanisms, by providing
feedback between monitoring and decisions learning, by explicit characterization of system
uncertainty through multi-model inference, and by implementing legal and institutional oversight,
or built-in mechanisms for adaptation;

• Network governance can be implemented as a network of local ICT platforms, offering
an approach to organize and mobilize stakeholders for improving social, economic and
environmental outcomes;

• Collaborative governance can be implemented as a collaborative unit that consists of individuals
with diverse backgrounds by providing methods and tools for the members of the unit to
develop and adopt a collective consciousness in addition to their own identities, preferences and
motivations; and

• Accountable governance can implement two aspects of accountability: (1) accountability of
officials, governmental agencies, or organizations involved in the decision making process, and (2)
accountability of the ICT framework itself, by involving systems and coordinated actions for
control, sanctions, and for creating conditions for improved accountability and governance.

In addition, this module introduces two new forms of governance. Fair governance here refers
(1) to fairness of the whole governance regime supported by the platform and (2) to fairness of the
automated decision-making algorithms. Trustworthy governance refers to (1) consideration of the full
range of stakeholders within the framework; (2) ability to audit data use and data management within
the framework; (3) transparency of operations, governance, and decision making supported by the
framework; and (4) consideration of the long term financing and management of the implemented
framework. To address fair governance, the ICT framework can implement techniques for avoiding
outcomes of decision-making processes that could be considered discriminatory [120]. Trustworthy
governance can be implemented as distributed trust by providing mechanisms for increased levels
of trust among participants (individuals), for example, by using blockchain technology [214]. The
possibility to ensure proportional-fairness of the governance process can be addressed by considering
a custom-designed blockchain mechanism that maintains a distributed database trusted by all peers.
One can adopt Hyperledger Fabric [215] for novel blockchain global governance model. Hyperledger
Fabric has a ledger, uses smart contracts, and is a system by which participants, enrolled through a
membership service provider, manage their transactions.

6. Conclusions

We have suggested an ICT framework for addressing sustainable development goals. Following
the four principles, this framework aims to provide a pathway for designing and building an
ICT platform: (1) SDGs performance should be shaped by three disciplines: governance science,
sustainability science, and data science, (2) SDGs implementation should be triggered by various
actors at different spatial scales, temporal, and decision making scales, (3) SDGs governance should be
emphasized by various governance theories triggering actions across many levels and involving actors
from multiple sectors, and (4) SDGs implementation should be influenced by the human behavior.
The proposed framework is actually the first attempt to conceptualize the SDGs (as an ICT-supported
phenomenon) in the light of existing discussions in governance science, sustainability science, and data
science. In other words, the benefits of using this framework refer to the following novel features:

(a) holistic approach that integrates three disciplines—governance science, sustainability science,
and data science—bonded with the concept of digital democracy;

(b) increased-awareness approach that leads to governance of SDGs on both local and global levels;
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(c) data-intensive approach in which SDGs are implemented by using state-of-the-art machine
learning methods at different spatial, temporal, and decision making scales;

(d) governance-enhanced approach in which SDGs are implemented by considering various
governance theories: adaptive governance, network governance, collaborative governance,
accountable governance, fair governance, and trustworthy governance;

(e) two-way approach that ensures communications between government and people and effective
citizen engagement in addressing SDGs; and

(f) responsible approach that provides true impacts on SDGs by motivating citizens to participate in
addressing SDGs and by enabling those in positions of power to endorse the framework.

Nevertheless, there are a few situations where this framework exhibits certain limits. First,
the process of developing an ICT framework is iterative and could last for some time. For example,
the social-ecological system (SES) framework was initially proposed in 2007, however, members of
the SES club reported and discussed “a few remaining ambiguities in its formulation” in 2014 [110].
Second, the ICT framework we suggest here is a conceptual one and could face several challenges when
implemented on a platform, especially those related to privacy, accountability, fairness, and paternalism.
Any further work on the topic should take into account these limits, and should also address the soft
paternalism and nudging for SDGs, including the issues related to the outcomes of nudging and the
actors in charge of their implementation.

As mentioned above, this framework could provide a supporting knowledge for building an ICT
platform. We provide here only a brief guideline for the practical development and deployment of such
a platform. For example, it could be designed and implemented as the ISO-Standardized Smart City
Platform, developed and deployed for the city of Skopje, Macedonia [181]. The platform’s application
layer architecture could consist of several modules including a data gathering module, core intelligence
reasoning module, security module for authentication, and user interface (front-end) module accessed
via web and mobile applications, web services, and secure services for cloud/edge/fog and IoT
integration [181]. The front-end module could have several dashboards: personal dashboard,
real-time municipality dashboard, municipality dashboard, global dashboard. The “social networks
integration” API could connect citizens to social network accounts and ranks users based on their
involvement in improving SDGs. The API can share scores continuously (daily or weekly) and provide
suggestions to enhance SDGs, thus motivating and empowering citizens to actively participate using
the platform [181]. When it comes to development of a prototype of the ICT platform one could follow
open standards and use open source technologies on an enterprise software framework, available
in the Java Spring platform (Spring MVC). We refer the reader to [181] for a full account on how to
develop and deploy the ICT platform for SDGs. Finally, for an ICT platform to be successful and to
have a real impact on sustainable development goals, it has:

• to be tailored to SDGs priorities based on a local community values and needs;
• to be guided by the motivation for participation: either a citizen’s contribution is able to influence

and shape decisions, or it is related to some intrinsic motivation, or because addressed issues
are substantive;

• to allow coordinated efforts of individuals, groups, governments, and intergovernmental
institutions, by extending the concepts of orchestration and policy diffusion already suggested in
global climate governance [216];

• to provide a mixture of on-line and off-line for bridging the digital divide and increasing the
legitimacy of decision-making by broadening the pool of participants.

It is noteworthy to mention, however, that any further debate on smart cities should be refocused
and must also pay greater attention to policy making and strategy reflections [217]. For these reasons,
the future policy-oriented smart city research should take into account some open issues that exist
at different levels [218] micro level (e.g., “unified approach to data repository management”; the use
of block chain and e-payment technologies; deployment of artificial intelligence to support the most



Sustainability 2019, 11, 1961 22 of 31

important, universal recommender systems adept to process big data in real time and for any kind
of reasons, etc.), middle level (e.g., design of the “adaptive, context-aware anticipatory computing
crawlers and services that will add additional insight to data profiles” [218]), and macro level where
data management strategies are contended with a certain degree of risk and uncertainty.

In summary, although SDGs “are mostly vague, largely immeasurable, somewhat attainable,
and definitely relevant” [219], each individual should endeavor to help implement these global goals
by “leading the way in figuring out how to make the impossible possible” [219]. Therefore, as human
pressure on the Earth System is still increasing [220], “rather than sitting like Vladimir and Estragon,
who wait endlessly and in vain for someone named Godot to arrive” [57], a person should react for
her/his wellbeing as well as for the advancement of our society, not wait for others to act. This article
is a small contribution to the common cause of undertaking ambitious efforts to achieve the SDGs.
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